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1.Abstract:


The paper evaluates some the security tools. Top security tools can be found in http://sectools.org/. Most important vulnerabilities in Windows and Linux can be found in www.sans.org/top20/. The paper covers the installation and configuration of the following security tools:

	LANguard
	Nessus
	Snort
	BASE
	ACID
	Rman
	SnortCenter.
	OSSEC
	Sguil
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3.Vulnerability Assessment Tools:


2.What it Does:


In this paper I will evaluate some the security tools. Among my work in this area, I found the best site that lists the security tools is http://sectools.org/. Most important vulnerabilities in Windows and Linux can be found in www.sans.org/top20/. There is a good course that covers most of the hacking and security issues, the Certified Ethical Hacking course.  


 


The paper covers the installation and configuration of the following security tools:

	LANguard
	Nessus
	Snort
	BASE
	Rman
	OSSEC
	Sguil




3.1 GFI LANguard:


3.Vulnerability Assessment Tools:


The following vulnerability assessment tools were tested in order to look for the main differences between them when scanning Linux and Windows machine:


LANguard in Microsoft Windows 


Nessuss in Windows and Linux


 


Some other that can be tried also: Tenable NeWT , Shadow  Security Scanner, Microsoft Baseline Security Analyzer.




3.2. Nessus:


3.1 GFI LANguard:


GFI GuardLAN and Microsoft Base Line Security Scanner are mostly same. Download GFI GuardLAN from http://www.gfi.com/lannetscan/. After installation, you can start scanning any machine with the administrative privilege. 




3.3 Testing:


3.2. Nessus:


Download the nessus from http://www.nessus.org and install it. 


 


The installation is straight forward. Download the software after registration, and install the package after providing the activation code (you shall get it through email), and the necessary plugins will be downloaded automatically upon the installation. You can use the Nessus Client that installed with the package. You can also create users, download and run NessusWX Client as its output is clearer. 


 


Installation in Linux needs some preparation. 


 

 1- Download the latest version of Nessus from http://www.
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