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          1 Introduction: Why Study Drones?
 
        

         
          James Patton Rogers 
          
 
        

        
          Abstract
 
          Why study drones? As the chapter explains, this is not only an important question, but a vital one. By outlining the different avenues of interest in drone use and the impact drones have had on the practice of war over the last 20 years, the chapter explains why it is necessary to study drones and what this analysis of drones can tell us about the past, present, and future of conflict. As the opening section of this handbook, the chapter also offers an overview of the multidisciplinary approach adopted throughout the volume, the structure of the book, the topics covered, and the high-quality analysis provided by the expert authors.
 
        

         Keywords:  Drones,  technology,  human rights,  warfare,  proliferation,  AI,  autonomy,  
        
 
         
          For some the drive is technical, a chance to study and advance the latest generation of robotic systems and analyze how they merge with pioneering AI and autonomous technologies that define the fourth industrial revolution in which we live. For others, the impulse is more socially motivated, concerned about the implications of allowing drone technologies, likely in their thousands and controlled by human or machine minds, to define the smart cities of the future. For those reading this handbook, however, the reason for studying drones is likely grounded in all of the above and the history of warfare over the last twenty years. As modern drones emerged from their first armed use in 2001, they became quickly seen by the United States and select allies as a panacea to the perils of the Global War on Terror and the cost and risks of hunting down “high-profile targets” in dangerous and hard-to-reach places. During this period, human rights groups, defense intellectuals, military practitioners, and politicians all grappled with the unfolding moral, ethical, and strategic implications of dealing death from above, by remote control, and at arm’s length while drone pilots sat safely thousands of miles away. Nevertheless, as these groups sought to make sense of this new drone world, such high-tech advances proved alluring to other nation-states (and non-state groups) who quickly bought, built, or borrowed drones to bolster their own military arsenals. As such, today, a varied assortment of quadcopter drones, loitering munitions, and large medium altitude long endurance systems have spread around the world, making their impact known on the battlefield and above the communities they surveil. So why should we study drones? Put simply, we are still trying to answer many of the questions raised over the last two decades, those that concern the impact and implications of the ever-expanding drone world in which we live. Why is it important that we find answers to these questions? Well, the aerial drone is just the start of an emerging world of increasingly robotic warfare across air, land, sea, space, and under the surface of the ocean, where humans are having less and less of a physical and cognitive presence in the loop of control. This makes drones both a pioneering and an epoch-defining weapon, a lens through which we can analyze the wars of the 2000s and the bellicose world around us, while allowing us to glimpse into the future of weapons, war, and society.
 
          
            1 The Dilemmas of the Drone Age
 
            To fully understand the impact of these remote-controlled – and increasingly autonomous – robotic systems and answer the long-standing questions about their use, we must harness a multidisciplinary mix of theoretical and conceptual approaches. The drone, after all, is a technology deployed by state militaries and non-state militants in regions of conflict, but also a “dual-use” technology that has been harnessed by multinational corporations and first responders towards the betterment of society. In addition to taking lives, it is a life-saving technology. Law enforcement, search and rescue, medics, hospitals, pharmacies, and firefighters utilize drones for surveillance, rapid response, and vital logistical/transport ends (Jackman 2022). Yet, the utility of the drone does not end there. A versatile technology, the drone has also been used as a form of protest against war, to produce art that portrays and documents the most pressing issues of our time, and as a form of remote sensing and remote vision that can help see the moment in which we live, the challenges we face, and imagine the high-tech future unfolding before us (Tuck 2018). Yet even this is not the end of the drone’s utility. Truth be told, the drone, used across air, land, sea, underwater, and space, has many applications that we are not yet aware of, but when it comes to the drone as it is most commonly known – as an uncrewed aerial system (UAS) deployed in war – there are certain uses that define its place in the world (Rogers and Kunertova 2022). Intelligence gathering is one of these uses; an “eye in the sky” that can be used to document human rights abuses or perpetrate them (Holland Michel 2019). It can also be used to spy on people and gather data on high-profile individuals or groups, data which is then fed into target lists (complied by human or algorithm) that determine where future drone strikes by large Medium Altitude Long Endurance (MALE) drones or smaller loitering “suicide” systems will take place. Such strategic utility has made drones – some weighing a few pounds and others a few tons – a desirable and seemingly indispensable weapon in war. As such, the drone is many things to many people. It is an alluring, versatile, and accessible technology that promises the betterment of society on the one hand, while also being a remote weapons system that is used to surveil and kill.
 
            It is due to these many faces of the drone that the handbook opens with a section on “Approaches to the Study of Drone Warfare.” To be clear, this handbook is largely focused on the application of drone technologies in war and conflict. As such, the handbook seeks to document the ways in which the military or militant use of drones can be approached, studied, and understood both socially and militarily. From chapters on “Defining Drones” (Dan Gettinger, Chapter 3), “Drones and International Law” (Amelie Theussen, Chapter 4), and “Critiquing Drone Warfare” (Amos S. Fox, Chapter 7), through to “A Gendering of Drones” (Caroline Kennedy-Pipe and Afzal Ashraf, Chapter 6), and “Drone Imaginaries” (Kathrin Maurer, Chapter 5), the opening section of this handbook provides the analytical foundations needed to understand and critique military and weaponized drones from both a traditional and critical point of view. Yet, drones also have a much longer history than the high-tech proliferated systems we see all around us today.
 
            Weapons technologies, from the bow to the bomb, have long been instruments through which societies have enacted their political, strategic, and tactical decisions (Patton Rogers 2023). As such, the drone has not (to date) revolutionized the nature of war, but instead it has added transformative elements to the character of war. Put simply, the drone is the next step on a long evolutionary arch of human weapons development, but one that appears to stand out in war. As such, why has so much attention been paid to the drone? Why have so many studies been written on this specific weapons system over the last 20 years? Well, although interlinked with the technologies that came before it, the advent of the drone in modern warfare, at the turn of the 21st century, offered an unprecedented physical distance between the perpetrator and victim of violence. This was most evident during “The First Drone Age,” a period between 2001 and 2020, where the dominant discourse around the drone was about its ability to remove American and Western-allied military forces from the frontline of battle and to hunt down those defined as terrorists.
 
            During this period, some scholars argued that this distance made war “too easy.” Here the argument was that drones made war more lethal to those on the receiving end of violence, while reducing the cost in human life to the West’s best, brightest, youngest, most highly (and expensively) trained military personnel. It is for this reason that the second section of the handbook opens with an introduction to “The First Drone Age” (Sarah Kreps, Chapter 8). With chapters on “Drone Pilots” (Madeleine Rauch and Shahzad Ansari, Chapter 9), “Drones and Just War Theory” (Daniel Brunstetter, Chapter 10), “Living Under Drones” (Talat Farouk, Chapter 14), and “The CIA Drone Program” (Christopher Fuller, Chapter 11) – to name but a few – this section of the handbook explains and analyzes the post-9/11 era in which the drone really “took-off” and increasingly defined Western warfare.
 
            Today, in the 2020s, it is hard to understand how drones were once seen as reducing the costs and risks of war. President Obama’s promise that drones were part of a “just war – a war waged proportionally, in last resort, and in self-defense” may still ring true for some, but in most conflict zones around the world, the drone now symbolizes the proliferation of lethal airpower to those who have traditionally not had the means or the money to deploy death from above (Obama 2013). A weapon that empowers medium and small states – alongside non-state actors – the drone has allowed militarily weaker nations to take on great powers (or their own populations) and terrorists to quite literally transcend physical barriers that prohibited cross-border attacks (Jankowicz 2023). This period of vast drone proliferation, where at least 113 nation-states and 65 non-state actors have access to drones (Rogers 2023), is known as the Second Drone Age, and thus this is what the third second of the handbook focuses on (Woods 2015). I open with a short introduction to “The Second Drone Age” (James Patton Rogers, Chapter 16), followed by some of the world’s leading drone experts who offer insight into topics as diverse as “China’s Drone Diplomacy” (Lukas Fiala, Chapter 19) and “Russian Military Drones” in Ukraine (Samuel Bendett, Chapter 20), through to “Drones in West Africa and the Sahel” (Olayinka Ajala, Chapter 18) and “The Islamic State Drone Program” (Emil Archambault and Yannick Veilleux-Lepage, Chapter 17). Yet, these topics outline only the start of the way drones impact and define our current and future world.
 
            Today, drones are not just systems that are controlled remotely by humans, instead, it is the machines themselves who have a say in the decision-making – machine minds making key decisions about who lives or dies. From backroom algorithms piecing together high-value kill lists for loitering lethal drones to frontline autonomous weapons making split-second decisions about whether to take the lethal strike, the drone has ushered in a new era of distance (cognitive and physical) between powerful societies and the wars they wage. It is for this reason that we should study drones and in the final section of the handbook these concerns and visions for the future are examined. The concerns include “Autonomous Drones” (Ingvild Bode and Anna Nadibaidze, Chapter 25), “Swarming Drones” (Zachary Kallenborn, Chapter 26) and “Countering Unmanned Aircraft Systems” (Andre Haider, Chapter 27), while the visions focus on drones as “A Unique Danger to International Law” (Agnès Callamard and Carolyn Horn Chapter 29) and “Drone Proliferation and IR Theory” (J. Wesley Hutto, Chapter 30) amongst others.
 
            By analyzing the past, present, and future of this novel weapons technology, we can begin to develop insights and solutions to future challenges as they present themselves during the Fourth Industrial Revolution of quantum, robotics, autonomous, and “AI-powered warfare” (Schmidt and Roper 2023). Indeed, this handbook is an ambitious attempt to assess the past, present, and future of drone warfare. Thirty-seven academic experts, data scientists, serving and former military personnel, historians, theorists, lawyers, human rights defenders, professors, and even a secretary-general, have come together to offer their expertise and analysis in this pursuit. To each of them I am grateful and thankful for their time and efforts. There is no doubt that the handbook is richer for each of their contributions. By no means a comprehensive analysis of the drone, or indeed drone warfare, the hope is that this book marks the start of a field of study. A way for students to learn, for policymakers to understand key technological developments and challenges, for military practitioners to understand the impact of the drone on the world, and for a field of multidisciplinary Drone Studies to emerge.
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              2 What Is Drone Warfare?
 
            

             
              James Patton Rogers 
              
 
            

            
              Abstract
 
              At one level, ‘Drone Warfare’ is the deployment of drone technologies to further the political, strategic, and/or tactical ambitions of an actor in conflict. Nevertheless, with over 20 years of modern drone warfare behind us – wars that have reshaped our culture, our politics, our armed forces, and the lives of thousands – this chapter takes a deeper dive into the concept and asks “does the term drone warfare help us understand more than just the weapon itself?” By placing drones within the broader history of airpower, war, and barbarism, this chapter argues that drone warfare is indeed more than a technological trend and a novel weapon deployed in war. As an epoch-defining concept – one that captures an important moment in modern warfare – drone warfare highlights many of the novel personal, political, strategic, tactical, and technological aspects that remote-controlled and increasingly autonomous aerial systems have introduced into 21st-century conflict. In essence, although the term ‘drone warfare’ may fade away with the sands of time, overtaken by new trends and absorbed into the common lexicon of war, for those trying to explain how the character of war is changing across the political, strategic, tactical and personal elements of conflict, it is an important era-defining concept.1
 
            

             Keywords:  War,  technology,  history,  airpower,  drones,  barbarism,  
            
 
             
              For a topic so hotly debated, it is somewhat surprising how few definitions there are of drone warfare. That being said, military drone technologies, the weapons that are used in drone warfare are seemingly easier to classify. Usually characterized as Unmanned or Uncrewed Aerial Systems (UAS), drones are defined by the fact they do not have a human pilot onboard. They are controlled remotely or autonomously allowing for a level of physical distance between the human and the weapons being deployed. In addition, drones are defined by the fact they can loiter for prolonged periods over zones of conflict, that they have a sensor payload, and thus can be used for intelligence, surveillance, target acquisition, and reconnaissance (ISTAR). Not only this, but the armed variety of the drone can be used to launch an explosive payload or become a single-use weapon, fired at a target and detonated on or above the designated site of impact. Today, drone technologies range from small First Person View (FPV) quadcopters controlled via Virtual Reality (VR) headsets, to Chinese Wing Loong 3 Medium Altitude Long Endurance (MALE) systems that have a 24-meter wingspan, air-to-air missiles, and a 6,200-mile intercontinental range (Iddon 2022). Although they differ greatly in capacity (and size), these broad operational and technical traits remain relevant and useful when helping to define the drone and differentiate it from other weapons systems. Nevertheless, the drone is not ‘drone warfare.’
 
              A seemingly simple discussion about what encapsulates drone warfare quickly becomes entangled in a web of debates over morality, ethics, and technological transformation; debates that have been raging for over 20 years and are analyzed in depth in this volume. This being said, some scholars have tried to provide a working definition to help aid the study of the topic. Ulrike Franke, for instance, offers the introductory observation that drone warfare is “the use of unmanned aerial vehicles (‘drones’ in public parlance) in military operations” (Franke 2017). Such a simple definition is likely technically correct and would allow us to stop our discussion here. However, is drone warfare really that straightforward? Does the deployment of drone technologies by a military really explain the entirety of ‘drone warfare,’ a term that has come to epitomize the spearhead of war in the 21st century? To find out we have to step back into recent history and explore how drone warfare fits into the much longer human ambition to deploy death from above.
 
              
                1 An Old Barbarism?
 
                The ethical and moral issues involved in killing enemies is central to debates about the utility of military force. Yet, this is far from a novel controversy. Scholars as well as military and political commanders have long been preoccupied with what rules or norms govern killing. In terms of drones, the debates over targeting and killing enemies is amplified because these machines have traditionally worked with reduced risk to the crews which operate them, thus enabling states, such as the US, to intervene or execute at will. This, in many ways, seems to provide a perfect antidote to the risks and costs of war. In fact, in terms of the 20th century – a century scarred by war and conflict – the evolution of the drone seemed to provide Western states with the tool for precise as well as risk-free warfare from the air enabling political objectives to be met without causing huge losses on the other side – particularly to civilians.
 
                In Total Wars, such as World War One and Two, norms in respect to civilians had progressively become broken or discarded as states waged wars of national survival and developed new technologies to kill more effectively if not more accurately. Airpower allowed zones of conflict to widen. Civilians, traditionally outside of declared war zones, became progressively involved and targeted by new technologies as ideas about the enemy evolved. Airpower in the period 1939–1945 created the permissive circumstances in which enemy populations could be reached and bombarded from the air, without the agony of costly land invasions (although such invasions were ultimately still required). The strategic bombing campaigns of World War Two thus set a precedent for the violation of domestic populations and the targeting of those assets essential to breaking the war-making capacity and morale of the enemy state. Retaliation, of course, meant that the stakes for domestic populations rose as the Germans, the British, the Russians, and the Americans all competed for air superiority over Europe. George Orwell (1945) noted that precisely because of strategic bombing, war had in some respects become more democratic as lines became blurred between the war front and the so-called home front. It was not simply those in uniform (usually men) who were badged as the enemy. Strategic bombing included the targeting of women and children, as well as those laboring in factories, mines, or fields.
 
                Engineers and inventors struggled in the era of Total War with how to make targeting more accurate or precise. Many wished to find a technical solution to end not just the slaughter on battlefields of attrition, such as in World War One and Two, but to avoid civilian death and destruction (Thornhill 2015, 5). In this respect, many American engineers, industrialists, strategists, and scientists sought to end the era of killing in mass numbers. Carl Norden, for example, focused on the technological possibilities for accurate bombing in a bid to limit collateral damage. Motivated by his religious beliefs, Norden specifically aimed to make aerial bombardment more accurate. The $1.5 billion Norden Bombsight was an ambitious project. Essentially an early analog computer, American bombardiers in crewed bomber aircraft used the sight to increase the precision of their payload (Patton Rogers 2023). By entering the airspeed, altitude, and drift of the plane, alongside other variables, the computer could calculate the exact moment at which the bombs should be released to render a direct hit on the target. Proponents claimed that the bombsight’s computation ability was so accurate that it could help bombardiers “put a bomb in a pickle barrel from twenty thousand feet,” or hit an apple barrel, or “the mailbox on the corner” (Singer 2009, 50). In tests the bombsight performed well, inspiring the US military to order around 90,000 units. However, in actual battle conditions, the bombsight proved inadequate. One major problem with the bombsight was that it could not perform in cloudy or smoky conditions. As an official report concluded, “cloud cover, haze, fog, smoke from fires and explosions in the target area: any of these made the optical bombsight worse than useless” (see also Lea Cate 1959). The bombsight was an intricate and sensitive computation system and it proved, at times, temperamental. Going too fast or flying too high interfered with its capabilities, so bombs would often fall notably short and wide of the designated target. Such shortfalls were obviously counterproductive for any strategic planning that relied on hitting the ‘right’ target. Technological shortcomings though were only in part responsible for the choices made by the Allies during the air war against both Germany and Japan. Punishment and future politics, not least the idea of future deterrence too, played a role towards the end of the conflict. Here, bombing was used to enforce the Allied demand for the ‘unconditional surrender’ of its enemies.
 
                The atomic bombing of the Japanese cities of Hiroshima and Nagasaki in the summer of 1945 provided perhaps the absolute example of utilizing air power to attack a homeland and a people at no human cost to the perpetrator. (The financial cost of the Manhattan Project was in fact enormous and may have provided at least some of the impetus to see what the investment had yielded with the use of these weapons on real people in real landscapes not just in unpopulated deserts.) These attacks took place when the United States alone possessed atomic technology, thus enabling it to freely experiment with this type of airpower without fear of a retaliatory atomic or even a conventional attack. The fact that nuclear weapons have only ever been used against a country that did not possess them was a fact that was not lost on the other great powers, least of all the Soviet Union (Alperovitz 1996). Indeed, the years following the attacks on Japan were characterized by a nuclear arms race in which states struggled to acquire nuclear power. But it was also, by the 1950s and ’60s, an age in which nuclear deterrence and ideas of Mutually Assured Destruction (MAD) ensured that while the great powers refrained from engaging in direct warfare, the nascent threat to enemy civilians was omnipresent. A reversal of the norm of war took place in which the traditional notions of protecting sovereign soil yielded to the understanding (however unsatisfactory) that to destroy enemy cities – civilian population centers – could and would invite the annihilation of one’s own. That uncomfortable feature of the international system did however bring help about a so-called ‘long peace’ (Gaddis 1987).
 
                From 1945 to 1990 the Cold War was characterized by an absence of great power conflict in Europe. Yet, it is important to note that outside of the West the globe was marked by multiple proxy wars, civil wars, and small wars fought far away from the European theater (Mumford 2013). Inevitably because of the nature of the Cold War this often drew in and involved many smaller state and sub state groups. In fact, during this ‘long peace’ millions of civilians perished in these undeclared wars fought on ideological grounds – as in the Vietnam War – or in nationalist conflicts as the people struggled to overthrow colonial and imperial powers. As in Vietnam, there were many other wars in which insurgencies contained a mixture of nationalist and ideological agendas. Airpower (including thousands of early Lightening Bug drones) proved both vital and brutal in many of these conflicts, sometimes, but not always, showcasing Western technological superiority against ‘inferior’ enemies (Axe 2021). Here, however, we may note the dry truth that on many occasions air superiority and incredible amounts of ordnance itself failed to bring about a comprehensive victory or defeat a determined enemy. Vietnam was but one example. Still, despite failure in Indo-China, it was the Soviet Union which collapsed under the weight of the Cold War allowing its rival to proclaim a victory. Something else happened here too. With the collapse of Communism, perceptions of threat amongst liberal states were transformed from a preoccupation with the Eastern bloc, to a new sense of threat emanating from a so-called Global South. That is from a world of youthful and rapidly growing populations, part of which was proved to be prone to radical politics and assaults on Western assets. Osama bin Laden constituted a powerful if extreme illustration of a trend towards a hatred of Western ideologies, technologies, and power (Wright 2006, 4–6).
 
                Bin Laden became a direct threat to the West after the collapse of the USSR and the end of the Soviet occupation of Afghanistan. His formation of Al-Qaeda in 1989 arose at least in part from the belief that he and his warriors had contributed to the destruction of one great power (the Soviet Union) and could just as readily defeat the other (the United States). So, fighters inspired by bin Laden (and those with their own concerns) took on US forces in Yemen in 1992, supported the anti-American mission in Somalia from 1992, and targeted US assets globally. Several bloody and audacious attacks characterized the first half of the decade including the bombing of the World Trade Center in early 1993. In 1996, bin Laden issued a fatwa declaring “war” on the United States. A second fatwa followed in 1998 in which it was proclaimed that it was the duty of all Muslims to kill both the citizens of America and those of its allies. Terrorist attacks proliferated against the United States, including the August 1998 suicide bombings against US embassies in Nairobi and in Dar es Salaam. Most dramatically, the USS Cole was attacked whilst in harbor in Aden (Burke 2004). This maritime assault seemed at the time to be both audacious and novel in terms of the usual strikes perpetrated by al-Qaeda.
 
                These attacks confirmed the perception of Western states, that a geopolitical threat that emanated not from the Soviet Union but rather from a Global South conceptualized as a Middle East region yoked to the turbulent politics of North and East Africa. The end of the Cold War did not, therefore, bring about an era of sustained peace, as many had hoped, but rather heralded an age of new wars, genocide, and liberal indecision about how to manage a new and chaotic age. The 1990s were marked in some respects by the failure of the Bush and then the Clinton administration to manage this new world order. The failure of the US intervention in Somalia (in support of the 1992 UN mission) laid bare the impotence of the US despite its overwhelming military superiority to manage warlords and their associated groups in places such as the Horn of Africa (UNSC 1995). Western indecision was again highlighted during the Rwandan genocide of 1994 in which millions of people perished in violent ethnic conflicts whilst the opening stages of the Bosnian War saw again considerable timidity and hesitation over what to do and how to manage these ‘New Wars’ (Kaldor 1999).
 
               
              
                2 A ‘New’ Barbarism?
 
                Underneath these gloomy tendencies, however, the 1990s also brought about, for Western states, considerable advances in technological innovation. By the time the Cold War ended in 1990–91, American military technology had undergone a transformation. During the Cold War, vast investments in weapons technologies had been made by a variety of states. This was especially visible in the United States. Stephen Biddle has explained that by 1990–91 “a new generation of high-tech weapons” had emerged and were being incorporated into the American arsenal (Biddle 1998). This became commonly known as a Revolution in Military Affairs (RMA), even though some rejected the idea of any sort of ‘revolution’ claiming this period to be more of an ‘evolution’ in military technology that could be traced to the war in Vietnam, and even the early days of American airpower.
 
                Whatever the academic debates, the ‘RMA’ involved advancements in strategic thought, command, and military training. Most importantly it included huge advances in computation capabilities, data gathering and long-range information transmission, missile range and yield, as well as offensive accuracies and reliability that made new strategies possible (Iklé and Wohlstetter 1988). In combination, these achievements paved the way for a novel form of warfare, one that would be defined by the successful deployment of precision-guided missiles (PGMs) and new drone technologies (Rogers 2017).
 
                It was from the early 2000s (after the 9/11 attacks), that these new ‘revolutionary’ technologies combined to allow for the drone to make its impact on modern warfare. The character of this so-called ‘drone warfare’ was (during this early period at least) defined by the deployment of the Predator (See Figure 2.1) and Reaper by the United States and its closest allies (such as the United Kingdom and later France).
 
                
                  [image: ]
                    Figure 2.1: A MQ-1 Predator, armed with AGM-114 Hellfire missiles, piloted by Lt. Col. Scott Miller on a combat mission over southern Afghanistan. US Air Force Photo / Lt. Col. Leslie Pratt. Public Domain.

                 
                In the post-9/11 world, these drones were used to ‘hunt and kill’ those defined as terrorists, allowing the Global War on Terror to be truly ‘global.’ These drones would be deployed under consecutive presidents – Bush, Obama, Trump, and Biden – as a spearhead of American force deployment in Yemen, Somalia, the Philippines, Pakistan, Syria, Iraq, Afghanistan, and Libya, amongst others. For President Obama, who galvanized the US drone program, these drones characterized “a just war – a war waged proportionally, in last resort, and in self-defense” (Obama 2013). Nevertheless, not everyone had such a clean and clear perception of the drone. Civilian casualties were documented into the thousands as the hunt for those defined as terrorists led to intelligence failures and confirmation bias. These mistakes resulted in the targeting of weddings, funerals, and individual civilians or groups mistaken as combatants (Cockburn 2015). For many, such as the Archbishop Emeritus of Cape Town, Desmond Tutu, ‘drone warfare’ was a dehumanizing business that could be compared to Apartheid. The US response as a society to Osama bin Laden and his followers, Tutu argued, threatened to undermine the nation’s moral standards and humanity. “Do the United States and its people,” he questioned, “really want to tell those of us who live in the rest of the world that our lives are not of the same value as yours?” (Tutu 2013). Drone Warfare from the 2000s was, therefore, far beyond the simple deployment of military technology in war. It was a political decision, a reflection of a society’s prolonged attempt to manage a new reality shaken by the worst terrorist attacks in that nation’s history, and one that did not always reflect that society’s core values. Thus, for some, drone warfare was a panacea to the political and military pressures of the War on Terror, while for others it was a new barbarism.
 
               
              
                3 Barbarism Unleashed
 
                If drone warfare had remained similar in character to that deployed by Western states since the early 2000s, then perhaps we could come to a useful and concise definition. Drone warfare, for instance, could be the “morally contested global deployment of uncrewed aerial systems by the US and allied partners in response to the myriad threats and challenges of the Global War on Terror.” Nevertheless, drone warfare, like all warfare, changes in character, and so such a definition would be over simplistic and unable to capture how the concept is continuing to evolve. Instead, today, we live in ‘The Second Drone Age,’ an era defined by the global spread of drone technologies to all who wish to acquire them. It is a simple fact that no weapon stays very long as the sole preserve of the nation that pioneered it. All weapons proliferate. Yet in the Second Drone Age, this has been taken to a new level (quite literally) as both hostile state and non-state actors establish their own potent air power capacity (Patton Rogers 2023, 127–144). As Orwell saw the democratization of war’s brutality through airpower during World War Two, the Second Drone Age is defined by the democratization of airpower – the means of said brutality – to a range of actors who have traditionally been unable to deploy force in the third dimension (Miles 1926). Barbarism has been unleashed.
 
                Today, over 100 nation-states have access to military drones and at least 65 non-state actors have acquired commercial or state-supplied drone technologies (Rogers 2022). The way these drones are deployed is as diverse as the actors and technologies themselves. In fact, all types of drone, from a few inches to many meters, have made their impact known in this new proliferated drone age (see Table 2.1).
 
                
                  
                    Table 2.1:Classification of UAS.

                  

                              
                        	NATO UAS Classification 
  
                        	Class 
                        	Category 
                        	Normal Employment 
                        	Normal Operating Altitude 
                        	Normal Mission Radius 
                        	Primary Supported Commander 
                        	Example Platform 
   
                        	Class III
(< 600 kg) 
                        	Strike/
Combat 
                        	Strategic/
National 
                        	Up to 65,000 ft
MSL 
                        	Unlimited
(BLOS) 
                        	Theatre 
                        	Reaper 
  
                        	HALE 
                        	Strategic/
National 
                        	Up to 65,000 ft
MSL 
                        	Unlimited
(BLOS) 
                        	Theatre 
                        	Global Hawk 
  
                        	MALE 
                        	Operational/
Theatre 
                        	Up to 45,000 ft
MSL 
                        	Unlimited
(BLOS) 
                        	JTF 
                        	Heron 
  
                        	Class II
(150 kg–600 kg) 
                        	Tactical 
                        	Tactical
Formation 
                        	Up to 18,000 ft
AGL 
                        	200 km
(LOS) 
                        	Division,
Brigade 
                        	Watchkeeper 
  
                        	Class I
(< 150 kg) 
                        	Small
(>15 kg) 
                        	Tactical Unit 
                        	Up to 5,000 ft
AGL 
                        	50 km
(LOS) 
                        	Battalion,
Regiment 
                        	Scan Eagle 
  
                        	Mini
(< 15 kg) 
                        	Tactical Sub-unit
(manual or hand launch) 
                        	Up to 3,000 ft
AGL 
                        	Up to 25 km
(LOS) 
                        	Company,
Platoon,
Squad 
                        	Skylark 
  
                        	Micro
(<66 J) 
                        	Tactical Sub-unit
(manual or hand launch) 
                        	Up to 200 ft
AGL 
                        	Up to 5 km
(LOS) 
                        	Platoon,
Squad 
                        	Black Widow 
 
                  

                  
                     
                      Source: (NSO, 2019).

                    

                  

                
 
                Iran, for instance, has been developing drones since the 1980s, but chose more recently to covertly supply drone designs and technologies to a range of partners and proxies that form part of the so-called ‘axis of resistance’ against the West. The use of drones here is deeply political and part of a considered strategy of ‘drone deniability’ where a number of groups in one broad region are supplied with almost identical systems that they can deploy against US and allied targets. The fact the drones are so similar in design and manufacture makes attribution, accountability, and concerted retaliatory action more difficult for the US and its allies. They may blame Iran but are confined in their response by the arm’s length approach to drone warfare, a level of (somewhat) plausible deniability, or consideration about escalation and regional (in)stability. As such, these groups have been able to continue their attacks, mounting them with an increased ferocity and frequency against energy infrastructure, civilian industry, international shipping, the capital cities of Western allies, and US military personnel. We need only think of the targeting of international shipping moving through the Red Sea or the killing of three US military personnel by Iranian designed drones as pertinent examples of how drone warfare has been altered in terms of the political ambitions behind the use of drones and the actors/strategies used to deploy them (Keating 2024). Yet drone warfare in the mid-2020s is not just a matter of politics and strategy, it is also made up of novel tactics and technologies that help us to identify some of the varied characteristics of the concept in practice.
 
                One of the greatest changes and challenges of the 2020s has been the use of commercial drone technologies in combat. The DJI Mavik 2 is, for instance, a relatively basic drone, yet has become a staple of both state and non-state arsenals. Launched in 2018 and produced by DJI, a Chinese technology company, this drone has a maximum speed of 72 kilometers per hour, an 8-kilometer video transmission distance, and can fly for up to 31 minutes. The practice of utilizing such widely available civilian quadcopter technologies was ‘pioneered’ by ISIS during the terrorist group’s attempts to establish a caliphate in Iraq and Syria (Byman 2015). At first ISIS utilized the systems as an ‘eye in the sky,’ helping to guide vehicle-borne improvised explosive devices (VBIED) or suicide bombers towards civilians, aid workers, and Western allied targets. The common practice at this time was for anti-ISIS allies to try to shoot the drones down as a means to gather metadata that could help identify where the drone was launched. Nevertheless, ISIS quickly adapted to this in a tactically sophisticated manner by rigging their drones with explosives and turning them into a ‘Trojan Horse’ that when taken inside to be inspected, would explode killing and injuring troops. After this, it would not be long before ISIS tapped into the global supply chain of ever more sophisticated drones, allowing the group to mount mortar shells and grenades on their systems. Alongside the use of more powerful motors, transmitters, cameras, and thermal imaging devices, these drones could be deployed in a seemingly never-ending flow of attacks against Western and allied forces. As I discussed with Allied military officers at the time, it was becoming clear that the West and its allies had “lost tactical air superiority. We will not get air superiority in the future. We need to accept this; they will get through” (Rogers 2021). Such a warning would prove prophetic, but not entirely in the way first imagined.
 
                Commercial drones have been used in attempted assassinations of world leaders, to smuggle contraband across borders, and by drug cartels in lethal strikes on police, lawmakers, and other criminal gangs (Chavez and Swed 2023). Yet alongside this growing and varied non-state use, commercial technologies have also become a staple of state drone inventories. The Ukrainian military is a key example of this. From early on in Russia’s offensive war against Ukraine, commercial off the shelf (COTS) drones played an important part in both offense and defense. Initially shops that sold drones to hobbyists and industry users donated their inventories to the Ukrainian military, yet once the war became a prolonged and entrenched battle, the Ukrainian government started to harness the global supply chain of available drone technologies. During the first phase of use, these drones were used in a similar way to non-state actors who acquired similar systems. As Dominika Kunertova documented, during the final months of 2022, Ukrainian drones flew “over the frontline town of Bakhmut and dropped bomblets on Russian soldiers across the battlefield. With thermal imaging cameras that enabled them to identify targets in pitch black conditions, these small drones flew unspotted” (Kunertova 2023) Yet as the war has gone on, the tactics of use, and the operators who fly drones, have changed.
 
                Many of the drones used in Ukraine have been operated, and even weaponized, by civilian volunteers and conscripts who are able to become capable drone pilots and/or engineers with short periods of intense training (around three weeks). Due to the easy-to-use design of these commercial systems, less experienced personnel are able to deliver deadly attacks to Russian forces. Russia has carried out similar attacks and as the war has increased in intensity and scale, so too have Ukrainian and Russian drone deployments. According to journalist and drone expert, David Hambling, as of 2024, Ukraine had “more drones than soldiers in its armed forces” (Hambling 2024). To put this into numbers, according to RUSI, the British think-tank, Ukraine is losing up to 10,000 drones a month, with Russian losses also thought to be in the thousands (Reynolds and Watling 2023). Not only this, but Ukrainian president Volodymyr Zelensky promised his country would produce ‘a million’ drones in 2024 as part of its long sought after ‘Army of Drones’ (Gillett 2023). This includes the DJI Mavic family of quadcopters of which Ukraine has reportedly purchased 60 per cent of the world’s global supply (Gosselin-Malo 2023). In addition, Ukraine’s local manufacturing base, including civilians in their bedrooms and bakeries-turned-drone-factories, have been churning out drones in their thousands. Many of these systems vary in quality, but the most high-tech have been used in a First Person View capacity. Here a pilot straps on a Virtual Reality (VR) headset and essentially the drone’s camera becomes the pilot’s eyes, placing them at the frontline of battle. Diverse in age and gender, these pilots can be as young as teenagers and drawn from all walks of life (Grynszpan 2023). Yet, no matter their background, they equally face not only the relentless task of trying to find and destroy enemy targets, but also to evade being found by Russian FYP drone pilots who seek out their electronic signals or the tell-tale signs of their antenna. In fact, in many ways the drone war in Ukraine has become a new form of drone war, where bloody, muddy, entrenched frontline battles are increased in barbarism by FYP drone pilots on both sides who use their VR headsets to hunt each other down – or to strike any individual or armament they may see – in a war that is far from virtual and most certainly a brutal new reality of drone killing. Drone warfare has thus transformed in a manner that makes it, in some ways, almost unrecognizable to the drone warfare of the 2000s and 2010s and more akin to the conventional battles of the 20th Century. Nevertheless, while some technologies and tactics have altered dramatically in the 2020s, not everything has changed.
 
                Some state actors are happy to embrace the more ‘traditional’ tactics of drone deployment and emulate the drone strikes pioneered under consecutive US presidential administrations. Turkey, for instance, began its drone program partly in response to the fact it could not acquire drones directly from the United States due to a lack of Congressional approval. Today Turkey, especially its Baykar Defense drone manufacturer, is one of the world’s largest suppliers of drones, especially larger medium-altitude long-endurance (MALE) drones to nation states. Take the Bayraktar TB2, for example, a drone with a 12 m wingspan, 27 hours flight time and the ability to carry a 150 kg payload (Baykar 2024). This drone has become the Model-T of drones, allowing nation states with limited airpower to conduct precision strikes on their enemies. Ukraine also relied on these systems in the early days of the Russian invasion, depending on them to help hold back the Russian advance on the capital Kyiv. Ethiopia can also credit drones with the protection of their capital city and thus the maintenance of their political regime. As the New York Times reported in December 2021, “foreign drones tip the balance in Ethiopia’s civil war against Tigrayan forces” (Walsh 2021). In this case, drones were proclaimed to be vital to keeping Ethiopia’s embattled prime minister in power as the weapons – manufactured by China, Turkey, and Iran – were central to “reversing a rebel march on the capital that threatened to overthrow him” (Walsh 2021). As such, alongside their use in Ukraine, these versatile technologies and tactics have helped decide the fate of nations (Rogers 2023). Yet, also like during the first drone age, there have been some tragic incidents of civilian casualties that bring back the decades old fact that drone warfare can be deeply personal and indiscriminately, irreparably, destructive to the lives of innocent civilians.
 
                Nigeria for instance, has relished the opportunity to deploy targeted strikes against its enemies and just like for the US, these strikes have garnered international condemnation and critique. In December 2023, for instance, the Nigerian Army brought the horrors of war into peaceful communities “when they conducted a military drone strike on a religious festival in the country’s Kaduna State” (Ogao 2023). In what the president called a ‘mishap,’ “civilians had gathered to observe a Muslim holiday celebrating the birthday of Prophet Muhammad” when the two sets of strikes hit the communities gathered for the religious celebration (Ogao 2023). There were 156 casualties, including children, the elderly, men, and women – families torn apart. Yet unfortunately Nigeria is not alone in these ‘mishaps.’
 
                Between August 2023 and November 2023, no less than three drone strikes by the military of Burkina Faso resulted in civilian deaths. The strikes, reportedly undertaken by Turkish-supplied TB2s, were, according to the government, targeting Islamist fighters. Nevertheless, according to Human Rights Watch, the drone strikes actually hit “two crowded markets and a funeral” killing 60 and injuring many more (Human Rights Watch 2024). As Ilaria Allegrozzi, senior Sahel researcher at Human Rights Watch explained, “the Burkina Faso military used one of the most accurate weapons in its arsenal to attack large groups of people, causing the loss of numerous civilian lives in violation of the laws of war” (Human Rights Watch 2024). Local testimony adds to the personal impact of these strikes. “There were hundreds of people at the market at the time of the strike,” said a 45-year-old man who witnessed the strike. “We counted 70 dead, but we only identified 28 of them. The other bodies were unrecognizable” (Human Rights Watch 2024). Such a use of drones could be termed mass killing, a form of violence that is defined by mass casualty events like these. The worrying prospect here, and one to consider for the future, is that when taken to extremes and perpetrated in a deliberate and not accidental way, drones could open the world to ‘drone genocides’ – deliberate acts of state violence against political or ethnic groups designed to terrorize and destroy a group’s way of life and very existence. The drone, after all, is a weapon of certain destruction, a precision weapon that can be used to avoid civilians or specifically to target them.
 
               
              
                4 Defining Drone Warfare
 
                We have covered over 80 years of history in this chapter and shed light on many of the political, strategic, tactical, technological and personal elements of drone warfare. As such, with these in mind, how should we define drone warfare? Based on the cases and the history, we can conclude that the character of drone warfare is ever changing, yet perhaps it is these five ever present key foundational elements of drone warfare that may help us to analyse, if not fully define all instances of drone warfare – past, present, and future. As such, drone warfare is:
 
                 
                  	 
                    Political: The choice for a state or non-state actors to deploy drones is always political. Not only have drones been used to fulfill the political promises of presidents and influence public sentiment, but as drones continue to proliferate, they have been used in novel ways to help coerce enemies and impact the relations between nations. This is unlikely to change in the years to come, making politics an integral part of drone warfare

 
                  	 
                    Strategic: Drones are key instruments in fulfilling strategic aims in line with political ambitions. They enabled the targeted killings of terrorists as part of the Global War on Terror and continue to facilitate Iran’s strategy of ‘drone deniability.’ In fact, in some cases, drones can be perceived as a strategy in themselves, as ‘panacea weapons’ that can help fulfill political ambitions on their own.

 
                  	 
                    Tactical: Drones are most obviously tactical weapons systems. From their deployment against energy infrastructure, civilian industry, international shipping, the capital cities of Western allies, through to the use of First Person View (FPV) capabilities on the battlefield, the tactical utility of the drone is that most documented in the history of the technology.

 
                  	 
                    Technical: The changing character of drone warfare is linked to the politics, strategies, and tactics of any given conflict, but these are all, in their turn, influenced by the drone technologies available at the time. As this chapter has documented, over the last five years drones of all shapes and sizes have grown in technical sophistication and have become easier to use and even easier to buy. It is these high-tech innovations, from COTS to MALE drones, that have changed the way wars are being fought around the world.

 
                  	 
                    Personal: Last, but most certainly not least, drone warfare is deeply personal, impacting the lives (and deaths) of those who live below their gaze. Yet they also impact the lives of drone pilots who closely watch the human toll of remote warfare. This human, personal toll is difficult to quantify – counting the dead isn’t something the West (or any state) does well – but as this chapter has shown, more and more states are launching strikes that embroil the civilian population, destroying lives.

 
                
 
                Of course, this is just the start of the discussion of the varied forms of drone warfare. From lethal autonomous drones to the terrorist use of commercial quadcopters, we have barely began our discussion and have so much more to cover across the 30 chapters that comprise this volume. Overall, however, it is safe to conclude that drone warfare is like all warfare. It is deeply personal in the way it impacts lives, driven by the political aspirations and edicts of elected and unelected officials, strategically minded in its approach to fulfill these political ambitions, and tactically driven with varied technical characteristics that make drones incredibly versatile systems. No matter how drone warfare changes, these five characteristics to the concept will remain, as they do in all war. And so it is through these five analytical lenses that we can define drone warfare. Drone warfare is, therefore, simply war by a prolonged name. Indeed, there can be little doubt that drone warfare as a concept may not be useful or used in 100 years’ time. By then new technologies will epitomize that future moment and that future barbarism. And yet, for as long as drones are a defining feature of modern warfare, the concept is a vital analytical tool that helps politicians, policymakers, journalists, academics, and the public alike to see how war is evolving, in often troubling ways, before our eyes.
 
               
              
                Seminar Questions
 
                 
                  	 
                    Is it possible to define drone warfare? If so, how would you define the concept and why?

 
                  	 
                    What are the latest developments in drone warfare? Consider the Political, Strategic, Tactical, Technical and Personal levels of the concept.

 
                  	 
                    What is the future of drone warfare?
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              There are few aspects of warfare that remain untouched by the drone. In the ground, air, and maritime domains, the ubiquitous drone is challenging traditional modes of operating. Yet, as common as these weapons appear today, the emergence – and proliferation – of drones was far from guaranteed. Over the course of decades, the drone underwent a series of evolutions and experienced multiple setbacks on its path from concept to reality. This chapter explores the early history of the drone and provides a sense of the different varieties of uncrewed aircraft that exist today.
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              The origins of the drone are very nearly as old as those of powered flight. During the First World War and interwar years, aircraft developers and inventors pioneered the introduction of the foundational concepts and technologies underpinning uncrewed aircraft. After the Vietnam War, which saw the first widespread use of drones in combat operations, the possibility that drones could augment or replace humans on the battlefield began to take root. Aided by the development of new materials and lightweight components, the idea of what a drone could look like and how it could perform began to change. By 1990, the contours of a diverse and multifaceted market for drones had emerged, shaping to a large extent the roles and requirements for drones on the modern battlefield. This chapter traces a few key moments in the early development of drones and identifies the types of aircraft that are in use today.
 
              
                1 The Drone Takes Flight
 
                The first flight of a remotely operated pilotless airplane is believed to have occurred in 1917. On March 17, the Aerial Target launched from a catapult located on the rear of a truck, before crashing shortly after takeoff (Everett 2015, 273). Designed at the height of the First World War by Archibald M. Low, a British Army engineer and inventor, the Aerial Target was meant to be filled with explosives and guided using radio signals towards the German defensive line or used as a defensive measure against Zeppelins (Everett 2015, 272). The British sought to conceal its true purpose from German spies by referring to the invention as the Aerial Target, though similar efforts were in fact taking place in Germany, France, and the United States (Everett 2015, 279–284).
 
                Low’s Aerial Target proved difficult to control, resulting in several crashes, and leading to the project’s cancellation by the end of the war. Automatic stabilizers designed to correct an aircraft’s speed and pitch to keep it from accidentally stalling offered a potential solution to the unpredictability of pilotless planes. Variations of this technology were already in development in several countries prior to the First World War (Howard 1973, 536–537). The version that has proved most enduring is that of American inventor Elmer A. Sperry, who used gyroscopes, a device for maintaining direction and stability, and small electric motors to control the aircraft’s ailerons and elevator (Hunsaker 1954).
 
                Sperry’s mechanical stabilizer served as the basis for another early pilotless airplane, known initially as the Hewitt-Sperry Automatic Aircraft and later as the Curtiss-Sperry Flying Bomb. Developed by Sperry and Peter Cooper Hewitt, his partner in the project, the aircraft used gyroscopes to maintain course and speed and a barometer to control altitude, sending the aircraft on a predetermined course before it would discharge its bombs or dive into the target. Sperry and Hewitt demonstrated the potential of this concept in a crewed flight in September 1916. The following year, the US Navy awarded the Sperry-Hewitt team a contract to convert a Curtiss N-9 seaplane into what it referred to as an aerial torpedo (Pearson 1969, 70). After a series of failed attempts in late 1917, the Flying Bomb made its first successful flight in New York on March 6, 1918 (Pearson 1969, 73).
 
                Sperry was not the only American pursuing pilotless attack planes during the First World War. In January 1918, the US Army launched a parallel effort to that of the Navy, awarding the Dayton-Wright Airplane Company a contract for 25 Liberty Eagle aerial torpedoes. The aircraft were based on a design by engineers Charles Franklin Kettering and Orville Wright. Later known as the Kettering Bug, the aircraft completed its first successful crewed flight in July 1918 and its initial, albeit brief, uncrewed flight on October 2 (Everett 2015, 258). The Kettering Bug attracted the attention of then Lt. Col. Henry “Hap” Arnold, later the commander of US Army Air Forces, who would become a vocal proponent of armed pilotless planes (Rogers 2018).
 
                Work on both the Kettering Bug and Sperry’s Flying Bomb declined following the end of the First World War – in 1921, the Navy decided against acquiring Sperry’s aircraft (Pearson 1969, 73). Beginning in 1922, however, Carlos B. Mirick, an engineer at the newly established Naval Research Laboratory (NRL) in Washington, DC, would apply Sperry’s invention to a new iteration of the pilotless plane, one that would benefit from both the automatic stabilizer and radio controls. Mirick used Sperry’s Curtiss N-9 seaplane, which was already fitted with gyrostabilized controls, as a platform for testing the radio link, receiver, and relay equipment (Callahan 2014, 102).
 
                Under the direction of Albert Hoyt Taylor, who was later credited with the invention of radar, Mirick and the NRL conducted several test flights of a crewed, ground-controlled airplane – the “Wild Goose” – in the summer of 1924, before making the first fully uncrewed flight on September 15, 1924 (Mirick 1946). The flight was a near-total success until one of the seaplane’s pontoons collapsed during the landing, submerging the aircraft in the Potomac River. Still, Mirick’s September flight has been credited as the first instance in which an uncrewed, remotely controlled aircraft successfully completed a takeoff, airborne maneuver, and landing (Fahrney 1957, 167). The project continued for another year, before the Navy cancelled it in 1925.
 
                Progress on radio-controlled aircraft in the US stalled in the late 1920s, shifting attention to the UK. In 1930, the Royal Aircraft Establishment began exploring the conversion of crewed aircraft into uncrewed target planes for anti-aircraft gunnery practice. The initial model, the De Havilland Fairey Queen, made its first uncrewed flight in 1932 (BAE Systems 2022). Its successor, the De Havilland Queen Bee, featured a more sophisticated radio datalink than older pilotless planes and communicated the aircraft’s altitude to the operator. In the years after its first flight in 1935, around 400 Queen Bees were delivered to the British military (BAE Systems 2022).
 
                The Queen Bee appears to have inspired the first usage of the word “drone” in connection with pilotless planes (see Figure 3.1). After learning of the Queen Bee during a visit to the UK in early 1936, US Chief of Naval Operations Admiral W.H. Standley pressed the Navy to develop uncrewed target planes to improve the proficiency of naval anti-aircraft gunners (Fahrney 1957, 190). That year, the Naval Aircraft Factory in Philadelphia launched Special Project D, or Dog, under the direction of Lt. Cdr. Delmer S. Fahrney to develop the target planes. The NRL was tasked with improving the radio communications and control of the aircraft (Gebhard 1979, 227).
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                    Figure 3.1: Winston Churchill attends a demonstration of the De Havilland Queen Bee target drone on June 6, 1941. (Credit: Imperial War Museum/Wikimedia).

                 
                In his account of the origins of the program, Fahrney writes that the name “drone” was derived from a conversation in November 1936 between him and Albert Hoyt Taylor, then the technical director of NRL, regarding a codeword for the Navy project (Fahrney 1957, 200). According to Fahrney, after considering other insect names as codewords, the two settled on the word drone because it best described the missions in which the aircraft would be used, and because the word was “easy to handle” (Fahrney 1957, 201). Taylor, meanwhile, credits himself for first calling the aircraft drones. “To those who know anything about honeybees, the significance of the term will be clear,” reflected Taylor in 1948. “The drone has one happy flight and then dies” (Taylor 1948, 96).
 
                Taylor and Fahrney thought the term embodied the expendability and specialization of the pilotless plane. In the hierarchy of a beehive, the drone is a male bee whose sole role is to mate with a queen midflight, before expiring shortly thereafter. Like the doomed male bee, the Navy’s pilotless planes were optimized for a singular purpose, at the end of which lay destruction. Fahrney’s reasoning for using the word drone to describe pilotless planes further alludes to the staying power of the term and its continued popularity. The name drone was “used in all discussions” to describe the aircraft, recalls Fahrney, who eschewed a more technical term in favor of one that could be readily applied to convey the essential characteristics of the aircraft (Fahrney 1957, 201).
 
                Indeed, although the Fahrney and Taylor conceived of the term as a codeword for the target drone project, Fahrney later appropriated it to identify other pilotless planes. These included the Navy’s TDR-1 and TDN-1 Assault Drones during the Second World War, a follow-on program from the target drone project. The Second World War saw the introduction of television guidance for attack drones, which the NRL developed to enable an operator to control the aircraft beyond their visual line of sight (Gebhard 1979, 229). It also saw the first, albeit limited, offensive uses of drones in wartime, including a strike by the US Navy’s TDR-1 drones in the Solomon Islands (Lerner 2017). In the years after 1945, drones began to assume additional duties, serving as vehicles for collecting data from nuclear tests and, later, as platforms for collecting intelligence.
 
               
              
                2 The Evolution of the Drone
 
                A short blurb in the April 2, 1965, edition of the New York Times announced that the Chinese government had publicly displayed what it said was a downed American spy drone in central Beijing (New York Times 1965). The reconnaissance drone, which had been shot down over south-central China, was one of several claimed by Beijing in the preceding months. The US decision to send spy drones over China was a deliberate choice by Washington to avoid the geopolitical wrangling that occurred after the Soviet Union downed US Air Force U-2 pilot Francis Gary Powers over its territory in 1960 (Erhard 2011, 6).
 
                The reconnaissance drone represented an evolution in thinking about uncrewed aircraft, one that propelled the drone away from its origins as a target plane and rudimentary missile and into a more active role in military operations. In 1960, the US Air Force awarded Ryan Aeronautical a contract to convert its jet-powered drones from aerial targets into reconnaissance platforms (Clark 2000, 13). Following the 1962 Cuban Missile Crisis, Big Safari, an Air Force research and procurement program, continued this work with fresh urgency, resulting in the development of the Model 147 Lightning Bug (see Figure 3.2), a converted Ryan Aeronautical Firebee target drone (Erhard 2011, 7).
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                    Figure 3.2: A Ryan Aeronautical Model 147 “Lightning Bug.” (Credit: US Air Force/Wikimedia).

                 
                After first deploying the Lightning Bugs to Vietnam in 1964, the US Air Force conducted more than 3,500 sorties involving 1,000 drones over the course of the war, marking the first large scale use of drones in combat operations (Clark 2000, 14). The Air Force continued to modify the Lightning Bugs, producing variants designed for collecting electronic and communications intelligence in addition to those intended for photographic reconnaissance (Clark 2000, 16). One such version, the Model 147E, was able to detect an incoming anti-aircraft missile, technology that was later integrated into radar early warning systems for fighter aircraft (Axe 2021). Other variants for jamming adversary radar sites and dispersing propaganda leaflets also saw limited use.
 
                In the early 1970s, the Air Force began to study the possibility of using the drones to attack ground targets. It awarded Teledyne Ryan a contract to arm versions of the Firebees with a variety of munitions, including the Maverick air-to-ground and Shrike antiradiation missiles. In a test on December 14, 1971, a BQM-34A, a version of the Ryan Aeronautical Model 247, launched a Maverick at a simulated surface-to-air missile site, perhaps the first instance of drone-launched missile (Clark 2000, 23). Around the same time, the Navy staged a mock dogfight in which a remotely controlled drone successfully scored several simulated hits on a crewed fighter plane (Aviation Week 1971). The Air Force and DARPA continued to develop a multipurpose armed drone in the model of the Firebee, before abandoning the project in the late 1970s.
 
                Despite their widespread use by the Air Force for reconnaissance and intelligence-gathering in Vietnam, the modified target drones had several drawbacks that limited their appeal for other types of missions. The jet-powered Lightning Bugs flew at high speeds and according to a preprogrammed route to avoid interference from adversary anti-aircraft fire and jamming, making these aircraft better suited for reconnoitering fixed sites than for surveilling mobile targets. The Lightning Bugs, each of which could weigh over 350 pounds (150 kilograms) depending on the mission equipment, were also resource intensive to operate. A squadron of Lightning Bugs required hundreds of personnel and more than a dozen crewed airplanes and helicopters to launch and recover the drones, making each mission a costly and complex endeavor (Hall 1978, 20).
 
                Within the Pentagon, momentum was building towards developing a lightweight reconnaissance and targeting drone with fewer infrastructure demands, one that could accompany soldiers to the frontline of the battlefield. Beginning in the late 1950s and throughout the 1960s, multiple efforts in the US and worldwide sought to develop tactical drones that could fulfill this mission. These efforts resulted in drones like the US Army’s short-lived Radioplane AN/USD-1 and the Marine Corps’ Bikini Surveillance System, as well as the West German Dornier Kiebitz tethered drone. Yet, although some of these drones, like the Canadian CL-89, were successfully adopted in later years, most were deemed unreliable and unsuited for the mission requirements (ARPA 1972, 8).
 
                In 1972, the US Advanced Research Projects Agency (ARPA), or DARPA as it is known today, launched a program to develop miniature drones using off-the-shelf technology (Hirschberg 2010, 5). The program was encouraged by Dr. John S. Foster, then the director of Defense Research and Engineering at the US Department of Defense (Reed, Van Atta, and Deitchman 1990, 285). Foster, an avid model airplane hobbyist, believed that the simplicity and low cost of hobby aircraft offered an example that could be replicated in military drones (Klaas 1973, 76). The ARPA Mini-Remotely Piloted Vehicle (Mini-RPV) program, initially a collaboration with the US Air Force, aimed to develop a drone that weighed under 70 pounds (32 kilograms) and cost less than $10,000 a copy to produce (Reed, Van Atta, and Deitchman 1990, 286).
 
                The ARPA Mini-RPV program produced two initial drones – the Praeirie, which included a television sensor and laser designator intended for daytime use, and the Calere, which used an infrared sensor for nighttime operations (Hirschberg 2010, 6). Both aircraft drew heavily on model aircraft designs and, to minimize cost, used commercially available components such as lawnmower engines and off-the-shelf datalinks (Reed, Van Atta, and Deitchman 1990, 285). “[W]hen we think about RPV technology, we think technologically something scaled up from model airplane technology rather than scaled down from manned aircraft technology,” wrote David A. Heebner, then the deputy director of Defense Research and Engineering, in a 1975 editorial (Heebner 1975, 3).
 
                The ARPA program, which ran until 1976, inspired wide interest in the aerospace industry and resulted in the development of a panoply of competing mini-drone designs. The program led to advancements in lightweight sensors like Philco-Ford’s 1974-era forward looking infrared (FLIR) sensor (Aviation Week 1974). The introduction of lithium battery-powered electric motors, a hallmark of drone aircraft today, was another consequence of this program (Aviation Week 1973).
 
                Successive versions of the Praeirie and Calere would serve as the basis for follow-on programs within the Air Force, Army, and Navy (Miller 1974). The largest of these was the Army’s Aquila program, which ran intermittently between 1974 to 1987. Under the Aquila program, the Army sought to develop a tactical drone to conduct day and night battlefield reconnaissance and identify targets for field artillery. The Army’s Aquila program was closely related to its development of the Copperhead guided artillery munition, which could be guided to targets by a laser designator on a spotter plane or drone. With the assistance of the Aquila, the Army believed it could substantially increase the range of artillery fire to attack targets far beyond the line of sight (Dastrup 2018, 123).
 
                After multiple iterations, the Aquila ballooned in cost and failed to satisfy one of the Army’s key requirements – that of a drone capable of detecting and tracking moving targets such as tanks (GAO 1987, 18). The Army encountered difficulty in developing protected communication datalinks that could resist jamming from adversaries while delivering consistent video imagery of the battlefield. Other challenges with the sensors and avionics contributed to the growing cost of the aircraft, with each unit estimated at around $900,000 apiece (GAO 1987, 2). The total development cost of the Aquila program is believed to have surpassed $1 billion, far more than the $123 million initially budgeted (GAO 1997, 2).
 
                The original ARPA program and the Army’s Aquila drone presented competing visions for what a tactical, battlefield drone could look like, underscoring an essential tension in the development of military drones that persists to this day. John Foster and ARPA conceived of a simple, low-cost drone that could capitalize on advances in commercial off-the-shelf technology. The Army, meanwhile, sought to develop a hardened, jam-resistant drone capable of operating in contested battlespaces. Both concepts would seem to be validated by the American experiences in the 1990–1991 Gulf War (Aviation Week 1991), and both would find a prominent place in future battlefields.
 
                However, the US military’s failure to produce an operational drone prompted lawmakers in Congress to mandate the creation of a new office within the Department of Defense – the Unmanned Aerial Vehicle (UAV) Joint Program Office (JPO) – to handle drone development and acquisition programs (Canan 1988, 84). To coordinate the disparate Army, Air Force, and Navy programs and create common requirements for the services, the newly formed UAV JPO published the Pentagon’s first master plan for nonlethal drones in 1988 (Greeley 1988). The plan defined requirements for four categories – close range, short range, medium range, and endurance – of nonlethal drones, formalizing the need for a spectrum of operational capabilities.
 
                The UAV JPO plan reflected the changes underway in the drone marketplace. In the roughly two decades since the deployment of the Lightning Bugs to Vietnam, a diverse array of drone types and capabilities had displaced the jet-powered target drone as the driving force in drone design and development. By the late 1980s, the number of drone systems in use or testing had grown from around 30 in 1965 (Jane’s 1965) to over 200 in 1988 (Munson 1988, 7). Some of these aircraft had already proven their usefulness in combat, most notably in the 1982 Lebanon War (Kreis 1990, 46). So much so that a 1986 assessment by the US Central Intelligence Agency warned that “inexpensive and easy-to-use” drones could proliferate to militaries worldwide (CIA 1986, 3). The conditions for a new era of drones, one defined by the ubiquity and diversity of these aircraft, were coming into focus.
 
               
              
                3 The Types and Origins of Drones
 
                In the early years of aircraft development, drones like the Curtiss-Sperry Flying Bomb and De Havilland Queen Bee were largely uncrewed versions of piloted airplanes that were modified to fly without humans onboard. Gradually, in the 1970s and 1980s, advances in composite materials, low-cost engines, and miniature sensors enabled drone developers to explore more imaginative airframe configurations (see Figure 3.3). Today, drones encompass an enormous variety of sizes and designs ranging from palm-sized helicopters to those with the wingspan of a commercial airliner.
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                    Figure 3.3: The Lockheed MQM-105 Aquila. (Credit: US Army/Wikimedia).

                 
                Like any aircraft, drones conform to a few overarching categories of heavier-than-air vehicles. A fixed-wing aircraft is one in which the wings generate lift, while a rotary-wing aircraft uses rotors to achieve the same effect. A vertical takeoff and landing (VTOL) aircraft uses propulsors to takeoff and landing vertically, and wings for forward flight. Each category includes multiple varieties designed to maximize effects like reducing drag or improving stability. Though it is far from an exhaustive list, the following represents a few of the most prominent configurations for uncrewed aircraft.
 
                Conventional fixed-wing drones feature distinctive fuselage, wing, and tail elements. Like gliders, conventional fixed-wing drones typically have high aspect ratio wings, meaning that they are best suited for flying for long periods. Developed in the early 1970s, one of the earliest high-altitude long-endurance drones, the E-Systems L450F, was an uncrewed version of a glider, the Schweizer SGS 2-32 sailplane (Parsch 2002). In designing the 1980s-era Leading Systems Albatross, the predecessor to the Predator drone, Abraham Karem sought to build a drone that could fly for days at a time (Whittle 2014, 27). The long flight time of conventional fixed-wing drones is one reason why this remains a common design for uncrewed aircraft.
 
                A common distinguishing factor of conventional fixed-wing drones is the tail, of which there are several varieties. A few of the earliest operational drones, the Second World War-era TDR-1 Assault Drone and Radioplane OQ-2 Target Drone, featured the inverted T-tail, or conventional tail. In the early 1960s, the French Aerospatiale CT.20 target drone and R.20 reconnaissance drone adopted a V-tail, or butterfly tail. Although uncommon for crewed aircraft, the V-tail is today widely used by a variety of drones, perhaps most notably by the General Atomics MQ-9 Reaper. Other tail designs include the inverted V-tail, evident on the Predator, and the T-tail, which has been adopted by aircraft like the Safran Patroller, Eurodrone, and CASC CH-6.
 
                Twin-boom drones are a type of fixed-wing aircraft that feature two tubular, parallel booms extending rearwards from either the wing or the fuselage to the tail. The twin-booms can reduce the aircraft’s overall weight and drag and improve stability. A few if the first twin-boom drones emerged in the US in the early 1970s; drones like the Lockheed RTV-2 were designed for DARPA and other defense programs (Munson 1988, 164). Of all the drones that emerged from this period, however, the twin-boom Israel Aerospace Industries (IAI) Scout is the most enduring. Developed in the late 1970s, the Scout is the predecessor to the IAI Searcher, a widely exported drone (Gettinger 2019), and the US RQ-2 Pioneer, which was the basis for the US Army’s long-serving AAI RQ-7 Shadow.
 
                As with conventional drones, twin-boom drones have a variety of different tail types. In the case of the IAI Scout, the twin booms connect to two vertical stabilizers situated on each end of horizontal stabilizer, a design known as the H-tail. The AAI RQ-7 Shadow and Baykar Bayraktar-TB2, meanwhile, features two twin booms that extend to an inverted V-tail. In some cases, the two twin booms may support additional engines. The Tengden TB-001, TW-328, features a twin-boom, twin-engine design in which the two engines are located at the forward end of the two booms. The Textron Aerosonde HQ features two booms that extend forward and rearwards from the wing, each supporting two motors that allow the aircraft to take off and land vertically.
 
                Flying wing, blended wing-body, and delta wing designs can be visually similar, with each often featuring a triangular airframe with swept-back wings. Even if these terms are at times used interchangeably, there are differences between the three designs. A flying wing drone is a type of tailless aircraft in which there is no visible difference between the fuselage and the wings, while the fuselage and wings on a blended wing-body and delta wing are visibly separate structures. Each of these configurations may appeal to drone manufacturers for their design simplicity, durability, and efficiency in flight. Flying wing and blended wing-body configurations can also be designed to have a low radar signature, making them harder to detect than conventional aircraft.
 
                In 1973, shortly after launching the Mini-RPV program, DARPA provided Teledyne Ryan with funding to build a flying wing drone known as the Manta Ray for the US Navy’s Shipborne Tactical Airborne RPV (STAR) program (Hirschberg 2010, 6). In the mid-1970s, Northrop proposed a flying wing design for the US Army’s Aquila program, though the winning design was Lockheed’s delta wing configuration (Aviation Week 1973). Beginning in the early 1990s, the US Defense Department pursued the development of a large, stealthy drone in a flying wing configuration that could elude hostile air defenses (Aviation Week 1994). Nearly two decades later, the US Navy’s Northrop Grumman X-47B demonstrator strike drone, a future iteration of this concept, featured a blended wing-body design.
 
                Multiple large drones like the X-47B that feature the flying or blended wing-body configurations are in development. These include China’s CASIC Caihong-7 and CASIC Tian Ying, Russia’s Sukhoi S-70 Okhotnik, and South Korea’s KAI K-UCAV. However, among the drones that are in use today, these configurations are more commonly found in smaller and mid-sized drones, particularly hobby drones and loitering munitions – single use armed drones. Drones like the Skywalker X8 that are popular among recreational users have also been used in multiple armed conflicts, most notably in Iraq and Syria in the mid-2010s (Gettinger 2016, 5). Loitering munitions with a delta wing design such as the Iranian HESA Shahed-136 and Israeli IAI Harpy have been used widely in multiple armed conflicts (Binnie 2021).
 
                A tandem wing configuration is a fixed-wing aircraft with two main wings, or two pairs. Typically, these wings are aligned in parallel, with one behind the other, though in some cases the wings may be joined, forming a diamond-like shape. The tandem wing configuration is favored for its high lift-to-drag ratio, allowing the aircraft to fly longer distances using less power, as well as its stability and portability. In some cases, the wings are designed to be folded for storage and transportation, before extending after the aircraft is launched. Today, tandem wing drones are typically small, lightweight aircraft designed to be launched from a tube carried in a backpack by an infantry soldier. A handful of larger drones, such as China’s WZ-7 Soaring Dragon, have also adopted the tandem wing configuration.
 
                Most helicopter drones feature a single main rotor and tail rotor, though some have tandem or intermeshing rotors. The concept for uncrewed helicopters emerged in the 1950s, when the US Marine Corps began exploring the idea of “robot” helicopters for cargo delivery and commissioned tests of the Kaman HTK-1 Drone, an uncrewed version of the HOK-1 helicopter (Rawlins 1976, 92). Although that plan never materialized, the Marine Corps would use the Kaman K-MAX to deliver supplies to forward operating bases in Afghanistan 60 years later (Davies 2014). Today, single-rotor drones are typically midsized and large aircraft, some of which, like the Northrop Grumman MQ-8 Fire Scout and Airbus VSR700, are derived from the airframes of crewed helicopters. Given their small footprint, these drones have been widely adopted by navies for maritime use, an environment in which storage capacity and landing areas are limited. A handful of miniature helicopter drones, like the tiny FLIR Black Hornet, are also in operation with ground forces.
 
                Coaxial helicopters feature a pair of rotors, with one mounted above the other, potentially offering improved stability and safety over rotorcraft with one main rotor. In the 1960s, coaxial rotorcraft, particularly when tethered to the ground, were viewed as a possible alternative to miniature fixed-wing drones because of their lower support requirements. A few of the first coaxial rotorcraft developed during this period included the Gyrodyne Drone Anti-Submarine Helicopter (DASH), the Navy’s first operational drone rotorcraft, as well as Canada’s Canadair CL-227 Sentinel, France’s Marchetti Heliscope, Germany’s Dornier Kiebitz, and the UK’s Westland Wisp. Today, several varieties of micro drones and loitering munitions such as Israel’s Rafael Spike Firefly have adopted the coaxial design. Larger coaxial rotorcraft such China’s Norinco CR500 Golden Eagle, which can be equipped with multiple munitions, are beginning to make their way into operational use.
 
                Multicopter drones are a type of rotorcraft that feature more than two rotors in a fixed position. Some multicopters have four propulsors – quadcopters – though others may have eight – octocopters – or more. Multicopters typically use electric-powered rotors to generate power, though other propulsor variations, such as ducted fans, exist as well. Multicopters are prized for their portability, stability, and maneuverability. A few of the earliest multicopter drones can be traced to the 1950s, when in 1958, Piasecki conducted a test flight of the PA-4 Sea Bat, a 2,220-pound (1,000-kg) tethered quadrotor drone designed for the US Navy (Piasecki Aircraft n.d.). In the mid-1980s, a little-known DARPA project funded the development of a design closer to the current conception of a multicopter: The Aerobot was a small “saucer-shaped” drone with four vertical ducts, each with an electric-powered propulsion fan (Munson 1988, 115). The recent popularity of multicopters can be traced to the rise of the consumer drone in the early 2010s. Today, multicopters are an increasingly common piece of military equipment. Indeed, so much so that some former consumer drone manufacturers like the French company Parrot are now dedicated primarily to building quadrotor drones for defense and safety applications (Mackenzie 2021).
 
                Vertical takeoff and landing (VTOL) drones can take off and land vertically like a helicopter and cruise in a horizontal position like an airplane. Because VTOL drones can takeoff and land vertically, they do not require the runway infrastructure of fixed-wing aircraft. The fixed-wing capability, however, provides the aircraft with greater range and endurance than conventional helicopters. The multiple varieties of VTOL drones may be distinguished by how each generates power for the lift and cruise modes of flight. The same propulsors on a tiltrotor, for example, are used for both the lift and cruise modes of flight and rotate position to re-orient thrust between the modes. A tailsitter also uses the same propulsors for lift and cruise, except the propulsors are in a fixed position and do not rotate; instead, the entire aircraft transitions from one flight mode to the other. Other types of powered lift aircraft have separate propulsors for the lift and cruise phases of flight. The Textron Aerosonde HQ has four fixed propulsors located on two twin booms to generate lift, and a fifth propulsor in the pusher configuration for forward flight.
 
               
              
                4 Conclusion
 
                Current trends point to a future in which drones are more lethal and commonplace in warfare. Drone producers like General Atomics and Turkey’s Baykar are developing large aircraft like the MQ-9B SkyGuardian and Akinci with a greater weapons payload capacity than previous models and are evaluating ways of adding missiles with a longer range than those typically used by these aircraft (Trevithick 2023). Meanwhile, small armed loitering munitions are increasingly featured in the armament of a variety of crewed and uncrewed vehicles, including tanks, ships, and helicopters, among others. Originally designed as a means for attacking enemy radars, loitering munitions have lately assumed a much wider role in combat operations.
 
                These developments reinforce longstanding thinking regarding the military purpose of uncrewed aircraft. Beginning with the “aerial torpedo” and “flying bomb” of the First World War, military planners have viewed drones as a means of reducing the threats posed by adversary fire to crewed aircraft and of engaging adversaries beyond the range of some conventional weapons. “These ‘remotely piloted’ vehicles show promise of extending the hand and mind of mind into combat situations where the man himself could not expect to survive,” argued John Foster in a 1971 editorial (Foster 1971, 11). Today, over 100 militaries worldwide are believed to operate drones, a consequence of more than a century of uncrewed flight.
 
               
              
                Seminar Questions
 
                 
                  	 
                    What invention was crucial to the development of the first pilotless airplanes?

 
                  	 
                    For what purpose was the word ‘drone’ originally used to describe pilotless airplanes? How has the use of the word ‘drone’ to describe pilotless airplanes changed over time? Are there similarities between how it was used in its first instance and today?

 
                  	 
                    What were the technical and operational challenges that the development in the 1970s of remotely piloted vehicles sought to overcome?

 
                  	 
                    What does the failure of the Aquila program say about the risks entailed in the development of new platforms based on emerging technologies?

 
                  	 
                    Identify a configuration of a fixed-wing drone and a vertical take-off and landing drone and describe the perceived advantages that that configuration could confer to its user.
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              Abstract
 
              This chapter gives an overview of the challenges that military drones have posed for international law over the course of the last 20 years and how these challenges have developed in line with countries’ drone policies and uses from one drone age to the next. It argues that, while drones used on active battlefields are subject to the same legal regulations as any other weapons system or platform, certain uses of drones enabled by the characteristics of drone technology – such as targeted killings outside active battlefields and increasing technological autonomy – and increasing proliferation cause substantial challenges for international law. There is still time to improve the regulation of drone use so long as other states are not yet employing their armed drones in a manner similarly extensive as the US, but this window of opportunity might be closing fast.
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              Since the United States conducted its first drone strikes in 2001 and 2002, significant controversy has emerged regarding the applicability of international law to drone technology and its uses. While some of the heated debate found at the beginning of this new technological era has subsided over the course of the last two decades, fundamental questions about the applicability of international law to military drones remain. Under which circumstances are drone strikes legal? Who can be targeted, and when? Does it matter who conducts the strikes? And how can their legality and legitimacy be assessed when everything is shrouded in secrecy? This chapter will give an overview over the key legal challenges posed by drones and the development of the debate about their proper use over time. While the history of the drone can be traced much further back in time, the 2002 strike in Yemen rang in what is now known as the “first drone age.” On November 3, 2002, the Central Intelligence Agency (CIA) of the US used a drone to target and kill six people inside a car in Yemen, one of them Qaed Salim Sinan al-Harethi, the senior Al-Qaeda leader allegedly responsible for the attack on the USS Cole in 2000. This started what would become a massive campaign of targeted killings of suspected terrorists outside of active battlefields. Where this “first drone age” was characterized by an increasing number of US drone strikes – only a few other countries had access to the technology and even fewer were using it to strike targets – today the world finds itself in what Chris Woods, the founder of AirWars, has termed the “second drone age” (Farooq 2019). This is characterized by massive and uncontrolled proliferation of drone technology and its use to target and kill people (Farooq 2019). Over the course of the last few years, the number of states employing drone strikes went from just three – the US, UK, and Israel – during the first ten years of the 21st century, to include at least nine other states – Azerbaijan, France, Iran, Iraq, Nigeria, Pakistan, Russia, Turkey, the United Arab Emirates (Bergen, Salyk-Virk, and Sterman 2020); some sources also include Saudi Arabia, see Callamard and Rogers (2020) – and a host of non-state actors. Recent estimates suggest that at least 27 additional states are currently in the possession of armed drones (Bergen, Salyk-Virk, and Sterman 2020).
 
              Given this accelerated proliferation, this chapter provides an overview of the sustained challenges that military drones have posed for international law and how these challenges have developed in line with countries’ drone policies and uses from one drone age to the next. It investigates questions of when and where drone strikes legally can be used; who can be targeted; why and how it matters who conducts the strikes; and the effects of a lack of transparency on assessing their legality and legitimacy. The chapter argues that, while drones used on active battlefields are subject to the same legal regulations as any other weapons system or platform, certain uses of drones, enabled by the characteristics of drone technology, cause substantial challenges for international law. Divided into three parts, the chapter first traces the legal challenges of the first drone age, focused on the United States’ use of drones for so-called “targeted killing,” defined as the intentional and premeditated use of lethal force by a subject of international law (mostly, but not exclusively, states) against individually selected persons not in the physical custody of the targeting entity (see e.g. Melzer 2008; Miller 2016).1 Using these to contextualize some of the key legal problems found with the use of drones, it then proceeds to consider the legal challenges that emerged due to the increasing proliferation of drone technology to an ever-larger number of state and non-state actors. Here, the chapter takes a closer look at state practice of the increasing number of states employing drone strikes. Finally, the chapter also looks to the future, analyzing the challenges the future development of drone technology and its proliferation will bring in form of a potential “third drone age”.2 Remote warfare is here to stay; but the endlessness of drone warfare, its distance from democratic processes, and the increasing autonomy of drones create legal challenges that will only become more acute in the future.
 
              A note on the limitations of this chapter: while the chapter primarily focuses on international law, it includes references to domestic law where necessary and appropriate. However, it does not provide a complete analysis of any particular country’s domestic regulation over drone technology and its use.3 Additionally, and due to the focus of this handbook on military drones, the chapter does not address the challenges civilian use of drones causes for international and domestic law; nor does it address the use of drones by violent non-state actors in detail. These non-state actors often have no interest in abiding by the framework of international law (but not always, see Fazal 2018), and can efficiently use civilian platforms for tactical, operational and even some strategic effects (Chávez and Swed 2021).
 
              
                1 The Beginnings: The US-Centric First Drone Age
 
                The first drone age was characterized by a focus on the US’s increasing use of drone strikes. Thus, this section examines the legal challenges that resulted from US drone policy in four areas: when and where the drones are used, who can be targeted, who operates the drones, and what is the appropriate level of transparency. In the years after 2002, it became clear that the US was running two drone programs: the first a military program on the active battlefields of Iraq and Afghanistan (and since 2014 also in Syria), controlled by the Pentagon; and the second a CIA run operation in countries like Yemen, Pakistan, and Somalia (Mayer 2009). Yet, despite this technical separation in programs and locations, several reports characterize many of these early drone strike operations as jointly run between the military and intelligence services (O’Connell 2009; Stone 2017). While the differences between the programs might be difficult to establish in practice, these differences have massive consequences for international law.
 
               
              
                2 When and Where Does the Drone Strike Take Place and How Does that Affect its Legality? Jus in bello
 
                One of the crucial distinctions is whether the drone strikes take place on an active battlefield, as part of an ongoing armed conflict, or not. If they take place as part of an ongoing war, international humanitarian law (IHL) applies. Here, the legal challenges posed by drone strikes are the same as any other weapon system employed (Schmitt 2011), that is, that drone strikes must abide by the fundamental legal principles of humanity, military necessity, proportionality, and distinction. Thus, this use of drone technology does not per se pose any new challenges for international law, because “it is an extension of conventional warfare” (Mayer 2009). Combatants may legally target each other and also be targeted with lethal force.4 The basic principles and legal rules of IHL must be respected in the targeting process irrespective of whether the target is struck by a manned aircraft, a missile, ground troops, or an armed drone. Beyond the boundaries of the battlefield, however, the situation is one of peace, where the applicable human rights law is much stricter when it comes to the legal use of lethal force. This use of drone strikes – outside of active battlefields – has led to substantial legal challenges since the advent of the first drone age.
 
                Where then are the geographical limits of the battlefield? After the terror attacks of September 11, 2001, the US declared a Global War on Terror, with President George W. Bush proclaiming “[o]ur war on terror begins with al Qaeda, but it does not end there. It will not end until every terrorist group of global reach has been found, stopped and defeated” (Bush 2001, emphasis added). The Authorization for Use of Military Force (AUMF) by the US Congress also had no geographical limitations (US Congress 2001). The truly global reach of the US interpretation of their war on terror became even more visible when the AUMF was referred to as justification for the US actions against the Islamic State of Iraq and Syria (ISIS), a terror organization that did not yet exist in 2001 (Brandon-Smith 2017). More recently, the AUMF has been put forward by the Trump administration as a legal base and argument for the legality of the drone attack that killed Iranian general Qassem Soleimani, the commander of the Quds Force, in Iraq on January 2, 2020 (Edmondson 2020; for a copy of the document, see United States Institute for Peace 2020).
 
                This view of a global battlefield, however, is not supported in international law, where a nexus to an ongoing armed conflict must be present for IHL to apply; thus allowing for the use of lethal armed force – such as a drone strike – against military targets. This nexus refers to a link between the targeted individual or conduct and ongoing hostilities between the warring parties. A nexus exists if, firstly, there is an armed conflict between the state considering the drone strike and the armed group being targeted (“general nexus to an armed conflict”) and, secondly, if the targeted individual is a member of the group and directly participating in the hostilities (a determination of direct participation includes a requirement of a “belligerent nexus”; Lubell and Derejko 2013). This is a middle position in the debate between two opposing views. The US view is that individuals belonging to an armed group (with what is known as continuous combat function) or civilians directly participating in the hostilities gain combatant status within the armed conflict wherever they are located, creating a battlefield of potentially global scope. On the other end of the spectrum lies the view that the application of IHL is limited to the territory of the warring parties only, and any drone strikes on third states’ territory are governed by the human rights law relating to law enforcement, which allows lethal force only as last resort to protect people from a grave threat to life (for an overview of the discussion, see Pejic 2014).5
 
               
              
                3 When and Where Does the Drone Strike Take Place and How Does that Affect its Legality? Jus ad bellum
 
                This connects to another set of legal disputes related to the right to resort to armed force under international law enshrined in the UN Charter (jus ad bellum). Even if the drone strike is not conducted as part of an ongoing armed conflict, it might still be a legal recourse to armed force if it is conducted in accordance with the rules regulating when armed force can be used. The drone strike could be conducted for example with either the consent of the territorial state, or UN Security Council authorization pursuant to Art. 39 and 42 of the UN Charter, or congruent with the conditions for self-defense specified in Art. 51 UN Charter. In the case of US drone strikes in the first drone age, it seems the governments of Yemen, Somalia, and Pakistan had given their consent, even though Pakistan seems to have withdrawn this consent in 2013 (Miller and Woodward 2013). But even when the targeting state has the consent by the territorial state, it is still obliged to respect the rules of IHL and human rights law in its drone strikes (see the discussion on the previous pages).
 
                The US put forward the view that its drone strikes in Global War on Terror were conducted as self-defense: in 2010 Harold Koh, Legal Advisor at the State Department, expressed “in this ongoing armed conflict [with Al-Qaeda], the United States has the authority under international law, and the responsibility to its citizens, to use force, including lethal force, to defend itself, including by targeting persons such as high-level al Qaeda leaders who are planning attacks” (Koh 2010). Drone strikes in self-defense, however, also must live up to several principles to ensure their legality. Even though Article 51 refers to the right to self-defense if an armed attack occurs, it is generally held to include the right to self-defense against an imminent attack. Yet, the boundaries of this element of imminence are not agreed upon. Dinstein gives the strict position on imminence, drawing the line at an attack that “is actually in the process of being mounted. There is no need to wait for the bombs to fall […] if it is certain that the armed attack is under way (even in a preliminary manner)” (Dinstein 2011, 200).
 
                The US position is on the other end of the spectrum, as it includes what has been called “pre-emptive self-defense”: the right to “prevent threats that have ‘not yet crystallized but may materialize’” (Pejic 2014, 72). This broad legal interpretation of the right to self-defense put forward by the US – and used as a justification for the country’s drone strikes – is not generally accepted by other states and legal experts. Additionally, the legal principles of necessity and proportionality must be respected in any act of self-defense. This means, among other things, that the territorial state must be given the opportunity to address the threat emanating from its territory. The victim state can act in self-defense only if the territorial state is unable or unwilling to address the threat (Schmitt 2011). It also means that all peaceful courses of action to address the attack are either unavailable or have been exhausted, and the use of force taken in self-defense must not be excessive beyond what is necessary to stop the attack. US drone strike policy has been criticized for not living up to these legal requirements (see e.g. Boyle 2015), as the US reserved for itself the right to anticipatory action using lethal force “even if uncertainty remains as to the time and place of the enemy’s attack” (Bush 2002, 15), provided that capture would be infeasible or too risky (US Department of Justice 2011).
 
                A recent example of the US employing this argument as justification can be found in the context of the 2020 assassination of Iranian general Soleimani. The US Department of Defense stated that Soleimani was “actively developing plans to attack American diplomats and service members in Iraq and throughout the region” and thus the “strike was aimed at deterring future Iranian attack plans” (US Department of Defense 2020). Also President Trump referred to Soleimani “plotting imminent and sinister attacks” (The White House 2020). However, no evidence of these attack plans was brought forward, and over time the administration’s justifications seemed to shift (see Stepansky 2020) – including a reference to the AUMF for example, as mentioned above. This once more created substantial ambiguity surrounding the legal basis for such drone strikes.
 
                A final discussion related to the principle of self-defense was the question whether a state can invoke the right to self-defense against an attack by a non-state actor (see e.g. Dinstein 2011, 224–230; Pejic 2014). This understanding seems to be the norm in state practice today, for example the Resolutions passed by the UN Security Council in the aftermath of the terror attack of September 11, 2001 reaffirm the right to self-defense in regard to the terrorist attacks (United Nations Security Council 2001a, 2001b; see also Dinstein 2011).6
 
                In short, as the UN Special Rapporteur on extrajudicial, summary, or arbitrary executions, Philip Alston, noted in his 2010 report, “[o]utside the context of armed conflict, the use of drones for targeted killing is almost never likely to be legal. […] [It] would be very unlikely to meet human rights law limitations on the use of lethal force” (Alston 2010, para. 85).
 
               
              
                4 Who Operates the Drone Program?
 
                In addition to the debate over what constitutes a battlefield and under what conditions force can be legally used, the question of who operates the drone program has legal consequences. As opposed to US military personnel, CIA drone operatives do not have combatant status under international law, but meet the characteristics of civilians directly participating in the hostilities and can thus be legally targeted by the adversary.7 The lack of combatant status, which shields lawful combatants from prosecution for, e.g., murder for their use of lethal force in armed conflicts (provided that they adhere to international humanitarian law), also means that these CIA drone operatives can theoretically be prosecuted for their actions in other states, as well as domestically. The US Military Commissions Act of 2009 and commentary on the US Manual for Military Commissions related to the Military Commissions Act of 2006 seem to criminalize direct participation in hostilities by civilians as a war crime; this was only resolved by a change in wording in the 2010 US Manual for Military Commissions (Crawford 2015).
 
               
              
                5 A Lack of Transparency and (Democratic) Oversight?
 
                The biggest challenge of the first drone age, however, was the secrecy and lack of transparency that shrouded the US drone program from thorough legal review and assessment. Successive US administrations insisted on the program’s lawfulness, but prevented any in-depth investigation of such claims, resulting in a lack of “any oversight, of checks and balances” (Richard Armitage, former US Deputy Secretary of State on the US drone campaign in Pakistan, quoted in Woods 2015, 286). Harold Koh, a legal advisor to the US State Department under the Obama administration and one of the key figures behind the American legal justification for targeted killings through drone strikes, remarked after his resignation that the “persistent and counterproductive lack of transparency” caused “a growing perception that the program is not lawful and necessary, but illegal, unnecessary, and out of control” (quoted in Gusterson 2016, 118). While there exists congressional oversight of the US drone program through several congressional committees – such as the armed services committee, intelligence committee, foreign affairs committee, judiciary committee, and appropriations committee – these committees seem to be lacking a comprehensive picture of the drone program for a number of reasons, such as turf wars between committees and departments, the need to protect operational information, compartmentalization of information and classification issues (Rosenthal 2018). Müller and Böller (2023) argue that Congress used a policy window around the confirmation hearings of John Brennan for CIA director in 2013 on the one hand to enact some limited changes to drone strike oversight and to pressure President Obama to increase transparency, but on the other hand allowed the lack of transparency to continue by blocking further, more fundamental, policy changes. They also conclude “that Congress can contest and scrutinize the Commander-in-Chief’s drone strike program, but intra-congressional turf wars may frustrate more stringent and long-lasting oversight reforms” (Müller and Böller 2023, 20). Much of the US position seems to have been an ex post facto legal rationalization: UN investigator Ben Emmerson notes that “one of the reasons it took them [the Obama administration] so long to break cover and to state authoritatively what their legal justification was […] was partly because they weren’t themselves sure what their legal justification was” (quoted in Woods 2015, 282).
 
                The first drone age was dominated by the US use of drones, and thus the vast majority of (if not all) legal analyses from this time take the US drone program as their point of departure. As Alston summarizes, US policy resulted in “a highly problematic blurring and expansion of the boundaries of the applicable legal frameworks – human rights law, the laws of war, and the law applicable to the use of interstate force. Even where the laws of war are clearly applicable, there has been a tendency to expand who may permissibly be targeted and under what conditions” (Alston 2010, 3). As the first drone age drew to a close, many of these legal challenges of military drones still remained. Over the last two decades, consensus has emerged that it is not the nature of drones per se that fundamentally challenges international law, but mainly their use for targeted killing outside active battlefields. The core legal issues discussed above remain: when and where are drone strikes conducted, who conducts them, and how can their lawfulness be assessed, if they are shrouded in secrecy? With its thin and disputed legal justifications, the US set up a questionable rulebook for others to follow, creating sustained fears that other states would take a similar approach once the technology proliferated.
 
               
              
                6 The Second Drone Age
 
                Now these fears might become reality. The world has entered a second drone age, characterized by the massive and uncontrolled proliferation of drone technology and its use to target and kill people (Farooq 2019). The number of states employing drone strikes went from just three – the US, UK, and Israel – during the first ten years of the 21st century, to include at least nine other states – Azerbaijan, France, Iran, Iraq, Nigeria, Pakistan, Russia, Turkey, the United Arab Emirates (Bergen, Salyk-Virk, and Sterman 2020); some sources also include Saudi Arabia (see Callamard and Rogers 2020) – and a host of non-state actors over the course of the last few years. At least 27 additional states are currently in the possession of armed drones (Bergen, Salyk-Virk, and Sterman 2020).
 
                Despite the widespread proliferation of drone technology of the last years, fears that other states will adopt the US’s rulebook and further erode international law have not yet become a reality. An investigation into state practice by those 12 (or 13) states that conduct drone strikes reveals that, thus far, no other state has adopted a drone policy as expansive as the US. Rather, states have employed their armed drones in existing armed conflicts, where their use falls under the same principles and regulations as any other weapons system.8 While this is of course is no guarantee that these countries and their drone strikes abide by IHL in any individual case, it shows that Alston’s fear of a blurring of legal frameworks and expansion of permissible targets has not yet materialized beyond US policy and that international law remains suitable to govern military drones (Theussen 2021).
 
                From a legal perspective, Germany is an interesting case: after several years of debate, the country decided in spring 2022 to arm its Heron drones, which it decided to buy – unarmed – from Israel in 2018 (tagesschau.de 2022). The draft resolution for the budget committee requires as guiding principle the use of drones only for the protection of German armed forces, that the drone operators are stationed in the area of operation, and that any parliamentary mandate for the use of force explicitly provides for the use of armed drones (Szymanski 2022). Germany has felt the spotlight over its involvement in the US drone wars after it was revealed in 2015 that “the sprawling U.S. military base in Ramstein, Germany serves as the high-tech heart of America’s drone program” (Scahill 2015). The US right to use the property comes with the condition that nothing they do violates German law; and Germany generally considers drone strikes legally permissible only on active battlefields. Additionally, Germany signed the Rome statute of the International Criminal Court and Germany’s Code of Crimes against International Law applies “even when the offence was committed abroad and bears no relation to Germany” (Section 1, 2016). Germany could thus prosecute US soldiers for war crimes, even though it has been reluctant to do so (Scahill 2015). In 2019, a higher administrative court in the German federal state of North Rhine-Westphalia ruled that
 
                 
                  (a) Germany has jurisdiction over a drone strike conducted by the United States by virtue of the assistance it provides and the central role it plays in United States strikes. In other words, Germany has a duty to protect the right to life of those targeted;
 
                  (b) There is no basis in international law for preventive self-defence;
 
                  (c) Germany should make greater efforts to ensure respect for international law in United States military operations involving German territory (Ramstein airbase);
 
                  (d) United States assurances regarding the legality of activities undertaken through Ramstein airbase are insufficient;
 
                  (e) The provision of assistance to unlawful United States strikes is a matter of law, not politics, and thus cannot be justified through foreign policy alone. (Callamard, 2020, para. 28; see Urteil über die Unterbindung der Nutzung der Air Base Ramstein für bewaffnete US-Drohneneinsätze im Jemen, 2019; Urteil über die Feststellung von Pflichtverletzungen in Bezug auf bewaffnete US-Drohneneinsätze in Somalia, 2019; Oberverwaltungsgericht für das Land Nordrhein-Westfalen, 2019)
 
                
 
                Thus, in the second drone age, the legal questions surrounding the historical and contemporary US drone program are far from resolved.
 
                The legal challenge that moves to the forefront in the second drone age, however, is that of regulating the proliferation of drone technology. Even though most states seem to abide by international law in their use of armed drones and the feared blurring of legal frameworks has not yet spread much beyond US practice (Theussen 2021), there is a substantial risk that widespread proliferation of drone technology might lead to a loosening of the regulatory framework, as state competitors to the US mimic US policies, non-state actors get their hands on increasingly sophisticated drone technology, and wars progressively involve more unmanned vehicles in a decisive manner.
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