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INTRODUCTION

In the world of cybersecurity, the summer of 2012 can be summarized in one word: Shamoon. This was the codename given to malicious software (“malware”) that spread through the business networks of the Saudi Arabian national oil company, Aramco, on 16 August, wiping data from around 30,000 computers. A few weeks later, the Qatari gas company RasGas—the largest exporter of liquid natural gas in the world—was also affected.

The Shamoon malware was eventually attributed to the Iranian government. According to Saudi officials, the aim was to “stop the flow of Saudi oil”.1 Shamoon was described as a “wake-up call” by a senior US cybersecurity official, and the US defense secretary cited it in a speech warning of a “cyber Pearl Harbor”, a phrase that had appeared repeatedly in US cybersecurity policy over the previous 20 years.2 Shamoon subsequently became a key reference point of the global surge in cyber conflict, demonstrating the risk posed by relatively simple data deletion programs to the global economy and regional political stability.3 Although Shamoon has since been surpassed by more damaging incidents, the malware itself has lingered, with new variants appearing sporadically across the Gulf states.

However, Shamoon was not the only notable cybersecurity event to occur in the Gulf that summer. Three days earlier, on 13 August, the United Arab Emirates (UAE) issued an updated Federal Law on Combating Cybercrimes. This law increased both the number of offences and severity of penalties given in the previous (2006) cybercrime law. Both laws included a wide definition of what might be called “content crimes”, i.e., posting or messaging about certain topics online or facilitating such posts by operating social media platforms or websites. The new law mirrored similar laws in the other Gulf states and elsewhere in the region; laws that were adopted following the series of protests and revolutions widely known as the “Arab Spring”, in which social media technologies played a crucial role.

On 25 July, 3 weeks before Shamoon, an organization at the University of Toronto, Citizen Lab, released a report. This detailed the use of a digital surveillance tool named FinFisher to obtain information from the devices of pro-democracy activists in Bahrain, where there had been extensive protests and violent responses from government security forces for over a year.4 FinFisher’s existence was already public knowledge, as protesters during the January 2011 Egyptian revolution had discovered secret contracts between FinFisher’s commercial owners and the Egyptian security services.5 FinFisher was later observed by Citizen Lab in many countries, including Oman, Qatar, Saudi Arabia, and the UAE, with its likely user in all cases being their respective governments.

These three events are all clearly related to cybersecurity, but in very different ways. The Shamoon incident heralded the advent of “destructive” malware, demonstrating that cyber threats could severely affect the day-to-day operations of companies and governments. FinFisher was described by its discoverers as a cybersecurity threat to privacy and human rights, although its government purchasers regarded it as a crucial tool for national security investigations. The UAE cybercrime law offered yet another conception of cybersecurity, criminalizing online comments as cybersecurity threats to “national unity” and “public morals”, among others.6 Most accounts of cybersecurity, especially in international politics, focus on only one of these aspects, thereby missing the broader picture. In contrast, this book aims to make sense of these drastically divergent conceptions of cybersecurity, all present within such a short space of time and in a small geographical region. How can we think about cybersecurity in a way that includes all these events, while also acknowledging the differences between them?

To do this, we need to examine the politics of cybersecurity. Although almost every cybersecurity incident has a political element, politics is not just about problem-solving thorny disagreements en route to an agreed goal. It is also about defining what is important and why, how issues are framed and portrayed, what solutions appear natural or feasible, and whose voices are privileged or silenced in key decisions.7 Furthermore, because the meaning of the term “cybersecurity” decides the scope of the field, I deliberately do not define it here at the start—that would be to accept rather than analyze dominant assumptions about what cybersecurity is or should be. Many readers will notice their own assumptions even in the three examples above, feeling that one or the other of these cases is not really a cybersecurity issue. To avoid this unconscious early narrowing, I prefer to study cybersecurity “in the wild”, to borrow a phrase from malware analysts. I ask: how is the concept of cybersecurity actually used, and for what purposes?

This broad question still needs some restrictions in scope. Given no definition of cybersecurity per se, many usual options are unavailable. We cannot, for instance, examine only a specific type of actor (states), technology (malware) or activity (network intrusion). The examples above go beyond all these categories. Instead, I examine the politics of “cybersecurity”, openly conceived, in a specific geographical region, the Middle East. This scope restriction invites other difficult questions; not least, what a geographical region signifies in an era of global digital connections, and what assumptions are involved in labelling the “Middle East” as a region, both of which I address in the following chapter. However, it also has some good prima facie motivations. Many key cybersecurity events, such as Shamoon, occurred in or centrally involved entities in the Middle East; conventional conflicts in the region have incorporated cyber elements; longstanding information controls have moved online; state strategies heavily promote digital economies; and hundreds of millions of people grapple with the boundaries and potential of their digital identities.

What, then, is the politics of cybersecurity in the Middle East?

Moral maneuvers

This book argues that the three incidents above represent distinct interpretations of the content and scope of the label “cybersecurity”. A wide range of actors, including companies, governments, and non-government organizations (NGOs), redefine cybersecurity to suit their own interests and agendas. These repeated redefinitions generate different strands of cybersecurity, with common elements but also ambiguities, tensions, and contradictions. This conceptual evolution is not merely wordplay: whether cybersecurity is mainly about suppressing social media, protecting individuals from government spyware, or defending businesses against destructive malware, is a matter with real consequences for the allocation of resources, the application of relevant expertise, the development of appropriate law and policy, and much more. Consequently, we need a way to describe this process, capturing how separate redefinitions of cybersecurity peel away and ossify into separate, sometimes competing, worldviews. Even though the result may be obvious, the process is not.

This book uses the new concept of moral maneuvers to describe this phenomenon. A moral maneuver is the alteration of value-based and technological claims within an expert field—in this case, cybersecurity—for strategic gain. Expert fields are not purely technological or scientific but also incorporate underlying values; for cybersecurity, these values determine whom cybersecurity protects from what. These value structures can be modified, especially by those with an influential position in the field. But such modification goes in tandem with technological claims about what can and should be done to advance cybersecurity values. A claim about a particular cybersecurity technology can in fact put forward new values, for example if that technology privileges one set of potential victims over others or classifies threats in a certain order of priority. On the other hand, a claim about values, seemingly irrespective of technology, can in fact imply a specific technological capacity. For example, protecting “national” networks only makes sense if networks can sensibly be divided along national lines. Moreover, who and what is or is not included in this division is a highly value-based judgement. Consequently, moral maneuvers combine both technological and value-based claims (i.e., they are moral) to advance the interests of specific actors (i.e., they are maneuvers). Overall, they create the multiple fissures, splits, and antagonistic forms of cybersecurity now present in the Middle East.

When do actors attempt moral maneuvers? There are two crucial facilitating conditions, to which I will return throughout the book, and which underpin the overall argument.

First, actors are more likely to attempt a moral maneuver in a field that attracts significant attention and resources; in other words, when it has high levels of “symbolic capital”.8 There is greater advantage to be gained by steering the field in your chosen direction in such cases than when association with the field brings little additional benefit. Cybersecurity, as one of the most prominent global problems today, is a field with high symbolic capital. It is true that cybersecurity concerns are not as devastating as a pandemic, the climate crisis, or conventional conflicts, not as debilitating as endemic poverty and inequality, and not as traumatizing as forced migration. Nonetheless, the reach of the internet into homes, businesses, and governments across the world means that cybersecurity matters immensely for a large proportion of people on this planet, including those already exposed to other global problems. Cybersecurity is often named as one of the top threats facing advanced industrial democracies and is fast ascending the priorities of most other states, businesses, and individuals. Actors performing moral maneuvers seek this symbolic capital, and the very concrete resources and advantages it brings.

Second, the issue or field must be esoteric, meaning that its understanding requires significant expertise and investment in time and/or money.9 Like other global issues, such as epidemiology and climate change, cybersecurity entails considerable complexity. Although the complexity of an issue can be largely technical, rather than technological (as in the case of international law or finance), technological complexity exacerbates the problem. The language of speed, unpredictability, and incomprehension that dominates public discussion of cybersecurity issues reflects an uncomfortable popular position of both dependence upon and distrust of technology.10

Crucially, as a large body of scholarship in international politics has shown, a reliance on expertise enables some actors to discreetly manipulate values within apparently non-value claims, as in the example of protecting “national” networks above. Such manipulation may be intended to advance a particular normative position, as early literature on expertise argued, or to conduct what some researchers have called “epistemic arbitrage” between different fields for strategic advantage.11 Consequently, moral maneuvers are most likely when claims of values and technology can be intermingled without immediate challenge, usually by or with the support of “experts” (even though cybersecurity experts frequently quibble with this label, they still use it). The moral maneuvers examined in this book are all dependent on cybersecurity expertise, in a variety of guises, and are performed either by experts themselves or by others drawing on expert authority.

The novelty of cybersecurity reinforces both its symbolic capital and its reliance on expertise. As a relatively new global issue—compared to, for example, nuclear security, which is also both symbolically powerful and reliant on highly specialist expertise—the frenetic pace of cybersecurity, with constant updates, new threats, and frequent systemic technological changes, makes it difficult even for experts to keep up with the latest developments, and there is always a tasty cybersecurity morsel to feed hungry news cycles.

However, simple claims of novelty should be treated with caution. As Stevens notes in his excellent treatment of the politics of time in cybersecurity, the narrative of novelty for cybersecurity is deceptively simple. Novelty is not an external condition to which cybersecurity experts must respond, but rather a concept of time integral to the field itself. As he observes, “the field of cyber security seems pervaded by a profound sense of frustration and disorientation at being trapped in an accelerating present, cut off by history”.12 In other words, cybersecurity is new, but not in the way we think it is. An active forgetting of historical antecedents and longer-term practices is part of the fabric of cybersecurity itself, although one that is increasingly challenged.13

Moral maneuvers depend not only on the symbolic capital and esoteric nature of the field itself, but also the attractiveness of alternative frames. The ambiguity, imprecision and multivalence of the term “cybersecurity” provides rhetorical shelter in comparison to more highly politicized issues; for example, describing monitoring and filtering internet communications as a cybersecurity protection, rather than censorship. Actors under normative or other pressure can thus seek refuge in cybersecurity, away from more highly charged issues. But such attempts to avoid controversy deepen contradictions in and divergent interpretations of cybersecurity, by opening the field to wider contests over values. I address the relationship of cybersecurity to alternative frames especially in Chapter 6, but it appears throughout the book.

How far can moral maneuvers go? Nobody is completely free to alter values and technologies at will, as social and practical barriers constrain every individual’s ability to mold their surroundings to their advantage. Consequently, moral maneuvers are also limited: it is just not feasible to redefine cybersecurity completely, because attempts to do so meet resistance from social and technological contexts. However, this does not imply a simple binary division between “successful” and “failed” moral maneuvers, even if some moral maneuvers do gain more traction than others. Such a division distracts from the always partial and incomplete nature of moral maneuvers, which are subject to constant challenge, revision, appropriation, and exploitation. I examine the limits of moral maneuvers repeatedly in this book: for example, resistance from influential corners of the threat intelligence community (Chapter 3), public pressure from opposing advocacy organizations (Chapter 4), and technological restrictions in implementing national surveillance architectures (Chapter 5). In these cases, I highlight how their proponents responded—backing down, doubling down, or making further alterations to the values and technological claims they initially advanced.

Four forms of cybersecurity

Although moral maneuvers are often buried beneath layers of technological and bureaucratic discourse, they are not inconsequential. They shift the direction of the field of cybersecurity overall, in some cases starting and in others contributing to broader movements. I argue that moral maneuvers lead to four separate forms of cybersecurity in the Middle East, which can be conceptualized along two dimensions. The first dimension concerns whether cybersecurity is primarily about “hacking”: whether it is about intrusions into digital devices and networks, or about the control of digital information more broadly. The second dimension concerns whether cybersecurity is primarily an international question of conflict and strategic advantage between states, or a domestic issue within political communities.14 Together, these two dimensions delineate four forms of cybersecurity, which are shown in Table 1.

Table 1: Four forms of cybersecurity
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The first form of cybersecurity I call “cyber conflict”, with a primary focus on network intrusions by states against other states. The second form of cybersecurity I label “human rights”, as it prioritizes intrusions by governments and associated companies into individuals’ devices. The third form of cybersecurity is cybersecurity as “information controls”, which also operates mainly on the domestic level, but focuses on content control rather than network intrusions. The fourth form is foreign interference, which concerns attempts by other states or “foreign” actors (a contested term) to influence a state’s information environment. Each form above has a distinct genealogy, with different resonances and parallels, and each has its own, sometimes extensive, theoretical literature, which will be covered in the following chapters. The argument of this book is, therefore, not simply that these different topics exist and can be separated analytically, but that they have all become cybersecurity issues due to moral maneuvers. In the following chapters, I connect specific moral maneuvers, occurring at the micro-level of specific claims by experts, to these four macro forms of cybersecurity.

What other explanations are available, alternatives to the account of moral maneuvers presented here? Other than different typologies considered in the following chapter, there are three main alternative explanations for the development of these four forms of cybersecurity. The first is an “objective” view that the value-based and technological claims of cybersecurity experts are not, and perhaps cannot be, altered in specific situations. So, these four forms are simply separate areas or sub-fields existing independently, even if there are connections and overlaps. The second alternative explanation agrees that the reinterpretation of cybersecurity values and technologies occurs but disagrees that it is strategically motivated for the benefit of specific actors. The third alternative explanation agrees that moral maneuvers take place, but suggests that this can be explained by existing theories of normative change. The key to this disagreement is the extent to which moral maneuvers are limited in particular ways. To address all three alternative explanations, in the following chapters I show, for each of the four forms above, that cybersecurity values and technologies were reinterpreted by specific expert actors, that this reinterpretation was both strategic and limited, and that these micro-level reinterpretations shaped cybersecurity at the macro level.

Despite the global scope of these four forms of cybersecurity, the Middle East is an important site for understanding how they are created and shaped by moral maneuvers. As I explain in Chapter 2, the place of the Middle East overall, and Egypt and the Gulf states specifically, in global cybersecurity governance epitomizes both of the facilitating conditions for moral maneuvers described above: extensive symbolic (and financial) capital from their transition to digital economies, especially in the richer Gulf states; and significant reliance on “outside” expertise (a term to which I will return in the following chapters). Furthermore, the experts who perform or are integral to others’ performance of these moral maneuvers constitute a regional community that moves fluidly between Egypt and the Gulf states, albeit with significant transnational connections. Examples may be found in the economic links between US threat intelligence companies and the Gulf states explored in Chapter 3, or the role of European spyware companies and export regulations in Chapter 4. Importantly, this is not a claim of exceptionalism; such circumstances can be observed elsewhere, although maybe without such vivid clarity. Rather, it foregrounds detailed local context in understanding the genesis of broader worldwide trends.

Sources

This book draws on data from a wide range of sources. Underpinning the argument of this book is fieldwork undertaken in Egypt and all Gulf states other than Kuwait throughout 2016 and 2017, with subsequent time spent in Egypt, Qatar, and Saudi Arabia. During this fieldwork, I spent time with the community of cybersecurity experts in these states, initially through attendance at cybersecurity conferences.15 These conferences included some predominantly hosted by cybersecurity vendors, others organized by professional cybersecurity events companies, and some by governments or international organizations. The average attendance was around 200 people.16 I participated as a delegate at these conferences, with a badge accurately labelling me as a research affiliate at the Cyber Studies Programme, University of Oxford. My profile as a white man and a native English speaker, also speaking Arabic, was highly relevant to my interactions. My experience at these conferences confirmed that cybersecurity experts move frequently within Egypt and the GCC states, forming a single professional community.17

I also conducted interviews with cybersecurity experts, initially with organizers and speakers at cybersecurity conferences, and then with many others who were introduced to me by these initial interviewees or through other contacts.18 Due to risks to these interviewees given the sensitivity of their subject, I cite these interviews anonymously in the following chapters, giving only a date and location.

In addition to these first-hand sources, four other source types deserve mention here. First, I use leaked documents to investigate aspects of cybersecurity that were not accessible through the professional community (at least to someone with my profile). I use several leaked archives, including over a million emails released on the website WikiLeaks in 2015 after a leak from spyware company Hacking Team, as well as a similar leak from FinFisher in 2014. I also use documents from the Edward Snowden archive and the “Saudi Cables”: documents available on WikiLeaks, leaked from the Saudi Foreign Ministry in 2015. These leaks appear in different ways in different chapters of the book: for example, I use evidence from the Saudi Cables to show how specific cybersecurity companies were embedded in the Gulf states in Chapter 3, and then analyze the leak of the Saudi Cables itself, claimed by a hacktivist group called the Yemen Cyber Army, in Chapter 6.

The ethics of research using leaked documents are complex. On one hand, they are an invaluable source of information in what can be a sensitive and highly classified area. However, they include statements not intended for the public domain made by people who are still professionally active and may reveal information that has a damaging impact on their authors or third parties. They also have, at best, an unclear legal status in many of the countries to which they refer. To mitigate these risks, I use leaked documents cited in or provided by reputable media sources wherever possible, do not attribute quotations from leaked documents to specific individuals, and only present document sections that are directly relevant to the research. I also use my own judgement of provenance and context to assess the reliability of these documents.

Second, I rely on a wide range of official and semi-official documents and multimedia artefacts pertaining to the issues in this book, in English and in Arabic, collected over the last 7 years. These sources include laws, regulation, and strategies published by governments or available through other international bodies. They also include think-tank and consultancy publications produced in Egypt and the Gulf states, and others produced outside the region about these states. As a producer as well as consumer of such reports, I am keenly aware of their limitations. I have experienced informal censorship in academic and policy papers written for regional audiences many times, where cautious editors remove or alter sections that they deem to be sensitive, with no discussion or notification. When speaking at panels and conferences, similar requests are often made—such as only covering certain states or issues—although these restrictions are extremely light compared to the experiences of many others detailed in the following chapters.

Third, I use technical reports produced by specialized companies about cybersecurity incidents and campaigns. These reports generate difficult research choices, as they are produced with clear commercial and political agendas. Like leaked documents, in some parts of the book I analyze the production of these reports precisely to excavate and understand the agendas behind them, such as the threat intelligence reports on Iran in Chapter 3. Elsewhere, I use them as data points to demonstrate that a certain incident occurred, such as the state-sponsored cyberattacks in Chapter 4. These two very different uses of these reports, as discourse and as data, are not contradictory. I recognize that agendas and contexts are present in all such reports, and I surface that where possible even when I use them as data points. I also specify clearly when they are treated as discursive artefacts whose construction is integral to my argument, and when as contextual data. Although the discourse/data distinction does not necessarily bear sustained theoretical interrogation, I find it a useful rule of thumb for analysis.

Fourth, I use a wide range of media sources as both discourse and data. For data, I generally restrict media sources to a limited number of reputable international publications and seek multiple independent sources for the same fact where possible. I also use the work of many cybersecurity investigative journalists and semi-professional media outlets. These are not internationally recognized publications, but they nonetheless feature extensively in this book because I find their methods transparent and their reporting reliable. I also use reports by internationally recognized NGOs, such as Amnesty International and Human Rights Watch, acknowledging however that these are viewed as the exact opposite of independent and unbiased sources by many of the actors I analyze (e.g., by relevant governments).

Other media sources, especially those in the region, are more problematic, particularly when analyzing the creation and spread of disinformation. I predominantly use these sources to understand regional discourses around specific events, such as the Shamoon incident described in the introduction above. I also quote many instances of disinformation and specify when I do so in Chapter 6. I use the Internet Archive for media sources that are no longer available online, and common open-source tools for information about website ownership, IP addresses and registration.

Finally, in addition to the question of sources as both data and discourse, this book raises the question of multiple readings of specific events, individuals, organizations, and incidents. Some of the same events appear in multiple chapters, from different angles and through the eyes of different sources. While it inevitably complicates the narrative, the book is structured so that these repeat visits to specific organizations or individuals develop our understanding as they unfold. Moreover, the retracing of empirical steps from a different angle is precisely the theoretical point of this book, as well as a methodological characteristic. I argue that different forms of cybersecurity appear and intersect simultaneously through moral maneuvers, and this argument is demonstrated not only through the examination of individual cases, but through the representation of these cases from different angles.

Structure

The concept of moral maneuvers is the conceptual thread that I follow throughout this book. Chapter 1 places moral maneuvers in their theoretical context, showing in more detail how the concept builds on and contributes to theories of Middle East politics and studies of cybersecurity in international relations (IR) and political science. This chapter first considers the regional side of the equation, arguing that moral maneuvers provide a useful way of understanding how cybersecurity has been mobilized to justify digital information controls following recognition of the power and peril of internet-connected social movements by hybrid and semi-authoritarian regimes. The chapter goes on to place the argument of this book in the more specific context of Egypt and the Gulf states, briefly tracing their political histories and recent trajectories, as well as relating these states to other centers of gravity for cybersecurity in the region, such as Iran and Israel. The chapter then turns to consider the other side of the equation, showing how the concept of moral maneuvers contributes to existing theories of cybersecurity politics, and distinguishing this contribution from the wider literature on normative change in international politics.

Chapter 2 locates the Middle East in four aspects of global cybersecurity governance. These are international institutions and processes, capital flows and the digital economy, development assistance and cybersecurity capacity building, and the growth of shared digital critical infrastructure. It argues that the place of Egypt and the Gulf states in these four aspects of global cybersecurity governance provides fertile ground for moral maneuvers, as cybersecurity in the region has the facilitating conditions discussed above to a significant degree, i.e., high symbolic and financial capital, and recourse to expert interpretation. The chapter concludes by bringing these different aspects together as characteristics of neoliberal global governance and late-modern capitalism, highlighting that this macro political and societal landscape provides the backdrop for the emergence of cybersecurity in this region and worldwide.

The remaining chapters each examine how moral maneuvers have contributed to the emergence of one of the four forms of cybersecurity detailed in Table 1: cyber conflict, human rights, information controls, and foreign interference. The patterns analyzed in this book continue to evolve, and it is difficult to draw a line under data collection in an area that is constantly developing. Although much of the fieldwork for the book was conducted in 2016 and 2017, I have used subsequent travel, conversations, and data to both substantiate that analysis and bring it up to date. Following the overview of global trends in Chapter 2, the events of each chapter follow a rough chronological order, with the events of Chapters 3 and 4 generally occurring before those of Chapters 5 and 6. However, as the book is structured around the four different forms of cybersecurity, this chronological order is not strict. The same approach is taken within each chapter; a broad chronological approach, although adjusted where necessary to enhance the clarity of exposition.

Chapter 3 details the emergence of cybersecurity as an issue of state conflict. It argues that the actions of Iran, as one of four key “threat actors” regularly cited in US and European cybersecurity policy, as well as presenting a more immediate concern for its regional neighbors, are crucial for understanding the rise of cybersecurity to the level of international conflict. Iran is rare among Middle East states—apart from Israel—in having a very public military cyber program, especially in the Islamic Revolutionary Guards Corps (IRGC). This chapter moves away from the paradigm example of cyber conflict familiar to many—the Stuxnet virus that targeted the Iranian nuclear program, detected in 2010 and subsequently attributed to the US and Israel—to analyze carefully how Iran’s subsequent activities were characterized as “destructive” cyberattacks, including the Saudi Aramco case with which I opened this book, as well as subsequent “wiper” incidents. The chapter explores transnational relationships between two key sets of actors that represented Iran as a new destructive threat: intelligence and security agencies in the Gulf, Europe, and the US, and multinational defense and threat intelligence companies with substantial contracts in the Gulf. It argues that these actors performed a moral maneuver that exaggerated Iranian action as newly destructive and unpredictable, for both political and commercial advantage. This moral maneuver occurred at a crucial moment in the development of destructive cyber capabilities worldwide, shaping conceptions of cyber conflict more widely.

Chapter 4 examines the development of cybersecurity as an issue of human rights. It first traces the wider intersection of surveillance and human rights in the Middle East, both before and after the 2011 revolutions. It then explores one area of surveillance in detail—targeted surveillance software—detailing a moral maneuver by NGOs that portrayed such software as a severe cybersecurity threat, connecting it to human rights abuses in Egypt and the Gulf states, among others, and leading to new export controls. This moral maneuver was, however, met by increasingly sophisticated responses from exporting states and the companies supplying this software in an increasingly crowded market, who used cybersecurity as a justification for their actions while incorporating human rights language into their public profile and business practices. Overall, this contest over the relationship of targeted surveillance software and cybersecurity, relying centrally on its use by government actors in Egypt and the Gulf states, contributed significantly to wider moves towards a human-centric form of cybersecurity. In both this and the subsequent chapter, key concepts of norm-based theories of international relations are inadequate for capturing the nuanced positions of both NGOs (who are more than “norm entrepreneurs”) and their corporate targets (who are not “socialized” into compliance). The chapter ends by investigating how some states in the region sought to avoid export controls by developing their own targeted surveillance capabilities and portraying them as cybersecurity protections.

Chapter 5 addresses the redefinition of cybersecurity as digital information controls. It first tracks successive waves of cybercrime legislation that repurposed cybersecurity to protect the national information environment from “content crimes” rather than other equally pressing issues, as with the 2012 UAE laws in the opening paragraphs of this book. The chapter then turns to the large-scale monitoring and filtering architectures required to implement these laws. It explores how moral maneuvers by interior ministries and security agencies facilitated the development of these surveillance architectures, shifting responsibility for cybersecurity from its original place in telecoms regulation and telecoms companies and redefining cybersecurity as a mandate for national monitoring and filtering. Telecoms companies neither simply reinforced nor resisted this moral maneuver; instead, they also used their privileged place in surveillance architectures for commercial advantage, serving both governments and private sector clients. Although these states developed many other ways to justify and implement information controls, as analyzed by the broader literature on resilient or digital authoritarianism, cybersecurity was a useful addition, because it provided a less polarized and less publicly debatable rationale than alternative frames, as well as technologies easily converted from other uses. Cybercrime, and cybersecurity more broadly, had a dual function within states for the organizations above. It has been both a lever for these actors to shift repressive functions online, and a source of political and financial capital to attract greater technological investment in competition with other institutions.

Chapter 6 addresses how cybersecurity relates to digital foreign interference but follows a slightly different structure. Rather than detailing specific moral maneuvers that led to a form of cybersecurity as foreign interference, this chapter reveals how cybersecurity is one frame among many that can be applied to digital foreign interference. It shows how various actors select between cybersecurity and close alternative frames of leaking, disinformation, and media ownership to describe digital foreign interference, depending on which label best suits their strategic goals. In this way, the argument focuses on an aspect of moral maneuvers not addressed centrally in the earlier chapters: how the impetus for and development of moral maneuvers is contingent not only on the symbolic capital and esoteric nature of cybersecurity, but also on the attractiveness of alternative frames.

The last chapter concludes, exploring the broader implications of the argument made here and revisiting the theoretical utility of the concept of moral maneuvers. It then turns to other states in the region, suggesting that the analysis undertaken here is useful for understanding cybersecurity developments outside Egypt and the Gulf states, as well as the wider contours of politics in Egypt and the Gulf states overall. Finally, it looks to the future, using the course of cybersecurity in Egypt and the Gulf states over recent decades to identify potential future paths for cybersecurity and other similar issues, both in the Middle East and worldwide.
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CONNECTING CYBERSECURITY
AND MIDDLE EAST POLITICS


The three events in summer 2012 with which I opened this book—data deletion by the Shamoon virus, the detection of FinFisher spyware, and the revision of the UAE’s cybercrime legislation—illustrate well the multifaceted nature of cybersecurity in Egypt and the Gulf states. But the interwoven and often contradictory understandings of cybersecurity in these states continue to evolve. To take one example of many, in January 2021, the instant messaging app WhatsApp was embroiled in a worldwide scandal over changes to its terms and conditions and their implications for user privacy, with millions of people worldwide migrating to alternatives. One of these alternatives was an app called “Pingme” (arsell), designed and created by a research institute connected to the Saudi government and due to launch in February 2021. The WhatsApp turmoil provided a highly useful backdrop against which to promote the benefits of this new app, and the official Pingme Twitter account took full advantage of the opportunity.1 It remains to be seen whether Pingme is more successful than the UAE’s attempt at a similar “local” messaging app, named ToTok, just over a year earlier, which is considered in Chapter 5.

But exactly what kinds of cybersecurity benefits does Pingme provide? The director of the research institute emphasized that the app would be “free from external servers controlled by foreign agencies”, highlighting the salience of cybersecurity understood as national information control.2 Another local expert argued that it was “free from any security backdoors and loopholes that allow hackers to perform cyberattacks”, suggesting that intrusion, rather than information control, was the main threat. While the privacy issues around WhatsApp helped its promotion, fears around individual rights, especially detention under cybercrime laws due to social media posts, were heightened by a local app with easier access to data. And finally, WhatsApp itself suggested that the entire issue was due to misinformation about the changes to its privacy terms. So, nine years after the three events of 2012 and their divergent conceptions of cybersecurity, a single incident—one of many that happen every week—illustrates the continued contradictions between different forms of cybersecurity in the region.

To tease apart these contradictions, this book has a foot in two areas of scholarship: Middle East politics and IR theories of cybersecurity. So far, these large, and growing, academic fields have not engaged with each other to any significant degree, even when cybersecurity scholars examine incidents that are entwined deeply in Middle East politics, or when scholars of Middle East politics see digital technological developments as crucial to broader shifts in political possibilities.3 My research has often met with a request for clarification from both audiences: is this really a study about cybersecurity? Or is it really about Middle East politics?

The answer is, perhaps unsurprisingly, that it is about both. This book lies precisely at the intersection of the two disciplines, seeking to demonstrate that their integration is fruitful. This chapter connects theories of cybersecurity and Middle East politics, placing the argument of this book in both theoretical contexts, before later chapters move on to the empirical detail of the moral maneuvers that underpin cybersecurity in the region. It first locates the argument of this book in scholarship in Middle East studies, exploring in more depth the political, economic, and social factors relevant to the development of cybersecurity in the region. It then moves to ground the concept of moral maneuvers in cybersecurity studies and international relations theory more broadly.

Cyberpolitics in the Middle East

This section explains why the Middle East is an appropriate frame of reference for this study. It connects the argument of this book to prevalent theories of Middle East politics, especially around new forms of authoritarian rule variously called persistent, upgraded, resilient, or digital authoritarianism. While these theories often claim global scope and generalize worldwide—something I deliberately avoid—they and their predecessors have proven utility in understanding the long-term development of Middle East politics at least since the colonial period. Showing how moral maneuvers support and, at times, force us to revisit the key tenets of digital authoritarianism enables this book to speak to scholars of the region familiar with these approaches.

At first sight cybersecurity seems unsuited to a regional analysis, as internet communications travel through cables stretching around the world and through space between masts and satellites. Internet protocols direct packets of data along a constantly changing definition of the most efficient path according to server and cable capacity, rather than national borders or regional alliances. Furthermore, the technologies built on these protocols enable almost instantaneous communication between people on opposite sides of the world. This enables a level of coordination, information sharing, and societal integration that is qualitatively different to those afforded by previous communications technologies and is often termed globalization.4

However, a simple globalization story overstates the deterritorialization of international politics in many areas, not least cybersecurity.5 The internet infrastructure is highly influenced by state actions, both in international internet governance bodies and through domestic strategies and laws. It is also shaped by the commercial decisions of multinational companies that install, maintain, and expand the internet infrastructure for profit within the constraints of the international political economy and often strong national ties. Consequently, even if the types of relationship between states and companies shift in the digital era, national and regional factors remain important. And, of course, individuals remain bound to territories and subject to national laws, even if their status under these laws is itself a strategic negotiation.

Regions are geographic entities, but this does not imply that they are natural or fixed. Instead, they are co-constituted by human and non-human factors. Although it has a long lineage, the term “Middle East” gained prominence early in the twentieth century, and in the following decades almost entirely replaced earlier Euro-centric concepts of the Orient and the Near East.6 This process was intimately connected with imperial and neo-imperial efforts to understand and exert influence over the Islamic world. Now, the Middle East region in international politics usually includes (at least) North Africa, the Arabian Peninsula, the Levant, Turkey, and the Persian Gulf.

However, in cybersecurity, “Middle East” is not always understood in the sense used by IR scholars, as many actors adopt both wider and narrower perspectives. On one hand, company structures often include an “EMEA” branch (Europe, the Middle East and Africa), absorbing the Middle East into a broad area outside the US. On the other hand, “Middle East” conferences, products and events rarely stray beyond the attractive economies of the Gulf Cooperation Council (GCC): Bahrain, Kuwait, Oman, Qatar, Saudi Arabia, and the United Arab Emirates (UAE). Most of this book will focus on Egypt and the GCC states for reasons outlined below, although other developments (for example, in Israel and Iran, both also part of the Middle East as generally understood outside the narrow remit of cybersecurity conferences) will also be treated in subsequent chapters, and wider patterns across the broader region noted where appropriate. In this way, concepts of the Middle East in cybersecurity extend Bilgin’s pioneering analysis of the multiplicity of regional representation, portraying vividly the simultaneity of and divergence between different imaginaries.7

Communications technologies have always played a central role in Middle East politics. From the nineteenth century onwards, print media shaped popular and elite understandings of key political events, as newspapers, pamphlets, and sharply satirical cartoons appealed to different audiences, while literary journals, poetry and novels embedded political and technological divisions in cultural memories.8 International telegraph cables were integral to swift decision-making from afar, forming a vital part of colonial control and occupation up to and during the two World Wars, as well as post-colonial retreat. Radio broadcasts within and across national borders greatly assisted the spread of pan-Arabism in the early Cold War, with Egyptian President Gamal Abdel Nasser’s voice transmitted across the region on the station Sawt al-Arab (“voice of the Arabs”).9 The contemporaneous Egyptian film industry was a strong cultural influence, knitting together social and political identities across the region.10 A watershed moment for television in the Middle East was the 1991 Gulf War, which was entirely absent from many national broadcasters with widely watched coverage instead provided by the US channel Cable News Network (CNN). In a race to capture the political and economic potential of satellite broadcasts, Qatar modelled on CNN the pathbreaking current affairs channel Al-Jazeera, stimulating a range of professionally packaged media initiatives with political agendas, especially in Saudi Arabia.11

Consequently, communications technologies have always been a target of political control. Censorship has been extensive in most Arab countries since the colonial period; both official and informal, external, and self-imposed.12 State ownership of media organizations enabled direct and immediate influence, supported by broad laws suppressing different forms of critical speech, and these controls adapted easily to new communications technologies. For example, some of Egypt’s television stations have close relationships with its security and intelligence agencies, and, despite the bustling media environment, stricter censorship in films and talk shows has been evident in the last decade.13 Even satellite television has been subject to varying degrees of censorship: while Saudi Arabia originally banned satellite dishes and selectively confiscated signal decoders, the UAE claimed to adopt an “open-skies” approach.14

The quest for political control and influence through the media is not limited to national boundaries. The Gulf states exercise significant influence on media production in neighboring states due to the revenues that media companies in those states collect from viewers in the Gulf.15 Many states, including Iran, Turkey, and Qatar, have exploited the contrast between placid local media and aggressive state-supported international channels to project regional standing and maintain domestic narratives of authority.

However, politics in the Middle East, like elsewhere, is now also cyberpolitics, and the two cannot be separated. Young, digitally native populations communicate and socialize online as much or more than they do offline, and so nearly all political acts—finding and distributing information, organizing and documenting meetings and protests, championing or countering a particular cause—are mediated by the internet.16 The cyber aspect of Middle East politics rose to the fore dramatically in the “Arab Spring” events in the winter of 2010–2011, a series of protests beginning in Tunisia and spreading across the region. These protests mark a key juncture in the long-term political fabric of the Middle East.17 They are commonly seen as facilitated by social media platforms, dubbed “liberation technologies”, with the Egyptian revolution of January 2011 in particular often controversially described as a “Facebook revolution”.18 The changing shape of social movements in Middle East politics is inextricably linked to the growth of social media and online platforms for political actions, statements, and identities,19 even though the complex origins of the Arab Spring movements cannot be attributed only or even mostly to these new technologies.20

Although the Arab Spring was heralded by many observers as a delayed turn to democracy in the Arab world, this proved an overstatement. In 2020, only Tunisia retained a government credibly elected after the protests, and even there, massive protests broke out at the beginning of 2021. Earlier social media-led protests, such as Iran’s 2009 Green Movement, did not achieve sweeping changes. Protests in Sudan, Iraq, Algeria, and Lebanon throughout 2019 and 2020 once again relied heavily on social media, as well as physical action in person, and have led to tentative political change, albeit virtually frozen or even reversed due to the COVID-19 pandemic.

This persistence of repressive regimes, variously dubbed resilient, robust or persistent authoritarianism among other terms, relies most of all on violence to disperse protests and intimidate opposition.21 In Egypt, continued protests and mass dissatisfaction with Muslim Brotherhood President Muhammad Morsi’s rule emboldened the armed forces to step forward from their indirect hold on power in July 2013.22 Then-defense minister and now President Abdel Fattah Al-Sisi suspended the constitution and removed Morsi, initiating the violent repression of Morsi supporters and the Muslim Brotherhood more widely, including a massacre of at least 700 individuals at Rabiʿa Al-ʿadawiyya Square in Cairo in August 2013. Following an interim government, Al-Sisi was elected president in May 2014 in disputed and boycotted elections. Physical violence, detention, and torture, and the reputation and fear these generate, lie at the heart of the resilience of authoritarianism, especially when accompanied by international support or silence.

Resilient authoritarianism also requires that the perceived “democratizing” power of the internet be turned in regimes’ favor: digital authoritarianism, in other words. Scholars have highlighted how authoritarian states—and increasingly, more democratic ones—have adopted successive generations of internet controls: from simple blocking, filtering and shutdowns, to more sophisticated surveillance at large scales and targeted at specific populations, and then manipulation, seeking to suppress, discredit, and drown out alternative voices on social media.23 The growth of Iran’s much-debated “halal” internet and extensive, but still experimental, censorship is one obvious example.24 Egypt provides another, as the cumbersome nature of the Egyptian government’s five-day internet shutdown in January 2011 has been replaced by more rapid, agile, and technologically sophisticated tactics. In September 2020, videos of a former Egyptian government contractor revealing military corruption were met by carefully calibrated local internet shutdowns and labor-intensive social media surveillance through stop-and-search, in addition to increased detentions and wider suppression of independent or critical news online through website blocking.25

These examples show that sophisticated information controls enable authoritarian states to respond quickly to popular dissatisfaction when it reaches threatening levels, and moreover to manipulate the online information environment so that it rarely reaches those levels in the first place. Importantly, information controls are not separate to the use of physical violence, but are justified within wider violent discourses, especially counterterrorism, and the online circulation of violent acts committed by the state can dissuade as well as inflame dissatisfied populations.

One way that authoritarian and hybrid states justify and implement information controls is by declaring them to be cybersecurity protections. Of course, this is not their only recourse; for example, media regulation and corruption are also frequently deployed to shore up digital power and prevent genuine opposition. However, cybersecurity offers several distinct advantages, including the high symbolic capital and reliance on expert interpretation identified earlier. More specifically, many technologies used for information controls are first developed and marketed as cybersecurity solutions at a commercial level before being adopted by states. Appropriating the symbolic capital of cybersecurity—in my terms, a moral maneuver—is thus one way in which states can suppress popular dissatisfaction and instability, defining cybersecurity so that the regime—or a contested and abstract notion of “the people” represented by the regime—require protection from cybersecurity threats through increased surveillance, control, and manipulation of social media. Such appropriation also soothes potential concerns from allied states selling these technologies, as cybersecurity exports are less of a flashpoint, although this raises its own issues for the companies involved, considered in Chapter 4.

However, the concept of moral maneuvers does not merely identify one factor in the development of resilient authoritarianism. It contributes to scholarship on authoritarianism more directly by also revealing where the reinterpretation of cybersecurity in this manner is limited, socially and technologically. For example, although many states have redefined cybercrime to focus on content control, they also face international pressures to tackle online fraud through these laws, and so they engage with, and are restricted by, international legal and regulatory debates. Similarly, when states purchase surveillance technologies to monitor citizens and dissidents, they can only implement them in ways that their expert advisors say is technologically possible, as I explore in Chapter 5.

Some interpretations of cybersecurity even help to mobilize resistance to information controls. A powerful form of cybersecurity as human security portrays surveillance technologies themselves as cybersecurity threats to individuals, drawing on the cybersecurity label to promote privacy protections and secure communications.26 These limits and alternatives, often hidden in the micro-detail of expert debates over cybersecurity technologies, are not currently recognized by the literature on authoritarianism in the Middle East, and are exposed through the concept of moral maneuvers.

Overall, the Middle East is not a unique or exceptional site in terms of the potential for moral maneuvers, whether in cybersecurity or comparable fields with high symbolic capital and reliance on experts. However, discursive tensions around cybersecurity have surfaced more clearly in the Middle East than elsewhere, largely due to attempts to justify information controls as part of a rise in digital authoritarianism. Digital authoritarianism, in turn, is not an innate feature of certain states, but a contingent characteristic reinforced by specific international relationships, regional dynamics, and domestic trajectories. To clarify this claim, I now turn to the states that are the focus of this book: Egypt and the GCC.

Egypt and the Gulf states

Within the Middle East, this book focuses on Egypt and the six GCC states (Bahrain, Kuwait, Qatar, Oman, Saudi Arabia, and the UAE). Several geopolitical factors lie behind this choice. First, the Middle East is often considered notable for the relative ineffectiveness of its regional institutions (although there are exceptions, considered in the next chapter), and so a closer examination of specific countries is necessary. Second, one can see Egypt and the Gulf states as one part of a “regional cybersecurity complex” in the Middle East, also centrally including Israel and Iran, of which more below.27 Third, despite these interdependent security dynamics, there is no indication that specific security communities have shifted to cybersecurity: the nearest institution to a security community in the Middle East is the GCC itself, formed in 1981 shortly after the Iranian revolution. However, the GCC remains divided, with significant barriers to meaningful security cooperation, especially after the 2017 Qatar crisis (considered below and in Chap­ter 5).28 The most important reason for focusing on Egypt and the GCC states lies outside geopolitical factors, as these states are together a key transnational site for many regional processes relevant to cybersecurity: flows of technologies, knowledge, capital and people.29 In this way, cybersecurity provides a new perspective on geographical groupings sub-regionally, as well as its particular understanding of the Middle East region overall as noted in the previous section.

The Gulf is a logical starting place for the examination of issues, like cybersecurity, that are simultaneously national, regional, and global, because these states have long been at a crossroads. The colonial sea trade built upon longer histories of port cities in the Gulf as cosmopolitan entrepôts.30 British colonial policy in the Gulf was to “uphold the independence” of the ruling families but ensure that British influence “remained supreme”; treaties to guarantee the safety of British shipping to India were signed with the littoral states (hence the “Trucial” states) throughout the nineteenth century.31 Throughout the first half of the twentieth century, Abdulaziz Al-Saud (known as Ibn Saud) expanded his territory in the central Arabian peninsula (the Najd) with the cooperation of clerics who followed the Islamic teachings of Muhammad Al-Wahhab, as well as the co-option of an armed tribal force of the ikhwan (“brotherhood”), and British and American support. Thus, the state of Saudi Arabia was formally established in 1932.32

The retreat of British imperial power after World War II precipitated a late wave of state formation. The Al-Sabah of Kuwait declared independence in 1961, while the ruling families north of Oman formed the states of the United Arab Emirates (chiefly Al-Nahyan in Abu Dhabi and Al-Maktoum in Dubai), Qatar (Al-Thani) and Bahrain (Al-Khalifa) in 1971, following official British withdrawal. Sultan Qaboos bin Said Al-Said of Oman came to power after a British-organized coup against his father in 1970, and the suppression of a rebellion in Dhofar, the southern province bordering Yemen, between 1970 and 1977. He was succeeded by his cousin Haitham bin Tariq Al-Said in 2020.33

As successful digital autocrats, Gulf leaders are a model for resilient authoritarianism. The GCC economic model is commonly described as “rentier state”, in which citizens (a narrow definition tied to the male line of descent) receive many benefits from extractives revenue.34 The GCC states have neo-patrimonial systems of monarchical government, in which male members of the ruling family control key government departments and maintain influence in many private sector organizations.35 The degree of consultation in government differs across the GCC: for example, Kuwait has a relatively independent parliament, and Bahrain has had several interrupted periods of parliamentary government.36 There are less powerful bodies elsewhere in the Gulf, including consultative councils or assemblies in Oman, UAE, Qatar, and Saudi Arabia. Leadership is based partly on co-option of potential threats, and partly on narratives that associate leaders with state creation, tribal authority, and Islam.37 Like rulers worldwide, Gulf leaders are adept at bending history and religion to their advantage.38

These states also rely on international experts, a key aspect of moral maneuvers. They have small populations, with around 30 million in Saudi Arabia and fewer than 3 million in Qatar. Their populations and infrastructures grew rapidly after the discovery of oil and gas reserves across the Persian Gulf and Arabian Peninsula, often extracted in semi-colonial conditions.39 This rapid growth created what Hertog has called a highly bloated form of “segmented clientelism”, with technocratic “islands of efficiency” the only way to circumvent an overwhelming bureaucracy.40 More specifically, key advisors, both local and international, have possessed crucial scientific and technological expertise, leading to Jones’ description of Saudi Arabia as “a modern technostate, one in which science and expertise, scientific services, and technical capacity came to define the relationship between rulers and ruled”.41 Calvert Jones has expanded this analysis to the UAE, observing that although foreign experts (in education) are “powerful players”, they nonetheless operate in a “precarious environment, marked by intense rivalry and high turnover”.42

Studies of the Gulf have shown how science and technology—especially in the concept of “smart cities”—have come to be used in “nation branding”: the cultivated presentation of a carefully chosen national image to both residents and visitors.43 All GCC states have long-term national plans that seek to refocus their economies from extractive industries towards technology and innovation, reduce the role of the public sector, and reduce expatriate numbers through extensive training and preferential treatment for citizens.44 However, this image obscures continued high levels of migrant labor, not just in the built environment (through precarious construction work), but also in technological fields such as IT, with many (comparatively wealthy) South Asian companies and skilled workers underpinning the information technology and cybersecurity sectors.45 Finally, scientific expertise also enables the projection of “subtle” power abroad, especially given Qatar and the UAE’s role as havens of global capital.46 Overall, as I argue that moral maneuvers occur in fields with extensive reliance on expertise, the close but complex relationship between experts and political projects in the Gulf states makes them an important and appropriate site for this investigation.

The Gulf states are significant players in the broader region and beyond. Although Gulf influence can be traced across the Middle East, from Lebanon to Morocco, the starkest example of a state drawn into this orbit is Egypt. Regional processes that are transnational and operate at various scales bind Egypt to the Gulf in multiple ways.47 Egypt has itself long been a political, religious, and cultural locus for the Arab world, and remains a formidable cultural presence online. Like the GCC states, Egypt has a complex relationship with foreign experts. European politicians and scholars have, self-interestedly, sought to measure and understand its geography and population for centuries, being replaced by the US and international institutions after President Anwar Sadat’s economic infitah (opening) from 1973.48 Such mutually beneficial relationships—for some—then continued, as President Hosni Mubarak’s cooperation with the US in security and defense was rewarded with several substantial US aid programs. Following the cancellation of Egypt’s $7.1 billion military debt to the US after the Gulf War in 1991, the US continued to supply military finance as aid, although much of the US’s military aid to Egypt returns to US defense companies.49 International organizations like the International Monetary Fund (IMF) and World Bank still exercise vast economic power, especially after a $12 billion loan and corresponding currency devaluation in 2016.

Egypt’s political system is starkly different to those in the Gulf.50 Nonetheless, the political course of Egypt in the twenty-first century, and especially since the January 2011 revolution, has been intimately connected to Gulf influence.51 Qatar’s Al-Jazeera covered the 2011 protests in shocking detail, followed by largely positive coverage of Morsi’s tenure. Al-Sisi’s rise reversed the picture: Al-Jazeera journalists were imprisoned while Al-Sisi gained explicit backing, financial support, and participation in regional “counter-terrorism” projects from the UAE and Saudi Arabia. Leaked recordings from Egyptian politicians indicate that Al-Sisi was acutely aware of the economic disparity underlying this relationship, with one remark suggesting that his Gulf partners had “money like rice”.52 But these relationships deepened further in subsequent years, as Al-Sisi controversially agreed to transfer sovereignty of two islands to Saudi Arabia in 2017. The Gulf crisis in June 2017, where a “quartet” of Egypt, UAE, Saudi Arabia, and Bahrain ostracized Qatar by recalling citizens, withdrawing ambassadors, ceasing all land, air, and sea links, and beginning an economic boycott, epitomized these new connections.53 In January 2021, these four states carefully choreographed their reinstatement of diplomatic relations with Qatar.

My focus on Egypt and the Gulf states does not mean that these states are the sole site of significant cybersecurity developments in the Middle East, and I draw on data from the region more widely throughout this book to place Egypt and the Gulf states in context. Israel, as a global cybersecurity hub, deserves particular mention.54 Israel has been in conflict with and politically isolated from the Arab world since its creation, other than accords with Egypt, Jordan, and recently the UAE and Bahrain. Consequently, Israel has relied on various international alliances, in particular with the US, to support its qualitative military advantage over other states in the region. It has built a strong military-linked cybersecurity capability and a world-leading export market, connected to the high reputation of its military and intelligence services in this field.55 As I demonstrate in the following chapters, quiet cooperation between Israel, the Gulf states, and Egypt existed in various cybersecurity-related areas even prior to open normalization of relations with the UAE and Bahrain (as well as Sudan and Morocco) in 2020.56 The Gulf states source many cybersecurity technologies from Israel, while Egypt and Israel have shared digital intelligence in the Sinai Peninsula, where there is an Islamic State-affiliated terrorist threat.57 Questions of cybersecurity in the Israeli–Palestinian conflict itself, where certainties of security, statehood and sovereignty dissolve into unending occupation and violence, are addressed in the concluding chapter.

Iran is also a center of gravity for cybersecurity in the Middle East, and although Chapter 4 addresses Iran extensively, it does so from a specific perspective that is worth clarifying here. For policymakers in the Gulf, as well as their counterparts in Israel, the US, and Europe, Iran is one of the most significant cybersecurity threats. This is the perspective I analyze and critically interrogate in Chapter 4, but I do so at the expense of an equivalent analysis of Iran in terms of the development of its own cybersecurity institutions, processes, and internal politics. In other words, I approach Iran as the subject of moral maneuvers by other actors, rather than as an actor conducting moral maneuvers itself. This is not to say that similar dynamics to those identified here do not occur in Iran—Iran is as much a resilient digital authoritarian state as those considered here—but that this question is outside the scope of this study.

Israel and Iran notwithstanding, the analysis of cybersecurity in Egypt and the GCC states enables the exploration of cross-national similarities and differences between the GCC states themselves and between the GCC and Egypt. It also permits the examination of transnational regional process operating at various scales—urban, local, national—that bind Egypt to the Gulf in various ways. Given the centrality of these states to politics in the wider region, these multiple levels of analysis illuminate the ways in which cybersecurity is both shaped by and shapes politics in the Middle East more broadly. However, in addition to a regional perspective, it is also necessary to ground the argument of this book in scholarship on the politics of cybersecurity.

Theories of cybersecurity

Cyberspace was an object of political contest even in its first coinage, the oft-quoted definition of William Gibson of cyberspace as a “consensual hallucination”, and then became even more political in the (also often quoted) “declaration of the independence of cyberspace” by John Perry Barlow.58 But even before the term “cyberspace”, computing and computer-based communications technologies were inherently political at both a social and international level. Histories of computing demonstrate how race, class, and gender were crucial in the construction of the discipline around the figure of a white, male engineer.59

That archetypal cybersecurity figure, the hacker, has undergone several metamorphoses over the last half-century, from a libertarian dissolute to a criminal and then a major nation-state threat. Cybersecurity’s subversive elements have also been used to problematize prevalent neoliberal and gendered assumptions.60 Inter­nationally, in addition to the influential “Californian ideology” of free-market disruption, computing has an equally important Cold War lineage in national security structures: the first internet networks relied on defense funding as much as academic ingenuity.61 Furthermore, as Edwards has ably shown, the development of computing was tied to superpower competition not just technologically, but also discursively and morally, being intimately associated with ideas of Western superiority.62

A considerable literature has built on these foundations to examine the politics of cybersecurity, problematizing the concept in a similar way to this book. Much of this literature follows the academic school of securitization theory, wherein issues are not intrinsically matters of security but become so through various practical and discursive processes.63 At a basic level, even the high salience of the term cybersecurity indicates a successful securitization. More precisely, securitization theory shows how cybersecurity is a combination of both technical claims about the properties of computers and digital networks, and implicit values contained in claims about risks surrounding such networks—a key insight for the concept of moral maneuvers.

For example, the term “malware”, introduced in the first sentence of this book, is a portmanteau of “malicious” and “software”. But the meaning of “malicious” is left open: does malicious mean against the user’s interest? Or against the designer’s interest? Or are there wider standards of “bad” activity—criminal, moral, geopolitical—that are more appropriate? Overall, cybersecurity discourses, like the meaning of “malicious” in the term “malware”, leave room for a range of interpretations.64 One influential intervention summarized this insight, simply stating that “cyber security can be seen as ‘computer security’ plus ‘securitization’”.65 More recent analyses in this vein have shown how linguistic decisions, especially through what Branch calls “foundational metaphors” such as “space” or “domain” for internet communications, have had significant impacts on US military and government policy. This is a point to which I will return when considering moral maneuvers shaping interstate cyber conflict in Chapter 3.66

Although securitization theory opens the door to the critical analysis of cybersecurity, it does not provide sufficient explanation of the emergence of different paths within broader cybersecurity discourses. Cybersecurity is not a fixed field that then diverges or is appropriated by specific outsiders, but from the outset has been used to cover a wide range of contradictory activities. In a seminal analysis of US cybersecurity debates, Dunn Cavelty demonstrated how, after 9/11 and the consequent establishment of the US Department of Homeland Security, “the focus of attention shifted from hackers depicted as terrorists towards terrorist hackers, and specifically Muslim ones.”67 Elsewhere, Dunn Cavelty and Jaeger have argued that the hacker collective Anonymous articulates what they call a “counter-securitization”.68

While Dunn Cavelty’s work accurately identifies some of the phenomena explored in this book, a choice between securitization, counter-securitization or de-securitization would limit the full description of these dynamics. The alteration and renegotiation of values and technical claims in cybersecurity is not necessarily reciprocal or opposed, but instead occurs multidimensionally, as a variety of actors pull cybersecurity in multiple directions. Thus, this book uses the concept of moral maneuvers to go beyond the transformation of what securitization theory calls “normal” politics into a security issue. It provides a more nuanced theoretical framework for understanding cybersecurity developments in both “normal” and “exceptional” circumstances, questioning any clear divide between the two. The “moral” element of moral maneuvers also returns value contests to security spheres, not as overarching principles, or justifications for an exception, but embedded in diverse security practices.

However, the different forms of cybersecurity given in Table 1 (in the Introduction) are not the only way to understand the multiplicity of cybersecurity imaginaries and their integration. Even in 2002, Deibert identified four interlocking images of what he called “internet security”: national security, state security, private security, and network security.69 As Hansen and Nissenbaum observe, “cybersecurity discourse moves seamlessly across distinctions normally deemed crucial to security studies: between individual and collective security, between public authorities and private institutions, and between economic and political-military security”.70 Similarly, Barnard-Wills and Ashenden argue that cybersecurity “involves trends of uncertainty, risk perception, securitization, and potential militarization. This discourse has complex roots in military, technological, and policy discourses, but its features are not deterministically derived from these, rather occurring at their point of interaction”.71

In the following chapters, I draw on the work of these scholars and others in tracing the contours of the cybersecurity landscape, especially their central focus on commercial entities and technological objects in addition to the standard ingredients of international politics.72 I use the two dimensions introduced earlier—state/individual and intrusion/influence—as an intuitive way of capturing the differences between four different forms of cybersecurity, building on rather than competing against the analyses above. But it bears repeating that the focus of this book is not on the existence of these separate forms themselves—each is the subject of distinct literatures covered in the following chapters—but on how they have emerged as the result of moral maneuvers.

Norms and moral maneuvers

This section places the concept of moral maneuvers in broader theories of international politics, in addition to the cybersecurity-focused studies above. A large portion of IR scholarship is devoted to what Raymond calls “strategic social construction”, seeking to explain how and why states and other actors adhere to or follow certain rules and under what conditions.73 The constructivist insight of this work is that all social interaction is rule-bound, and there is no non-normative context of international affairs. Consequently, rules—or more accurately, norms, defined as “standards of appropriate behavior for actors with a given identity”—are everywhere, whether explicit or implicit, and many familiar features of international politics stem from these processes of rule-making and rule-changing.74 This book is heavily indebted to this literature, especially its insights concerning contests over values in international politics.75 But why do we need a new concept—moral maneuvers—to describe the strategic reinterpretation of issues like cybersecurity? The literature has developed many ways to describe how norms emerge, are manipulated, exploited, and even die.76 Why can we not simply apply these to cybersecurity?

First, issue areas—or, to use the more precise term, fields—are not quite the same as rules or norms.77 Although there are many rules and norms in cybersecurity, altering what a field is or contains is conceptually distinct from changing standards of appropriate behavior within that field, although the two are clearly related.78 The norms literature recognizes that fields are important: the ability to highlight new issues and connect them to influential contexts is widely seen as important to successful norm introduction. However, this difference means that processes of normative change cannot be expected to apply automatically to contests over the boundaries or scope of cybersecurity or, for that matter, other “big issues” such as climate change, poverty, or development. The extent of these fields is both determined by and determines the rules and norms within it. The original description of UN cybersecurity processes detailed in the following chapter, as having the task of discussing “developments in the field of ICTs in the context of international security” unintentionally but accurately echoes Bourdieu’s idea of a field as a specific area of social interaction, with its own rules, objects, and hierarchies. In short, field change is different to normative change, and moral maneuvers concern the former, not the latter.

Second, moral maneuvers often work in the opposite way to classic examples of normative change: they are attempts to gain strategic advantage without appearing to raise a new issue.
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