

[image: Cover]




SEIZING THE ENIGMA

The Race to Break the German U-boat Codes
1939–1943

David Kahn



[image: image]


Frontline Books, London

NAVAL INSTITUTE PRESS
Annapolis, Maryland




First published in 1991 by Houghton Mifflin Company of Boston, Massachusetts.
Second edition published in 1998 by Barnes & Noble of New York

This edition published in 2012 by Frontline Books,



[image: image]




an imprint of
Pen & Sword Books Ltd.,
47 Church Street, Barnsley, S. Yorkshire, S70 2AS.

Visit us at www.frontline-books.com, email info@frontline-books.com or write to us
at the above address.

Published and distributed in the United States and Canada by
the Naval Institute Press, 291 Wood Road, Annapolis, Maryland 21402-5034
www.nip.org

For a free illustrated catalog describing hundreds of books on naval and maritime subjects,
please contact: Customer Service, Naval Institute Press
Toll-free telephone: 800-233-8764
Fax: 410-571-1703
www.nip.org

Copyright © David Kahn 1991, 1998

The right of David Kahn to be identified as the author of this work has been asserted by him
in accordance with the Copyrights, Designs and Patents Act 1988.

UK edition: ISBN 978-1-84832-636-1
US edition: ISBN 978-1-59114-807-4

No part of this publication may be reproduced, stored in or introduced into a retrieval
system, or transmitted, in any form, or by any means (electronic, mechanical, photocopying,
recording or otherwise) without the prior written permission of the publisher. Any person
who does any unauthorized act in relation to this publication may be liable to
criminal prosecution and civil claims for damages.

CIP data records for this title are available from the
British Library and the Library of Congress.

Library of Congress Control Number: 2011939392

Printed and bound by
CPI Group (UK) Ltd, Croydon, CR0 4YY


CONTENTS

[image: image]









	 
	List of Maps



	 
	Preface



	 
	Preface to the 2012 edition



	  1.
	A Staff School Memory



	  2.
	The Wreck of the Magdeburg



	  3.
	The Man, the Machine, the Choice



	  4.
	The Codebreaker and the Spy



	  5.
	Racing German Changes



	  6.
	Failure at Broadway Buildings



	  7.
	Phantoms



	  8.
	The Rotors



	  9.
	Royal Flags Wave Kings Above



	10.
	In the Locked Drawer of the Krebs



	11.
	Kisses



	12.
	A Trawler Surprised



	13.
	The Staff School Memory



	14.
	“All This Rubbish?”



	15.
	The Great Man Himself



	16.
	When Sailors Look for Leaks



	17.
	Blackout ’42



	18.
	The George Cross



	19.
	Enter the Americans



	20.
	SC 127



	21.
	The Cavity Magnetron Clue



	22.
	The U-Tankers



	23.
	The Reckoning



	 
	Appendix: Enciphering with Naval Enigma



	 
	Notes



	 
	Bibliography



	 
	Index






List of Maps








	1.
	The stranding of the Magdeburg, August 26, 1914



	2.
	Where the Krebs fought, was boarded, and sank, March 3, 1941



	3.
	The patrol area of the München, May 1941



	4.
	The patrol area of the Lauenburg, June 1941



	5.
	The actual and replanned routes of Convoy SC 127, April 1943






PREFACE

[image: image]


THIS BOOK RECOUNTS THE SECRET HISTORY OF WORLD WAR II’s Battle of the Atlantic. It exposes the chief hidden factor that helped the Allies win it: they intercepted, solved, and read the coded radio messages between Admiral Karl Dönitz, Hitler’s commander of submarines, and his U-boats at sea. The solutions gave the British and Americans intelligence about the locations and movements of the U-boats, enabling the Allies to divert their convoys around wolfpacks and to sink subs. This was of fundamental importance because whoever won the Battle of the Atlantic would win the war. The struggle between Allied ships bringing supplies to Britain and German submarines seeking to sever that lifeline was the longest battle of the greatest war of all time, beginning on its first day and ending on its last. Winston Churchill has evoked its significance in words that, though familiar, still ring with high drama:


The Battle of the Atlantic was the dominating factor all throughout the war. Never for one moment could we forget that everything happening elsewhere, on land, at sea, or in the air, depended ultimately on its outcome, and amid all other cares, we viewed its changing fortunes day by day with hope or apprehension.…

Amid the torrent of violent events one anxiety reigned supreme. Battles might be won or lost, enterprises might succeed or miscarry, territories might be gained or quitted, but dominating all our power to carry on the war, or even keep ourselves alive, lay our mastery of the ocean routes and the free approach and entry to our ports.



The Germans used a cipher machine called the Enigma to put messages into secret form. Contrary to popular opinion formed since the 1974 publication of Group Captain F. W. Winterbotham’s The Ultra Secret, however, the Enigma used by the German navy—unlike that used by the air force—generally withstood British codebreaking for the first two years of the war. It was not until the British captured key documents from German warships that they were able to break the naval Enigma continuously. This book tells, for the first time, the story of those seizures and the role they played in helping win the Battle of the Atlantic.

The book differs in several other ways from earlier accounts of the Enigma. It depicts the codebreakers, especially those working on the naval Enigma, behind their closed doors and relates case histories of the role of the decodes in the defeat of the U-boats. It focuses upon personalities and rests as much as possible upon primary sources, namely documents and interviews. It shows how much of a “near-run thing” the cryptologic battle was and seeks to explain why the Allies won it. Finally, it weighs the effect of codebreaking on the war at sea.

I believe that this book tells an essentially complete story of the failures and successes of British codebreaking, thanks in large part to the magisterial history of British intelligence in World War II by Sir Harry Hinsley and his coauthors. Those three volumes are based upon primary sources and upon Hinsley’s own wartime experiences evaluating German naval intercepts. In some areas, such as the circuitry and mechanism of the cryptanalytic testing machines called bombes, my descriptions are based on interviews and reconstructions. This and other portions of my text dealing with technical matters are not intended to provide detailed instruction in Enigma cryptanalysis, though they give, I hope, enough information for readers who wish to pursue the matter to carry through their own analyses. This material may seem dry, but to leave it out would obscure a main point of the book: the fearful difficulty of the work of the cryptanalysts, which could not succeed without outside help.

As much as possible, I have used cryptologically precise terminology. Thus I distinguish between codes (which, to oversimplify, work by words) and ciphers (which work by letters). I usually write “encipher” in connection with ciphers and “encode” with codes. But sometimes, for simplicity or rhythm or sound, I use “code” and its derivatives when “cipher” or even “key” (a setting of the wheels or plugs of the Enigma, for example) would be correct: “codes” in the subtitle, which stands for “keys,” is an instance.

Among the many people who helped with this book I should like to thank first of all Tom Congdon, who has believed in it for many years and whose tough but sensitive editing improved the text. Robie Macauley of Houghton Mifflin had enough faith in the idea to contract for it. My agent, Max Becker, provided valuable moral support. John Sterling of Houghton Mifflin handled the publishing with energy and flair. Peg Anderson of that house did not a good, but a great job of copyediting, tightening and rearranging the text and suggesting improvements.

Others helped with the substance. Sir Harry Hinsley patiently answered torrents of questions. Dr. Jurgen Röhwer steered me right on the Battle of the Atlantic. Ralph Erskine generously shared his expertise on the naval Enigma. Dr. Cipher Deavours made complex cryptanalyses plain. Carl Ellison helped in this as well. Christine Kelly located many retired Royal Navy officers and men. My researchers Alexander Lesnoff-Caravaglia and Mary Z. Pain came up with what I needed in the Public Record Office. Ilan Berkner computed times of solution for messages. Franz Selinger provided names and addresses of crew members of the German weather ships. The late Patrick Beesly furnished information and encouragement.

Archivists and historians who greatly helped included John Taylor, Harry Rilley, Tim Mulligan, Bill Cunliffe, and Bob Wolfe at the National Archives, Dr. Dean Allard, Bernard Cavalcante, and Kathleen Lloyd at the U.S. Navy’s Operational Archives, Dr. Hansjoseph Maierhofer and Dr. Manfred Kehrig at the Militärarchiv, and David Brown at the Naval Historical Branch of the Ministry of Defence.

Richard Cornett of Newsday drew fine maps, and Bob Newman of that newspaper helped with art matters. Karen Bacon and Rita Porzelt typed a hard-to-read manuscript. I thank my colleagues at Newsday for their help and understanding: Jim Lynn, Peg Finucane, the late Lou Renzulli, Marty Hollander, Judy Bender, Jim Klurfeld, Ilene Barth, Mark Howard, and Eileen McDermott.

My friends Edward S. Miller and Dr. Louis Kruh encouraged me. Bernie Bookbinder provided valuable emotional support. Dr. Zita Brandes’s professional aid was indispensable. Others who helped include Dr. Robert N. Grant, Dr. Alec Douglas, and Gilbert Bloch, as well as all those who answered questions in interviews or in letters. Susanne Kahn discussed problems sympathetically; our sons Oliver and Michael reminded me of what really matters. My father, Jesse Kahn, offered advice, and together we remembered my mother, Florence Kahn, who died while the book was being written.

I am grateful to all for their help. The responsibility for errors lies with me, of course, and I shall appreciate any corrections that readers send.

GREAT NECK, NEW YORK
October 1990


PREFACE TO THE 2012
EDITION
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BRITISH FORTITUDE MADE IT POSSIBLE FOR THE ALLIES TO WIN World War II. Russian manpower and American productivity actually won it, but they wouldn’t have been able to do so if Britain hadn’t first stood firm against Nazi Germany. And later the island gave the United States and Britain the platform on which they could build up their forces and from which they would launch their invasion of the Continent. The British people’s courage and determination made this possible, and is one of the great epics in world history, comparable (though with a better outcome) to Thermopylae.

But Britons required food to eat and raw materials to make the instruments of war. The dominions and colonies and allies overseas could furnish these items to the island kingdom only by sea. The Axis could choke off this supply by sinking the ships bringing those items to Britain. The United Kingdom therefore needed to ensure that these ships got through the U-boat blockade. It did not have enough destroyers and corvettes to do this, so it sought to turn U-boat convoy intelligence against itself by discovering it and using it to avoid the wolfpacks.

Admiral Karl Dönitz, the commander of U-boats, coordinated his attacks on the convoys by radio messages. But radio waves have the disadvantage that they can be heard not only by the intended recipients but by anybody. To prevent eavesdroppers from gaining information from the transmissions, U-boat command encrypted them – put them into secret form. It did so with a cipher machine, named the Enigma, then among the world’s best, that the German army and air force also used.

In the 1930s, however, the Poles, fearful of German revanchism and aided by spy information and mathematics, which neither the French nor the British cryptanalysts used, reconstructed the Enigma machine. Shortly before World War II, they gave reconstructed Enigmas to the British and to the French. It didn’t help. Strength, not intelligence, mattered. Blitzkrieg defeated the Poles and the French; Britain survived on its island. But it needed to know what the Germans were intending, and one source of that intelligence could come from solving German radio messages. Britain had set up a codebreaking center in Bletchley Park, a country house near Milton Keynes in Buckinghamshire. There cryptanalysts sought to solve German messages.

At first they had little success. The Enigma cryptosystem was too good. But machines are used by humans, and if they are not used well, they can fail. That is what happened with the Enigma used by the Luftwaffe. In enciphering a message, a Luftwaffe code clerk was to choose three letters to set the Enigma’s three codewheels for encipherment. (These three letters were repeated and transmitted in a secret way to the deciphering clerk so he could read the message.) Each message was supposed to have a random setting, making each message’s encipherment different from any other and so harder for an enemy to break. But instead of choosing three letters at random, such as HWX, the Luftwaffe encipherers often chose girlfriends’ names, such as ANN, or curses, or patriotic words, or letters near those of the preceding message so the setting up would be less work. This greatly reduced the number of settings that the British codebreakers had to try to solve the intercept. As a consequence, and with other help, the British began reading Luftwaffe intercepts in the spring of 1940, helping the few win the Battle of Britain.

Later on the young mathematical genius Alan Turing invented a mechanism—called a bombe, because it expanded upon a Polish device of that name—that tested guessed German plaintexts against intercepts to find the Enigma settings. This was improved by another Cambridge mathematician, Gordon Welchman, through what was called a diagonal board. These devices enabled the British sometimes to determine the Enigma key for some messages and so translate all messages enciphered in that key. But, as with the guessed Luftwaffe three-letter settings, running the bombes to find the right key took hours, sometimes days. And sometimes the guessed plaintexts were wrong. So determining the key, which would enable the British to read all messages enciphered in that key, happened only rarely.

And they could not crack German army or Kriegsmarine messages. The army code clerks were more disciplined than the Luftwaffe’s in choosing the setting letters. And the German navy didn’t permit its code clerks to choose the codewheel settings at all. Basically it listed the settings that could be used—they were random groups, such as DOK—and indicated them by letter groups that bore no relation to the setting groups. These indicators the enciphering code clerk converted to secret form according to a table in a book (this is simplified here) and radioed them to the decipherer, who unconverted them, set his Enigma wheels accordingly, and deciphered the message from gibberish to German. This system, which left almost nothing to chance and so to human blunders, was so well thought-out that the British cryptanalysts could not break into the Kriegsmarine messages. They could almost never guess plaintexts that would enable them to use the Turing bombe. So they could not learn what the U-boats had been ordered to do and what they were reporting back to headquarters about their successes and failures.

Yet the very existence of Britain all but required the defeat of the U-boats. Everything depended ultimately upon that. Warship escorts, air cover, and enough freighters would chiefly determine the outcome. But knowing what the German submarines were planning and where their wolfpacks would assemble would enable the Allied convoys to avoid them. Later such knowledge would enable Allied warships to sink U-boats. Codebreaking could provide that knowledge. But the Allies didn’t have it. They couldn’t crack the naval Enigma.

Then a brilliant Cambridge undergraduate, Harry Hinsley, had the idea of stealing the Enigma keying books from some isolated German weather ships in the North Sea. These two dramatic seizures were followed by the rescue, by two Royal Navy sailors, of a new edition of the Short Weather Code from a sinking U-boat in the Mediterranean. Though they drowned, they saved the codebook. It enabled Bletchley to find cribs to weather messages and so read naval Enigma. This book tells the story of those captures, which greatly helped the Britain to win the Battle of the Atlantic and so not to lose but to win World War II.

An important correction to the popular account must be made. A film, U-571, purported to tell the story of the captures. It is dramatic, exciting—and false. First, it maintains that what was captured was an Enigma machine. No. Captured by the British in the war were the keying books. These made naval Enigma breakable in time for convoys to be rerouted around wolfpacks. But it is simpler for viewers to understand that a coding machine was seized than to explain the intricacies of naval Enigma keying. The second, and grosser, falsehood in the film affirmed that the capture in the film was an American exploit. This was a Hollywood invention to make the film more appealing to an American audience. The capture was, from inception to conclusion, a British triumph. The film deprives the British of their just reward. Their triumph must not be forgotten.

What does the story of the Enigma seizures mean? If Britain had not solved the naval Enigma, would it have lost the war? No. Though it is impossible to prove a counterfactual, I believe that Britain would have fought on in 1941 even without naval Enigma solutions just as it had in 1940. The war certainly would have taken longer, cost more lives, imposed greater hardships, but Hitler could never have won. The powers against him were too great. The atom bomb would have been detonated over Berlin instead of Hiroshima. The great value of the Enigma captures is that, by shortening the war, they helped to make much of this unnecessary.

They played a major role in which the British critic George Steiner said about the entire codebreaking effort: “Increasingly, it looks as if Bletchley Park is the single greatest achievement in Britain during 1939–45, perhaps during this century as a whole.” And when the Queen herself visited Bletchley Park on 15 July 2011 and paid tribute to the secret men and women who had done so much to save freedom, the significance of their work was made clear to all at royal level.

—NEW YORK, NEW YORK
January 2012
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A STAFF SCHOOL MEMORY
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FROM UNDER THE RUFFLED WATERS OF THE SPRINGTIME NORTH Atlantic, the captain of the German submarine U-110 peered his periscope at the oncoming convoy. He chose four ships in the second column as his targets, took aim, and, at 30-second intervals, fired three torpedoes from his bow tubes.

His intended victims were members of Convoy OB 318, lumbering west toward America to be refilled with supplies for wartime Britain. At the center of the front line of the warships that surrounded the convoy steamed Escort Group 3’s flagship, the Royal Navy destroyer Bulldog. She was skippered by Commander A. J. (Joe) Baker-Cresswell, a fresh-faced, boyish-looking career officer, just turned forty.

Baker-Cresswell had fixed his midday position by shooting the sun with his sextant through the thickening clouds when, to his astonishment, he saw a column of water rise near the merchantman Esmond, which was leading the starboard column. For a moment he was incredulous. The convoy, southwest of Iceland, was only 300 miles from the Greenland coast; no submarine had ever attacked that far west. But his surprise did not stop him from swinging at once to starboard, in the direction from which he sensed the torpedo had come.

The local time was noon, the date, Friday, May 9, 1941. Great Britain and Nazi Germany had been at war for a year and a half. The United States was not yet involved, though that very day President Franklin D. Roosevelt’s son James had said that the country was at war in all but name. Adolf Hitler’s forces had overrun Poland, Denmark and Norway, Belgium, the Netherlands, and France. But England, buoyed by Winston Churchill’s trumpet-tongued defiance, had withstood the German threat. In the fall of 1940, Hitler abandoned his plan to invade Shakespeare’s “sceptered isle … set in the silver sea.” He had decided to force Britain to surrender instead. His bombs would destroy her war industry and the people’s will to resist. His submarines would cut her lifelines and starve her.

And indeed, in the sea lanes between the British Isles and North America, U-boats were sinking American and Canadian ships supplying Britain, and the convoys’ escort vessels were fighting off the U-boats. This was the Battle of the Atlantic, the only battle in World War II that lasted from the first day of that war to the last.

Paralleling this visible battle was an invisible one—the code war. British codebreakers were intercepting German radio messages and trying to crack German naval codes. The Allied naval commands used whatever information they could gather about U-boat movements to divert convoys and sink subs. Unlike the men in combat, the codebreakers did not face death, but they labored under intense pressure. The U-boat cipher was the most difficult of all the ciphers used by the Kriegsmarine, the German navy, and they had been unable to crack it. They were perfectly aware that their efforts would determine not only the fate of men and ships, but even how quickly the war would end.

The transatlantic convoy system was a great chain of waterborne buckets bringing food, military supplies, and raw materials to Britain and taking money-earning goods to her allies. OB 318 was a typical outward convoy—outward from Britain—another in the OB series, which had begun sailing from Liverpool on September 7, 1939, four days after Britain declared war. The O in the designator meant “outward”; the B distinguished this series from the identically numbered OA convoys, which left from London. On average four OB convoys a month sailed for North America.

On April 25, 1941, seventeen of the many ships swinging at anchor in the Mersey River estuary at Liverpool were issued orders that would form them into the core of OB 318. Vessels at Welsh and Scottish harbors were ordered to rendezvous at certain times and places with the Liverpool group. During the week before the sailing, the masters of the vessels met with one another and with the senior officer of the warships escorting them to answer questions and to get acquainted.

Not all of the ships nominated for the convoy were ready on time, and an extra one joined, so in the end OB 318 consisted of thirty-eight vessels. They varied in size from a little trader of 890 tons to a passenger-cargo steamer, the Ixion, of 10,263. The loaded merchantmen carried clay, coal, chalk, wood, pulp, Scotch whisky. Sixteen had brought supplies to Britain but had been unable to find cargoes for their outboard voyage to America, so they were now in ballast, loaded with rock or sand for stability at sea. Most of the ships were heading for the United States or Canada, but some were destined for the Caribbean or South America. Their company markings had been painted over with gray, and most had a 4-inch gun at the stern as well as some lighter, dual-purpose (antiaircraft and low-angle) weapons. Though some of the vessels could steam at 12½ knots, the convoy was limited to the speed of its slowest ship, 9 knots. In practice, because of the difficulties of steaming in formation, that speed was reduced to about 8 knots.

The Liverpool core departed in the afternoon of Friday, May 2, and proceeded up the west coast of Britain, annexing the other elements along the way. At 10:15 P.M. on Sunday, the full group sailed out between the Butt of Lewis, the northernmost point of the Outer Hebrides, and the tall majestic cliffs of Cape Wrath, at the northwestern tip of Scotland, to pass into the long swells of the open Atlantic. Here the warships of Escort Group 7, which would accompany the convoy to the waters off Iceland, joined and took command, and here OB 318 assumed its ocean formation of nine short columns about 500 yards apart, with the ships in each column about 200 yards from those ahead and astern.

The next morning, as OB 318 swung west, the sky was clear and the weather warm. Overhead an airplane patrolled.

To defend against the U-boats the British had to know where they were. Asdic, the underwater sound-ranging system, could detect submerged submarines within a half mile on average. Radar could spot them on the surface 2 to 3 miles away if the weather was calm; the range dropped in rough seas. But both of these systems were little more than crude aiming devices. There was no way to locate the U-boats in time for ships and airplanes to concentrate against them. The few airplanes available could cover only a tiny fraction of the ocean, even when flying from British-occupied Iceland.

Radio intelligence was little better. At that time it relied chiefly on direction-finding: rotating a radio antenna until an enemy signal was heard most loudly, much as one turns a portable radio to get the best reception. The direction from which the signal came was its line of bearing. Two or more antennas took bearings on a signal from different places, the lines were drawn on a map, and the point at which they crossed gave the location of the transmitter. The direction-finders of the time were not precise, however. Although the margin of error averaged 25 miles, it could range up to 60 miles 500 to 1,000 miles offshore. Moreover, at that time ships did not have direction-finders. Thus the area from which a U-boat had radioed could be only generally fixed. The vagueness of direction-finding meant that the British could be directing a convoy straight at a U-boat infestation instead of past it. Besides, direction-finding told only where the U-boats were at that moment, not where their orders were directing them.

Only one source could provide more exact information in time for the convoys to detour around the U-boat groups. That source was the solution of coded German naval messages. And Britain had not then solved enough to help them. For the U-boat messages were well protected by the cryptographic armor of an electrical cipher machine called the Enigma, with which the Germans put radio messages into secret form.

The Enigma operator pressed the keys of a typewriter-like device as one does in hunt-and-peck typing. When a key was depressed, current flowed through a set of wired codewheels to illuminate an output letter on a glass panel The output letters comprised the cryptogram of the original message. This was transmitted by radio to a U-boat. There the radioman-cipher clerk, using an identical machine identically set up, typed in the letters of the cryptogram. On the illuminable panel flashed the letters of the original German text.

Cracking the Enigma was the job of the British agency called the Government Code and Cypher School, or G.C.&C.S. (the name was a disguise). Formally a branch of the Foreign Office, G.C.&C.S. was housed at Bletchley Park, an estate in the town of Bletchley, some 50 miles northwest of London. Here more than a thousand people-mathematicians, linguists, chess champions, clerks—labored to read not only the Enigma messages of the Kriegsmarine but also messages enciphered in the Enigmas of the Luftwaffe, the army, the SS, and other German organizations, as well as nonmachine, or pencil-and-paper, cipher systems.

With the Luftwaffe’s Enigma, which used a simpler keying system than the navy’s, and with some of the Kriegsmarine hand ciphers, G.C.&C.S. often succeeded. These solutions were translated, supplemented by information from previous solutions, and forwarded to the armed forces. The output of G.C.&C.S.’s Naval Section—weather reports, reports of damage to German merchant shipping, local messages about the departure and return of U-boats, and data on troop transports—was sent via teleprinter to the Operational Intelligence Centre, a branch of the Naval Intelligence Division. The O.I.C. was bunkered in an almost windowless, forbidding concrete annex behind the Admiralty building off London’s Trafalgar Square. Among its other duties, O.I.C. tracked the U-boats in the North Atlantic that were working to sever Britain’s supply lines. But its intelligence was inadequate. Bletchley Park was unable to read the naval Enigma, which guarded the U-boats’ orders, except on rare occasions. In the 613 days of war up to the moment when torpedoes struck the Esmond, Naval Section had solved less than 70 days’ worth of Enigma messages. And most of those were too old to help. As an example, G.C.&C.S. had last teletyped a solved U-boat intercept to the O.I.C. two days before the U-110 attack—and that was of a message transmitted eleven days earlier.

The submarines were sinking more ships than Britain and the United States were building. And the sinkings were accelerating—from 126,000 tons in January 1941 to 249,000 tons in April Rationing was beginning to hurt. In March 1941, two months before the attack on Convoy OB 318, meat rations were cut for the fourth time. Cheese rationing was begun in April Butter and sugar had long been restricted, and fresh fruit and eggs were rapidly becoming a memory. It was said that people were beginning to think with their stomachs. Churchill had estimated that 31 million tons a year of nontanker imports were necessary to keep Britain’s population healthy, her factories running, her armed forces fed, equipped, and fighting. In the first four months of 1941, the annualized rate was under 28 million tons.

The codebreakers understood that unless they could solve the naval Enigma and ascertain the U-boats’ movements in advance, the British were in grave danger of losing the Battle of the Atlantic, with possibly fatal consequences for the nation. Different measures that might turn the tide, such as building more merchant ships or adding more escort vessels, would take a long time; solving the naval Enigma offered the only possibility of immediate aid. Naval Section urged itself on.

Other intelligence sources sometimes provided help. At 9:38 A.M. on Monday, May 5, the navy’s Western Approaches Command, probably alerted by direction-finding, diverted Convoy OB 318 to the south of its planned track “to avoid possible U-boat threat.” That afternoon, course was altered again, a little more to the south. The next day, as the convoy furrowed the calm sea in its painfully slow progress, airplanes patrolled above it; around teatime, a Sunderland flying boat lumbered overhead, then departed, leaving the convoy without air escort. That morning, the four merchantmen from Iceland that were to join OB 318 had sailed under the protection of three corvettes and an armed trawler, part of Escort Group 3. And the next morning, Wednesday, May 7, the destroyers that formed the powerful core of that group steamed out of Reykjavik harbor to protect OB 318; when it arrived, Escort Group 7 would return to Britain.

Escort Group 3’s commander, Joe Baker-Cresswell, was born in London on February 2, 1901, while most of his family was watching the funeral procession of Queen Victoria. After attending Gresham’s School in Norfolk, he joined the navy and served in a variety of ships, from submarine to battlewagon. He then attended the Naval Staff College in Greenwich. At the start of the war, he was on the Middle East Joint Planning Staff, but he wanted a command at sea. In London one day, as he entered the Admiralty to plead his case, he ran into Admiral Sir Percy Noble, commander in chief Western Approaches, under whom he had served earlier. He explained his wish. Noble said, “Leave it to me,” and in January 1941 Baker-Cresswell was appointed commander of Escort Group 3, which he soon molded into an efficient force.

Baker-Cresswell tested various colors as camouflage in the northern Atlantic waters, found pale mauve the best in spring and summer and white the best in winter, and painted his ships those colors. He had blue and yellow squares painted around the tops of his ships’ funnels—the color and pattern of the naval signal flag meaning “3.” He flew his pennant from the Bulldog, an eleven-year-old, 1,360-ton destroyer whose original armament of guns and torpedo tubes had been reduced to enable her to carry more depth charges.

As Baker-Cresswell was heading south on May 7 with his three destroyers, the British intercepted a U-boat radio message. Although they could not read it, they recognized that it was a sighting report, from the characteristic Morse symbol that preceded it as prescribed by German radio regulations. The Admiralty apparently obtained only a single bearing on this transmission and was therefore able to determine only the line from which it originated and not the point. Thus, though the U-boat was telling of a convoy far to the east of OB 318, the Admiralty guessed that OB 318 was the one sighted. So at 3:04 P.M. on Wednesday, the Admiralty notified Escort Groups 3 and 7 of its suspicions and ordered the convoy to make an evasive turn to starboard and then to steer due west. This directed it straight at the U-94, which with the U-110 was one of the nine U-boats in the North Atlantic north of 55° north latitude (approximately the latitude of Belfast in Northern Ireland and of the middle of Labrador). The commander of the U-boats, Rear Admiral Karl Dönitz, had ordered six submarines to area AK on the Kriegsmarine’s gridded chart of the world’s oceans; the chart used pairs of letters to compress location specifications and to keep them secret. AK lay smack in the middle of the North Atlantic, athwart many of the convoy routes.

Baker-Cresswell arrived at the rendezvous point 150 miles south of Reykjavik (and within AK) a bit ahead of time. After a brief search, he found the convoy only 7 miles north of the rendezvous point and fifteen minutes early—much closer to plan than usual. It was about 4 P.M. A little later, the U-94, on the surface, spotted the convoy’s funnel smoke.

She headed for the convoy as Escort Group 7 transferred responsibility for OB 318 to Baker-Cresswell. He arranged his destroyers forward and aft of the merchantmen, with his own Bulldog ahead of the starboard columns. The weather was fine; one of the merchant captains remarked that never in his long life had he known the Atlantic so calm so far north. At 7 P.M., the Bulldog’s asdic contacted an object 200 yards ahead, then lost it. Baker-Cresswell reversed his course and, knowing that U-boats liked to get between two convoy columns and fire torpedoes from fore and aft tubes, steamed back down between the seventh and eighth columns. He found nothing.

But the U-94 had submerged and sneaked between two other columns. Between 7:09 and 7:11, she fired three single shots from her bow tubes and one from her stern tube. The latter missed, but the bow torpedoes struck, almost simultaneously, the big British steamer Ixion and the Norwegian Eastern Star, a 5,600-tonner, both carrying Scotch whisky. The two ships burst into flames and began sinking. When the U-94’s skipper came to periscope depth to see what he had done, a lookout on the sloop Rochester spotted the periscope in the smooth sea at almost the same time that the destroyer Amazon gained asdic contact. The Bulldog led the depth-bomb attack, which damaged the U-94’s hydroplanes and some gauges. But despite a lengthy hunt, the submarine escaped. The crews of the sunk steamers were rescued, along with a number of cases of Vat 69 Scotch which were perhaps later issued to the seamen for medicinal purposes.

By 11 P.M. the convoy was back to its normal routine, as were the screening vessels, their watches broken only by the continuous pinging of the asdics and the periodic ringing of the zigzag clocks, which told the helmsman when to zig and when to zag to confuse the U-boats. Baker-Cresswell spent the next day, Thursday, in an unsuccessful search for the U-boat. He felt sure he had driven it off, and the Admiralty sent no more warnings.

In U-boat headquarters, however, Admiral Dönitz was planning another move. He knew that during the spring of 1941 the range of convoy protection had expanded to the west as the number of escort destroyers grew. He had consequently sent his submarines farther west to attack convoys where they were still unprotected. Dönitz estimated the limit of escort protection at between 25° and 30° west longitude. Thus, in the first eighteen months of the war, U-boats sank only eight Allied ships west of 25°, but in the next two months, March and April 1941, they sank twenty-four. Now, on Thursday, May 8, Dönitz moved some of his northern boats west. They joined the U-110, which had already arrived south of Iceland. Its commander was twenty-eight-year-old Lieutenant Fritz-Julius Lemp.

Lemp was one of the German navy’s most successful U-boat commanders. A jaunty young man with pudgy cheeks, he had joined the navy in 1931 at age eighteen. At the outbreak of the war, he commanded the U-30, a three-year-old Type VIIA, the Kriegsmarine’s principal operating submarine, known for its excellent performance.

On the very first day of the war with Britain, Lemp became the first U-boat captain to sink an enemy ship. But this opening of the Battle of the Atlantic harmed Germany more than it helped her. For Lemp had torpedoed the unarmed passenger liner Athenia, which he had apparently mistaken for an armed auxiliary cruiser. The loss of 118 lives and the apparent flouting of a Hague convention convinced Britain that Germany had resumed the unrestricted submarine warfare of World War I; consequently she at once initiated all measures against this aggression.

Lemp made eight cruises in the U-30. In August 1940, after an especially successful cruise, he was acclaimed for having put a torpedo into the battleship Barham and for having sunk, it was claimed, nine ships. (The actual number was six; U-boat captains, like fighter pilots, continually overestimated successes.) Dönitz, who seems to have had a soft spot for Lemp, awarded him the Knight’s Cross to the Iron Cross.

In November, Lemp commissioned the U-110, one of the new large Atlantic Type IXB boats. The submarine, 252½ feet long and displacing 1,050 tons, could cruise for 12,400 miles. Top speed was 18.2 knots on the surface, 7.3 submerged. It carried twenty-two torpedoes, could submerge in about half a minute, and could dive to 330 feet.

Most of the enlisted men were new, having just come from their various training schools. Lemp brought two of his three officers with him from the U-30. The exception was his second in command, Lemp’s cousin, who was not popular with the crew members. They regarded him as a Jonah because two of his ships had been sunk under him. With 4 officers, 15 noncoms, and 27 seamen, the crew totaled 46. Lemp made a good impression on the men. He was open, avoided spit and polish, and knew how to weld them together He didn’t throw his weight around, but it was clear that he was the boss. The Knight’s Cross gained him automatic respect. The men believed they were serving under one of the best commanders in one of their country’s most important forces.

Because of trouble in the U-110’s diesels, she did not sail on her maiden war patrol until March 9, 1941. As she searched the vast wastes of the North Atlantic for prey, the seamen stood four-hour watches, the machinists six-hour. Though it was a scramble to eat and sleep in the four hours off, the watches were often boring. Excitement came only during the rare spurts of action. During her first cruise, the U-110 sank two ships. Lemp used the classic tactic of slipping between the first and second columns of a convoy at night, firing torpedoes from the bow at one column and from the stern at another, and then diving deep to avoid the expected attack.

One of Lemp’s log entries reveals his thoughtless enthusiasm:


16.3 [1941] 0022. Tanker passes within 100 meters.… Stern shot.… Hit. Tanker flies in the air with a great flash and is atomized.… Night lit up like day by the light of the fires of exploding tankers. U-boat stays between tanker and destroyer 3,000 meters [2 miles] away in the middle of the convoy as if in a spotlight. Since destroyer turns toward U-boat with big bow wave, emergency dive.



During the depth-bomb attack that followed, Lemp showed his leadership. Often he would give an order just to let the crew hear the lack of anxiety in his voice. His calmness soothed the younger men. And the boat survived.

Another log entry a week later indicates his honesty and self-confidence. After missing three shots, the last at only 500 yards, “(1) Out of mistrust of torpedoes, (2) out of fury, I order an artillery attack.” But one of the seamen had forgotten to remove the muzzle tampion from the 4.1-incher, and when the gun was fired, it exploded and damaged the U-boat. No longer able to dive fast, the U-110 was ordered back to Lorient, on the Atlantic coast of France, for repairs; after its return Dönitz visited the boat and awarded the Iron Cross to several crew members.

Following two weeks of repairs and furlough, the U-110 sailed again on April 15. The next day, Dönitz radioed the location of her operating area. He was hoping to concentrate the nine U-boats then in the North Atlantic against the convoys. Experience had shown that having one of the subs command the others on the spot did not work; the lead submarine sometimes had to submerge and so lost contact with the rest. Control had to be exercised from Dönitz’s headquarters in France. This required constant radio communications, all enciphered in the Enigma machine. The responsibility for both ciphering and communicating fell on each U-boat’s radiomen.

Of the four radiomen aboard the U-110, the most junior was Radioman Third Class Heinz Wilde. Open-faced and friendly, he had been a radio amateur as a teenager in Breslau before the war. A naval officer had come to one of his club’s meetings in 1937 and persuaded many of the members to join the navy. Wilde entered on November 1, 1939. After basic training, he went to the naval communications school at Flensburg, close to the Danish border. Here he deepened his knowledge of radio, and here he was introduced to the Enigma cipher machine. The instructors boasted that the machine was the best and couldn’t be solved. This emphasis on the machine’s unparalleled cryptographic security, Wilde thought, led many students to think its physical security not so terribly important. Wilde, the best in his class, was assigned to U-boats; after specialized submarine training, including instruction in acoustic detection, he was assigned to the U-110.

There, in the closetlike radio room, he stood four-hour watches, chatting or reading a book and playing phonograph records over the loudspeaker system for the crew while listening for a signal through the whistlings, peepings, and static that filled his earphones. As soon as he heard the tone of the transmitter, he would turn down the phonograph, stop talking or reading, and begin taking down the Morse message. All messages were taken down, even those addressed to other U-boats; all were deciphered and given to the captain. The locations of other submarines and of convoys were entered on charts. Wilde never received more than four messages on a watch; sometimes none came in. To minimize the number of transmissions and to eliminate clues to its location, a U-boat did not signal receipt of a message. Garbled transmissions, which are difficult or impossible to decipher, were relatively rare; to ensure that important messages were not missed, U-boat headquarters repeated each one half an hour to an hour after the first transmission. During an action, the radioman worked the listening apparatus. This array of hydrophones gave the range and bearing of sound sources, such as torpedo explosions and attacking enemy warships; Wilde thought the data it yielded were imprecise.

On April 21, the day after the U-110 reached the waters west of Ireland where she would begin her patrol, Dönitz radioed her an attack location, AL58 on the Kriegsmarine grid, 400 miles west of Ireland’s west coast. The next day, Dönitz ordered “Attack!” Three days later, Lemp sank a 2,500-ton ship steaming alone. He missed on April 28 with a single shot on a fishing trawler. Dönitz moved the U-110 south, then north, then west over the eastern Atlantic, perhaps on the basis of German codebreaking that told him where convoys might be.

On Thursday, May 8, Lemp saw smoke and the mast of a warship. Coming up on her starboard, he discovered that she was escorting a slow-moving convoy heading west at 7 or 8 knots. He transmitted a sighting report, which was intercepted by the British Admiralty. It determined the location of the transmitter by a direction-finding fix, then compared the location with its plot of convoys at sea. At 7:07 P.M., Greenwich mean time, the Admiralty warned OB 318 that it was being shadowed. The convoy altered course 30° to port, away from the U-110.

At about the same time, Dönitz ordered other U-boats to report their positions and directed Lemp to maintain contact with OB 318 and to attack if possible. But the convoy’s turn away broke Lemp’s contact until the listening apparatus again detected the convoy. However, Lemp was unable to take action because the moon was too bright. He decided to attack the next day, when two other U-boats were expected to be nearby. At 2:16 A.M. local time on Friday, May 9, he again reported the convoy’s position; Dönitz ordered several U-boats to concentrate. A few hours later, the U-201, commanded by Lieutenant Adalbert Schnee, hove into sight. Using light blinkers to communicate, the two captains agreed to attack that day, Lemp first.

Early that morning, Baker-Cresswell came onto the bridge of the Bulldog to watch his group take up its day screening positions. It was to be his last day with the convoy. His ship would leave late in the afternoon with sufficient fuel to return to Iceland. By that time the convoy could disperse; it would then be at about 34° west longitude, and no Axis submarine had ever sunk a ship that far west. His good feelings were reinforced by the arrival of his breakfast, wrapped in a napkin and served by his faithful steward. As the morning wore on and nothing happened, those feelings seemed to be justified.

But Lemp had moved into position to attack. From in front of the convoy and to starboard, at periscope depth, he fired three torpedoes at a diagonal distance of 800 yards, or half a mile, at three steamers. Just as Baker-Cresswell was preparing to exchange noon positions with the commodore of the convoy’s merchantmen, he saw a spout of water on the Esmond’s starboard side. A few moments later, the Bengore was hit. Her stern rose almost to the vertical and the crated cargo on her deck cascaded into the sea. It looked, one witness said, like “a child pouring toys out of a box.”

Baker-Cresswell, recovering from his astonishment, swung the Bulldog to starboard and raced to where he thought the U-boat might be, determined to destroy her. At the same time one of Escort Group 3’s corvettes, the Aubretia, which had detected the incoming torpedoes on her asdic, increased speed and turned to starboard. Two minutes later she obtained an asdic contact, then lost it, so the captain stopped her engines to improve the reception. A minute later the Aubretia spotted a periscope dead ahead, about 800 yards away, traveling from port to starboard. She sped toward it and dropped a full pattern of depth charges, set to explode at 100 and 225 feet.

The crew of the U-110 heard these explosions and were shaken by the speed of the attack; they had thought they would have fifteen minutes to dive and get away. The explosions, however, were distant. The submarine continued in attack mode. A few minutes later, Lemp, at the periscope, turning his submarine for a stern shot, spotted a destroyer coming at him with great speed. “Down deep!” he ordered. The crew ran forward to speed the dive.

But no sooner had the vessel begun to tilt than at least a score of depth charges, dropped by the Aubretia and set to discharge at 150 and 385 feet, exploded very close to the submarine. They blew out the main electric motor switch, stopped the electric motors, shattered all depth meters, and started leaks in the oil bunkers; the submarine started to take water and sank even deeper. The plates that formed the deck of the control center, which normally butted one another, overlapped from the pressure. Wilde and others thought it was the end. Although they were frightened and felt helpless, nobody screamed or wept. Lemp, meanwhile, was trying to blow the tanks to get the boat to rise. Suddenly, the men felt her moving upward, perhaps pushed up by depth charges.

Her rise caused a patch of water on the surface to become disturbed, drawing the eyes of the men on the Aubretia, the Bulldog, and another destroyer, the Broadway. Then, at 12:35, the U-boat burst up from the seemingly vacant sea. Water streamed from her uppers, and she rolled in the slight swell. Inside, the crew members felt the motion and knew, to their great relief, that they were on the surface. Lemp, instead of releasing pressurized air through a valve, opened the hatch. A cloud of dust blew out The crew was ordered to put on life vests and to get out. Ventilation ports and sea strainers were opened to let in water.

Baker-Cresswell saw red when the U-boat surfaced. She had just sunk two ships, and now this embodiment of all the evil he was fighting had appeared before him. Firing his heavy guns, he ordered 12 knots—suitable ramming speed. But as he saw the German crew boiling out of the conning tower, he realized that they were abandoning ship.

At that moment, there flashed into his mind a story he had heard at the Naval Staff College in Greenwich in the mid-1920s. It may have made an impression because it involved the father of a fellow student, Lieutenant Louis Mountbatten. During World War I, the Russians had salvaged a German codebook from a German cruiser that had grounded in the Baltic, the Magdeburg. They had delivered the code to Mountbatten’s father, who was first sea lord, the head of the Royal Navy. The codebook had enabled the Admiralty to solve many German coded messages during the war, to great advantage.

As Baker-Cresswell saw the U-boat rocking on the surface of the ocean, he asked himself, “Is there a chance we can do another Magdeburg?” And he ordered full astern to stop the Bulldog from ramming the sub.


2

THE WRECK OF THE MAGDEBURG
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ON THE AFTERNOON OF AUGUST 24, 1914, A GRAY GERMAN warship steamed out of the East Prussian harbor of Memel toward the most fateful accident in the history of cryptology. She was the Magdeburg, a four-stacker, what the Germans called a small cruiser to differentiate the type from the larger light cruisers. She was new (three years old), well armed (twelve fast-firing 4-inch guns), fast (27.6 knots)—and unlucky. Her acceptance test had not gone well: her commissioning was delayed several months. She never participated, as was intended, in the fall 1912 naval maneuvers. Some equipment was still not in order when she was declared “ready for war” and when the ancient city of Magdeburg, southwest of Berlin, for which she was named, sponsored her in two days of festivities. One of her turbines gave trouble. And, unlike her sister ships, which got assignments suitable for cruisers, the Magdeburg became a torpedo test ship.

During one of her cruises in 1913, when she sailed to the Canary Islands off the northwestern shoulder of Africa to test the range of the naval radio station at Neumünster, her radio officer, a young lieutenant named Walther Bender, bought a puppy. Schuhmchen, the puppy, became a favorite of the crew. Later, in Kiel, whenever Bender spent the night ashore, Schuhmchen went down to the gangway in the morning as the launch shoved off from the dock to return to the Magdeburg. How did he know that Bender was aboard?

The Magdeburg was part of the Baltic Fleet. When war with Russia, France, and England broke out in August 1914, she dropped her test assignment and undertook more typical cruiser tasks. These were directed against the Russians, whose empire included the countries bordering the eastern Baltic: Finland, Estonia, Latvia, and Lithuania. In her first operation, the Magdeburg and another small cruiser, the Augsburg, arrived off Liepaja, Latvia’s naval port, to lay mines. They gained an unexpected success: the Russians, thinking the appearance of the two ships portended a major fleet operation, blew up their own ammunition and coal dumps and scuttled ships in the harbor entrances. In the two ships’ second and third operations, they shot up some lighthouses and a signal station and laid a minefield not far from the mouth of the eastern arm of the Baltic Sea, the Gulf of Finland, at whose farther end lay the Russian capital, St. Petersburg (now Leningrad).

A few days later, on August 23, the commander of a new flotilla ordered his vessels, which included the two cruisers, to assemble for operations. The Magdeburg, in Danzig, then a German port, went first to Memel, at the extreme east of Prussia, for some gunnery exercises meant to reassure the population, nervous because the border with Russia was not far from the city limits. The next afternoon the warship set out for the rendezvous, and early on the twenty-fifth it joined the Augsburg, three torpedo boats, a submarine, and three other warships off Hoburgen lighthouse on the southern tip of the Swedish island of Gotland. There the officers were told the plan. The ships were to slip by night behind a Russian minefield believed to protect the entrance to the Gulf of Finland and attack whatever Russian ships they found. At 8:30 A.M. that same day, the flotilla set out, moving northeast at the fairly high speed of 20 knots. The sailors aboard the Magdeburg, who suspected the presence of enemy armored cruisers, thought the assignment was a suicide mission.

By 5 P.M., in a calm sea, the air misty, the navigational plots of the Magdeburg and the Augsburg differed by a mile. But this raised no concern, since the Magdeburg was to follow the flagship by half a mile: if the Augsburg struck a mine, the Magdeburg could avoid hitting any herself.

Soon, however, fog—common in those waters in summer—rolled in. By 9 P.M., it was so thick that even with binoculars an officer on the bridge of the Magdeburg could not see the lookout on the stern. At 11 P.M., the Augsburg, intending to run along the supposed Russian minefield before swinging east to enter the Gulf of Finland, turned onto a course south-southeast ½ east—and ordered the Magdeburg to do the same. She did so, maintaining the same speed, about 15 knots, that had kept her at the proper distance from the Augsburg during the afternoon. Her captain, Lieutenant Commander Richard Habenicht, had soundings taken. These showed the depth decreasing: 190 feet, 141 feet, and, at 12:30 A.M., now of August 26, 112 feet.

At the same time the radio shack reported that a message was coming in; four minutes later it was decoded and on the bridge. It ordered that course be altered to east-northeast ½ east. The helmsman spun the wheel and, at 12:37, just as he reported that the new course was being steered, still at 15 knots, the luckless vessel hit something. She bumped five or six times and, shuddering, stopped. The cruiser had run aground. As a consequence of her navigation error, which put her a mile south of the Augsburg, she had struck shallows 400 yards off the northwestern tip of Odensholm, a low, narrow, sandy island 2½ miles long at the entrance to the Gulf of Finland.

At once, Habenicht sought to free his ship. He reversed engines; he rocked her with various engine speeds; he assembled the entire 337-man crew on the quarterdeck to push the ship’s stern down and her bow up and then went full speed astern; he had the crew carry munitions aft. The ship didn’t budge. Soundings showed that at the bow, where the Magdeburg normally drew 16½ feet, the water was only 16 feet deep to port and 9 feet to starboard; at the stern, with normal draft just under 20 feet, the depths were 13 and 17. The vessel needed to rise between 3 and 7 feet. The tides of the Baltic, measured only in inches, would not suffice for this.
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Habenicht let go the anchors and their chains. He had the drinking and washing water pumped out. Ash ejectors flung coal into the sea. All but sixty boxes of munitions were dumped over the side. All movable steel parts—the minelaying rails, bulkhead doors, doors on the forward turrets, steel cables, coaling equipment—were pushed overboard. The Germans’ efforts were spurred by the likelihood that the officials on Odensholm, which was Russian territory with a light-house and a signal station, had alerted superior authorities at the major Russian port of Tallinn, only 50 miles away. Habenicht again ran the engines forward and backward at various speeds. The Magdeburg moved not an inch.

Habenicht worried that the cruiser’s secret documents might fall into the hands of the Russians. In addition to the charts of German minefields and the ship’s war diary, these included the main Imperial German Navy code and the cipher key used to encipher its codewords and thus provide another layer of secrecy. Bender, who was in charge of the destruction of these documents, brought the codebook that was in the steering room, together with its cipher key, to the stokehold and burned it. Sailors did the same for other secret documents. But two other codebooks—one on the bridge and one in the radio shack—as well as a cipher key were retained for communicating with rescuers and higher commands. A fourth lay hidden and apparently forgotten in a locker in Habenicht’s cabin.

As dawn approached, the seabed and the stones on which the ship was lying became visible. At 8:30, with the fog lifting, the fast and powerful German torpedo boat V-26 appeared, attached a line, and tried to pull the Magdeburg off. She failed. Habenicht decided he might as well do some damage and fired some 120 shots at the lighthouse, chipping it, and at the signal station, setting it ablaze. By then the radio shack was reporting many signals from Russian ships; apparently they were on their way. Since all attempts to free the Magdeburg had failed, Habenicht regretfully concluded that he had to blow her up instead of letting her fall undamaged into enemy hands.

Charges were set fore and aft. The crew was to get off the ship and onto the V-26, which was to come alongside. Suddenly a shout rang through the ship. “The fuses are lit!” Habenicht had not ordered this; it had been done by mistake. The vessel would blow up in only four and a half minutes! In the tumult that ensued, Bender, the first radio officer, directed the second radio officer, Lieutenant Olff, to have the codebook and the cipher key from the radio shack brought to the V-26. On Olff’s instructions, Radioman Second Class Neuhaus grabbed the codebook, and Radioman Third Class Kiehnert the cipher key papers. The bridge’s codebook was in the hands of Radioman Second Class Szillat. The first officer, unable to find Habenicht as the seconds ticked away, ordered the crew members to the afterdeck, where the V-26 was to pick them up. He called for three cheers for the kaiser, had the two ship’s boats lowered, and commanded, “All hands abandon ship!”

Upon hearing this, Szillat flung the codebook he was carrying over the side, toward the stern. It splashed into what he said was a “dark” place about 15 feet from the ship and immediately sank. Then he leaped overboard. Kiehnert, too, jumped into the water, holding the radio shack’s cipher key. He was struck by men following him, and when he came to the surface, he noticed that he had lost the key. Then, at 9:10, the forward charge detonated. It split the vessel in half, tore open the fore part from near the bow to the second smokestack, and hurled huge pieces of steel into the air. They rained down upon the scores of men who were trying to swim to the V-26. Neuhaus, who had the radio shack’s codebook, was seen in the water before the explosion but was missing later; no one knew what happened to the codebook he was carrying.

The V-26 picked up many of the swimming men, including Szillat and Kiehnert. For fear of being destroyed in the explosion of the Magdeburg’s after charge, the V-26 stayed away from the cruiser and did not rescue the men still aboard. The Russian ships, appeared and began to fire at the torpedo boat. One shell swept eight men overboard; another smashed into her starboard side, destroying the officers’ wardroom and killing all who were in it, mainly wounded men from the Magdeburg. But the V-26 got away.

Habenicht appeared briefly on the Magdeburg’s bridge when he heard the cheers for the kaiser, then vanished again into the bowels of his cruiser. Along with a few others, he awaited his fate on the ship. Bender, his little dog, and a few dozen sailors, among them Neuhaus, swam to Odensholm, where they were taken prisoner. One of the Russian ships, the torpedo boat Lejtenant Burakov, sent a boat with armed men, led by its first officer, Lieutenant Galibin, to the Magdeburg. The crew members still on board offered no resistance and were taken prisoner. Habenicht, whom Galibin thought was “a true gentleman,” offered the Russian his dagger, which Galibin courteously declined. The Germans on both the ship and the island were rowed to one of the Russian cruisers and were later sent to a prisoner-of-war camp in Siberia; on the way, the little dog Schuhmchen was taken from Bender. He was never seen again.

Galibin lowered the black, white, and red German naval war flag and raised the white czarist flag with its diagonal light blue cross. Then, revolver in hand, he searched the wreck of the Magdeburg. He found a locker in Habenicht’s cabin and broke it open. Hidden deep within it was a German codebook, forgotten by all in the excitement of the catastrophe. Galibin removed it and, together with a packet of Bender’s private letters and other documents, had it transferred to the Lejtenant Burakov, The Allies had come into possession of the key secret of the Imperial German Navy, the one that could give them access to many others.

Later, Russian divers supplemented Galibin’s find. Using strong electric lights to inspect the stony seabed up to 30 feet from the stranded vessel, they found in the clear waters the codebook that Szillat had thrown overboard and the one that Neuhaus had lost in the water.

Recognizing the value of the codebooks and cipher keys to the British, the major naval power, the Russians loyally notified their ally of their find and said that they would give the British the documents if they would send a small warship “as most secure means” of getting them and the officers accompanying them to Britain. The Russians courteously set aside for the British the undamaged code, the one found in Habenicht’s locker, which bore the serial number 151. They kept the waterlogged codes for themselves.

The task of taking codebook No. 151 to England was assigned to three naval officers, Captain Mikhail A. Bedrov, Commander Mikhail I. Smirnov, and Count Constantine Benckendorff. A cosmopolitan, mustachioed combat veteran of the Russo-Japanese War, Benckendorff was the son of the ambassador to Great Britain. He had served a year as a cipher clerk in the London Embassy. One Sunday morning in September he was on watch on the battleship Poltava in Tallinn roadstead, pacing the quarterdeck and listening to the sailors’ choir chanting the Russian Orthodox mass, when a yeoman handed him an order to report immediately to the flag captain. On the flagship he was “amazed and delighted” to be told he would be going to London.

He was given the precious codebook in St. Petersburg. It was in a satchel with a large piece of lead sewn in to make it sink in case he had to throw it overboard and with a strap to carry it over his shoulder. This bag he took with him to Archangel, where he boarded a Russian volunteer fleet steamer. The vessel was to meet H.M.S. Theseus at Alexandrovsk (now Polyarnyy), a port near Murmansk, where the aging cruiser had arrived early in September. Owing to delays and misunderstandings, the Theseus and the steamer did not sail until October 1. After an uneventful crossing over the top of Norway, punctuated only by a few vague U-boat warnings, they arrived on October 10 in Scapa Flow, the great circular basin north of Scotland that served as one of the Royal Navy’s chief bases; the Russian steamer went on alone, reaching the English port of Hull a couple of days later. After a slow night train ride, Benckendorff reached the Russian embassy at dawn. He greeted his parents, then routed out the naval attaché, and the two went, early on the morning of October 13, to the Admiralty. There, in one of the most significant moments in the long history of secret intelligence, they handed Winston Churchill, first lord of the Admiralty, a gift more precious than a dozen Fabergé eggs: the big, fat, blue-bound Signalbuch der Kaiserlichen Marine.

The Signalbuch went to the Admiralty’s fledgling codebreaking agency. This had come into being, quite by chance, on the day Britain entered the war. Though individuals in the British army had solved cryptograms in the Boer War and on India’s Northwest Frontier, the navy had never engaged in cryptanalysis and had made no preparations for it. But when hostilities formally commenced on August 4, 1914, radio stations of the Royal Navy, the post office, and the Marconi company began to pick up coded messages, apparently of German origin. These they forwarded to the Admiralty’s Intelligence Division. Its director, Rear Admiral H. F. Oliver, recognized their potential and knew at once who might realize it: his good friend, the director of naval education, Sir Alfred Ewing. A short, thickset Scot, given to wearing mauve shirts with white wing collars and a dark blue bow tie with white polka dots, Ewing was a distinguished engineer. He had dealt with cables in Uruguay and had, a year or so before, described a cipher mechanism to Oliver. Oliver regarded him as of “very great brain power, in fact a man who stood out among clever men.” Everyone thought naval education would not be much needed during the few months until victory was won. Oliver told Ewing he had no one to deal with the intercepts; would Ewing see if he could make anything of them? Grasping “at even the most unpromising chance of being useful,” Ewing accepted at once.

To assist him, he called on some people whose abilities would be useful and who were discreet and available: faculty members, particularly instructors in German, at the Royal Naval Colleges at Dartmouth and Osborne, which were on vacation in August. One of the first volunteers was Alastair Denniston, thirty-three, a German master at Osborne. A short, quiet Scot, he had studied at Paris and Bonn and had helped win a bronze for Great Britain in field hockey as a member of the Scottish team in the 1908 Olympics in London. Like the others, Denniston was, in his own words, “singularly ignorant of cryptography.”

He and his colleagues worked in Ewing’s cramped office. They did little more than sort and file intercepts, learn to distinguish German naval messages from military ones, and discover that call signs such as POZ and KAY, the “names” of radio stations, were not the same as the coded texts of messages. But they made not a dent on the German naval messages.

A month later, the Signalbuch from the Magdeburg arrived in Ewing’s office. But what seemed to be the answer to a cryptanalyst’s prayer did not at first turn many of the coded messages into plain German. The book consisted essentially of hundreds of pages of columns of five-digit and three-letter groups standing opposite German words:









	63940 OAT
	Ohnmacht -ig



	41 OAU
	Ohr, Ohren-



	42 OAÜ
	Okkupation, Okkupations, -ieren



	43 OAV
	Ökonomie -isch



	44 OAW
	Oktant



	45 OAX
	Oktober







This meant that Oktober would be encoded as OAX or 63945, and OAÜ (the Germans usually used the letters, not the numbers), would mean Okkupation or its derivatives. But attempts to reduce the intercepts to German by this straightforward method produced gibberish in most cases; the only messages that were solved were weather reports and messages to auxiliary vessels. To resolve the mystery, Ewing brought in the head of the Intelligence Division’s German Section, Fleet Paymaster Charles J. E. Rotter, who had spent many leaves in Germany. He was installed in Ewing’s secretary’s office.

A break came when the Handelsschiffsverkehrsbuch, or HVB, another maritime code, seized from a merchantman off Melbourne, Australia, arrived at Ewing’s office, along with a method for disguising the code’s four-letter codewords. The letters of the codewords were replaced with other letters given in a list, or key. For example, the codeword for Fregattenkapitän (commander) was RABL; the key specified that the substitute for R was T, for A, L, and so forth, so that RABL would actually be transmitted as TLIN. This procedure is called superencipherment.

Rotter seems to have reasoned that the Germans were using the same system to encipher the codewords of the Signalbuch, so that OAO might become, for example, JVJ. Working with a succession of messages whose serial numbers the Germans had enciphered—“Their folly was greater than our stupidity,” Alastair Denniston commented—Rotter by early November had discovered the key to the superencipherment, thus exposing the main messages of the High Seas Fleet.

This breakthrough suddenly gave the handful of cryptanalysts plenty to do. More cryptanalysts were taken on, and a new, larger workplace was found, Room 40 of the Old Building of the Admiralty. “Room 40” became the unofficial name for the codebreaking agency.

Early in December this thriving and fortunate agency got another lucky break. The third major codebook of the Imperial German Navy arrived in sodden condition in Ewing’s office. The captain of the torpedo boat S-119 had thrown it and other papers overboard in a lead -lined chest when he encountered a British squadron off a Dutch island; a month and a half later a British fishing boat hauled it up in its trawl. Soon the new codebook, the Verkehrsbuch, a five-numeral code (Kaiser = 46786) used at sea by flag officers, was drying before Ewing’s fire.

The new book too was used with a superencipherment, which was discovered the day the book arrived. Some days earlier the British had intercepted two almost identical German naval messages. One was encoded entirely in the Magdeburg codebook and so could be read by Room 40. A small part of the second was encoded in the newly found code. “It is never wise to mix your ciphers,” Ewing remarked. “Like mixing your drinks, it may lead to self-betrayal” This did. The Signalbuch gave the meaning of the coded portion of the Verkehrsbuch message; these German words could be looked up in the Verkehrsbuch to find the basic codenumbers, and comparison of those with the superenciphered codenumbers of the message revealed the formula for conversion.

Thus, before the war was four months old, Britain had gained, mainly through means other than codebreaking, the ability to read the most secret intentions of its chief enemy’s navy.

Nor did Britain’s cryptologic gifts from the sea end there. Later in the war the Germans changed their codes, but divers recovered the new ones and their superencipherments from U-boats sunk in the shallow waters around Britain. One of the most successful of these divers was Shipwright E. C. Miller, a pale, wiry young diving instructor. His most remarkable characteristic was a sangfroid in facing horrors that would have frightened off many other men. Once he investigated a German submarine sunk off the Yorkshire coast. She was lying on her side, and Miller found no point of entry. He rigged charges and blew off the top of the conning tower. As the water cleared, he saw the head of a dead German seaman rise above the ragged rim of the conning tower as if peering out. That didn’t stop Miller. In his bulky suit and spherical armored helmet, he clambered in. At once the imprisoned corpses crowded around him. He calmly tied them up with lanyards and pursued his exploration of the U-boat, stumbling through the narrow black passageway of the underwater tomb until, in a compartment aft of the officers’ quarters, he found a strongbox. This contained one of the new codes and some of its superencipherment keys.

As the war progressed and the value of codebreaking became increasingly obvious, the staff of Room 40 swelled. Ewing recruited many members from Cambridge University, where he himself had been a professor of mechanical engineering, and from that university’s King’s College, of which he had been a fellow. Curiously, more of his recruits were classicists and linguists than mathematicians and scientists. One who proved most successful was a scholar of Greek named Alfred Dillwyn Knox, called Dillwyn.

He was the second of four sons of the Anglican bishop of Manchester. At Eton he became close friends with the future economist John Maynard Keynes. At King’s he refused the homosexual advances of Lytton Strachey, the future author of Eminent Victorians, who had fallen in love with him.

“Did I tell you,” Strachey wrote of Knox, “that he has a wonderful veil of ugliness that he is able to lower at any minute over his face? His method is, you see, to lure you on with his beauty, until at last, just as you step forward to seize a kiss, or whatever else you may want to seize, he lets down a veil, and you simply fall back disgusted. Isn’t it a horrid trick?” Witty, clever, always ready with a new limerick, Knox played first-rate bridge with unorthodox moves that more often than not succeeded. But Keynes, who followed him to King’s, said, “He has got one of the most confused brains I have ever come across.… He is quite abnormally untidy in his work and always forgets to write down the most necessary steps.”

Knox, tall, thin, light of build, with full lips and a receding forehead, was elected a fellow of King’s in 1909, and for a short time he tutored Harold Macmillan, the future prime minister. He worked with his own tutor, a classics scholar, in preparing an edition of the minor Greek dramatist Herodas, whose sketches had been discovered at Oxyrynchus in Egypt in 1889 on a roll of papyrus. The copyist of this manuscript, Knox wrote, was “constantly puzzled by the form of the letters which he was copying,” was “prone to all the common errors of copyists,” and made “stupid alterations.” Knox and his tutor had to determine the correct meanings. The intense analysis and detailed reconstructions required by this kind of study are also needed in cryptanalysis, and when Knox was recruited for Room 40 early in 1915 at age thirty-one, he found codebreaking congenial.

He was followed to Room 40 by a younger friend from King’s, Frank Birch. Birch was seen as “a many-sided human being—a rather dull historian, an acceptable drinking companion, a mysterious private personality, a brilliant talker and a born actor.
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