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Preface

Bioterrorism in Medical and Healthcare Administration explains how to cope with the
increased threat of bioterrorism. This book will be of use to health and medical services
administrators and health professionals engaged in the emergency planning process. It will
also be of interest to students of health administration, students in the regulated health pro-
fessions, hospital and clinic managers, patient groups, other pressure groups, governments
at the local, regional, and national level, students of terrorism and/or low intensity conflict,
and organizations concerned with national and international security. It enters a field with
many distinguished contributions. Science and Technology of Terrorism and
Counterterrorism (Tushar K. Ghosh et al., eds. New York : Marcel Dekker, 2002.) dis-
cusses the technological innovations in biological, chemical, and nuclear terrorism, but not
how to adapt emergency planning to it. Henderson, Thomas, and O’Toole’s Bioterrorism:
Guidelines for Medical and Public Health Management (American Medical Association
Press, 2002) addresses issues primarily for physicians rather than for health professionals
more broadly. Roland Moreau’s La menace terroriste NBC : nucléaire, biologique, chim-
ique: comment faire face et se protéger (Monaco: Rocher, 2002) and Alexander and
Hoenig’s Super Terrorism: Biological, Chemical, and Nuclear (Ardsley, NY:
Transnational Publishers, 2001) discuss the protection against nuclear, biological, and
chemical terrorism, but does not distinguish between a single-event response and broad
emergency planning. Health administrators and health professionals are certainly not
without advice, at least fifty books in health services administration are published each
year. Dowding and Barr’s Managing in Healthcare (Prentice Hall, 2001) was developed
primarily for nurses and midwives in the United Kingdom, rather than to the wider audi-
ence of health professionals and health administrators. Couto and Eken’s To Give their
Gifts (Vanderbilt UP, 2002) provides case studies of community health services in the
United States in ethnically diverse circumstances. Leebov and Scott’s The Indispensable
Health Care Manager (Jossey-Bass, 2002) provides managers in the field a guide to thriv-
ing in the current, highly competitive healthcare management environment. Lee Craven’s
Transforming the NHS (Prentice Hall, 2002) focuses on the particular experience of

v



vi Preface

change and the lessons learned, rather than on a generic process of change for health serv-
ices administration, as does this book.

The present book provides tools for change that can be used by anyone, inside or
outside the health care system, at any level and in a unit of any size. It also provides every-
one in a particular organization with a common set of ideas and a common vocabulary, a
good starting point when it comes to bioterrorism. The chapters in the first half of the book
set out how to analyze events of significance to the management, how to control respons-
es to bioterrorism, how to develop counterstrategies, if they prove necessary, and what tac-
tics are most likely to be useful in that process. It explains how to analyze significant sin-
gle events regarding bioterrorism. It also explains how to react to that event, if necessary.
The book also presents a method for designing a broad, institution-wide plan to deal with
a bioterrorist threat, as well as a method for responding to more specific threats of bioter-
rorism, should these be known. A personnel training program is also included, so that var-
ious professionals can participate in the planning and response process as required. There
is an outline on how to use strategy to keep working relationships (even among individu-
als or groups whose viewpoints are opposed) as positive and productive as possible, some-
thing which proves useful when considering the new partners which might now share
interests and have to interact. This portion of the book closes on a discussion of how to
adapt the general theory proposed here to any particular situation. In this first part of the
book, readers have two options. The first is to start a response from scratch, using Chapter
3. The second is adapting an existing emergency preparedness plan to the demands of the
new bioterrorist threat, using Chapter 2.

The second half of the book provides semi-fictional case studies. These case studies
are semi-fictional because they represent composites of actual situations modified so that
they better illustrate the uses of strategy and tactics and so that they can be used by the
reader to train in analysis. These cases are deliberately imperfect, and their strategies less
than ideal, since that illustrates the worth of strategy in realistic circumstances and since it
makes for a more challenging set of exercises. These case studies provide hypothetical sce-
narios for: a bioterrorist attack; planned or actual responses to bioterrorism; the use of
strategy and tactics by a group within a country by a hospital; the response to bioterrorism
by a state within the United States, illustrating the role of a non-national government; the
response to bioterrorism of a group operating in more than one country; the response of a
country’s response to bioterrorism; and finally the response of a group of states collec-
tively dealing with bioterrorism through international treaties and mutual aid programs.

Laure Paquette
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Part |

How to Develop or Adapt
Emergency Plans for
Bioterrorist Threats

The next four chapters explain how to conduct the analysis necessary to determine, and
then manage and control, the changes required in health services by higher threats of
bioterrorism. The second chapter explains how to analyze significant single events regard-
ing bioterrorism. It also explains how to react to that event, if necessary. The third chapter
in the book explains how to design a broad, institution-wide plan to deal with a bioterror-
ist threat, and the fourth chapter details how to respond to more specific threats of bioter-
rorism, should these be known. The fifth chapter outlines a personnel training program so
that various professionals can participate in the planning and response process as required.
This first half of the book closes on a discussion of how to adapt the general theory pro-
posed here to any particular situation.

As mentioned previously, the reader has two options. The first is to start a response
from scratch, using Chapter 3. The second is adapting an existing emergency preparedness
plan to the demands of the new bioterrorist threat, using Chapter 2.






1
Strategy and Bioterrorism

Bioterrorism is the use or threatened use of microorganisms or toxins to produce disease or
death in humans, animals, or plants. Terrorists undertake such actions to create fear and
intimidate populations—and, indirectly, governments—in the pursuit of ideological, politi-
cal, or religious goals. Bioterrorism is a particularly insidious form of terrorism. It creates
a climate of fear, of course, as all terrorism does. But biological agents are hard to detect
upon covert release. They are indiscriminate in causing sickness or death. Terrorists can
neutralize their effects by self-protective measures, armed with knowledge denied to others.

Biological weapons themselves are well known, and their history does not offer much
sense of reassurance about human nature.” As early as the sixth century B.C.E., Assyrians
poisoned the wells of their enemies with rye ergot. In the second century B.C.E., Hannibal’s
forces hurled earthen pots filled with serpents onto enemy decks during a naval battle.
During the siege of Kaffa in 1346, the Tartar army threw its plague-ridden dead over the
walls of the city. At the battle of Carolstein in 1422, bodies of plague-stricken soldiers and
2,000 cartloads of excrement were hurled into enemy ranks. During the conquest of South
America in the fifteenth century, Pizzaro presented clothing and bedding laden with small-
pox as gifts to the natives. Napoleon attempted to force the surrender of Mantua by infect-
ing the citizens with swamp fever. During the U.S. Civil War, soldiers poisoned ponds by
dumping dead animals into them. Germans tried to spread cholera in Italy and plague in St.
Petersburg during World War L. The Geneva Protocol banned biological weapons in 1924,
but Japanese military officials are thought to have tried to poison League of Nations inves-
tigators in the Manchurian siege in 1931. During World War II, the British experimented

“E.M. Eitzen and E.T. Takafuji, “Historical Overview of Biological Warfare,” in Office of the
Surgeon General, Textbook of Military Medicine: Medical Aspects of Chemical and Biological
Warfare (Washington, DC: Dept. of the Army, 1997), 415-424.
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4 Chapter 1

with anthrax. The United States’ anthrax program geared up again during the Korean War.
In 1956, the USSR’s Marshal Zhukov announced that Soviet forces had biological warfare
capability. In 1969, the World Health Organization issued a report describing the unpre-
dictability of biological weapons and associated risks due to lack of complete control.

Only in recent decades have biological weapons been used in terrorism, however. In
1972, members of the right-wing Order of the Rising Sun gained possession of 30 to 40
kilograms of typhoid cultures. September 7, 1978 saw the first known example of state-
supported bioterrorism: a Bulgarian exile living in London, Georgi Markov, was injected
with ricin via a specially constructed umbrella. In 1991, Iraqi authorities acknowledged
that the previous year’s stocks included 100 botulinum toxin, 50 anthrax, and 16 aflatoxin
bombs; 13 botulinum toxin, 10 anthrax, and 2 aflatoxin Scud missile warheads; and 122-
mm rockets filled with anthrax, botulinum toxin, and aflatoxin. Only a portion of the
manufacturing facilities were destroyed during the Persian Gulf War. In the 1990s, on at
least thirteen occasions, Aum Shinrikyo attempted to disperse anthrax, botulinum toxin, Q
fever, or Ebola virus against the population in Japan, without success. In 1997 and 1999,
the FBI investigated over 425 possible uses of nuclear, biological, or chemical agents; the
vast majority were hoaxes. In 1999, Osama bin Laden attempted to acquire biological
weapons in Sudan and Afghanistan. In 2001, cases of cutaneous anthrax turned up at ABC,
CBS, the New York Times, and the New York Post, and three postal workers died of inhala-
tional anthrax. An estimated 10,000 people were placed on antibiotic prophylaxis.

Today, at least seventeen nations are known to have programs of offensive biolog-
ical weapons. A number of them are politically or economically unstable. Today it is eas-
ier than ever for terrorists to access these inadequately protected stocks of weaponized
biological agents. On the other hand, turning biological agents into weapons comes with
difficult requirements: effective delivery mechanisms, stabilization of the agent before
and during use, a high degree of infectiousness, and a high degree of deadliness.
Airborne delivery is the most likely method of dissemination, followed by water and
food, but the latter means are less of a threat because of the logistics required. Effective
airborne attacks require aerosolization and delivery to people’s oral and nasal passages;
this means that particles can be no larger than 10 microns in diameter to reach the lungs
by inhalation. Once released, biological agents may degrade on exposure to ultraviolet
light, temperature, or humidity, and they may also be diluted by the winds, for example.

The detection of bioterrorism is made more difficult by its covert nature. Health pro-
fessionals must first recognize the clinical syndromes associated with various agents.
Physicians and nurses must identify early victims and recognize unusual patterns of dis-
ease. Health services need integrated epidemiological surveillance systems capable of
timely monitoring, with information shared at many levels of the health care system. And
all of this has to be sustained over the long term, in case there is no period of heightened
threat before an attack.

Preliminary criteria for suspicious outbreaks of disease that could indicate a possible
biological weapons event include the following:

* The disease or strain is not endemic.

» The disease presents unusual antibiotic resistance patterns.

* The disease presents clinically in an atypical manner.

* The case distribution is geographically inconsistent or unusual.
* The case distribution is temporally inconsistent or unusual.
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* The number of cases deviates from naturally occurring infection baselines.
» The mortality rate deviates from naturally occurring baseline.
* The morbidity rate deviates from naturally occurring baseline.

If there is a credible threat, then any occurrences that are out of the ordinary need to
be assessed for possible bioterrorism. From an epidemiological standpoint, suspicion is
raised in association with unusually high rates of illness, an unusual distribution of disease
among the population, more virulent illnesses, unusual modes of infection or exposure,
more severe diseases for a particular pathogen, infections with strains having unusual
antibiotic resistance, pathogens not endemic to the geographic area, or the appearance of
illness outside its normal transmission season or time period. A biological agent’s poten-
tial as a weapon depends on its ability to multiply, its virulence, its lethality, its infec-
tiousness, its mode of transmission, and its incubation period. Terrorists themselves assess
potential biological agents according to their availability, ease of production, and ease of
use. The Centers for Disease Control and Prevention developed the following classifica-
tion of biological agents:

Category A Easily disseminated or transmitted person to person;
causing high rates of mortality; could cause public
panic; could require special attention and public
health awareness

Category B Moderately easy to disseminate; causing moderate
morbidity and lower mortality; requiring enhanced
disease surveillance

Category C Emerging pathogens; assessed on availability, ease of
production, and ease of dissemination; potential for
high morbidity and mortality

First understanding and then quantifying the impact of a bioterrorist attack are essen-
tial in developing public health preparedness. The Association for Professionals in
Infection Control and Epidemiology constructed a model that compares the impact of three
classic agents of biologic warfare (Bacillus anthracis, Brucella melitensis, and Francisella
tularensis) released as aerosols in the suburb of a major city.” The model shows that the
economic impact of a bioterrorist attack can range from an estimated US$477.7 million
per 100,000 persons exposed (brucellosis scenario) to US$26.2 billion per 100,000 per-
sons exposed (anthrax scenario). This scenario certainly provides economic justification
for preparedness measures.

Readiness may be imperative, but the overall risks are comparatively low. This
points to a real need to develop strategies to cope with the threat of bioterrorism, or a
method to adapt existing emergency or disaster planning to take the new threat into
account. This book presents a series of polyvalent tools of strategic and tactical analysis
and forecasting that enables health professionals and health services managers to under-
take the multiple tasks of coping with the threat of bioterrorism. This is also the most
recent installment in a series of books and articles introducing a new general theory of

fArnold F. Kaufmann, Martin I. Meltzer, and George P. Schmid, “The Economic Impact of a Bio-
terrorist Attack: Are Prevention and Postattack Intervention Programs Justifiable?” Perspective,
Centers for Disease Control and Prevention, http://www.cdc.gov/ncidod/EID/vol3no2/kaufman.htm.



