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With each new advance in connectivity and convenience comes a new wave of threats to 

privacy and security that are capable of destroying a company’s reputation, violating a 

consumer’s privacy, compromising intellectual property, and in some cases endangering 

personal safety. This is why it is essential for security professionals to stay current on the 

latest advances in technology and the new security threats they create.

Recognized as one of the best tools available for the information security professional 

and especially for candidates studying for the (ISC)² CISSP examination, the Official 

(ISC)²® Guide to the CISSP® CBK®, Third Edition is both up-to-date and relevant,  reflecting 

the latest developments in this ever-changing field and providing an intuitive approach 

to the CISSP Common Body of Knowledge (CBK). It provides a robust and comprehensive 

study of the 10 domains of the CBK, which covers everything from access controls and 

cryptography to operations security and physical (environmental) security. Within the 

sub-topics of these domains, the book discusses the issues facing security professionals 

today, such as mobile security, cloud computing, risk management and more.    

Numerous illustrated examples and practical exercises are included in this book to help 

the reader understand the concepts within the CBK and be able to apply them in real-life 

situations.  Endorsed by (ISC)² and compiled and reviewed by CISSPs and (ISC)² members, 

this book provides unrivaled preparation for the certification exam and a reference that 

will serve you well into your career.  Earning your CISSP is a venerable achievement that 

enables you to convey proficiency in an ever advancing industry and provides you with 

membership to an elite network of professionals.  
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xv

Foreword
Foreword to CISSP CBK Study Guide - Third Edition

We are living in an advanced cyber era, with every aspect 
of our lives, from medical records to bank transactions, 
now being transmitted online. The plethora of data and 
information flooding cyber space is overwhelming and 
there simply aren’t enough qualified information security 
professionals to protect it all.

(ISC)2’s mission is to support and provide members and constituents 
with credentials, resources, and leadership to secure information and 
deliver value to society. The not-for-profit, vendor-neutral organization 
was founded by a group of passionate volunteers in 1989 who wanted to 
create an information security industry standard for professionals. Their 
initial concept for industry excellence came to fruition with the creation 
of the Certified Information Systems Security Professional (CISSP®) 
credential. It was the first technology-related credential to be accredited 
by the International Organization for Standardizations (ISO) ISO/IEC 
Standard 17024, a global benchmark for the certification of personnel. 

The CISSP continues to be recognized as the industry’s Gold Standard. 
The true differentiator is the organization’s stringent membership 
requirements – passing the examination, possessing the required number 
of years of in depth experience in at least 2 of the domains, being endorsed 
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by another (ISC)2 member in good standing, abiding by a Code of Ethics, 
and maintaining quality continuing professional education (CPE) credits. 

The CISSP is not only recognized throughout the industry, it’s also highly 
regarded by governments, academia, human resources, and business entities 
around the world. In fact, the CISSP has become a job requirement and/or 
candidate differentiator for information security management positions. 

The ten domains of the CISSP CBK® comprehensively encompass the 
core competencies that an experienced information security professional 
should possess. The latest security topics such as cloud computing, mobile 
security, application security, and more are regularly integrated into the 
examination through a rigorous process of evaluation and updates. We 
require our members to obtain the industry’s latest knowledge and skills, 
and we reinforce that sentiment through our own examination process.

83% of (ISC)² members are employed in a wide variety of technically 
diverse professions and 17% are employed  in governance and policy 
making roles. 

The Official (ISC)2 Guide to the CISSP CBK is the only study tool that 
delves into all of the topics and subtopics contained in the CISSP CBK. 
The authors and editor of this new, comprehensive edition have provided 
an extensive supplement to the CBK review seminars that are designed to 
help candidates study for the CISSP credential.

Earning the CISSP is a major highlight in an information security 
professional’s career path. (ISC)2’s elite network of professionals enjoy 
benefits such as: complimentary access to (ISC)2’s one-day conferences 
and networking receptions in cities around the world; discounts at 
industry conferences; access to a Career Center with current job listings; 
subscription to (ISC)2’s digital magazine – InfoSecurity Professional; a 
dedicated member services staff to address your questions and issues; and 
much more. 

xvi
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You will also be a member of a highly respected organization that is 
dedicated to reaching society and shaping the industry at large through 
community goodwill programs such as Safe and Secure Online, academic 
scholarships for students, and cutting-edge research –under the (ISC)2 
Foundation. 

We wish you success in your journey to becoming a CISSP.

W. Hord Tipton
International Information System Security Certification Consortium, Inc.
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xix

Introduction

The Certified Information Systems Security Professional (CISSP) is 
an information assurance professional who has demonstrated a cross-
disciplinary expertise ranging from architecture, design, management, 
risk and controls that assure the security of business environments. 
There are two main requirements that must be met in order to achieve 
the status of CISSP; one must take and pass the certification exam, and 
be able to demonstrate a minimum of 5 years of direct full-time security 
work experience in two or more of the 10 domains of the (ISC)² CISSP 
CBK.  A firm understanding of what the 10 domains of the CISSP 
CBK are, and how they relate to the landscape of business is a vital 
element in successfully being able to meet both requirements and claim 
the CISSP credential.  The mapping of the 10 domains of the CISSP 
CBK to the job responsibilities of the Information Security professional 
in today’s world can take many paths, based on a variety of factors such 
as industry vertical, regulatory oversight and compliance, geography, as 
well as public versus private versus military as the overarching framework 
for employment in the first place. In addition, considerations such as 
cultural practices and differences in language and meaning can also 
play a substantive role in the interpretation of what aspects of the CBK 
will mean, and how they will be implemented in any given workplace.
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It is not the purpose of this book to attempt to address all of these issues 
or provide a definitive proscription as to what is “the” path forward in all 
areas. Rather, it is to provide the official guide to the CISSP CBK, and 
in so doing, to lay out the information necessary to understand what the 
CBK is, and how it is used to build the foundation for the CISSP and its 
role in business today. To that end, it is important to begin any journey 
with a sense of place, specifically where you are, and where you want to 
end up; and as a result, what tools you will need to have in order to make 
the journey comfortable and successful. The most important tool that the 
intrepid traveler can have at their disposal is a compass, that trusty device 
that always allows one to understand in what direction they are heading, 
and get their bearings when necessary. The compass of the Information 
Security professional is their knowledge, experience, and understanding 
of the world around them. The thing that is amazing about a compass is 
that no matter where you stand on Earth, you can hold one in your hand 
and it will point toward the North Pole.  While we do not need to know 
where the North Pole always is in Information Security, as a CISSP, you 
are expected to be able to provide guidance and direction to the businesses 
and users that you are responsible for. Being able to map the CISSP CBK 
to your knowledge, experience, and understanding is the way that you will 
be able to provide that guidance, and to translate the CBK into actionable 
and tangible elements for both the business and its users that you represent.

While there is a strong interaction amongst the ten domains of the CISSP, 
security mechanisms are covered in Access Control, Software Development 
Security, Cryptography, the Physical (Environmental) Security, and the 
Telecommunications and Network Security domains. Security policies are 
addressed in the Security Architecture & Design, the Information Security 
Governance and Risk Management, The Business Continuity and Disaster 
Recovery Planning and Security Operations domains. The people aspects 
of security encompass a cross section of domains, and are specifically 
covered in the Legal, Regulations, Investigations and Compliance domain.

xx
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1.	 The Access Control domain covers mechanisms by which a 
system grants or revokes the right to access data or perform 
an action on an information system. 

Access Control systems include: 

■■ File permissions, such as “create,” “read,” “edit,” or “delete” on 
a file server. 

■■ Program permissions, such as the right to execute a program 
on an application server. 

■■ Data rights, such as the right to retrieve or update information 
in a database. 

These elements of Access Control systems are things that Information 
Security professionals interact with every day, as do the users of any 
systems that the business provides, such as Directory Services for logon 
authentication, File and Print systems that allow for the secure storage, 
retrieval, and manipulation of data in a variety of formats, as well as web 
services that expose data to front end interfaces for user consumption. 
Whenever a user attempts to access secured data from any legitimate or 
illegitimate interface, internal or external to the enterprise, the Access 
Control domain plays an active and indispensable part in the transactions 
that take place to ultimately either validate, or disqualify that user’s access 
request. The ability to understand Identity Management, Data Access 
Controls, Information Classification, System Access Control Strategies, 
and Threats, are all key elements that go into the Access Control Domain.

2.	 The Telecommunications and Network Security domain 
encompasses the structures, techniques, transport protocols, 
and security measures used to provide integrity, availability, 
confidentiality and authentication for transmissions over 
private and public communication networks.  

The Information Security professional is responsible for security at all 
levels of the business, whether it is with regards to a senior level executive’s 

xxi

Introduction

CISSP-2012 Master Book.indb   21 11/5/2012   8:57:04 PM



request to access controlled information, or the testing and deployment of 
an application security patch, or the documentation of the processes and 
procedures that are in place to safeguard remote access to the business’s data. 
Identification of threat and risk, and the implementation of mitigation 
techniques and strategies to counteract and minimize their impacts also 
play an important part in the list of activities that the Information Security 
professional is responsible for carrying out and managing on a daily basis 
within the business. All of these things are part of the Telecommunications 
and Network Security domain in one way or another.  The 7 layers of 
the OSI model that are used to describe the activities and structure of 
the network, and how information is structured, transmitted, formatted, 
and secured with a focus on providing for Confidentiality, Integrity, 
and Availability (CIA) are the roadmap for the Information Security 
professional in this domain, allowing them to understand at ALL levels of 
a system, from end to end, how to envision information and the security 
that needs to envelop it to ensure it is properly protected and safeguarded.

3.	 The Information Security Governance and Risk Management 
domain entails the identification of an organization’s 
information assets and the development, documentation, 
implementation and updating of policies, standards, 
procedures and guidelines that ensure confidentiality, integrity, 
and availability. Management tools such as data classification, 
risk assessment, and risk analysis are used to identify threats, 
classify assets, and to rate their vulnerabilities so that effective 
security measures and controls can be implemented.

The Information Security professional is actively involved in all aspects of 
the Information and Security Governance and Risk Management domain 
as part of any of the functions that they carry out within the enterprise. 
Whether it is the creation of compelling business cases for senior management 
to illustrate the Core Information Security Principles of Confidentiality, 
Availability, and Integrity (CIA) inherent in a current business system, or 
new software platform, or the clear delineation of the required Security 
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Policies, Procedures, Standards, Guidelines, and Baselines needed to run 
and maintain current systems, as well as testing new systems and software for 
possible deployment and use, the Information Security professional actively 
champions the Information Security Governance and Risk Management 
domain in all that they do within the business. The Information Security 
professional is also responsible for ensuring that the business, and all of 
its users are acting ethically with regards to information management 
and security, and that any and all activities engaged in always safeguard 
people first, as well as safeguarding the information that they are accessing.

4.	 The Software Development Security domain refers to the 
controls that are included within systems and applications 
software and the steps used in their development, for example 
a Software Development Life Cycle (SDLC). 

Software refers to system software (operating systems) and application 
programs such as agents, applets, software, databases, data warehouses, and 
knowledge-based systems. These applications may be used in distributed 
or centralized environments.

The elements of Software Development Security are not the direct 
purview of many Information Security professionals. Software development 
is a highly specialized skill, and most Information Security professionals 
are not software developers traditionally. As a result, on the surface it 
may appear to Information Security professionals as if they cannot be 
effective in this domain of the CBK, but nothing can be further from 
the truth. Software forms the working foundation of every system that 
the Information Security professional and users in any business anywhere 
in the world interact with on a daily basis. While users typically do not 
understand the answer to the question of “how” their software was created, 
they do understand how to use that software, but unfortunately, not always 
in a secure and responsible manner. Being able to provide guidance to users 
with regards to things such as Malicious Software types and identification, 

xxiii

Introduction

CISSP-2012 Master Book.indb   23 11/5/2012   8:57:04 PM



Audit and Assurance Mechanisms, Database Controls, and Web Application 
Threats are all elements that the Information Security professional will 
put in place as part of the Software Development and Security domain.

5.	 The Cryptography domain addresses the principles, means, 
and methods of applying mathematical algorithms and 
data transformations to information to ensure its integrity, 
confidentiality and authenticity.

While many of the physical elements of the Cryptography domain are used 
by business all the time to safeguard data and to ensure data integrity, most 
users are unaware of these functions and how they operate. Whether it is 
the use of Symmetric or Asymmetric Cryptography to protect data and 
ensure confidentiality, or the use of Hash Functions or Digital Signatures 
to ensure message integrity, or the practice of Encryption Management 
to ensure data availability on demand for authenticated users of a system, 
the Information Security professional plays an active role in all aspects 
of the Cryptography domain, and its application to data security in the 
enterprise. The other components of the Cryptography domain, such 
as the concepts of Nonrepudiation, Authentication, and Access Control 
are also important areas that the Information Security professional will 
actively be involved with as they set up and manage Directory Service based 
authentication systems such as Active Directory, or Network Information 
Service (NIS) systems, as well as encryption key management solutions.

6.	 The Security Architecture & Design domain contains the 
concepts, principles, structures, and standards used to design, 
implement, monitor, and secure, operating systems, equipment, 
networks, applications, and those controls used to enforce 
various levels of confidentiality, integrity, and availability. 

Information security architecture and design covers the practice of applying 
a comprehensive and rigorous method for describing a current and/or 
future structure and behavior for an organization’s security processes, 
information security systems, personnel and organizational sub-units, so 
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that these practices and processes align with the organization’s core goals 
and strategic direction.

The Information Security professional needs to remember that they are 
charged with providing direction and guidance to the business and its 
users in the various areas of the CISSP CBK. The best way for them to 
be able to accomplish that goal consistently, across all of the 10 domains 
of the CBK, is to be aware of the actions and activities that they already 
engage in everyday that align with the CBK, and allow them to translate 
the CBK into tangible action and measurable results for the business and 
its users. The Security Architecture & Design domain is all about the 
What, Why and How of security. The Information Security professional 
needs to be able to use these questions to examine the needs of the 
business and its users for secure access to information, and then to develop 
systems that will foster the level of secure access required. Measurement 
of that system and ongoing maintenance of it is addressed through other 
domains of the CISSP CBK, but the foundation necessary to ensure 
success of those efforts is built by the Information Security professional 
as they create well-formed and sound Security Architectures and Designs.

7.	 The Security Operations domain is used to identify critical 
information and the execution of selected measures that 
eliminate or reduce adversary exploitation of critical 
information. It includes the definition of the controls over 
hardware, media, and the operators with access privileges 
to any of these resources. Auditing and monitoring are the 
mechanisms, tools and facilities that permit the identification 
of security events and subsequent actions to identify the 
key elements and report the pertinent information to the 
appropriate individual, group, or process.

The Information Security professional should always act to Maintain 
Operational Resilience, Protect Valuable Assets, Control System Accounts 
and Manage Security Services Effectively. In the day to day operations 
of the business, maintaining expected levels of availability and integrity 
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for data and services is where the Information Security professional 
impacts Operational Resilience. The day to day securing, monitoring, and 
maintenance of the resources of the business, both human and material, 
illustrate how the Information Security professional is able to Protect 
Valuable Assets.  Providing a system of checks and balances with regards to 
privileged account usage, as well as system access, allows the Information 
Security professional to act to Control Systems Accounts in a consistent 
way. The use of change and configuration management by the Information 
Security professional, as well as reporting and service improvement 
programs (SIP), ensures that the actions necessary to Manage Security 
Services Effectively are being carried out.

8.	 The Business Continuity and Disaster Recovery Planning 
domain addresses the preservation of the business in the face 
of major disruptions to normal business operations. BCP and 
DRP involve the preparation, testing and updating of specific 
actions to protect critical business processes from the effect of 
major system and network failures. 

The Information Security professional may or may not have direct experience 
with an actual disaster and the recovery actions that would be necessary to 
bring the business back to full functionality, while ensuring the safety and 
integrity of the business systems and information, as well as the safety and 
well- being of the users in the systems. Whether the Information Security 
professional has this direct, first- hand experience of applying a BCP and/or 
a DRP to an actual event is not as critical as their knowledge of, and training 
in the specific processes and procedures that are in place for their business 
in the event of an emergency, or an event that will negatively impact the 
business and its users. In addition, solid grounding in Project Management 
skills and the ability to interface with other risk management areas such 
as records management, regulatory compliance, vendor management, and 
physical security in the context of a Risk Management Framework that is 
used to help all areas of the business respond to and deal with risk effectively 
is also a critical success factor for the Information Security professional.

xxvi

Official (ISC)2 Guide to the CISSP CBK:  Third Edition

CISSP-2012 Master Book.indb   26 11/5/2012   8:57:04 PM



Business Continuity Planning (BCP) helps to identify the organization’s 
exposure to internal and external threats. BCP counteracts interruptions to 
business activities and should be available to protect critical business processes 
from the effects of major failures or disasters. It deals with the natural and man-
made events and the consequences, if not dealt with promptly and effectively. 

Business Impact Analysis (BIA) determines the proportion of impact 
an individual business unit would sustain subsequent to a significant 
interruption of computing or telecommunication services. These impacts 
may be financial, in terms of monetary loss, or operational, in terms of 
inability to deliver. 

Disaster Recovery Plans (DRP) contain procedures for emergency 
response, extended backup operation and post-disaster recovery, should 
a computer installation experience a partial or total loss of computer 
resources and physical facilities. The primary objective of the disaster 
recovery plan is to provide the capability to process mission-essential 
applications, in a degraded mode, and return to normal mode of operation 
within a reasonable amount of time.

9.	 The Legal, Regulations, Investigations and Compliance domain 
addresses ethical behavior and compliance with regulatory frame-
works. It includes the investigative measures and techniques that 
can be used to determine if a crime has been committed, and 
methods used to gather evidence (e.g., forensics). A computer 
crime is any illegal action where the data on a computer is ac-
cessed without permission. This includes unauthorized access or 
alteration of data, or unlawful use of computers and services. 
This domain also includes understanding the computer incident 
forensic response capability to identify the Advanced Persistent 
Threat (APT) that many organizations face today.

Information Security professionals operate in a variety of environments 
today, and as a result of this diversity, they must be aware of any and all 
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legal and regulatory responsibilities that the business may be subject to 
with regards to computer crime, data access, data use, data manipulation, 
and unauthorized data destruction. Understanding how to organize the 
response of the business to a computer incident, and to be able to interface 
with any and all other areas of Risk Management and Information 
Security Management as required to coordinate the response and ongoing 
communication and coordination efforts of the business with regards to 
the forensic examination of evidence are important functions that the 
Information Security professional should be comfortable with.

10.	 The Physical (Environmental) Security domain addresses the 
threats, vulnerabilities, and countermeasures that can be 
utilized to physically protect an enterprise’s resources and 
sensitive information. These resources include people, the 
facility in which they work, and the data, equipment, support 
systems, media, and supplies they utilize. 

Physical security describes measures that are designed to deny access to 
unauthorized personnel (including attackers) from physically accessing a 
building, facility, resource, or stored information; and guidance on how to 
design structures to resist potentially hostile acts.

The Information Security professional should be exercising a “holistic” 
vision of the business and its resources when it comes to security. Taking 
into account both the physical and logical aspects of security design, as 
well as the entirety of the business’s physical footprint, are all important 
elements of success for the Information Security professional to be 
measuring their approaches and actions against with regards to the Physical 
(Environmental) Security domain.  While many Information Security 
professionals will not be involved with the initial site and facility design 
criteria, and even the location choices for the business that they are a part 
of, that does not mean that they should not be aware of these factors 
with regards to their impact on security. Further, Information Security 
professionals need to play an active part in creating a focus within the 
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business on the efficacy of its physical security posture, and if necessary, 
to be the agent that drives changes as required to ensure that security is 
maintained at appropriate levels given the threats and risks that are present 
in the operating environment.  
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administer, develop, enhance, and expand the program to accommodate 
the control needs produced by technological advances until his retirement 
from Rockwell in 1994.

Tipton was a member of the Information Systems Security Association 
(ISSA) since 1982 and became the president of the Los Angeles Chapter 
in 1984, and the president of the national organization of ISSA (1987–
1989). He was added to the ISSA Hall of Fame and the ISSA Honor Role 
in 2000.

Tipton was a member of the National Institute for Standards and 
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in engineering from the U.S. Naval Academy and his MA in personnel 
administration from George Washington University; he also received his 
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ISSAP, & ISSMP.

He last chaired the (ISC)2 CBK Committees and the QA Committee 
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as he was to the field of Information Systems Security, he was an even 
better man.  Hal will be missed as a leader, visionary, pioneer, and most 
importantly – a great friend by all that had the honor to get to know him.  
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THE FIELD OF INFORMATION SECURITY is complex, dynamic, and infinitely 

challenging.  This single discipline contains elements of advanced technology, 

human behavior, business strategy, statistical analysis, mathematics, 

and a host of other technical and personal skills. In fact, the field can be 

so complex that to categorize it for the CBK® takes ten distinct domains, 

each with its own unique skill and knowledge requirements. Despite all 

this complexity, however, the fundamental purpose of all information 

security efforts remains the same; to protect the confidentiality, integrity, 

and availability of information assets. Furthermore, the most fundamental 

way of doing this is to ensure that only those who have a specific need for 

an asset, combined with specific authoritative permission, will be able to 

access that asset.  That, in a nutshell, is access control.
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Control access by applying the following concepts, 
methodologies, and techniques:

■■ Policies
■■ Types of controls: preventive, detective, corrective, 

etc.
■■ Techniques, e.g., nondiscretionary, discretionary, 

and mandatory
■■ Identification and authentication
■■ Decentralized and distributed access control 

techniques
■■ Authorization mechanisms
■■ Logging and monitoring
■■ Understand access control attacks
■■ Assess effectiveness of access controls
■■ Identity and access provisioning lifecycle
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According to the (ISC)2 Candidate Information Bulletin, an 
information security professional should fully understand:

■■ Access control concepts, methodologies, 
and implementation within centralized and 
decentralized environments across the enterprise’s 
computer systems. 

■■ Access control techniques and detective and 
corrective measures should be studied to 
understand the potential risks, vulnerabilities, and 
exposures. 
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Key Access Control Concepts
Before beginning a comprehensive overview of the access control domain, 
it is important to have an understanding of some key concepts that will 
be important throughout the chapter. These concepts form the basis for 
understanding how access control works, why it is a key security discipline, 
and how each individual component to be discussed in this chapter relates 
to the overall access control universe.

The most fundamental and significant concept to master is a precise 
definition of what is meant by the term “access control.” For the rest of this 
chapter and throughout this book, the following definition is used:

Access Control is the process of allowing only authorized users, 
programs, or other computer systems (i.e. networks) to observe, 
modify, or otherwise take possession of the resources of a computer 
system. It is also a mechanism for limiting the use of some resources 
to authorized users.

In summary, access controls are the collection of mechanisms, processes 
or techniques that work together to protect the assets of an organization. 
They help protect against threats and mitigate vulnerabilities by reducing 
exposure to unauthorized activities and providing access to information 
and systems to only authorized people, processes or systems.

Although access control is a single domain within the CISSP Common 
Body of Knowledge (CBK), it is the most pervasive and omnipresent 
aspect of information security. Access controls encompass all operational 
levels of an organization:

■■ Facilities: Access controls protect entry to, and movement 
around, an organization’s physical locations to protect personnel, 
equipment, information, and, other assets inside that facility.

■■ Support systems: Access to support systems (such as power, 
heating, ventilation and air conditioning (HVAC) systems; 
water; and fire suppression controls) must be controlled so 
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that a malicious entity is not able to compromise these systems 
and cause harm to the organization’s personnel or the ability 
to support critical systems.

■■ Information systems: Multiple layers of access controls are 
present in most modern information systems and networks to 
protect those systems, and the information they contain, from 
harm or misuse.

■■ Personnel: management, end users, customers, business 
partners, and nearly everyone else associated with an 
organization should be subject to some form of access control 
to ensure that the right people have the ability to interface 
with each other, and not interfere with the people with whom 
they do not have any legitimate business.

Additionally, almost all physical and logical entry points to the 
organization and its information systems need some type of access control. 
Given the pervasive nature and importance of access controls throughout 
the practice of security, it is necessary to understand the four key attributes 
of access control that enable good security management. Specifically, access 
controls enable management to:

■■ Specify which users can access a system or facility
■■ Specify what resources those users can access
■■ Specify what operations those users can perform
■■ Enforce accountability and non for those users’ actions

Each of these four areas, although interrelated, represents an established 
and individual approach to defining an effective access control strategy. 
The information in this chapter will assist the security professional in 
determining the proper course of action to satisfy each of the attributes as 
it applies to a particular system, process, or facility.

Joining the C-I-A
The common thread among information security objectives is that 
they address at least one (if not all three) of the core security principles: 

5

Domain 1:  Access Control 1
A

ccess Control

CISSP-2012 Master Book.indb   5 11/5/2012   8:57:05 PM



confidentiality, integrity, and availability (more commonly referred to as 
the C-I-A). 

■■ Confidentiality refers to efforts made to prevent unauthorized 
disclosure of information to those who do not have the need, 
or right, to see it. 

■■ Integrity refers to efforts made to prevent unauthorized or 
improper modification of systems and information. It also 
refers to the amount of trust that can be placed in a system and 
the accuracy of information within that system. For example, 
many systems and applications will check data that come into 
the system for syntactic and semantic accuracy to ensure that 
incoming data do not introduce operational or processing 
errors, thus affecting its overall integrity. 

■■ Availability refers to efforts made to prevent disruption of 
service and productivity. 

The goals of information security are to ensure the continued C-I-A 
of an organization’s assets. This includes both physical assets (such as 
buildings, equipment, and, of course, people) and information assets (such 
as company data and information systems.) Access controls play a key 
role in ensuring the confidentiality of systems and information. Managing 
access to physical and information assets is fundamental to preventing 
exposure of data by controlling who can see, use, modify, or destroy those 
assets. In addition, managing an entity’s admittance and rights to specific 
enterprise resources ensures that valuable data and services are not abused, 
misappropriated, or stolen. It is also a key factor for many organizations 
that are required to protect personal information in order to be compliant 
with appropriate legislation and industry compliance requirements.

The act of controlling access inherently provides features and benefits 
that protect the integrity of business assets. By preventing unauthorized 
or inappropriate access, organizations can achieve greater confidence in 
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data and system integrity. Without controls to manage who has access to 
specific resources, and what actions they are permitted to perform, there 
are a few alternate controls to ensure that information and systems are 
not modified by unwanted influences. Access controls (more specifically, 
records of access activity) also offer greater visibility into determining 
who or what may have altered data or system information, potentially 
affecting the integrity of those assets. Access controls can be used to match 
an entity (such as a person or a computer system) with the actions that 
entity takes against valuable assets, allowing organizations to have a better 
understanding of the state of their security posture. 

Finally, access control processes go hand in hand with efforts to ensure 
the availability of resources within an organization. One of the most basic 
rules to embrace for any valuable asset, especially an asset whose criticality 
requires that it must be available for use over elongated periods of time, is 
that only people with a need to use that particular asset should be allowed 
access to that asset. Taking this stance ensures that the resource is not 
blocked or congested by people who have no business using it. This is why 
most organizations only allow their employees and other trusted individuals 
into their facilities or onto their corporate networks. In addition, restricting 
access to only those who need to use a resource reduces the likelihood that 
malicious agents can gain access and cause damage to the asset or that 
non-malicious individuals with unnecessary access can cause accidental 
damage.

Determining a Default Stance
An organization’s access control strategy is directly influenced by its 
overall approach and philosophy concerning information security. For 
example, educational institutions and public social organizations generally 
promote more open and unfettered access to systems and information. 
They would most likely have fewer restrictions and controls on what 
information and services users can access. Their philosophy is based on 
allowing access to any information unless there is a specific need to restrict 
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that access. Such an access philosophy is often referred to as allow-by-
default. More formally, this philosophy dictates that any access that is not 
specifically denied is permitted. Even though such an organization may 
have security measures in place (like firewalls, for example), those devices 
are configured to allow access to a resource unless a specific resource is 
defined as requiring more restricted access. This approach provides a much 
more open environment for sharing information and resources, but at 
the potential cost of losing control over the confidentiality, integrity, and 
availability of the information and resources that organization manages. 
Figure 1.1 shows a conceptual view of an allow-by-default environment.

In this illustration, the firewall is configured to allow most network 
protocols (e.g. FTP, HTTP, and SMTP) through to the organization’s 
intranet. However, peer to peer (P2P) protocols (such as file sharing 
and instant messaging programs) are blocked at the firewall, presumably 
because the organization has determined they pose an unacceptable risk 
vs. the benefit they offer.

Other organizations have a much stricter access control philosophy. 
These include most commercial enterprises, government systems, and 
military installations. Their philosophy is one of deny-by-default, or, more 

8

Official (ISC)2 Guide to the CISSP CBK:  Third Edition

Figure 1.1 - Conceptual view of an allow by default network environment

CISSP-2012 Master Book.indb   8 11/5/2012   8:57:05 PM



formally, any access that is not specifically permitted is denied. In contrast 
to the allow-by-default approach, deny-by-default will block all attempts to 
access information and resources unless that access is specifically permitted. 
This approach provides an environment that protects information 
resources much more strongly, but at a cost of requiring much greater 
management and administration of those resources. In addition, workers 
in a deny-by-default environment may find that access to, and sharing of, 
information in such an environment is much more difficult. Figure 1.2 
shows a conceptual view of an allow-by-default environment.

In this diagram, the more restrictive environment blocks most protocols 
from entering the intranet. The exception is the SMTP protocol (used 
by most e-mail systems), which is allowed to pass through the firewall. 
This would allow e-mail traffic to travel in and out of the organization. In 
practice, few organizations follow pure allow-by-default or deny by default 
practices. Some areas of an organization may be more permissive (e.g., 
employee recreational information or cafeteria meal schedules), while other 
areas such as employee health and salary information or company financial 
records may be much more restrictive. Nevertheless, most organizations 
will have one or the other of these core philosophies as their underlying 
guiding principle for access control. Defining a core philosophy is very 
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important for a successful access control strategy, as it sets the tone for all 
other access control decisions to follow.

Defense in Depth
The practice of implementing appropriate access control mechanisms is 
also the first line of defense in an organization’s defense-in-depth strategy. 
Defense in depth is the practice of applying multiple layers of security 
protection between an information resource and a potential attacker. If one 
of those layers should fail the successive layers will continue to function and 
protect the resource against compromise. A sound access control strategy 
provides the first layer of protection. By carefully managing all attempts to 
access a resource and blocking those that are not preauthorized, it ensures 
that all the other layers protecting that resource have a much greater chance 
of successfully protecting it. Defense in depth is applicable to both the 
physical and virtual environments. For example, imagine a modern office 
complex where top-secret data are stored, as depicted in Figure 1.3. In 
such an environment, a tall perimeter fence might provide the first layer 
of defense to keep intruders out. If an intruder gets through the fence, the 
building may have an armed guard at the front door. Should the intruder 
manage to knock out and disarm the guard, he may find that the building 
requires an access card to get past the main lobby. If the intruder can find 
an access card (perhaps from the security guard he just knocked out), and 
get into the main part of the building, he may find that all the cabinets 
with secret data are locked and the key is nowhere to be found! The goal 
in all of this is to ensure that access to target assets (in this case the secret 
data) is protected by multiple layers of controls.

A properly protected virtual environment, such as that depicted in 
Figure 1.4, should present similar challenges. If that same intruder decided 
to break into the company’s data center over the Internet he may find 
that the company’s network is protected by a strong firewall. However, 
this intrepid villain does not let that stop him and manages to find a hole 
through the firewall to the company’s payroll server. The server, however, 

10

Official (ISC)2 Guide to the CISSP CBK:  Third Edition

CISSP-2012 Master Book.indb   10 11/5/2012   8:57:05 PM



requires a password. If the attacker keeps going he will find that the 
applications on the server also require passwords, the system is protected 
by a host-based Intrusion Prevention System (more on that later), and the 
database files are encrypted. As it was with the physical security example, 
the more layers of protection placed between an attacker and a potential 
target the less likely it is that the failure of any single control will cause 
compromise or loss of the asset. Access controls can be found in many 
places within a computing environment. For example, firewalls employ 
rules that permit, limit, or deny access to various network services. By 
reducing the exposure to threats, controls protect potentially vulnerable 
system services, ensuring that network’s availability. By reducing exposure 
to unwanted and unauthorized entities, organizations can limit the 
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number of threats that can affect the availability of systems, services, and 
data.

Access Control: A General Process 
There are many different approaches to implementing an access control 
scheme—almost as many as there are security professionals. However, 
there is a general approach that is applicable to almost any situation and 
provides a useful framework for determining access controls. The three-
step process is:

1.	 Defining resources
2.	 Determining users

3.	 Specifying the users’ use of the resources

Step 1: Defining Resources
The first step to enable an effective access control strategy is to specifically 
define the resources that exist in the environment for users to access. 
Essentially, this step answers the fundamental security question, “What 
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are you trying to protect?” While this may seem intuitive, this is not a 
step that should be overlooked, nor should its importance or potential 
complexity be underestimated. The definition of what exactly constitutes 
a “resource” to an organization may take considerable discussion, but once 
it is decided it will clarify and simplify the process of identifying those 
resources that are important enough for the organization to protect.

The proper definition of the available resources in your organization 
must also be coupled with a determination as to how each of those resources 
may be accessed. Do users need a specific organizational status to access a 
particular resource, or is it enough just to be a member of a specific project? 
Accessing information on a company’s benefit plans may simply require a 
person to be an employee, whereas accessing quarterly financial projects 
may specifically require a person to be part of the finance organization. 
Addressing these issues during this step will also lay the foundation for 
effectively implementing role-based or domain-based access controls, 
which will be discussed later in this chapter.

It is also essential to bind a user, group, or entity to the resources each is 
accessing. Resources can include data, applications, services, servers, storage, 
processes, printers, or anything that represents an asset to the organization 
that can be utilized by a user. Every resource, no matter how mundane, 
is an asset that must be afforded protection from unwanted influences 
and unauthorized use. This includes important resources like internally 
developed software, manufacturing systems, employee personnel files, or 
secret product formulas. However, it may also include often-overlooked 
resources like printers, fax machines, and even office supplies. The actual 
amount of protection to give each resource may be based on a cost–benefit 
analysis of the effort required to provide the protection or it may be based 
on a particular risk or threat model favored by the organization. Once the 
required resources are determined, then controls can be defined to specify 
the level of access.
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Step 2: Determining Users
The next step in managing access control is defining who can access a 
given resource. The concept of identifying who are permitted access and 
providing the credentials necessary for their role is fundamental to security 
and ancient in practice. In early tribal cultures, a rite of passage consisted 
of obtaining a specific garment, marking, or even a scar signifying you were 
approved for various activities within the tribe, which translated to access. 
As populations grew and became more sophisticated, new methods were 
developed to provide access to an approved community. Over 4000 years 
ago, the Egyptians developed the first lock-and-key systems. Wooden locks 
were operated by a wooden key that controlled pins to disengage a bolt 
and permit access to the protected object. The key would be provided only 
to those who had been identified as needing access.  Although seemingly 
primitive by today’s standards (after all, how long would a wooden lock 
protect a modern file cabinet?), the technology and social conventions of 
the day allowed this to be quite an effective mechanism in ancient Egypt. 
Today security professionals continue the tradition of using the latest in 
available technology to protect valuable assets. 

A typical environment must manage employees, contractors, consultants, 
partners, clients, or even, on occasion, competitors that organizations need 
to identify as requiring access of one kind or another. The act of specifying 
which users can have access to a system is typically driven by an operational 
demand, such as providing access to an accounting system so that users in 
the financial department can record and pay bills. Access control decisions 
are often based on organizational, social, or political considerations as well. 
One’s personal or functional status within the organization may dictate 
the type or scope of access to organizational assets that may be allotted. A 
company CEO is rarely denied access to any organizational asset he may 
request; despite the fact that his explicit need to have that information 
may not be readily apparent. While this may not be the preferable method 
of determining access rights, a real-world information security manager 
should be prepared to deal with such situations.
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The most significant aspect of determining which users will be provided 
access is a clear understanding of the needs of the user and the level of trust 
given to that person or entity. An identification process must exist that takes 
into consideration the validity of the access need in the light of business 
needs, organizational policy, legal requirements, information sensitivity, 
and security risk. It is important to understand that with each new user 
or community, the threat profile of an organization changes. For example, 
an organization may determine that one of its partners needs access to 
a given system. Upon providing that access, the potential threats to the 
organization now include that partner organization. Not only must the 
relationship be founded on trust, established by legal or other mechanisms 
between the two entities, but it must also now consider the increase in 
the number of users, thereby increasing the potential sources of threat. 
The more sophisticated the access control system, the greater the number 
of options to support various access demands in a secure fashion. It is 
not uncommon for organizations to have several different access control 
strategies to accommodate various needs, resulting in the provisioning 
of multiple unique access solutions. However, this is not considered as 
a security best practice, and the objective is to have a consistent access 
control strategy to avoid too much complexity. The more the complexity 
that exists in any system, including access control systems, the more likely 
it is that unexpected interactions will cause security flaws to be exposed. 
Simplicity is the key to any effective security system. The overall goal, 
then, is to strike an effective balance between the need to manage the 
complex access needs of an organization and the need to keep the access 
control system as simple as possible to understand and manage.

Step 3: Specifying Use
The final step in the access control process is to specify the level of use for 
a given resource and the permitted user actions on that resource. Take, 
for example, the files and data resident on a typical computer. Most file 
systems provide multiple levels of permissions, such as read, write, and 
execute. Depending on the file system used to store data, there may be 
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methods of permitting much more granular controls. These may include 
the ability to provide access to a specific user, but only permitting him or 
her to perform a certain task. For example, a user with the role of “data 
backup” will be allowed to perform administrative functions such as “copy 
to tape,” but not to erase or alter the information. (Access permissions will 
be covered in greater detail later in this chapter.) Additionally, a user may 
have the need to run an application, and therefore be provided execute 
privileges. However, he may not have write privileges, to ensure that he 
cannot modify the application. The same philosophy can be applied to any 
resource, and access controls should be used to support an organization’s 
business functionality. For example, to restrict a user’s ability to access 
specific printers based on a particular organizational structure. This would, 
as an example, allow a department to restrict high-cost color printing to 
only the members of the graphics or marketing departments. Not only 
would this properly restrict access to valuable and expensive resources, it 
might also aid the organization’s cost allocation efforts by ensuring that 
charges for those resources are allocated only to those who must use them. 
As another example, an organization that needs to restrict printing and 
duplication of sensitive or classified documents may allow any user to send 
a print job to a particular printer, but require another level of approval 
from an authorized official to actually print the document in order to 
avoid policy violations.

Ultimately, once a user is identified and authenticated, an access control 
system must be sensitive to the level of authorization for that user to use 
the identified resources. Therefore, it is not enough to simply identify 
and authenticate a user in order to access resources. It is also necessary 
to control what actions are permitted for a specified resource based on 
the user’s role (unless, of course, “unlimited access” is the organizational 
policy).
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Access Control Principles
Access Control Policy
The first element of an effective access control program is to establish an 
access control policy and associated standards and procedures. An access 
control policy specifies the guidelines for how users are identified and 
authenticated and the level of access granted to resources. The existence of an 
access control policy ensures that decisions governing the access to enterprise 
assets are based on a formalized organizational directive. The absence of 
a policy will result in inconsistencies in provisioning, management, and 
administration of access controls. The policy will provide the framework 
for the definition of necessary procedures, guidelines, standards, and best 
practices concerning the oversight of access management.

Separation of Duties
It is often possible to enable effective access controls by altering the way 
people perform their work functions. The primary objective of separation 
of duties is the prevention of fraud and errors. This objective is achieved by 
distributing the tasks and associated privileges for a specific process among 
multiple people. It acts as a deterrent to fraud or concealment because 
collusion with another individual is required to complete a fraudulent 
act, ensuring that no individual acting alone can compromise the security 
of a system or gain unauthorized access to data. Of course, just because 
separation of duties is established for a given process does not mean that 
fraud is impossible to carry out; it just means that it is more difficult. People 
are generally averse to include others in the planning of criminal acts, so 
forcing collusion to happen in order to carry out such an act reduces the 
overall risk of its occurrence.

The first action to employ separation of duties in a process or work 
function is defining the individual elements of that process. Processes are 
typically a collection of tasks that must be performed to achieve an objective. 
Examples of common processes include performing backups, copying 
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files, or granting system access. Work functions can also encompass highly 
complex and potentially vital (or dangerous) business elements that should 
not be in the control of any one person. A common example is the process 
of creating and approving requisitions for purchasing expensive items. The 
person who requests the expenditure should not also be allowed to approve 
the expenditure. This prevents a single person from creating and receiving 
fraudulent payments. A less common, though more dangerous, example 
from the military is the ability to launch nuclear missiles. One person may 
have the ability to arm the missile but not execute the launch sequence. 
Another person may have the ability to launch the missile but not arm its 
payload. Finally, neither person can do anything without receiving proper 
authorization from the President. In this case, all three people are needed 
in order to successfully launch an armed missile. This safeguard ensures 
that a single person with a political agenda (or just having a particularly 
bad day) will not be able to start a global nuclear war.

To determine the applicability of separation of duties, two distinct factors 
must be addressed: the sensitivity of the function under consideration 
and the elements within a process that lend themselves to distribution. 
Sensitivity of the function takes into consideration the criticality of the 
job performed and potential exposure to fraud, misuse, or negligence. It 
will be necessary to evaluate the importance of a given transaction and its 
relationship to enterprise security risk, operations, and, of course, C-I-A 
factors. It is important to be aware that seemingly mundane tasks may also 
sometimes require separation of duties practices. For example, a single user 
performing both backup and restore procedures would have the ability 
to manipulate or destroy the backup data to cover unauthorized activity, 
change information, or destroy valuable resources undetected.

There are other activities within an organization that are not only 
important when considering separation of duties, but their technical 
and procedural architecture also assists in establishing these controls as 
well. For example, in application development there are typically separate 
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development, testing, and production environments. The integrity of 
libraries used for the development is critical, and it is important that 
live systems and proprietary information should not be used within the 
testing environment to mitigate the risk of exposing sensitive information. 
Therefore, the development environment needs to follow strict separation 
of duties throughout the process in order to ensure that code and data 
follow strict change management processes and access by personnel 
between these areas is restricted. This reduces the risk of changes being 
made to the code once it has been tested and ensures the integrity of the 
tested code and that the production code is maintained. 

The second factor when determining the applicability of separation 
of duties is understanding what elements within a function are prone to 
abuse, which ones are easily segmented without significantly disrupting 
operations, and what skills are available to the pool of users performing the 
different elements of the function. These can be summarized as

1.	 Element identification, importance, and criticality
2.	 Operational considerations
3.	 User skills and availability

Element Identification, Importance, and Criticality
Each function will have one or more elements that must be performed 
to complete the transaction. Some elements within a function, known 
as milestone elements, may lend themselves to offer opportunities for 
fraud or abuse. Such cases would then require a different user with unique 
privileges to complete that element. To ensure that a process runs as 
efficiently as possible within a separation of duties environment, it may be 
possible to collect different elements into groups that together represent 
a milestone element. The key is to evaluate each element and the role it 
plays in performing the function. Once each element is assessed against 
the potential for abuse, they can begin to be distributed to various users.

In the event that a collection of elements within a function does not 
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offer a clear point of segmentation, it may be necessary to incorporate 
a new milestone element as a validation and approval point within the 
function. For example, at a specific point in a process, a manager can send 
an e-mail, apply a digital signature, or add a validation mark to the data. 
That additional notification or mark must be present for the primary user 
to continue the remaining processes.

Operational Considerations
One of the key attributes of a successful security program is 
integrating effectively within the business or operational goals of the 
organization. When considering separation of duties, the impact 
to the function and its role in the business are essential to overall 
success. When implemented poorly, or without taking overall business 
goals into account, security-related processes like separation of 
duties can hinder the process and make it prone to circumvention.

The impact to the operations must be taken into account whenever 
establishing separation of duties practices for a function. The security 
manager must consider the impact to the efficient operation of the function 
as well as the meaningful alternative options in the event there is a system 
failure or outage. It is important not to sacrifice security, but rather to have 
alternate compensating controls that can meet the objectives for security.

In addition, the cost of implementing separation of duties within a 
business process must be weighed against the overall risk that process 
represents to the organization and whether the benefits of separation 
outweigh the time and effort costs to the organization. In the separation 
of duties example of arming and launching nuclear missiles, it can be 
nearly universally agreed that the cost of implementing separation in such 
a circumstance is greatly outweighed by the risk and potential harm that 
could come from a non-separated nuclear environment. Conversely, most 
would agree that implementing separation of duties in a cafeteria’s tuna 
sandwich-making process would not make a great deal of sense. While it 
is true that a malevolent sandwich maker could intentionally inflict illness 
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or even death upon unsuspecting patrons, the actual incidence of such an 
occurrence is relatively low and the addition of the extra personnel required 
for such a low-risk situation would be very costly to the organization. 

User Skills and Availability
Clearly, separation of duties requires multiple participants, and each of 
those participants must have the appropriate skills and training to perform 
the specific element of a given function. Additionally, there must be 
enough personnel to perform all the elements that have been distributed. 
In organizations that have small staffs, pure separation of duties may not be 
feasible. For example, a common separation practice is to ensure that those 
who develop software programs should not have access to the production 
environments where those programs are run. Those who run and maintain 
the production environment should be a separate and distinct group 
from the development team. This separation prevents a rogue developer 
from introducing malicious code directly into a production system. 
Unfortunately, many small development shops and start-up companies 
cannot afford the extra personnel that such a separation environment 
requires. Staffing those extra positions may just mean the difference 
between a successful business and bankruptcy. Given the tradeoff between 
the benefits of separation (prevention against malicious code) and the cost 
of separation (double the salary expense), a reasonable business owner 
might opt against separation, preferring instead to instill other mitigating 
controls to reduce the risk, such as a strong change management process 
and code reviews.

The following concepts are important in ensuring appropriate application 
in policy and practice:

Least Privilege: The principle of least privilege is one of the most 
fundamental characteristics of access control for meeting security 
objectives. Least privilege requires that a user or process be given 
no more access privilege than necessary to perform a job, task, or 
function. The objective is to limit users and processes to access only 

21

Domain 1:  Access Control 1
A

ccess Control

CISSP-2012 Master Book.indb   21 11/5/2012   8:57:06 PM



resources and tools necessary to perform assigned functions. This 
often requires limits not only on what resources can be accessed, 
but also includes limiting the actions that can be performed by 
the user even if they have authorized access to the resource. For 
example, a user may be restricted to only read-only, update, and 
execute permission on a system without the ability to create 
or delete files and databases. Ensuring least privilege requires 
identifying what the user’s job is, determining the minimum set 
of privileges required to perform that job, and restricting the user 
to a domain with those privileges and nothing more. Denying 
users access privileges that are not necessary for the performance 
of their duties ensures that those privileges cannot be used to 
circumvent the organization’s security policy.

Need to Know: A companion concept to least privilege is the 
notion of need to know. If the goal of least privilege is to reduce 
access to a bare minimum, need to know defines that minimum 
as a need for that access based on job or business requirements. 
For example, although the CIO in an organization has the 
appropriate rank in the organization to view upcoming quarterly 
financial forecasts, the organization’s comptroller may decide that 
the CIO does not have a need to know that information and, 
thus, restrict access to it. Need to know is also used heavily in 
situations where operational secrecy is a key concern, such as in 
military operations. Military leaders often keep operational plans 
on a need to know basis to reduce the number of people who 
know about the plans and reduce the risk that someone will leak 
that information to the enemy.

Compartmentalization: Finally, compartmentalization completes 
the least privilege picture. Compartmentalization is the process of 
separating groups of people and information such that each group 
is isolated from the others and information does not flow between 
groups. For example, an organization might compartmentalize 
(both logically and physically) a team working on mergers and 
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acquisitions so that the information that team is working on 
will not leak to the general employee population and lead to a 
potential insider trading problem. Compartmentalization is 
helpful in situations where information needs to stay contained 
within a single group or area and strong protections need to be 
taken to keep that information from leaking outside the area.

Security Domain: A security domain is an area where common 
processes and security controls work to separate all entities 
involved in these processes from other entities or security 
domains. For example, all systems and users managing financial 
information might be separated into their own security domain, 
and all systems involved in e-commerce activity might get their 
own security domain. A security domain is based on trust between 
resources or services in areas or systems that share a single security 
policy and a single management structure. The trust is the unique 
context in which a program is operating. There may be multiple 
security domains within an organization and an entity may, at 
times, belong to more than one security domain based on its 
responsibilities and functions at any given time. The separation 
between domains can be either physically or logically managed. 
Security domains support a hierarchical relationship where 
subjects can access objects in equal or lower domains; therefore, 
domains with higher privileges are protected from domains with 
lesser privileges.

In Figure 1.5, three distinct and separate security domains exist on the 
server, and only those individuals or subjects authorized can have access to 
the information on a particular domain.

A subject’s domain, which contains all of the objects that the subject can 
access, is kept isolated. Shared objects may have more than one access by 
subjects, and this allows this concept to work. For example, if a hundred 
subjects have access to the same object, that object has to appear in a 
hundred different domains to allow this isolation.
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Information Classification
Many organizations have thousands, even millions, of data files containing 
valuable information on all aspects of the organization’s business. 
Information is created in great volumes on a daily basis from a variety 
of transactional systems, as well as aggregated into databases and data 
warehouses to provide decision-making support. The information is stored 
on backup tapes, copied to portable USB drives, and burned to CDs and 
DVDs for portability. Information is stored on portable computers and 
network drives, and in e-mail systems to support the sharing of information.

The same information is printed and filed, and stored off site for 
business continuity and disaster recovery purposes. A file will typically 
have multiple versions, will be stored in multiple locations, and is capable 
of being accessed by different individuals in each of these locations. 
Fundamental security questions are raised in this type of environment. 
Where is the organization’s information? How should the information 
be handled and protected? Who should have access to it? Who owns the 
information? Who makes the decisions around these parameters? These 
questions form the impetus for implementing an information classification 
strategy. Information classification is the practice of evaluating the risk level 
of the organization’s information to ensure that the information receives 
the appropriate level of protection. The application of security controls to 
information has a cost of time, people, hardware, software, and ongoing 
maintenance resources that must be considered.

Applying the same level of control to all of the company’s assets 
wastes resources and money by overprotecting some information and 
underprotecting other information. In an effort to simplify security budget 
management, security dollars are often spent uniformly to protect all assets 
at the same level. Not all assets have the same value or need the same level 
of protection. The budget could be better allocated, and the security of the 
organization better managed, by providing only basic protection to assets 
of little value and providing increased protection to those assets considered 
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to be of greater value or higher sensitivity. By applying protection controls 
to the information based upon the classification, the organization gains 
efficiencies and thus reduces the overall cost of information security. The 
primary objective of information classification, therefore, is to group an 
organization’s information assets by levels of sensitivity and criticality. 
Once this is done, the organization then applies the appropriate level 
of protection controls to each asset in accordance with the classification 
assigned to it.
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Information Classification Benefits
There are many benefits in classifying information within an organization. 
First, classification helps to establish ownership of the information, which 
provides a central point of control for all aspects of security and access 
to the information. This increases the likelihood that the information 
will be used in the proper context and those accessing the information 
will be properly authorized. Information classification also increases the 
confidentiality, integrity, and availability of information by focusing an 
organization’s limited security funds on the resources requiring the highest 
level of protection and providing lesser controls for the information with 
less risk of loss. By understanding the information and its location, the 
organization can identify areas that may need higher levels of protection. 
Information classification can also have a positive effect on the knowledge 
and awareness of security within an organization. A classification program 
allows for greater understanding of the value of the information to be 
protected, and provides a clearer direction for the handling of sensitive 
information. In addition, a periodic review of the classification scheme 
and controls helps personnel maintain awareness of the importance of 
protecting information. Finally, the process itself helps create a greater 
organizational awareness of the need to protect company information.

Information classification can also have an operational benefit to the 
organization. Critical information can be identified to support business 
recovery scenarios by focusing the recovery efforts on the most critical 
areas. Placement of information with higher levels of classification on 
more reliable storage and backup mechanisms helps reduce recovery times. 
Organizations can also reduce the expense of inefficient storage for non-
sensitive information in data storage or physical file cabinets through the 
use of a well-planned information classification program.

Establishing an Information Classification Program
Establishing an information classification strategy and developing plans 
for implementation may seem a bit onerous for an organization that has 
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never had such a program before. However, once the work of defining the 
classification levels and determining the classification of the individual 
information has been completed, the value to the organization is well worth 
the effort. The following sections walk through the steps of establishing 
and sustaining an information classification program. Although the exact 
path each organization takes may be a bit different, the steps identified are 
a good representation of the major steps involved in programs of this type. 
The exact sequence or the steps included may also vary or be combined, 
depending upon the size, complexity, and culture of the organization. The 
basic steps are

1.	 Determine inforation classification program objectives.
2.	 Establish organizational support.
3.	 Develop an information classification policy and supporting 

procedures.
4.	 Develop information classification process flows and 

procedures.
5.	 Develop tools to support the process.
6.	 Identify process or application owners.
7.	 Identify information owners and delegates.
8.	 Distribute standard templates.
9.	 Classify information and applications.

10.	 Develop auditing procedures.
11.	 Load classification information into a central repository.
12.	 Train users.
13.	 Periodically review and update information classifications.

Step 1: Determine Information Classification Program Objectives
It is helpful to document the specific program objectives to give the program 
a clear vision of its goals and to help define and explain the program to 
others in the organization. Defining clear objectives also helps to contain 
the scope of the effort and determine when deliverables are completed, so 
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that these accomplishments may be celebrated to sustain those involved in 
later phases of the project. The objectives are also important for obtaining 
the support of those needed to both endorse and carry out the program.

It is very important when defining the overall program objectives to 
clearly establish that information classification is a program, not a project. 
A project is a series of tasks that lead to a known end state. A program, 
on the other hand, is a change in organization process and behavior that 
will have long-term lasting impact to the organization. Implementing 
information classification in an organization will change the way the 
organization thinks about and manages information permanently and, 
thus, has no defined end state to speak of. It is truly a program in all 
meaningful respects and should always be referred to as such.

Step 2: Establish Organizational Support
Senior management support is essential to the start-up and continued 
operation of the information classification program. The program should 
be socialized with senior management by using business-focused benefits, as 
well as highlighting enhancements to the effectiveness of the organization. 
There may be a perception within the organization that all information 
should be treated as confidential and is adequately secured by physical 
barriers to the facility, firewalls, and other security controls protecting 
the environment. This view promotes the concept that all information 
should be protected equally. Unfortunately, the reality is that information 
resources should be given the appropriate protection based on their overall 
risk and threat profile: no more and no less. The security professional 
should work through the cost/benefit discussion with senior management 
to illustrate how the appropriate application of security controls is the most 
effective approach to benefit the business. Although security professionals 
understand the importance of information classification, without the 
proper positioning of the effort, the organization’s senior management 
and end users may perceive the effort as another project requiring their 
resources, with little payback to individual departments. Some examples 
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of the  benefits that the organization may realize as a result of these efforts 
include:

■■ Ensuring confidentiality of information by restricting who 
can access or copy the information

■■ Increased accuracy and integrity of information by controlling 
who can modify or update the information

■■ Increased availability of information by restricting the ability 
to overwrite or erase important or critical data

■■ Avoiding damage to the organization’s reputation by reducing 
the risk of unauthorized disclosures

■■ Reduction in costs of overprotection
■■ Ability for managers to enforce accountability
■■ Protection of intellectual property and trade secrets
■■ Protection of customer or consumer confidential information
■■ Compliance with industry regulation or legal requirements to 

protect personally identifiable information

Step 3: Develop an Information Classification 
Policy and Supporting Procedures
The information classification policy communicates the requirement 
to the organization to classify the information assets. The policy also 
communicates the primary purpose of information classification, which 
is to ensure that the appropriate protections are applied according to the 
level of sensitivity, risk, and criticality. The policy statement is a description 
of the requirement, including the scope of users and systems to which 
the policy applies, as well as what is expected of those affected by the 
program. The policy should describe the overall information classification 
framework and the meaning of each level or categorization within the 
framework.

The policy may also indicate the responsibilities of users and 
management in handling the information. Policies are generally written 
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at a high level, with the details reserved for supporting procedures. The 
procedures communicate how to determine the classification of a particular 
information item, as well as how that information should be subsequently 
handled and protected. Involvement with business or application owners, 
as well as the IT department, is important in determining the various 
procedure and control matrices. This establishes business owners’ buy-in 
to the procedures, and provides an operational perspective for determining 
how the information should be managed.

Step 4: Develop Information Classification Process Flow and Procedures
Documented procedures assist in the ongoing operation of classifying 
information. Because the organization may have many files that have not 
been looked at through the information classification lens, the start-up 
effort to develop these flows and procedures may require a large amount of 
resources. Ongoing efforts will also require that the information is reviewed 
and updated on a periodic basis. The initial gathering of the information 
classifications and the process utilized must be driven by a documented 
procedure so that all of the parties involved in the effort are aware of 
their individual roles and requirements to complete the classification. 
Flowcharts in addition to the documented written processes can be helpful, 
as individuals receive and retain information through different means. 
The documentation of the process also helps ensure that the classification 
process is handled uniformly throughout the organization.

Step 5: Develop or Acquire Tools to Support Process
Various tools, such as word processing documents, spreadsheets, databases, 
and presentations, support the collection process. Standardized templates 
facilitate collection as well as the ability to generate reports by data type to 
ensure that the designations are consistent across the enterprise and follow 
the prescribed information classification policy and associated standards. 
Once the chosen media and forms are distributed to the individuals 
completing the information, the results can be exported to a database for 
consolidation, review, and ongoing maintenance.
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Step 6: Identify Process or Application Owners
The business owner of each application provides the functional requirements 
for what data is necessary for the business. The owner will have the most 
intimate knowledge of the data and how they are used. Apart from the 
business owner, the systems or information technology owner may act 
primarily as a data custodian of the information and must understand the 
processing, technical, storage, and security protections of the information. 
Both individuals contribute to an understanding of the classification 
requirements and is identified as part of the process. The relationship 
between the information owner, system owner and application owner will 
greatly influence the ability to make changes and identify stakeholders.  
When an information system owner and information owner are one and 
the same they generally have a greater motivation to make system security 
enhances which protect the information they must protect.

Step 7: Identify Information Owners and Delegates

Information owners are those people in the organization who understand 
the information in their area of the business and have the ultimate 
responsibility for making decisions about the usage of the information. 
They may manage the responsibility or assign designees or information 
delegates that are empowered to make the day-to-day operational decisions 
as to who is allowed to read, modify, or delete the business information. 
The owners and delegates are the primary individuals who are involved in 
the classification process, as they have the greatest business knowledge of 
the information in question.

Step 8: Distribute Standard Templates
Providing standard information classification templates to data owners 
promotes uniform data gathering and makes the subsequent tasks of tracking 
and analysis of the information much easier. The templates may be part of 
the tools developed in Step 5. These templates should be distributed to the 
information owners or delegates to collect the classification information 
on the data managed by their departments.
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Step 9: Classify Information and Applications
Once the templates have been distributed, the data owners (or their 
delegates) use the information classification policy and standards to classify 
the information. Typically there are three to four levels of information 
classification used by most organizations:

■■ Public: Information that may be disclosed to the general 
public without concern for harming the company, employees, 
or business partners. No special protections are required, 
and information in this category is sometimes referred to 
as unclassified. For example, information that is posted 
to a company’s public Internet site, publicly released 
announcements, marketing materials, cafeteria menus, and 
any internal documents that would not present harm to the 
company if they were disclosed would be classified as public. 
While there is little concern for confidentiality, integrity and 
availability should be considered.

■■ Internal Use Only: Information that could be disclosed within 
the company, but could harm the company if disclosed 
externally. Information such as customer lists, vendor pricing, 
organizational policies, standards and procedures, and 
internal organization announcements would need baseline 
security protections, but do not rise to the level of protection 
as confidential information. In other words, the information 
may be used freely within the company but any unapproved 
use outside the company can pose a chance of harm.

■■ Confidential: Information that, if released or disclosed 
outside of the organization, would create severe problems 
for the organization. For example, information that provides 
a competitive advantage is important to the technical or 
financial success (like trade secrets, intellectual property, or 
research designs), or protects the privacy of individuals would 
be considered confidential. Information may include payroll 
information, health records, credit information, formulas, 
technical designs, restricted regulatory information, senior 
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management internal correspondence, or business strategies 
or plans. These may also be called top secret, privileged, 
personal, sensitive, or highly confidential.  In other words this 
information is ok within a defined group in the company such 
as marketing or sales, but is not suited for release to anyone 
else in the company without permission.

■■ Restricted: Information that requires the utmost protection 
or, if discovered by unauthorized personnel, would cause 
irreparable harm to the organization would have the 
highest level of classification. There may be very few pieces 
of information like this within an organization, but data 
classified at this level requires all the access control and 
protection mechanisms available to the organization. Even 
when information classified at this level exists, there will be 
few copies of it around, and tracking who has this information, 
when they received it, and when they returned it are extremely 
important. Information of this type includes merger and 
acquisition information, financial forecasts, or anything that 
(if publicly known) would materially affect the market status 
or stock price of the company.  In other works information of 
this type is typically only suitable for a select few individuals 
such as “C” level executives and cause grave damage to the 
company if released outside of this group.

An important point to consider is that this process may take a long 
time to complete, especially if you are analyzing and classifying a large 
environment with complex data relationships. When faced with such a 
seemingly daunting task, data owners will often react by arguing against 
the process based on the cost of the analysis alone or relegating the project 
to back-burner status where it will receive little, if any, attention. It is 
important to work with all the data owners and senior management to 
ensure that the program remains on track. There are some steps you can 
take to reduce the amount of time required for the initial classification 
effort. For example, a data owner may have a database with thousands of 
intermingled data elements fitting into all three classification levels. Rather 
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than classifying each individual data element and applying appropriate 
controls at the element level, the owner may elect to reorganize the database 
into public and nonpublic data sets and apply the appropriate controls in 
aggregate to each data set. While the process of such aggregation may lead 
to the oversimplification problem mentioned earlier, if applied judiciously 
it can lead to enormous time savings during the classification process and 
cost savings during the implementation of protection controls.

During the planning and design of the classification program some 
consideration should be given to the classification of aggregate data. This 
is information that would not be considered sensitive when taken alone, 
but, when combined with other data, suddenly becomes sensitive and 
worthy of additional protection. For example, a bank routing number 
(the number found at the bottom of a check that uniquely identifies a 
U.S. financial institution) by itself would not be considered particularly 
sensitive by a data owner. Routing numbers are public information easily 
found through a simple Internet search. However, when that routing 
number is combined with an individual account number at that bank, the 
combination of the two suddenly becomes very sensitive, because a thief 
can use that combination to access that individual’s bank account. Data 
owners need to be aware of the dangers of aggregate data and account for 
them during the classification of their information.

In many circumstances one organization will be managing information 
on behalf of another organization. For example, many companies outsource 
their payroll processing to third parties and many banks outsource their IT 
systems (including account management) to third-party service providers. 
In these cases, the company that owns the information and the service 
provider may each have its own classification systems. It is important that 
each party understand the other’s classification system and the information 
owner must ensure that the classification assigned to its information by 
the service provider (as well as the underlying protection mechanisms for 
that classification) meets its needs for adequate information protection.
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Step 10 Develop Auditing Procedures
Once information is classified, classifications rarely change unless the 
information has been misclassified, the information that previously 
required protection is now public knowledge, or time has made wider 
disclosure of the information less harmful to the organization. In most 
cases, if there was a reason to protect the information initially to a certain 
level, then the information will continue to be protected at this same level 
through its useful life. However, new data are always being generated and 
needs to be classified. Existing data should also be periodically reviewed 
to ensure that the classifications are correct. Information classification 
auditing is the process of reviewing the classifications to ensure the accuracy 
of the information, thus ensuring that the appropriate security protections 
continue to be applied. An information classification audit often relies on 
performing “spot” tests such as observations of sensitive information left 
unprotected in work spaces (also known as a clean desk/clear screen check) 
and checking of trash receptacles for discarded sensitive information as a 
method to measure compliance with the information classification policy.

Step 11: Load Clssification Information into a Central Repository.
The classification information obtained through the classification 
procedures and templates is loaded into a central repository to support 
the analysis of the collections, as well as to serve as the database for the 
ongoing updating of the classifications. A database tool provides the ability 
to examine the information from multiple perspectives, such as listing all 
of the data types owned by a particular data owner, all of the data types 
of a particular classification level, or what data types are associated with 
which applications. Depending on the amount of assets being classified 
and the complexity of the classification scheme, the database may grow to 
considerable size. Careful planning is important to ensure adequate space 
and processing capacity for the future.

Step 12: Train Users
If the end user or employee does not understand what information 
is public, internal user only, or confidential, or if the user does not 
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understand the requirements and differences in how to handle each type 
of information, then the investment in information classification will have 
limited success. It is critical that the user community gets proper training 
in the classification program because they (the users) are the ones who 
will work with the program on a daily basis. The training program must 
convey the purpose and importance of the program and provide the proper 
motivation for users to support the classification effort. Training should 
include information on the overall policies and the various classification 
levels the organization will use. Most importantly, the training should give 
practical examples of different types of information the users will come 
in contact with and how to properly handle and protect that information 
using the official standards and protection controls.

Step 13: Periodically Review
Periodically review and Update Information Classifications: Information 
within an organization rarely remains static. To ensure that the organization 
continues to match current threats with appropriate information 
protections, the classifications assigned to information must be reviewed 
on a periodic basis. It is most likely that the classifications will not change 
dramatically, but adjustments may be needed. Scheduling auditing 
procedures on a periodic basis increases the quality of the information 
classification program, as does providing the capability to update and add 
new information classifications outside of the normal cycle.

Labeling and Marking
The labeling and marking of media with classification levels provides 
the ability to manage the information contained within the media with 
the handling instructions appropriate to the respective classification. For 
example, a backup tape may be labeled with a serial number and “Company 
Confidential” to indicate how the information should be treated. 
Organizations may decide not to label individual information, but rather 
control all the information within a business area or location according 
to restrictions based upon a single classification type. For example, all 
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backup tapes in the tape library may be classified as “Confidential” and 
have appropriate controls placed on the whole library.

Labeling and marking information also apply to all forms of systems 
and media that manage or display classified information. This includes 
application displays, printouts, and reports generated from organization 
systems. All these must have the appropriate classification verbiage 
displayed or printed alongside the information to ensure that all who come 
in contact with that information know the classification level and are able 
to take the appropriate protective measures. 

Information Classification Assurance
Periodically testing the information classifications provides assurance that 
the activities are being properly performed. The audit procedures will 
uncover those data types that need to be added or reclassified. Random audits 
of user areas, such as checking desktops for confidential documents not 
returned to file drawers, information left overnight in open shredding bins, 
files in electronic file folders accessible by anyone within the organization, 
confidential information posted to a public Web site, or information left 
on copiers, printers, and fax machines, can provide information regarding 
organizational compliance. Encouraging end users to report security 
incidents related to mishandling of classified information can also be a 
source to provide assurance. The information security manager should 
work closely with the organization’s internal audit manager to establish 
information classification reviews as part of the standard audit program. In 
this way, the audit group can assist in ensuring the continual monitoring 
of the classification program including the assurance that new information 
is classified appropriately as it enters the environment.

Access Control Requirements
As simple as it may seem, implementing an effective access control system—
whether for a single application or for an entire enterprise—takes careful 
planning, research, foresight, and (of course) a great deal of persuasive 
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skill to bring together all the disparate interests in the organization to 
agree on the best way to move forward. However, none of this can proceed 
without first considering the basic requirements that any access control 
system must meet. While each enterprise or application will have its own 
specific access control needs, there are some basic considerations that all 
security professionals must look for in an access control system, process, or 
technology. This section will discuss several of those requirements.

Reliability
First and foremost, any access control system under consideration must 
be reliable enough to give consistent results every time. The reliability of 
a system has both physical and logical components. Both are important 
to consider when determining the best path for an organization to 
take. An access control system must operate within the same physical 
environmental constraints under which its users operate. This means that 
all the environmental factors that assist or hinder its users will have the 
same effect on the access control system. Factors such as heat, humidity, 
complexity, wear and tear on components, and user attitude will all have 
an effect on the long-term viability of the environment. For example, if a 
badge reading system is used in a busy area (like a hospital emergency room 
or fire house) it will most likely be subject to physical abuse as users hurry 
to swipe their cards through the reader, perhaps knocking or banging it 
repeatedly in the process. It will get heavily abused as frustrated and busy 
users take out their frustration on the reader. Likewise, an access control 
system located at a boat marina or at a military facility in the desert will be 
subject to heat and moisture extremes that must be considered and tested 
before final acceptance. 

While the physical aspects of reliability are important, they can usually 
be addressed by better material selection, manufacturing quality, and 
testing. What is often more difficult to determine during the research 
and product selection stage is the product’s ability to work reliably and 
accurately over a long period of time. The product must have the ability to 
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minimize false positives and negatives, make accurate authentication and 
authorization decisions, follow organizational policies (as defined within 
the product) unambiguously, and function predictably according to the 
expectations of the organization. Reliability of the system is a fundamental 
requirement, for without it the organization cannot place any confidence 
in the system or its results. An access control system that fails may even 
cause a complete denial of service to the organization. The inability to 
trust in the accuracy and reliability of an access control system will cause 
the entire access control infrastructure to collapse.

Transparency
Security (more specifically, the implementation of most security controls) 
has long been a sore point with users who are subject to security controls. 
Historically, security controls have been very intrusive to users, forcing 
them to interrupt their work flow and remember arcane codes or processes 
(like long passwords or access codes), and have generally been seen as an 
obstacle to getting work done. In recent years, much work has been done 
to remove that stigma of security controls as a detractor from the work 
process adding nothing but time and money. When developing access 
control, the system must be as transparent as possible to the end user. The 
users should be required to interact with the system as little as possible, 
and the process around using the control should be engineered so as to 
involve little effort on the part of the user.

For example, requiring a user to swipe an access card through a reader is 
an effective way to ensure a person is authorized to enter a room. However, 
implementing a technology (such as RFID) that will automatically scan 
the badge as the user approaches the door is more transparent to the user 
and will do less to impede the movement of personnel in a busy area. In 
another example, asking a user to understand what applications and data 
sets will be required when requesting a system ID and then specifically 
requesting access to those resources may allow for a great deal of granularity 
when provisioning access, but it can hardly be seen as transparent. 
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A more transparent process would be for the access provisioning system 
to have a role-based structure, where the user would simply specify the role 
he or she has in the organization and the system would know the specific 
resources that user needs to access based on that role. This requires less work 
and interaction on the part of the user and will lead to more accurate and 
secure access control decisions because access will be based on predefined 
need, not user preference. When developing and implementing an access 
control system special care should be taken to ensure that the control is 
as transparent to the end user as possible and interrupts his work flow as 
little as possible.

Scalability
Setting up an access control system for five people can be hard. Setting 

up an access control system for 5,000—or 50,000—people is really hard. 
Ensuring the same system originally developed for five will work just as well 
for 50,000 can be next to impossible. When establishing an access control 
system, the security professional should always assume that the system 
will grow beyond original expectations and ensure the capacity of the 
technology and the process scales accordingly. Advances in cloud computing 
and “software as a service” has reduced scalability concerns from many 
organizations; however, prudent planning should be conducted to ensure 
an organization’s information systems can accommodate future growth.

Several models and “rules” exist for capacity planning.  These rules and 
models make certain assumptions about the industry, user base and type 
of information or processes the system supports.  Information security 
professionals need to understand their industry, the types of information 
and processes they are supporting and what kind of growth or contraction 
can be expected in information system use.

Initial capacity estimates may suffice for a project’s original needs and 
purposes, but the security professional should assume that the system will 
grow well beyond original estimates and should plan, as much as reasonably 
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possible, to ensure that any given solution has the ability to scale with that 
growth.

Integrity
Maintaining the integrity of the system includes many facets. Most notably, 
assuring that only authorized personnel have access to the administrative 
functions of the system. An attacker gaining the ability to manage the 
configuration of the access control system would have the ability to 
establish valid user credentials, alter or erase log and audit data, cause 
denial-of-service situations, or establish operational rules to selectively 
allow or deny users access to the protected system. Ensuring that only 
authorized personnel have access to administer the system goes a long 
way toward ensuring the integrity of the access control function. Regular 
testing of the access control function will ensure that the service maintains 
its integrity over time. As the system remains in continuous use it may 
begin to lose sensitivity, components may begin to wear out, or continuous 
administrative updates may introduce conflicts or obsolescence in the 
access rule set. Regular administrative care and testing will ensure that the 
system continues to operate within expected functional parameters and 
that any deviations from those parameters are caught early and corrected.

Maintainability
The access control system should require a minimum of maintenance to 
function properly over an extended period of time. Naturally, the physical 
components of the system may wear out over time, such as card readers, 
keypads, or support systems, and the cost and effort to maintain these 
components should be calculated into the overall business case for the 
system. However, the personnel effort to maintain the system should not 
be underestimated or overlooked.

Depending on the type of technology in use, the administrative effort 
required to keep the system in proper working order can be considerable 
or require specialized skills that may be expensive to acquire or maintain. 
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Overall, however, an effective access control system is one that requires a 
minimum of maintenance oversight or continuous tuning. Administrative 
effort and fine tuning should be concentrated on updating rule sets, 
managing user populations, and policy development. The management 
of these functions should also require as little effort as possible. The 
administrative controls over the system should be straightforward to 
understand and simple to operate. A system that is overly complicated to 
understand or difficult to maintain is one that will either quickly fall into 
disorder or be replaced with a system that is easier to manage. 

Authentication Data Security
Equally as important as the access control system is to an organization are 
the controls that protect the authentication data itself. The authentication 
data include user identities, passwords, biometric information, access 
capabilities, and a host of other sensitive information which, if obtained 
by an attacker, would provide a roadmap for infiltrating and navigating 
around an organization’s information systems. The protections around 
the authentication database should be researched and tested before the 
system is implemented. Data encryption should be in place, system- and 
file-level access controls should be present, and strong authentication for 
administrative functions should be investigated.

Auditability
Even if the access control system operates perfectly within expected 
parameters and there are no apparent instances of system failure or 
unauthorized access, a complete audit trail of system activities is necessary 
to provide documented assurance that the system is functioning properly. 
The system should have the ability to provide a complete record of all access 
control activity. This includes authentication requests, data access attempts, 
changes to privilege levels, and exercise of administrative capabilities. It is 
extremely important that this activity is recorded for successful activity as 
well as failures. Too often, systems record only failed instances of the above 
activity. Unfortunately, if an attacker succeeds in gaining authorized access 
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to the system, or if an authorized insider attempts to perform nefarious acts 
the system that only records event failures will fail to capture the activity 
of these individuals. This will lead to an inability to understand precisely 
what these individuals did within the system and a failure to properly 
investigate and prosecute (organizationally or legally) their activities.
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Types & Categories of Access Controls
In the development of an access control architecture for an enterprise, 
it is necessary to fully understand the different categories and types of 
potential controls. This section will describe those different categories and 
discuss how each fits into the overall access control universe. This will also 
establish a foundation for later discussion on access control technology, 
practices, and processes.

There are literally hundreds of different access approaches, control 
methods, and technologies, both in the physical world and in the virtual 
electronic world. Each method addresses a different type of access control 
or a specific access need. For example, access control solutions may 
incorporate identification and authentication mechanisms, filters, rules, 
rights, logging and monitoring, policy, and a plethora of other controls. 
However, despite the diversity of access control methods, all access control 
systems can be categorized into seven primary categories. The seven main 
categories of access control are

1.	 Directive: Controls designed to specify acceptable rules of 
behavior within an organization

2.	 Deterrent: Controls designed to discourage people from 
violating security directives

3.	 Preventive: Controls implemented to prevent a security 
incident or information breach

4.	 Compensating: Controls implemented to substitute for 
the loss of primary controls and mitigate risk down to an 
acceptable level

5.	 Detective: Controls designed to signal a warning when a 
security control has been breached

6.	 Corrective: Controls implemented to remedy circumstance, 
mitigate damage, or restore controls

7.	 Recovery: Controls implemented to restore conditions to 
normal after a security incident
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Figure 1.6 shows a continuum of controls relative to the time line of a 
security incident:

Directive Controls
Directive controls, sometimes referred to as administrative controls, 
provide guidance to personnel as to the expected behavior with respect 
to security within the organization. Directive controls provide users with 
the general guidelines they must follow if they are to be permitted access 
to information or systems. Directive controls are not only applicable to 
an organization’s employees but contractors, guests, vendors, and anyone 
else who will have access to the organization’s information systems must 
additionally abide by them.

The most common examples of directive controls are the organization’s 
security policies and procedures. These documents provide the basis for 
information security throughout the organization and provide personnel 
with the model that must be adhered to as they perform their work. 
Although directive controls are generally implemented in the form of 
documented statements of organizational intent, they should not be 
considered optional or modifiable by organization personnel.

Directive controls have the weight of law within the organization and 
should be as strongly followed as any technical or procedural limitation. 
Many organizations compile their directive controls into a single acceptable 
use policy (AUP). The AUP provides a concise listing of the proper (and, 
in many cases improper) procedures, behaviors, and processes that all 
personnel must follow in order to gain and maintain access to information 
and systems within the organization. It is considered a best practice for all 
employees to agree to and sign the AUP before being granted access to any 
organizational resource. If the employee is unable (or unwilling) to abide by 
the terms of the AUP, no access will be granted. Many organizations require 
their employees to sign the AUP annually, either as part of the regular security 
awareness training or as part of the annual performance review process.
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Deterrent Controls
Access controls act as a deterrent to threats and attacks by the simple fact 
that the existence of the control is enough to keep some potential attackers 
from attempting to circumvent the control. This is often because the effort 
required to circumvent the control is far greater than the potential reward 
if the attacker is successful, or, conversely, the negative implications of 
a failed attack (or getting caught) outweigh the benefits of success. For 
example, by forcing the identification and authentication of a user, service, 
or application, and all that it implies, the potential for incidents associated 
with the system is significantly reduced because an attacker will fear 
association with the incident. If there are no controls for a given access 
path, the number of incidents and the potential impact become infinite. 
Controls inherently reduce exposure to risk by applying oversight for a 
process. This oversight acts as a deterrent, curbing an attacker’s appetite in 
the face of probable repercussions. 

The best example of a deterrent control is demonstrated by employees 
and their propensity to intentionally perform unauthorized functions, 
leading to unwanted events. When users begin to understand that by 
authenticating into a system to perform a function, their activities are 
logged and monitored, and it reduces the likelihood they will attempt such 
an action. Many threats are based on the anonymity of the threat agent, 
and any potential for identification and association with their actions 
is avoided at all costs. It is this fundamental reason why access controls 
are the key target of circumvention by attackers. Deterrents also take the 
form of potential punishment if users do something unauthorized. For 
example, if the organization policy specifies that an employee installing 
an unauthorized wireless access point will be fired, that will deter most 
employees from installing wireless access points.

The effect deterrent controls have on a potential attacker will vary with 
both the type of control and the motivation of the attacker. For example, 
many organizations post a warning message to computer users during the 

47

Domain 1:  Access Control 1
A

ccess Control

CISSP-2012 Master Book.indb   47 11/5/2012   8:57:07 PM



login process indicating that their activities may be monitored. While this 
may deter a casual user from performing unauthorized activities, it will 
not stop a determined attacker from his goals. Likewise, implementing a 
multifactor authentication mechanism on an application will greatly reduce 
system compromises through such mechanisms as password guessing, but a 
sophisticated attacker may then turn to the use of a vulnerability scanning 
tool to determine if the system can be compromised through a host or 
network vulnerability. As the sophistication and the determination of an 
attacker rises, so does the sophistication and cost of an effective deterrent 
to prevent that attacker from attempting his attack.

Preventative Controls
Preventative access controls keep a user from performing some activity 
or function. Preventative controls differ from deterrent controls in that 
the control is not optional and cannot (easily) be bypassed. Deterrent 
controls work on the theory that it is easier to obey the control rather 
than to risk the consequences of bypassing the control. In other words, 
the power for action resides with the user (or the attacker). Preventative 
controls place the power of action with the system, obeying the control is 
not optional. The only way to bypass the control is to find a flaw in the 
control’s implementation.

Compensating Controls
Compensating controls are introduced when the existing capabilities of a 
system do not support the requirement of a policy. Compensating controls 
can be technical, procedural, or managerial. Although an existing system 
may not support the required controls, there may exist other technology 
or processes that can supplement the existing environment, closing the 
gap in controls, meeting policy requirements, and reducing overall risk. 
For example, the access control policy may state that the authentication 
process must be encrypted when performed over the Internet. Adjusting 
an application to natively support encryption for authentication purposes 
may be too costly. Secure Socket Layer (SSL), an encryption protocol, 
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can be employed and layered on top of the authentication process to 
support the policy statement. Other examples include a separation of 
duties environment, which offers the capability to isolate certain tasks to 
compensate for technical limitations in the system and ensure the security 
of transactions. In addition, management processes, such as authorization, 
supervision, and administration, can be used to compensate for gaps in the 
access control environment. 

Keep in mind that it is typically not be possible to completely eliminate 
the risk in a given area while still allowing functionality. The use of 
compensating controls allows an organization to reduce that risk down to a 
level that is acceptable, or at least more manageable. Finally, compensating 
controls can be temporary solutions to accommodate a short-term change, 
or support the evolution of a new application, business development, or 
major project. Changes and temporary additions to access controls may be 
necessary for application testing, data center consolidation efforts, or even 
to support a brief business relationship with another company. The critical 
points to consider when addressing compensating controls are:

■■ Do not compromise stated policy requirements.
■■ Ensure that the compensating controls do not adversely affect 

risk or increase exposure to threats.
■■ Manage all compensating controls in accordance with 

established practices and policies.
■■ Compensating controls designated as temporary should be 

removed after they have served their purpose and another, 
more permanent control should be established.

Detective Controls
Detective controls warn when something has happened, and are the 
earliest point in the post-incident timeline. Access controls are a deterrent 
to threats and can be aggressively utilized to prevent harmful incidents 
through the application of least privilege. However, the detective nature of 
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access controls can provide significant visibility into the access environment 
and help organizations manage their access strategy and related security 
risk. As mentioned previously, strongly managed access privileges provided 
to an authenticated user offer the ability to reduce the risk exposure of the 
enterprise’s assets by limiting the capabilities that authenticated user has. 
However, there are few options to control what a user can perform once 
privileges are provided. For example, if a user is provided write access to 
a file and that file is damaged, altered, or otherwise negatively impacted 
(either deliberately or unintentionally), the use of applied access controls 
will offer visibility into the transaction. The control environment can be 
established to log activity regarding the identification, authentication, 
authorization, and use of privileges on a system. This can be used to detect 
the occurrence of errors, the attempts to perform an unauthorized action, 
or to validate when provided credentials were exercised. The logging 
system as a detective device provides evidence of actions (both successful 
and unsuccessful) and tasks that were executed by authorized users.

Detection aspects of access control can range from evidentiary, such 
as post incident investigations, to real-time alerting of inappropriate 
activities. This philosophy can be applied to many different characteristics 
of the security environment. Access detection can be triggered by intrusion 
detection systems (IDSs), virus controls, applications, Web filtering, 
network operations, administration, logs and audit trails, and security 
management systems. Visibility into the environment is a key factor in 
ensuring a comprehensive security posture and the ability to promptly 
detect problems in the environment.

Corrective Controls
When a security incident occurs, elements within the security infrastructure 
may require corrective actions. Corrective controls are actions that seek to 
alter the security posture of an environment to correct any deficiencies and 
return the environment to a secure state. A security incident signals the 
failure of one or more directive, deterrent, preventative, or compensating 
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controls. The detective controls may have triggered an alarm or notification, 
but now the corrective controls must work to stop the incident in its tracks. 
Corrective controls can take many forms, all depending on the particular 
situation at hand or the particular security failure that needs to be dealt with. 

The sheer number of corrective actions possible makes them difficult to 
successfully quantify. They can range from “quick fix” changes like new 
firewall rules, router access control list updates, and access policy changes to 
more long-term infrastructure changes like the introduction of certificates 
for wireless 802.1x authentication, movement from single-factor to 
multifactor authentication for remote access, or the introduction of smart 
cards for authentication. The difficulty in quantification is founded on 
the fact that access controls are universal throughout the environment. 
Nevertheless, it is important that a consistent and comprehensive 
management capability exists that can coordinate and employ corrective 
changes throughout the enterprise to enable policy compliance.

Recovery Controls
Any changes to the access control environment, whether in the face of a 
security incident or to offer temporary compensating controls, need to be 
accurately reinstated and returned to normal operations. There are several 
situations that may affect access controls, their applicability, status, or 
management. Events can include system outages, attacks, project changes, 
technical demands, administrative gaps, and full-blown disaster situations. 
For example, if an application is not correctly installed or deployed, it 
may adversely affect controls placed on system files or even have default 
administrative accounts unknowingly implemented upon install. 
Additionally, an employee may be transferred, quit, or be on temporary leave 
that may affect policy requirements regarding separation of duties. An attack 
on systems may have resulted in the implantation of a Trojan horse program, 
potentially exposing private user information, such as credit card information 
and financial data. In all of these cases, an undesirable situation must be 
rectified as quickly as possible and controls returned to normal operations.
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Access Control Types
The access control categories discussed in the previous section serve to 
classify different access control methods based on where they fit into the 
access control time continuum shown in Figure 1.6. However, another 
way to classify and categorize access controls is by their method of 
implementation. For any of the access control categories, the controls in 
those categories can be implemented in one of three ways:

■■ Administrative Controls: Sometimes called Management 
Controls, these are procedures implemented to define the 
roles, responsibilities, policies, and administrative functions 
needed to manage the control environment.

■■ Logical (Technical) Controls: These are electronic hardware 
and software solutions implemented to control access to 
information and information networks.

■■ Physical Controls: These are controls to protect the 
organization’s people and physical environment, such as locks, 
fire management, gates, and guards. Physical controls may be 
called “operational controls” in some contexts.

The categories discussed earlier can be mapped against these three access 
control types to demonstrate various control examples and options as 
shown in Figure 1.7. 

Physical Controls
Physical security covers a broad spectrum of controls to protect the physical 
assets (primarily the people) in an organization.  Physical Controls are 
sometimes referred to as “operational” controls in some risk management 
frameworks.  These controls range from doors, locks, and windows to 
environment controls, construction standards, and guards. Typically, 
physical security is based on the notion of establishing security zones or 
concentric areas within a facility that require increased security as you 
get closer to the valuable assets inside the facility. Security zones are the 
physical representation of the defense-in-depth principle discussed earlier 
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in this chapter. Typically, security zones are associated with rooms, offices, 
floors, or smaller elements, such as a cabinet or storage locker. The design 
of the physical security controls within the facility must take into account 
the protection of the asset as well as the individuals working in that area. 
For example, the fire control and suppression systems must account for the 
health safety of personnel in potential fire zones. One must consider fires, 
floods, explosions, civil unrest, or other man-made or natural disasters 
when planning the physical layout of a facility. Emergency strategies must 
be included in the physical controls to accommodate the safe exiting of 
personnel and adherence to safety standards or regulations. Adequate 
exits and emergency evacuation routes must be available in all areas and 
sensitive areas or information must be able to be secured quickly in case 
those areas must be evacuated. Human safety is the priority in all decisions 
of physical security.

The physical access controls in each zone should be matched with the 
level of security required for that zone. For example, an employee may 
work in the data center of a large financial institution—a very sensitive 
area. The employee may have a special badge to access the parking lot 
and the main entrance where guards are posted and recording access. To 
access the specific office area, he or she may need a different badge and 
PIN to dis-engage the door lock. Finally, to enter the data center, the card 
and PIN are combined with a biometric device that must be employed to 
gain access. As one gets closer and closer to the valuable asset—the data 
center—the protections get progressively stronger.

The most prevalent and visible aspect of physical security is often the 
perimeter of a facility. A typical perimeter should be without gaps or areas 
that can be easily broken into or entered undetected. The perimeter starts 
with the surrounding grounds. Hills, ditches, retention walls, fences, 
concrete posts, and high curbs can all act as deterrents to attack. Depending 
on the sensitivity of the facility, guards, attack dogs, and other aggressive 
measures can be applied. The construction of the facility may include 
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special walls, reinforced barriers, and even certain foliage strategically 
placed near doors, windows, and utilities. All this can be augmented by 
cameras, alarms, locks, and other essential controls.

However, security is not the only consideration when designing a 
facility. The overall design of the facility must balance function of the 
building with the security needs of the organization. For example, a 
company’s headquarters building will need good security to protect private 
areas, stored records, and personnel against malicious acts. But it must 
also serve as the company’s face to the public and present a welcoming 
atmosphere to visitors. Protections at such a facility might include guards 
at the front desk (unarmed), locked doors, and badge readers to restrict 
entry. However, the company’s data center facility would most likely have 
much more stringent measures to keep intruders out, such as a tall razor-
wire fence, armed guards, biometric entry controls, and mantrap doors. As 
with all architecture, form follows function.

If an organization leases space in a facility (as opposed to owning 
the facility) there may be limits on what modifications can be made 
to accommodate the company’s security needs. Any special security 
requirements must be negotiated with the facility’s owner before the lease 
agreement is signed. If the organization is sharing the facility with other 
tenants, additional thought must be given to security and access control 
measures, since much of the facility (those portions not occupied by the 
organization) will be accessible to non-organization personnel. Areas 
of special concern to the information security professional will include 
heating ventilation and air conditioning (HVAC) equipment, electrical 
power panels and wiring closets—all of which may be readily accessible to 
contractors and other tenants of the facility.

Finally, the oversight of physical controls must adhere to the same basic 
principles as other forms of controls: separation of duties and least privilege. 
For example, it may be necessary to segment the job role of various guards 
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to ensure that no single point of failure or collusion potentially allows 
threat agents to enter unchecked.

Physical Entry
Secure areas should be protected by appropriate entry controls to ensure 
that only authorized personnel are allowed access. The provisioning of 
credentials must take into consideration the needs of the individual, his 
or her job function, and the zone accessed. As discussed previously, the 
person requiring access must successfully pass an investigative process 
prior to being provided access. In defining physical entry controls, the 
following should be considered:

■■ Visitors should be appropriately cleared prior to entry and 
supervised while on the premises. Moreover, the date, time, 
and escort should be recorded and validated with a signature. 
Visitors should only be provided access to the areas that do 
not contain sensitive information or technologies and should 
be provided with instructions concerning security actions and 
emergency procedures.

■■ Access to controlled areas, such as information processing centers 
and where sensitive data may reside, should be restricted to 
authorized persons only. Authentication controls, such as badges, 
swipe cards, smart cards, proximity cards, PINs, and (potentially) 
biometric devices, should be employed to restrict access.

■■ Everyone within the controlled perimeter must wear some 
form of identification and should be encouraged to challenge 
others not wearing visible identification. Be aware, however, 
that most cultures encourage politeness and deference in 
social interactions, particularly where strangers are involved. 
Challenging an unknown person does not come easily to 
many people and this may be a large culture change for most 
organizations. Awareness and education programs on this 
topic are advised.

■■ Different styles of identification should be employed to allow 
others to quickly ascertain the role of an individual. For 
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example, employees may be given white badges and visitors 
given blue badges. This makes it easier to identify who is an 
employee and who is not to ensure that all nonemployees are 
escorted in the building. In another example, a red ID badge 
may signify access to the fourth floor of an office building. If 
someone appeared on the fourth floor wearing a blue badge, 
others would be able to determine appropriate actions. Action 
may include verifying they are escorted, notifying security, or 
escorting them to the nearest exit.

■■ All access rights and privileges should be regularly reviewed 
and audited. This should include random checks on seemingly 
authorized users, control devices, approval processes, and 
training of employees responsible for physical security.

There may be occasional need for temporary facility access to sensitive 
areas for visitors, contractors, or maintenance personnel. Preparations 
and procedures should be defined in advance for these situations; special 
identification should be required for all temporary personnel, and they 
should be escorted by facility personnel at all times. This will make it 
easier for regular facility personnel to identify the temporary visitors in 
unauthorized areas and ensure that they are not able to cause any damage 
to the facility or obtain any confidential information.

Administrative Controls
Administrative controls represent all the actions, policies, processes, 
and management of the control system. These include any aspect of 
the access control environment that is necessary to oversee and manage 
the confidentiality, availability, and integrity of the access controls, and 
manage the people who use it, set policy on use, and define standards for 
operations.

Administrative controls can be broad and can vary depending on 
organizational needs, industry, and legal implications. Nevertheless, they 
can be broken into six major groups:
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■■ Policies and procedures
■■ Personnel security, evaluation, and clearances
■■ Security policies
■■ Monitoring
■■ User management
■■ Privilege management

Policies and Procedures
The first aspect of administrative (managerial) oversight is the operations 
management of the control environment and how it should align with the 
enterprise architecture. Access control is realized by aligning the capabilities 
of many systems and processes, collaborating to ensure that threats are 
reduced and incidents prevented. Therefore, other operational elements 
of the environment must be addressed in some fashion within the access 
control strategy. These include but are not limited to:

■■ Vulnerability management and patch management
■■ Product life-cycle management
■■ Network management

When changes to the environment are required to accommodate a 
need, they must be defined, approved, tested, applied, verified, deployed, 
audited, and documented. Changes can be minor, such as a static route 
being added to a network, or more significant, such as the redesign of a 
storage solution. Every organization must have a change control process to 
ensure that there is a formalized methodology for making and documenting 
changes to the environment. 

Given the scope of access control, it is important that the change control 
process includes aspects of the access strategy and policy. In some cases, 
this is obvious, such as adding a new virtual private network (VPN) 
gateway for remote access. Clearly this will affect the access control 
environment. Some changes, such as network redesign, which can affect 
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various established access paths to information, are much less obvious, but 
can have significant impacts to access controls.

Many organizations have business continuity and disaster recovery 
(BCP/DRP) plans to ensure that the organization can maintain critical 
operations in case of a catastrophic event or failure. BCP/DRP plans can 
be simplistic, such as ensuring there are regular backups performed, or 
highly complex solutions incorporating multiple data centers. The scope 
and complexity of the BCP/DRP plan are typically defined by the business 
environment, risks, and system criticality.

Regardless of the type of BCP/DRP plan, the availability of access controls 
during an event is essential and must be incorporated into the plan. For 
example, if a system failure occurs and an alternate system is temporarily 
employed without the expected, original controls, the exposure to critical 
data can be significant. All too often, security is a secondary consideration 
in disaster recovery operations. If an event was to occur, a company could 
have its most valuable assets completely exposed. However, critical systems 
are most important in the context of BCP/DRP. Therefore, a system 
included in the BCP/DRP plan is important and the information on that 
system is valuable.

One of the first steps to ensure security incorporated into the BCP/DRP 
plan is defining the access controls for the temporary systems, services, 
and applications to be used during disaster recovery. This includes the 
access control system itself. For example, a Remote Authentication Dial 
In User Service (RADIUS) server may seem unimportant on the surface, 
but its absence in a disaster could be detrimental to security. In addition, a 
disaster scenario, by definition, is an unusual event with many extenuating 
arrangements that will need to be made to enable the organization to 
continue its work. Subsequently, there may be different access needs 
defined than what the organization would normally have in place. The 
notion of “acceptable security” may be very different during a disaster 
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than it would be under ordinary circumstances, so proper planning and 
consideration of alternative access control needs and methods must be 
considered and incorporated into the BCP/DRP plan.

Traditional networks and applications are typically engineered to provide 
a high level of performance to users, systems, and services. The network is 
the cardiovascular system of most companies, and if its performance is low, 
the productivity of the organization will suffer. The same holds true for the 
access control environment. If it takes a user an excessive amount of time 
to logon, this could have a negative impact to operations and potentially 
encourage users to find ways to bypass the access control system. To reduce 
the time associated with access controls, the performance optimization 
processes for the network and system environments should include the 
performance of controls overseeing authentication and access.

Like change control, configuration management represents the 
administrative tasks performed on a system or device to ensure optimal 
operations. Configurations can be temporary or permanent to address 
a multitude of the organization’s operations and security needs, and 
configuration management of devices, systems, services, and applications 
can greatly affect the access control environment. Changes to a system’s 
configuration must take into account what, if any, impacts on user access 
may occur after the configuration is modified. 

Given the common separation of the security group from the IT group, 
it is not uncommon for the IT group to make a seemingly innocuous 
modification to a system configuration and impact the access controls 
associated with that system. Therefore, it is important to ensure that the 
resources responsible for configuration management, such as network 
administrators, system owners, and application developers, are aware of 
the security control environment and the importance of their domain of 
influence on the security of the organization. This often ties in closely with any 
change management processes an organization might have in place, so it is a 

60

Official (ISC)2 Guide to the CISSP CBK:  Third Edition

CISSP-2012 Master Book.indb   60 11/5/2012   8:57:07 PM



natural fit for processes to be enacted that tie in access control considerations 
as part of any change management or configuration management program. 

Vulnerability management will typically include activities such as 
identifying system vulnerabilities, recommending potential remediation, 
and implementing system patches to accommodate a security issue, update 
a system service, or add features to a system or application. When patches 
are installed, there may be key system modifications that can negatively 
affect the security of the system, server, or application. Patches must be 
applied through the change control system to provide a comprehensive 
record of system modifications and accurate documentation. Ensuring 
that the current state of a system is well-documented allows organizations 
to gain more visibility into the status of their environment in the event a 
new vulnerability is published. This promotes rapid assessments to evaluate 
potential risks in the face of an attack or vulnerability. In addition, data 
from the change control system utilized during the application of patches 
offer documentation of the current state of a system that can be consulted 
prior to applying new patches or installing new software.

A key attribute of vulnerability management is the importance of 
minimizing the time for deploying patches or other system updates in 
order to mitigate a vulnerability. Vulnerabilities surface in a multitude of 
ways. For example, a vulnerability may be published by a vendor who has 
discovered a security issue and provides a patch. Usually, at this point, 
both attackers and organizations are made aware of the vulnerability. 
While companies are exercising due diligence in applying fixes, attackers 
are developing methods and tools to exploit the vulnerability. In contrast, 
an incident may have occurred that exposes the vulnerability in a system 
and constitutes an immediate threat. The most dangerous example of this 
kind of threat is zero day attacks, where an attacker identifies and exploits 
the vulnerability before that vulnerability is known to the vendor or the 
general user community. The attackers can exploit the vulnerability on a 
massive scale, understanding that time is on their side. It is very common 
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for attackers to discover a vulnerability, develop tools and tactics to exploit 
it, then execute those exploits before anyone knows of the vulnerability or 
how to defend against it. Vulnerable organizations must find alternative 
measures to compensate for the threat while vendors rush to produce a 
patch, each consuming time as the attacks expand.

Given the complexity of each potential scenario, time is always a critical 
element in protecting assets. The ability to use time effectively to deploy a 
patch or employ compensating controls until a patch is published directly 
corresponds to the level of risk and the overall security posture of the 
organization. Emphasis on efficient testing and deployment of system 
patches or compensating controls should be the core of any vulnerability 
management program.

However, time must be balanced against effective deployment. 
Initially, the documentation provided by the configuration management 
and change control processes can be investigated to determine which 
systems are vulnerable and represent the greatest risk, then prioritized 
accordingly. As the process continues, other affected systems are addressed 
by a manual or automated (or combination) patch management process 
that is used to deploy the update throughout the organization. The 
vulnerability management program must then verify that the patch was, 
in fact, implemented as expected. Although this may seem inherent to the 
objective, it cannot be assumed. In the case of manual deployment, users 
and system owners may not respond accordingly or in a timely fashion. 
Even if timely deployment is executed, the patch may have failed. This is 
somewhat compensated for in automated deployment; nevertheless, both 
scenarios require validation of an effective installation.

The installation of a patch or control does, by itself, represent the complete 
mitigation of an identified vulnerability. Many systems are unique to a 
specific environment, representing the potential that a change mitigating 
one vulnerability unintentionally introduces another. Or, in some cases, it 
is assumed that the implementation of a patch or control eliminated the 
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vulnerability altogether. Therefore, a vulnerability management system 
must not only address the testing, deployment, and verification that the 
patch was implemented as expected, but also include testing to ensure 
that the target vulnerability was mitigated and new problems were not 
introduced by the process. In the final analysis, vulnerability management 
is a comprehensive and integral process that every security program must 
develop, maintain, and test regularly.

In every organization there comes a time to upgrade or replace devices and 
systems. Reasons for the upgrade vary, but can include product obsolescence, 
the availability of newer technology with previously unavailable desirable 
features, or the need for advanced operational capabilities. Baselines must be 
established within the access control architecture that define the minimum 
access control requirements for all new systems to ensure that appropriate 
and acceptable controls are established. By doing so, the organization 
has a clear foundation by which to evaluate products for implementation 
without sacrificing security or expected controls. Do not assume that all 
new products have the security capabilities the organization needs. Each 
organization’s needs vary and each environment may be different from 
that for which the product was designed. It is important to test all new 
products for access control functionality.

Finally, many networks are supported by a separate management 
network that allows administrators to manage devices without affecting 
the production environment. This is another form of separation of 
duties, where the production network and the management network have 
separate purposes, separate network connectivity, and separate access and 
control requirements. Given the ability to change aspects of the network 
environment, it is necessary to have strong access controls established on 
the management network to reduce risk to systems and network devices. 
If network management is performed using the same network as general 
production traffic, strong authentication and authorization are required to 
ensure that unauthorized personnel cannot modify network devices.
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Personnel Security, Evaluation, and Clearances
One of the more overlooked aspects of access control is a review of the 
requirements of people requesting access to a resource. Prior to granting 
access of any kind, the credentials of the person requesting the access 
should be checked for validity and his need for access thoroughly evaluated. 
This does not mean that every user needs to have a complete background 
check prior to checking her e-mail. Clearly, the level of validation of an 
individual should be directly proportional to the sensitivity of the assets 
and the level of permissions available to the user. Nevertheless, it is critical 
that processes exist to evaluate users and ensure that they are worthy of the 
level of trust that is requested and, ultimately, granted.

First and foremost, security requirements—at some level—should be 
included in all defined job roles and responsibilities. Job roles defined by the 
organization should have alignment to defined policies and be documented 
appropriately. They should include any general responsibilities for adhering 
to security policies, as well as any specific responsibilities concerning the 
protection of particular assets related to the given role.

Once the security requirements for a role are defined and clearly 
documented, the process for validation of individuals to obtain credentials 
for a role can be defined and exercised. The definition of a screening process 
is typically related to the sensitivity of the assets being accessed. However, 
there may be contractual demands, regulatory compliance issues, and 
industry standards that define how a person is screened to reach a certain 
level of access. The best example of this type of screening comes from the 
military and the allocation of clearances. Depending on the clearance level 
requested, a person may be subjected to intense background checks, friend 
and family interviews, credit checks, employment history, medical history, 
polygraph examinations, and a plethora of other potentially unpleasant 
probing. Of course, once attained, the clearance translates to a level of 
trustworthiness and, therefore, access.
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A typical organization will need only a standard process and some 
additional factors in the light of applicable legal requirements or regulations. 
These may include a credit check and criminal background checks that 
simply assure management that an applicant has not falsified information 
during the application process. Typical aspects of staff verification may 
include but are not limited to:

■■ Satisfactory character references
■■ Confirmation of claimed academic and professional 

qualifications
■■ Independent identity validation, such as a passport
■■ A credit check for those requiring access to financial systems
■■ Federal, state, and local law enforcement records check
■■ An online search of publicly available information on social 

media sites
The relevance of credit checks and other personal history can be valuable in 
determining a person’s propensity for unlawful acts. Personal or financial 
problems, changes in behavior or lifestyle, recurring absences, and evidence 
of stress or depression might lead an employee to fraud, theft, error, or 
other security implications. The type of background check performed 
may vary based on the type of employee and his or her placement in the 
organization. For example, a file clerk or receptionist may need only a 
basic background check, whereas an applicant for a senior officer position 
may require a more extensive background investigation.

In the event the employee is temporary, the access provided must take 
into consideration the potential exposure of proprietary information 
given the transient position. Organizations that use staffing agencies to 
supply temporary help should require those agencies to perform employee 
validation checks and provide a reliability report on the temporary 
workers supplied to the organization. The requirements for background 
checks should be incorporated into the underlying contract with the 
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staffing agency and its implementation should be reviewed and audited 
on a regular basis. Management should also evaluate the supervision and 
provisioning of access to new or inexperienced staff. It should not be 
necessary to provide a new employee with the keys to the kingdom until 
he or she has satisfied a probationary period.

Employees should also be periodically reevaluated to ensure that 
significant changes to key elements about them or their lives have not 
occurred that would alter their security worthiness. Also, it is important 
to remember that all information collected about an individual is private 
and confidential and should be afforded security controls like any other 
sensitive material. Finally, confidentiality or nondisclosure agreements 
should be read and signed annually by all employees to ensure there is no 
doubt on the part of employees that the information they will have access 
to is confidential, secret, protected, and valuable to the organization.

Security Policies
The organization’s requirements for access control should be defined and 
documented in its security policies. Access rules and rights for each user or 
group of users should be clearly stated in an access policy statement. The 
access control policy should minimally consider:

■■ Statements of general security principles and their applicability 
to the organization

■■ Security requirements of individual enterprise applications, 
systems, and services

■■ Consistency between the access control and information 
classification policies of different systems and networks

■■ Contractual obligations or regulatory compliance regarding 
protection of assets

■■ Standards defining user access profiles for organizational roles
■■ Details regarding the management of the access control system
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Monitoring
The ability to monitor the access control environment effectively is essential 
to the overall success and management of the security program. It is one 
thing to apply controls, but it is another to validate their effectiveness 
and ongoing status. The capacity for ensuring that controls are properly 
employed and working effectively and for being aware of unauthorized 
activity is enabled by the existence of monitoring and logging within the 
environment. This is not unique to access controls, security, or even IT; it 
is an essential aspect of business to monitor activity.

Systems should be monitored to detect any deviation from established access 
control policies and record all successful and unsuccessful authentication 
processes, credential assertion, user management, rights usage, and access 
attempts. The procedures and technology should also monitor the ongoing 
status of controls to ensure conformity to policies and expectations. This 
last point is typically overlooked and represents a significant potential to 
mask or hide unauthorized activities. For example, if the control activities 
are monitored, yet the status of controls is not, attackers can disable various 
controls, grant themselves access, and then re-enable the controls without 
detection. The logging and monitoring of the activities will then not raise 
any suspicion because they are now valid operations, thanks to the attacker.

Systems and activity logs are (typically) electronic records of any 
activity that has occurred within a system or application. They provide 
the documented record of what has happened and can be extremely useful 
when investigating an operational or security incident. Logs and their 
contents are important to security management and maintenance of an 
effective access control solution. A log can include:

■■ User IDs used on systems, services, or applications.
■■ Dates and times for logon and logoff.
■■ System identities, such as IP address, host name, or media 

access control (MAC) address. It may also be possible to 
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determine the network location of a device through local area 
network (LAN) logging, wireless access point identification, 
or remote-access system identification, if applicable.

■■ Logging of both successful and rejected authentication and 
access attempts. Knowing when and where people are utilizing 
their rights can be very helpful to determine if those rights are 
necessary for a job role or function. It is also helpful to know 
where access rights are denied to have a better understanding of 
what a user is trying to do. This can help determine if you have a 
user who does not have adequate rights to perform his or her job.

Audit logs should be retained for a specified period, as defined by 
organizational need and (potentially) regulatory requirements. In the latter 
case, this is preordained and not open to interpretation. However, there 
are cases where no legal or regulatory demands exist. If this is the case, the 
retention time will probably be defined by organizational policy and the 
size of available storage. The security of the logs is critical. If a log can be 
altered to erase unauthorized activity, there is little chance for discovery, 
and if discovered, there may be no evidence. Logs must also be protected 
from unauthorized reading as well as writing, as they can contain sensitive 
information such as passwords (for instance, when users accidentally type 
the password into a user ID prompt). Log security is also critical if the 
logs are needed as evidence in a legal or disciplinary proceeding. If logs are 
not secure and can be proven as such before, during, and after an event, 
the logs may not be accepted as valid legal evidence due to the potential 
for tampering. The fundamental approach to logs is that they must be 
an accurate reflection of system activity and, as such, must be secured 
and maintained for an appropriate period of time in order to provide a 
reference point for future investigative activity.

Once the events are properly logged, it is necessary to periodically 
review the logs to evaluate the impact of a given event. Typically, system 
logs are voluminous, making it difficult to isolate and identify a given 
event for identification and investigation. To preserve potential evidence, 
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many organizations will make a copy of the log (preserving the original) 
and use suitable utilities and tools to perform automated interrogation 
and analysis of the log data. There are several tools available that can be 
very helpful in analyzing a log file to assist administrators in identifying 
and isolating activity. Once again, separation of duties plays an important 
role in reviewing logs. Logs should never be initially reviewed or analyzed 
by the “subject” of the logs. For example, a system administrator should 
not perform the log review for a system he manages. Otherwise, it may be 
possible for the person to “overlook” evidence of her unauthorized activity 
or intentionally manipulate the logs to eliminate that evidence. Therefore, 
it is necessary to separate those being monitored from those performing 
the review.

User Access Management
An organization must have a formal procedure to control the allocation 
of credentials and access rights to information systems and services. The 
procedure should cover all stages in the life cycle of user access, from the 
initial registration of new users to the final decommissioning of accounts 
that are no longer required. To provide access to resources, the organization 
must first establish a process for creating, changing, and removing users 
from systems and applications. These activities should be controlled 
through a formal process, based on policy, which defines the administrative 
requirements for managing user accounts. The process should define 
expectations, tasks, and standards concerning the user management. For 
example, elements of the process should include:

■■ Approval of user access, including information from human 
resources, the user’s manager, or a business unit that has 
approved the creation of the user account. The owner of the 
system who is providing information or services should concur 
with the approval request. Approval processes should also 
address the modification of user accounts and their removal.

■■ Standards defining unique user IDs, their format, and any 
application-specific information. Additionally, information 
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about the user should be included in the credential management 
system to ensure the person is clearly bound to the user ID 
defined within the system.

■■ A process for checking that the level of access provided is 
appropriate to the role and job purpose within the organization 
and does not compromise defined segregation of duties 
requirements. This is especially important when a user’s role 
and job function change. A process must exist to evaluate 
existing privileges compared to the new role of the user and 
ensure changes are made accordingly.

■■ Defining and requiring users to sign a written statement 
indicating that they understand the conditions associated 
with being granted access and any associated liabilities or 
responsibilities. It is important to understand that user 
confirmation should occur whenever there is a change in 
rights and privileges, not simply upon creation of the account.

■■ A documentation process to capture system changes and act as 
a record of the transaction. Keeping a log of the administrative 
process and relative technical information is essential to an 
effective access control system. The information will be used 
in assessments, audits, change requests, and as evidence for 
investigative purposes.

■■ Access modification and revocation procedures to ensure that 
users who have left the organization or changed job roles have their 
previously held access privileges immediately removed to ensure 
elimination of duplications and removal of dormant accounts.

■■ Specific actions that may be taken by management if 
unauthorized access is attempted by a user or other forms 
of access abuse are identified. This must be approved by the 
organization’s human resources and legal departments.

A more in-depth look at user management will be found later in this 
chapter when identity management is discussed.

In addition to overall user management, it is necessary to define policies, 
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procedures, and controls regarding passwords. The use of passwords is a 
common practice for validating a user’s identity during the authentication 
process. Given that, in most traditional authentication solutions, the 
password is the only secret in the transaction, great care should be considered 
in how passwords are created and managed by users and systems.

A process governing user password should consider the following:

■■ Users should be required to sign a statement agreeing to 
keep their passwords safe and confidential and to not share, 
distribute, or write down their passwords.

■■ All temporary passwords should be permitted to be used only 
once—to reset the user’s password to something that only he 
or she knows.

■■ Passwords should never be stored unprotected and in clear 
text.

■■ Passwords should have a minimum and maximum length and 
require the use of various characters and formats to increase 
their complexity and reduce their susceptibility to brute force 
and guessing attacks.

■■ Passwords should be changed regularly.
■■ Accounts should be locked for a period of time if excessive 

failed password attempts occur (typically within three to five 
tries).

■■ A history of passwords should be maintained to prevent users 
from repeating old passwords as they are changed.

■■ Passwords should not be disclosed to support personnel, and 
those personnel should not ask users for their passwords.

There is some debate over the security realized by a username and 
password combination used for authentication. For example, depending 
on the system, a longer, more complex password can actually make it more 
prone to compromise if it results in the user writing it down. The potential 
for exposure of passwords, poor password selection by users, and the sheer 
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number of passwords most users need to track lay the foundation for 
potential compromises.

However, alternatives to passwords (such as will be examined later in 
this chapter) can be expensive, cumbersome, and annoying to end users, 
potentially negating any security or business benefit they may provide. 
Before moving away from the use of passwords toward an alternative 
technology or method, the security professional must always consider 
the value of the information or system that the passwords are protecting. 
Current password technology and processes (including the use of minimum 
complexity standards, lockouts, and reuse restrictions) will provide the 
organization with a certain minimal level of security protection. If, in the 
opinion of the organization, that level of protection is sufficient to protect 
the resources behind the password, then password technology is sufficient. 
If, however, the organization feels that password protection does not 
adequately protect the resources behind the password, then it must seek 
out alternative authentication methodologies.

Nevertheless, and despite all the negative connotations passwords have 
in the security space, passwords are today’s de facto baseline standard. The 
best approach to ensure consistency and control is:

■■ Clearly defined password policies
■■ Well-implemented system controls
■■ Understanding of the technical considerations
■■ Comprehensive user training
■■ Continuous auditing

Privilege Management
The importance of access privileges demands that their allocation, 
administration, and use should have specific processes and considerations. 
The lack of effective privilege management can result in core failures in 
otherwise sophisticated access control systems. Many organizations will 
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focus exclusively on identification, authentication, and modes of access. 
Although all these are critical and important to deterring threats and 
preventing incidents, the provisioning of rights within the system is the 
next layer of control. The typical cause of problems in the allocation 
of rights is due primarily to the vast number of access options available 
to administrators and managers. The complexity of potential access 
configurations leads to inadequate and inconsistent security. This aspect 
of privilege management demands clear processes and documentation that 
defines and guides the allocation of system rights.

In the development of procedures for privilege management, careful 
consideration should be given to the identification and documentation 
of privileges associated with each system, service, or application, and the 
defined roles within the organization to which they apply. This involves 
identifying and understanding the available access rights that can be 
allocated within a system, aligning those to functions within the system, 
and defining user roles that require the use of those functions. Finally, 
user roles need to be associated with job requirements. A user may have 
several job requirements, forcing the assignment of several roles and 
result in a collection of rights within the system. Be careful, however, of 
the consequences of aggregate access rights. Many systems have rules of 
precedence that dictate how access rules are applied. Should a rule that 
restricts access conflict with, and be overridden by, a rule that allows 
access, the unintended consequence is that the user will be granted more 
access permission than was intended. Remember the primary mantra of 
least privilege: only rights required to perform a job should be provided to 
a user, group, or role.

An authorization process and a record of all privileges allocated should 
be maintained. Privileges should not be granted until the authorization 
process is complete and validated. If any significant or special privileges are 
needed for intermittent job functions, these should be performed using an 
account specifically allocated for such a task, as opposed to those used for 
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normal system and user activity. This enables the access privileges assigned 
to the special account to be tailored to the needs of the special function 
rather than simply extending the access privileges associated with the user’s 
normal work functions. For example, an administrator of a UNIX system 
might have three accounts: one for daily routines, another for specific job 
requirements, and “root” (the all-omniscient access ID on UNIX systems) 
for rare occurrences where complete system access must be utilized.

Logical (Technical) Controls
Logical controls are those mechanisms employed within the digital and 
electronic infrastructure of an organization that enforce that organization’s 
security policy. Given the pervasive nature of technology, logical access 
controls may take on a wide variety of forms and implementations. Logical 
controls can include elements such as firewalls, filters, operating systems, 
applications, and even routing protocols. Logical controls can be broadly 
categorized in the following groups:

■■ Network access
■■ Remote access
■■ System access
■■ Application access
■■ Malware control
■■ Encryption

Network Access
Network access controls are those employed within the communication 
infrastructure to restrict who may connect to, and use, that infrastructure. 
Usually, this is implemented through access control lists, remote-access 
solutions, virtual local area networks (VLANs), access control protocols, 
and security devices like firewalls and intrusion detection or intrusion 
prevention systems. The role of network access controls is usually to limit 
communications between two networks or resources. For example, a 
firewall will limit what protocols and protocol features are permitted from 
a given source to a defined destination.
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However, there are other network-level controls that can be used to 
employ security services that increase the level of access management in 
the environment. The most common example is a proxy system: a device 
or service that is located in the middle of the communication between a 
user and an application and employs controls that monitor and regulate 
the traffic between the user and the application. Proxy systems can apply 
specific logic in managing service-level communications within the 
network. For example, a proxy system may control access to Web-based 
services via the hypertext transfer protocol (HTTP). Just as a firewall 
would block specific ports, a proxy system would block or control certain 
aspects of the HTTP session to limit exposure. Many proxy systems are 
used to authenticate sessions for internal users attempting to access the 
Internet and potentially filter out unwanted Web site activity, such as Java 
applets, active server page (ASP) code, plug-ins, or access to inappropriate 
Web sites.

VLANs can be utilized to segment traffic and limit the interaction 
from one network to another. VLANs are used in situations where many 
systems are on the same physical network but they need to be logically 
separated to enforce the access control requirements of the organization. 
Conversely, VLANs can be used to virtually connect systems in multiple 
physical locations to appear as if they are all on the same logical network 
segment.

Wireless networks can also employ several access control mechanisms, 
such as MAC filtering, multiple forms of authentication, encryption, and 
limitations on network access.  

Network Access Control (NAC) provides is the ability to restrict access 
to systems based on network-wide policy. Prior to allowing a system to join 
the network, the NAC service queries the system to ensure it is adhering 
to established policies. Policies can be as simple as ensuring an antivirus 
package is present on the system and as complex as validating the system 
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is up to date with security patches. In the event the system does not meet 
security policy, it may be denied access or redirected to a secure area of the 
network for further testing or to allow the user to implement the necessary 
changes required prior to gaining full access the network.

Remote Access
In today’s environment, users working from outside the traditional office 
space make up a significant portion of the user community. Remote access 
solutions offer services to remote users requiring access to systems and 
data. One of the more commonly utilized technical solutions is the virtual 
private network (VPN). VPNs allow users to authenticate themselves 
and establish a secure communications channel over an insecure medium 
like the Internet. Typically, a VPN device is placed on the organization’s 
Internet connection or behind a firewall to allow remote users to access 
the network, authenticate, and establish a protected session with various 
internal systems.

VPN access controls typically use authentication mechanisms in 
combination with encryption methods. For example, a VPN solution 
can be configured to permit access by users with the appropriate specific 
(company branded) client software or version of a browser, limit access 
to certain portions of the network, limit the types of services permissible, 
and control session time windows. In addition, because the connection 
is occurring over an insecure and publicly accessible network like the 
Internet, most VPN solutions employ multifactor authentication to 
positively identify the user. Multifactor authentication will be covered in 
more detail later in the chapter.

System Access
The term “system” comprises a wide variety of technologies and 
components, but the definition most often used is one or more computers 
that provide a service or assist in a process. When most people think 
of a system they think of their personal computer, and that provides a 
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good model for discussing system access controls. The most prevalent 
system access control is the user ID and password combination. Almost 
all modern systems have this unless it has been specifically disabled for a 
particular reason. The user ID/password combination may be replaced in 
some systems by other forms of authentication, such as a smartcard or a 
one-time password token. Nevertheless, all these methods serve the same 
purpose: to restrict system access to authorized users.

All computer systems have an underlying operating system that controls 
all its functions and regulates how the various components of the system 
interact. There are literally hundreds of different operating systems, but 
most users (including security professionals) work primarily in one of the 
three major publicly available operating systems: Microsoft Windows®, 
Apple’s OS X, and UNIX (including the many variants of Linux and OS 
X).  Mobile operating systems such as Google’s Android and Apple’s iOS 
are also quickly becoming operating systems security professionals must 
be familiar with. Each of these operating systems has internal controls 
and layers built in that manage access control between components of 
the system. In particular, they all tightly control programs that directly 
access the hardware components of the system, such as the kernel (the part 
of the system that interfaces between the OS and the system hardware) 
and various device drivers that allow application programs to use devices 
like key-boards and printers. The ability to directly manipulate the system 
hardware is a powerful tool and must be tightly controlled by the operating 
system to prevent misuse by malicious programs.

Finally, almost all operating systems have some sort of file system to store 
information for later retrieval. The file system will also have controls to 
restrict who may access various files and directories. Some of these controls 
are imposed by the operating system itself, while others may be assigned 
by individual users to protect their personal files. These controls are very 
important to ensure that information is not disclosed to unauthorized 
individuals who may have access to the system.
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Application Access
Applications will usually employ user and system access controls to 
deter threats and reduce exposure to security vulnerabilities. However, 
applications can also incorporate mechanisms to supplement other controls 
and ensure secure operations. For example, applications can monitor user 
sessions, apply inactivity time-outs, validate data entry, and limit access to 
specific services or modules based on user rights and defined user roles. 
Moreover, the application itself can be designed and developed to reduce 
exposure to buffer overflows, race conditions (where two or more processes 
are waiting for the same resource), and loss of system integrity.

The architecture of an application plays a significant role in its ability 
to thwart attack. Object-oriented programming, multitiered architectures, 
and even database security are important to controlling what services 
are provided to users and what tasks can be performed. Access controls 
associated with all aspects of an application are important to sound security. 
Many applications are complicated and offer a wide range of services and 
access to potentially sensitive information. Additionally, applications 
may be critical to the operational needs of the business. Therefore, their 
sensitivity to disruption must be considered when designing or using the 
access control features of the application.

Applications can also be segmented into modules or layers to further 
enforce access control policies. For example, a typical e-mail application can 
be segmented into modules for composing a message, managing address 
book information, connecting to net-work resources, and managing mail 
delivery and retrieval. Doing this allows the application designer to specify 
how each module can be accessed, what services each module will present 
to the user and to other applications, and what privileges each provides 
to the user. For example, the address book management module may be 
accessible from an e-mail application but not by any other application to 
prevent the possibility of a virus examining and using a user’s address book. 
It is important to manage the interaction between application modules 
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within an application as well as the interaction between these modules and 
other applications to ensure that malicious users or programs do not try to 
use them to perform unauthorized activities. A more detailed discussion of 
application security issues is found in Chapters 4 and 6.

Malware Control
Malicious code, such as viruses, worms, Trojans, spyware, and even 
spam, represent potential security threats to the enterprise. Weaknesses 
in systems, applications, and services offer opportunities for worms and 
viruses to infiltrate an organization, causing outages or damage to critical 
systems and information. Technical controls can be applied to reduce the 
likelihood of impact from such malicious programs. The most prevalent of 
these controls are antivirus systems that can be employed on the network 
perimeter, servers, and end-user systems to detect and potentially eliminate 
viruses, worms, or other malicious programs. Other technical solutions 
include file integrity checks and intrusion prevention systems that can 
detect when a system service or file is modified, representing a risk to the 
environment.

Cryptography
Although covered in greater detail in the cryptography chapter of this 
book, encryption has an important role in the access control domain. 
Encryption can be used to ensure the confidentiality of information or 
authenticate information to ensure integrity. These two characteristics 
are highly leveraged in the identification and authentication processes 
associated with access control. Authentication protocols will employ 
encryption to protect the session from exposure to intruders, passwords 
are typically hashed (put through a one-way mathematical function 
that cannot be reversed) to protect them from disclosure, and session 
information may be encrypted to support the continued association of 
the user to the system and services used. Encryption can also be used to 
validate a session. For example, a server can be configured such that if 
session information is not encrypted, the resulting communication is 
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denied. The most predominant aspect of cryptography in access control is 
the employment of cryptographic mechanisms to ensure the integrity of 
authentication protocols and processes.

Encryption can also be used as a compensating control to improve 
security when the available access control functions are not granular 
enough to provide adequate security. For example, it may be necessary for 
several employees of a company to share a particularly sensitive financial 
spreadsheet. Unfortunately, all of these people are located in different 
offices in different parts of the country, and the only way for them to 
share this file is to use the company’s general shared drive that was set up 
for all employees to transfer information between offices. While access to 
the drive is restricted to only internal company users, there is no way to 
specify that only particular users can access a specific file. In this case, the 
file can be encrypted and the key to decrypt the file can be disclosed only 
to the employees who need to see the spreadsheet. This will allow the file 
to be placed on the general shared drive while still restricting access to only 
those who need to see the file.

Cryptography is commonly used within applications to protect sensitive 
data. Information such as credit card numbers may be encoded so that 
they are not visible (except perhaps the last few digits) to personnel who 
do not need to see the entire number. Examples of this may be seen in 
reports or printouts, in the storage of such information in a database, or 
in the layout of a screen that is displayed to the user. Consider the use of 
encryption in those situations where the available access controls are not 
sufficient to provide the appropriate granularity of protection for sensitive 
information.
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Access Control Techniques
Thus far in the chapter the discussion of access controls has been relegated 
to the processes and technology used to identify, authenticate, and 
authorize users and applications. However, all this must translate into 
specific controls associated with the security of data. In a defense-in-depth 
environment each layer of defense requires its own access controls and 
security capabilities. 

Defining security controls for the systems and applications that host 
data is a good start, but special attention must also be paid to methods of 
organizing and protecting the data itself. This section will discuss various 
methods of providing data-based protection.

Discretionary and Mandatory Access Controls
One of the most fundamental data access control decisions an organization 
must make is the amount of control it will give system and data owners to 
specify the level of access users of that data will have. In every organization 
there is a balancing point between the access controls enforced by 
organization and system policy and the ability for information owners to 
determine who can have access based on specific business requirements. 
The process of translating that balance into a workable access control 
model can be defined by three general access frameworks:

■■ Discretionary access control
■■ Mandatory access control
■■ Nondiscretionary access control

Discretionary Access Controls (DACs)
Controls placed on data by the owner of the data. The owner determines 
who has access to the data and what privileges they have. Discretionary 
controls represent a very early form of access control and were widely 
employed in VAX, VMS, UNIX, and other minicomputers in universities 
and other organizations prior to the evolution of personal computers. 
Today, DACs are widely employed to allow users to manage their own 
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data and the security of that information, and nearly every mainstream 
operating system, from Microsoft and Apple to mobile operating systems 
and Linux supports DAC. The advantage of a DAC-based system is that it 
is primarily user-centric. The data owner has the power to determine who 
can (and cannot) access that data based on the business requirements and 
constraints affecting that owner. While the owner never has the ability to 
ignore or contradict the organization’s access control policies, he or she has 
the ability to interpret those policies to fit the specific needs of his or her 
system and his or her users.

Mandatory Access Controls (MACs)
Controls determined by the system and based primarily on organization 
policy. The system applies controls based on the clearance of a user and 
the classification of an object or data. With DACs the user is free to apply 
controls at their discretion, not based on the overall value or classification 
of the data. In contrast, MAC requires the system itself to manage access 
controls in accordance with the organization’s security policies. MACs are 
typically used for systems and data that are highly sensitive and where 
system owners do not want to allow users to potentially contradict or 
bypass organizationally mandated access controls. Assigning the security 
controls of an object based on its classification and the clearance of subjects 
provides for a secure system that accommodates multilayered information 
processing.

MAC is based on cooperative interaction between the system and the 
information owner. The system’s decision controls access and the owner 
provides the need-to-know control. Not everyone who is cleared should 
have access, only those cleared and with a need to know. Even if the owner 
determines a user has the need to know, the system must ascertain that the 
user is cleared or no access will be allowed. To accomplish this, data need 
to be labeled as to its classification, allowing specific controls to be applied 
based on that classification.
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As demonstrated in Figure 1.8, access permissions are applied to an 
object based on the level of clearance given to a subject. The example 
provided represents only a few of the possible permissions that can be 
assigned to an object. For example, “list” is a permission seen in common 
operating systems that permits users to only list the files in a directory, not 
read, delete, modify, or execute those files.

Moreover, a single object can have multiple access permissions depending 
on the user or group that needs to access that object. As demonstrated 
in Figure 1.9, users can be assigned to groups, such as administrators or 
printer users. Anyone in the group administrators has full control over the 
user directories for Bruce, Sally, and Bob. However, users in the printer 
users group can only access local printers but not any of the user directories.
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Figure 1.8 - An example of access permissions.  Access permissions are applied to an 
object based on the level of clearance given to a subject.

Access Capabilities

No Access No access permission 
granted

Read (R) Read but make no changes

Write (W) Write to file. Includes 
change capability

Execute (X) Execute a program

Delete (D) Delete a file

Change (C)
Read, write, execute, and 
delete. May not change file 
permission.

List (L) List the files in a directory

Full Control (FC)
All abilities. Includes 
changing access control 
permissions.

Access Permissions

Public R - L

Group R - X

Owner R - W - X - D

Admins FC

System FC
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The third access control framework, nondiscretionary access control, 
is also based on the assignment of permissions to read, write, and execute 
files on a system. However, unlike discretionary access control, which 
allows the file owner to specify those permissions, nondiscretionary access 
control requires the administrator of a system to define and tightly control 
the access rules for files in the system.
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Figure 1.9 - Access permissions and group roles.  Users can be assigned to groups, 
such as Administrators or Printer Users. Anyone in the group Administrators has 
full control over the user directories for Bruce, Sally and Bob.  However, users In 
the PrinterUsers group can only access local printers but not any of the user direc-
tories.

ACCESS CONTROL LIST (Users)

Mary:

  UserMary Directory - FullControl

  UserBob Directory - Write

  UserBruce Directory - Write

  Printer 001 - Execute

Bob:

  UserMary Directory - Read

  UserBob Directory - Full Control

  UserBruce Directory - Write

  Printer 001 - Execute

Bruce:

  UserMary Directory - No Access

  User Bob Directory - Write

  UserBruce Directory - Full Control

  Printer 001 - Execute

Sally:

  UserMary Directory - No Access

  UserBob Directory - No Access

  UserBruce Directory - No Access

  Printer 001 - No Access

ACCESS CONTROL LIST (Groups)

Group Administrators:

  Members- Ted, Alice

  UserBruce Directory - Full Control

  UserSally Directory - Full Control

  UserBob Directory - Full Control

  UserMary Directory - Full Control

Group Printer Users:

  Members – Bruce, Sally, Bob

  UserBruce Directory – No Access

  UserSally Directory - No Access

  UserBob Directory - No Access

  PrinterDevice P1 – Print

  PrinterDevice P2 – Print

  PrinterDevice P3 – Print
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Data Access Controls
Data access controls can be implemented in a number of different ways 
depending on the access needs, organization requirements, and available 
technology capabilities. This section will discuss the more common 
methods of implementing effective data access control.

The term access control list (ACL) is used in many forms to communicate 
how a collection of controls is assigned based on a particular set of 
parameters. ACLs will typically have two basic pieces of data: a keyword 
pattern and an action to take if the keyword is matched. The pattern of 
the keyword will vary based on the application. For example, if the ACL is 
located in a network router the keyword will be an IP address or network 
designation and the action will consist of instructions on whether to block 
the traffic from (or to) that network or allow it to pass through. If the 
ACL is attached to a file on a server, the keyword will be a user ID or 
system group and the action will be an indication of whether that user or 
group will be allowed to access the requested file. There will be many such 
keyword/action pairs in an ACL and the system will continue searching 
down the list until it finds a match. If no match is found, all ACL systems 
include a default action (usually “block” or “permit”). That default action 
will be based primarily on the organization’s overall security stance. In 
other words, whether it belongs to the “deny by default” or “allow by 
default” philosophy security will determine the ultimate fate of unspecified 
actions.

ACLs are often used in the provisioning of permissions within a system 
based on organization policy. In most cases, ACLs within a system are 
applied to actions by the user, but they can also be tied to group permission. 
For example, an administrator may create a set of users, assign them to a 
group, and apply a set of files and directory permissions to that group. 
Within the system that information is translated into an ACL that is then 
employed when access to that file or directory is requested. 
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Access Control Matrix
An access control matrix (ACM) is an ACL in the form of a table. Subjects 
and objects are identified and the permissions applied to each subject/
object combination are specified in the matrix. As shown in Figure 1.10, an 
ACM can be used to quickly summarize what permissions a subject has for 
various system objects. This is a simple example, and in large environments 
an ACM can become quite complex. But, it can be extremely helpful during 
system or application design to ensure that security is applied properly to 
all subjects and objects throughout the application.

Rule-Based Access Control
In a rule-based system, access is based on a list of predefined rules that 
determine what accesses should be granted. The rules, created or authorized 
by system owners, specify the privileges granted to users (e.g., read, write, 
and execute) when the specific condition of a rule is met. For example, a 
standard ACL may specify simply that user Bob is allowed to access the file 
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Figure 1.10 - An Access Control Matrix (ACM) is an ACL in the form of a table. Sub-
jects and objects are identified and the permissions applied to each subject/object 
combination are specified in the matrix. Here, an ACM can be used to quickly sum-
marize what permissions a subject has for various system objects. This is a simple 
example. In large environments an ACM can become quite complex.
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labeled “Financial Forecast,” but a rule-based system would additionally 
specify that Bob can only access that file between 9:00 AM and 5:00 PM 
Monday through Friday. A mediation mechanism enforces the rules to 
ensure only authorized access by intercepting every request, comparing 
it to user authorizations, and making a decision based on the appropriate 
rule. Rule-based controls are most commonly a form of DAC, because 
the system owner typically develops the rules based on organization or 
processing needs.

Role-Based Access Control
A role-based access control (RBAC) model, as shown in  Figure 1.11, bases 
the access control authorizations on the roles (or functions) that the user 
is assigned within an organization. The determination of what roles have 
access to a resource can be governed by the owner of the data, as with 
DACs, or applied based on policy, as with MACs.

Access control decisions are based on job function, previously defined 
and governed by policy, and each role (job function) will have its own access 
capabilities. Objects associated with a role will inherit privileges assigned 
to that role. This is also true for groups of users, allowing administrators to 
simplify access control strategies by assigning users to groups and groups 
to roles.

There are several approaches to RBAC. As with many system controls, 
there are variations on how they can be applied within a computer system. 
As demonstrated in Figure 1.11, there are four basic RBAC architectures:

1.	 Non-RBAC: Non-RBAC is simply a user-granted access 
to data or an application by traditional mapping, such as 
with ACLs. There are no formal “roles” associated with the 
mappings, other than any identified by the particular user.

2.	 Limited RBAC: Limited RBAC is achieved when users are 
mapped to roles within a single application rather than through 
an organization-wide role structure. Users in a limited RBAC 
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Figure 1.11 - Role-Based Access Control architecture
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system are also able to access non-RBAC-based applications 
or data. For example, a user may be assigned to multiple 
roles within several applications and, in addition, have direct 
access to another application or system independent of his or 
her assigned role. The key attribute of limited RBAC is that 
the role for that user is defined within an application and not 
necessarily based on the user’s organizational job function.

3.	 Hybrid RBAC: Hybrid RBAC introduces the use of a role 
that is applied to multiple applications or systems based 
on a user’s specific role within the organization. That role 
is then applied to applications or systems that subscribe to 
the organization’s role-based model. However, as the term 
“hybrid” suggests, there are instances where the subject 
may also be assigned to roles defined solely within specific 
applications, complimenting (or, perhaps, contradicting) the 
larger, more encompassing organizational role used by other 
systems.

4.	 Full RBAC: Full RBAC systems are controlled by roles defined 
by the organization’s policy and access control infrastructure 
and then applied to applications and systems across the 
enterprise. The applications, systems, and associated data 
apply permissions based on that enterprise definition, and not 
one defined by a specific application or system.

The primary benefit of an RBAC-based access system is that it is easily 
modeled after the organization’s own organization or functional structure. 
Just as employees have roles within the political hierarchy of the organization, 
so, too, do they have roles in the functional hierarchy of an information 
system. In addition, accounting for the movement of personnel around an 
organization and adjusting their information access accordingly is greatly 
simplified in an RBAC-based system. The administrator simply removes the 
old role designation from the user (instantly removing access to all information 
the old role required) and assigns that user to a new role, automatically 
granting that user access to all the information assigned to that new role.
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Content-Dependent Access Control
Some access control decisions are affected by the actual content of the 
data rather than on overall organizational policy. For example, consider 
the typical payroll database where personnel from multiple levels require 
access. Managers should be able to view payroll information for their 
own staff but not for their peers or any other employees. This means that 
even though the user may be able to access the database in question, their 
ability to view the data within the database may be restricted according to 
the value of the data—in other words they may only be able to see records 
with the same department number as the department they belong to. The 
typical role-based functions may be applied to the database (e.g., manager, 
employee, administrator, etc.) but the logical structure of the data will be 
constantly changing. 

Personnel move between departments, managers change assignments 
(and staff ) and company reorganizations often mean that personnel can 
move from one division to another rapidly. In that type of environment 
the roles “manager” and “worker” may be valid, but the personnel that fall 
into those categories may change often over time. For that reason, some 
systems use content-dependent access control. Content-dependent access 
control is based on the actual content of the data rather than on general 
role definitions. It requires the access control mechanism (via an arbiter 
program within the software application or system used to access the data) 
to investigate the data to make decisions on how to apply the access rules 
in the system. With a content-dependent model the policy and access rules 
do not change, but the actual data a user may be able to see as a result of 
applying those changes may change over time as the data itself changes.

Constrained User Interface
Another method for controlling access is by restricting users to specific 
functions based on their role in the system. This is typically implemented 
by limiting available menus, data views, encryption, or by physically 
constraining the user interfaces. This is common on devices such as an 
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automated teller machine (ATM). In the previously mentioned payroll 
database example, someone in an “employee” role would only have options 
for “view paycheck” and “change tax info,” whereas a manager using the 
same system might be give the additional options of “grant a raise” and 
“promote employee” (but not for himself, of course!) The advantage of a 
constrained user interface is that it limits potential avenues of attack and 
system failure by restricting the processing options that are available to 
the user. On an ATM machine, if a user does not have a checking account 
with the bank he or she will not be shown the “Withdraw money from 
checking” option. Likewise, an information system might have an “Add/
Remove Users” menu option for administrators, but if a normal, non-
administrative user logs in he or she will not even see that menu option. 
By not even identifying potential options for non-qualifying users, the 
system limits the potentially harmful execution of unauthorized system or 
application commands.

Many database management systems have the concept of “views.” A 
database view is an extract of the data stored in the database that is filtered 
based on predefined user or system criteria. This permits multiple users to 
access the same database while only having the ability to access data they 
need (or are allowed to have) and not data for another user. The use of 
database views is another example of a constrained user interface.

Capability Tables
Capability tables are used to match subjects (like users or processes) and 
their capabilities (like read, write, and update) against system objects (like 
files, directories, and devices) and the ability to use those capabilities on 
those objects. Figure 1.12 shows a good example of how this works. 
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Subject Procedure A File X File Y
Process A   Read Read/Write

Joe Execute Write  
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Each row in the table holds the capabilities for a specific subject (like a 
process or a user). Each column represents an object in the environment. 
As you move across the columns for a particular row you can see what 
capability each subject can apply to each particular object. For example, 
Process A (subject) has read-only access to File X and read/write capability 
to File Y. Joe, on the other hand, can execute Process A and write to File X 
but has no ability to access File Y.

Temporal (Time-Based) Isolation
There are often times when certain activities on a system are considered 
either acceptable or unacceptable based not on who performs those 
activities, but rather on when they are performed. Temporal or timed-based 
access controls are those employed at a given time for a predetermined 
duration. If a request is made for access to data or a resource outside the 
defined time window, the access is denied. For example, a bank may want 
its employees to only access its loan application system during business 
hours (when, presumably, they are in the office) and not at night or on 
the weekends (when they would be at home or elsewhere). Likewise, an 
organization could establish their information processing service such that 
only confidential data will be processed in the morning, when all their 
workers possessing a “Confidential” clearance are scheduled to work. All 
secret data will then be processed in the afternoon, when workers with 
a “Secret” clearance are on the schedule. Attempts to access confidential 
data in the afternoon or secret data in the morning would be denied.

This concept can also extend to system processing, where certain types 
of jobs may only be run during certain parts of the day or on certain days 
of the year. For example, a business would not want its end-of-month 
processing to be run in the middle of the month, so it may restrict access 
to that process such that it can only be run from the 1st to the 5th days 
of any month. There is one important caveat to using temporal access 
controls: if the organization is spread across several time zones care must be 
taken to ensure that the time differences between locations are accounted 
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for in both the process and the supporting technology. For example, if an 
organization defines “secret” access as being available only between 8:00 
AM and 11:00 AM and has offices in both New York and Hong Kong the 
organization must define which location will serve as the reference point. 
Otherwise, it is possible that secret information will be accessible for a 
total of six hours (three in New York and three in Hong Kong) rather than 
the intended three
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Identification and Authentication
To this point the chapter has focused on access control principles and 
the threats to the control environment. The section that follows covers 
details regarding specific access controls and essential control strategies. 
Areas include:

■■ Identification, authentication, and authorization
■■ Access control services
■■ Identity management
■■ Access control technologies

Identification, Authentication, and Authorization
Identification is the assertion of a unique identity for a person or system 
and is the starting point of all access control. Without proper identification 
it is impossible to determine to whom or what to apply the appropriate 
controls. Identification is a critical first step in applying access controls 
because all activities and controls are tied to the identity of a particular 
user or entity.

The downstream effects of proper identification include accountability 
(with a protected audit trail) and the ability to trace activities to individuals. 
They also include the provisioning of rights and privileges, system profiles, 
and availability of system information, applications, and services. The 
objective of identification is to bind a user to the appropriate controls 
based on that unique user instance. For example, once the unique user is 
identified and validated through authentication, his or her identity within 
the infrastructure will be used to allocate resources based on predefined 
privileges.

Authentication is the process of verifying the identity of the user. Upon 
requesting access and presenting unique user identification, the user will 
provide some set of private data that only the user should have access to 
or knowledge of. The combination of the identity and information only 
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known by, or only in the possession of, the user acts to verify that the 
user identity is being used by the expected and assigned entity (e.g., a 
person). This, then, establishes trust between the user and the system for 
the allocation of privileges.

Authorization is the final step in the process. Once a user has been 
identified and properly authenticated, the resources that user is allowed 
to access must be defined and monitored. Authorization is the process of 
defining the specific resources a user needs and determining the type of 
access to those resources the user may have. For example, Deanna, Jennifer, 
and Matthew may all be identified and authenticated into the same system, 
but Deanna is only authorized to access the payroll information, Jennifer 
is only authorized to access product source code, and Matthew is only 
authorized to view the company’s internal Web sites.

The relationship between these three important concepts is simple:

■■ Identification provides uniqueness
■■ Authentication provides validity
■■ Authorization provides control

Identification Methods
The most common form of identification is a simple user name, user 
ID, account number, or personal identification number (PIN). These 
are used as a point of assignment and association to a user entity within 
a system. However, identification may not be limited to human users 
and may include software and hardware services that may need to access 
objects, modules, databases, or other applications to provide a full suite of 
services. In an effort to ensure that the application is authorized to make 
the requests to potentially sensitive resources, the system can use digital 
identification, such as a certificate or one-time session identifier to identify 
the application. There are several common forms of identification used by 
organizations, and the type used may vary depending on the process or the 
situation.
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Identification Badges
An identification badge is the most common form of physical identification 
and authorization in organizations. The badge represents that the badge 
holder is officially recognized and has some status within the organization. 
Most badges contain the name or logo of the organization, the name 
of the badge holder, and a picture of the holder printed on the face. In 
some cases, because of the cost of badge printing, organizations will print 
personalized badges only for employees. Visitors or temporary personnel 
will be given a generic badge, perhaps in a different color, to signify that 
they are permitted on the premises but do not belong to the organization.

The typical process behind an ID badge requires that the user wear the 
badge at all times while on company premises. Employees and security 
personnel will be able to observe the badge, check the picture on the badge 
against the badge wearer, and then make a determination as to whether the 
person legitimately belongs on the premises or not. If the name, picture, 
and badge holder do not all match, the employee should summon security 
or escort the badge holder off the premises. 

Unfortunately, this process fails all too often. Most people, even security 
guards, fail to make a very close comparison of the badge against the 
holder. During the morning rush into a facility most employees simply 
wave the badge in the air to indicate they have one and are allowed to pass. 
While this is not a universal problem—government and military facilities 
generally pay close attention to badge holders and their credentials—it is 
common enough to conclude that identification badges are not a foolproof 
security mechanism.

Another type of badge, the access badge, provides a much stronger security 
mechanism. Access badges are used to enter secured areas of a facility and 
are used in conjunction with a badge reader to read information stored on 
the badge. A central monitoring facility will read the badge information, 
match that information against a list of authorized personnel for that area, 
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and make a determination for or against access. A failing of access badges is 
that, because they are not physically tied with a specific person, employees 
often share their badges with others who may need temporary access to 
a secured area. While certainly not endorsed by the organization, and 
most often directly counter to security policy, this practice is widespread. 
To counter this problem, many organizations combine the identification 
badge with the access badge to provide a stronger tie between the badge 
holder and the individual ID card.

User ID
The common user ID—the standard entry point to most information 
systems—provides the system with a way of uniquely identifying a 
particular user amongst all the users of that system. No two users on a 
single system can have the same user ID, as that would cause confusion for 
the access control system and remove the ability to track any activity to an 
individual. It is important to note that the user ID should only be used as a 
system identifier, not an authenticator. The user ID simply tells the system 
that this user wants to be identified by that ID, not that this user has the 
legitimate right to access the system under that ID or be given access to 
any system resources. It is only when the user ID is combined with some 
other authentication mechanism, such as a password, security token, or a 
digital certificate, that a judgment can be made as to the legitimacy of the 
user and access can be permitted or denied.

Account Number/PIN
Much like a user ID, an account number provides a unique identity for 
a particular user within a system or an enterprise. Most ordinary users 
will encounter account numbers as part of a financial services application 
or transaction. In such transactions, the personal identification number 
(PIN), provides the authentication information needed to determine 
whether the user has the legitimate right to use that account number and 
access the information under that account.
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MAC Address
All computers that participate in a network must have some method of 
uniquely identifying themselves to that network so that information can 
be sent to and from the network connection associated with the proper 
computer. The most common form of machine address in use today is the 
media access control (MAC) address. The MAC address is a 48-bit number 
(typically represented in hexadecimal format) that is supposed to be globally 
unique, meaning that every network device in the world is supposed to 
have a unique MAC address. In the early days of network computing, the 
MAC address was embedded into the hardware of the device during its 
manufacture and was not changeable by end users (or attackers). When that 
was the case, the MAC address was a good way to identify (and authenticate) 
particular devices with a high degree of certainty. Unfortunately, most 
modern network-enabled devices allow the MAC address to be set in 
software, meaning that anyone with administrative access to the device can 
alter the MAC address of that device to anything of his choosing. Thus, the 
MAC address is no longer considered a strong identifier or authenticator.

IP Address
Computers using the TCP/IP network protocol are also assigned an 
internet protocol (IP) address. Whereas the MAC address provides a way 
of identifying the physical location of a system, the IP address gives the 
logical location of a device on the IP network. IP addresses are organized 
into logical groups called subnetworks or subnets. A device’s IP address 
must be unique among all the systems on that device’s same subnet, 
but there are circumstances where devices on different subnets can have 
identical IP addresses. As was the case with MAC addresses, a device’s IP 
address is assigned in software by the administrator of a system. As such, 
IP address is not a very strong indicator of a system’s identity. It is possible 
to use the IP address as one data point amongst many to narrow down a 
system’s unique network location or identity, but it should not be used 
alone for such purposes.
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Radio Frequency Identification (RFID)
In recent years, a great deal of research has been done to determine ways 
to uniquely identify objects and be able to read that identification without 
physically interacting with the object itself. This can be very useful in cases 
where it is advantageous to identify items quickly or without the need for 
physical inspection. The most popular technology to come out of this 
research is the radio frequency identification (RFID), tag. The RFID tag is 
a small label that can be embedded in almost any object, including product 
shipping pallets, passports, consumer goods, and even human beings. The 
tag contains identifying information for the object, such as a UPC code or 
a person’s name. When the tag comes in the proximity of an RFID reader, 
the reader reads the information from the tag and determines the identity 
of the object. RFID tags are extremely small, so they add no discernible size 
or weight to the object being tagged, and because they can be read from a 
distance of several feet the reader does not need close physical contact with 
the tagged object.

The use of RFID in some applications has raised some privacy concerns 
for some people. For instance, RFID tags are now included in all newly 
issued passports for several countries such as the U.S. and Australia. 
Unfortunately, because the tags can be read from a distance, many fear 
that their private passport information can be taken from the tag without 
their consent. In addition, many are advocating the injection of RFID tags 
into humans to allow authorities to positively identify those people if they 
are kidnapped or killed. Again, privacy advocates fear that RFID-injected 
people can have their personal tag information read without their consent 
by an intruder with a tag reader in a crowded public place, raising identity 
theft concerns. In the final analysis, RFID technology has been a big 
breakthrough in the manufacturing and consumer goods industries where 
it is helping to reduce inventory and product tracking costs. The values and 
risks to privacy and breach must be considered when using an RFID badge.
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E-Mail Address
The use of a person’s e-mail address as an identification mechanism or 
user ID has become increasingly popular in recent years, particularly for 
Internet e-commerce and portal sites. Part of the reason for this is that 
an e-mail address is globally unique. If a user’s e-mail address is janet@
jmail.com, nobody else can legitimately use that address to send or receive 
e-mail. Based on that assumption, many Web sites use the user’s e-mail 
address as the unique user ID and allow the user to select a password for 
authentication. Web sites using this convention will additionally use that 
e-mail address to send correspondence to the user for administrative or 
informational purposes. One common mechanism in current use is to 
have a new user to register on the site to enter his e-mail address as a user 
ID. The site will then send a confirmation e-mail to that address and wait 
for a reply from the user before completing the registration process. The 
theory behind this process is that if a user has access to the e-mail account 
specified by the entered address there is a high degree of certainty that the 
user is legitimate.

However, this assumption may not be valid in many situations. The 
uniqueness of an e-mail address is enforced solely by convention. There 
are no technical restrictions preventing the use of another person’s e-mail 
address as an identifier and, the aforementioned verification mechanism 
notwithstanding, there is no way to formally verify the legitimacy of a 
particular e-mail address or that a particular individual is the owner of 
that address. In addition, it is a simple matter to spoof (or falsify) the 
sender’s e-mail address in most common e-mail systems in use today, and 
spammers, fraudsters, and phishing perpetrators regularly use this method 
as a way of masking the true origin of their attacks. It is convenient for 
a person to use an e-mail address as identification because it is easy to 
remember, but if an organization wishes to use this as an identification 
method it should not place absolute trust in its legitimacy and should 
certainly use other authentication methods to tie the use of that address to 
a particular user.
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User Identification Guidelines
There are three essential security characteristics regarding identities: 
uniqueness, nondescriptiveness, and secure issuance. First and foremost, 
user identification must be unique so that each entity on a system can 
be unambiguously identified. Although it is possible for a user to have 
many unique identifiers, each must be distinctive within an access control 
environment. In the event there are several disparate access control 
environments that do not interact, share information, or provide access to 
the same resources, duplication is possible. For example, a user’s ID at work 
may be “mary_t,” allowing her to be identified and authenticated within 
the corporate infrastructure. She may also have a personal e-mail account 
with her Internet service provider (ISP) with the user ID of “mary_t.” 
This is possible because the corporate access control environment does 
not interact with the ISP’s access control environment. However, there are 
potential dangers with using the same ID on multiple systems. Users are 
prone to duplicating certain attributes, such as passwords, to minimize 
their effort. If an attacker discovers Mary’s ISP ID and password, he or she 
may rightly conclude that she is using the same ID and password at work. 
Therefore, any duplication, although possible in certain circumstances, 
represents a fundamental risk to the enterprise.

User identification should generally be nondescriptive and should try 
as much as possible to disclose as little as possible about the user. The 
ID should also not expose the associated role or job function of the user. 
Common practice is to issue user IDs that are a variant of the user’s name, 
for example, “bsmith” or “bob.smith.” Once this scheme is identified by an 
attacker it becomes easy to begin enumerating through possible variations 
on the theme to discover other valid user IDs in the organization. In 
addition, a person’s job function should never be used as the basis for a 
user ID. If a user ID were to be named “cfo,” an attacker would be able 
to focus energy on that user alone based on the assumption that he is 
the CFO of the company and would probably have privileged access to 
critical systems. However, this is practiced quite often. It is very common 
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to have user IDs of “admin,” “finance,” “shipment,” “Web master,” or 
other representations of highly descriptive IDs. The naming of these IDs 
is voluntary and self-imposed by the organization.

There are some IDs, however, that cannot be easily changed. The 
most predominant is the username “root.” It is the name given to the 
administrative account with unlimited access rights on a UNIX system. 
Everyone, including attackers, knows what the username “root” represents, 
and it is for this very reason that attaining root’s password is so desirable. 
Unfortunately, in most UNIX systems, changing the user or masking that 
role is impossible. In Microsoft operating systems it is possible to change 
the username of the default “administrator” account (nearly the equivalent 
of “root” in UNIX) to some other nondescriptive name, and should be 
considered a best practice.

Clearly, any highly privileged system account, such as “root” and 
“administrator,” represents a target for attackers, and it can be difficult 
to mask its role. However, traditional users, who may have a broad set of 
privileges throughout the enterprise, can be more difficult for attackers to 
isolate as a target. Therefore, establishing a user ID that is independent of 
the user’s name, job function, or role will act to mask the true privileges 
of the user. Ideally, user IDs should be randomly assigned or include some 
randomized elements to prevent ID guessing and enumeration by attackers.  
While renaming is a best practice and will prevent rudimentary attempts 
at access it can be defeated by identifying the “Security IDs.” Defense 
in depth must be practiced to ensure an appropriate level of defense is 
implemented vs. the burden to the user and risk.

Clearly, any highly privileged system account, such as “root” and 
“administrator,” represents a target for attackers, and it can be difficult 
to mask its role. However, traditional users, who may have a broad set of 
privileges throughout the enterprise, can be more difficult for attackers to 
isolate as a target. Therefore, establishing a user ID that is independent of 
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the user’s name, job function, or role will act to mask the true privileges 
of the user. Ideally, user IDs should be randomly assigned or include 
some randomized elements to prevent ID guessing and enumeration by 
attackers.

Finally, the process of issuing identifiers must be secure and well 
documented. The quality of the identifier is in part based on the quality 
of how it is issued. If an identity can be inappropriately issued, the entire 
security system can break down. The identifier is the first, and arguably the 
most important, step in acquiring access. An organization must establish 
a secure process for issuing IDs, including the proper documentation and 
approval for all ID requests. The process must also account for notification 
of the user’s management and any system owners for systems the user may 
have access to. The organization must deliver the user ID to the end user 
in a secure manner. This can be as simple as delivery in a sealed envelope 
or as complicated as using digitally signed and encrypted communications 
channels. Finally, the entire process must be logged and documented 
properly to ensure that the process can be verified and audited.

Identity Management
Identity management is a much-used term that refers to a set of technologies 
intended to offer greater efficiency in the management of a diverse user 
and technical environment. Modern enterprises must deal with the 
difficulties of managing the identity and access restrictions of employees, 
contractors, customers, partners, and vendors in a highly complex and 
dynamic organization. Identity management systems are designed to 
centralize and streamline the management of user identity, authentication, 
and authorization data.

Identity management addresses all aspects of controlling access, with a 
core focus on centralized management. Given the complexity of modern 
organizations and the diversity of business requirements, many access 
control infrastructures grow convoluted and difficult to manage. They 
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manage multiple independent access control systems, often one per 
application. Rarely are they all integrated; at best there may be pockets 
of integration between several applications. Along with this multiplicity 
of access control systems comes a complex web of administrative 
responsibilities, making the administrator’s job even more complex with 
each new application. Enterprises operate a vast array of IT infrastructure 
components, including:

■■ Network operating systems
■■ Multiple servers running multiple operating systems
■■ User directories
■■ Human resources, payroll, and contract management systems
■■ A variety of line-of-business applications
■■ Customer relationship management (CRM) systems
■■ Electronic commerce applications
■■ Enterprise resource management systems planning (ERP)

As shown in Figure 1.13, almost every system must track valid users 
and control their permissions for a given system. The diversity of these 
systems—each with its own administration software, and management 
processes—and the fact that users typically access multiple systems, makes 
managing this user data difficult at best, and a financial and operational 
burden to most organizations.

One of the primary tasks within an identity management infrastructure 
is the need to provision, maintain, and manage user IDs. This includes 
gathering the initial account information to populate the system and 
create an account record for that user. The information may be submitted 
by the user through filling out a standard form or an in-person interview, 
or it may come directly from the user as part of a self-help service. Once 
account information is gathered, the system must be able to account for 
the granting and revocation of access rights as the user (and the associated 
IDs) goes through its natural life cycle.
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Efficiency in this process is a key performance factor. The goal of an 
identity management system is to consolidate access rights into an easily 
managed record of identity and access for each user in the system. This 
will work to reduce errors and increase control over IDs and access in 
the organization. It will also eliminate redundant and unnecessary access. 
“Once and done” is the mantra for this activity. Setting up user access 
on multiple systems is repetitive. Doing so with the individual tools 
provided with each system is needlessly costly. Therefore, all design and 
development for the identity management system should be aimed at 
reducing redundancy and streamlining the provisioning and management 
processes as much as possible.

Timeliness of the process is important to the business. If there is too much 
of a time lag during the front-end provisioning and management processes, 
that will translate directly to lost user productivity. If there is a time lag 

105

Domain 1:  Access Control 1
A

ccess Control

Figure 1.13 - In complex environments, almost every system must track valid users 
and control their permissions.
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during the access removal or decommissioning stages, that will translate 
into increased security risk to the organization. Identity management 
systems promote timeliness by centrally managing the identity and access 
control for distributed systems throughout the enterprise.

Identity Management Challenges
Typically, when an employee is hired, a new user profile is created and stored 
in a human resources database and a request for access to various systems and 
applications is created. If the organization has predefined roles associated 
with particular jobs the new user request will be compared to a company’s 
role authorization policies. If the organization does not have such a role-
based system, a management-defined list of access rights will be created. The 
request is then routed for the necessary approval, and (if approval is granted) 
sent to the IT department. Finally, the IT department submits the approved 
request to various system administrators to provision user access rights. The 
user is provisioned, and the approval is recorded in a history file or log file.

This scenario assumes, of course, the best of all possible worlds, where 
processes work perfectly every time and all participants are prepared to do 
their part at any time. In actual practice, there are a number of problems 
that can arise during the identity management process:

■■ Requests for access rights can be backlogged, halting user 
productivity. There will be a limited number of people to 
process these requests and often this is not an individual’s (or 
a group’s) full-time job. As a result, these requests are often 
delayed or held until enough requests are pending for some-
one to allocate time to process them.

■■ Cumbersome policies cause errors. If the requested access 
involves different systems and complex levels of access there is a 
high likelihood that there will be errors in the implementation 
of the request. This will result in delayed access (at best) or the 
assignment of inappropriate access to the user (at worst).

■■ Request forms are not fully completed. This can cause 
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numerous delays in processing. Very often, the forms are not 
clear or the requestor is confused as to specifically what they 
need to request.

■■ The number of resources across the enterprise may be growing. 
This may lead to an increasing number of access requests 
continually flowing into the processing system. Given the 
chronic resource shortage in most organizations, this will 
become a perpetual problem.

■■ Precise audit trails of requests and approvals are rarely 
maintained. If there is a question about what access was 
requested, who approved it, or what was ultimately granted, 
an audit trail is the only definitive method of determining 
this. Unfortunately, many organizations do not keep accurate 
records of this process, particularly during the approval stages.

■■ Many system profiles and users are dormant or associated 
with departed employees, making them invalid. The process 
of removing access when no longer needed is just as important 
as granting it in the first place. However, many organizations 
fail to implement processes to regularly review existing access 
to determine if it is still needed.

Some people in the organization, particularly those in the upper levels 
of management, often bypass defined processes and protocols put in place 
to manage the flow of provisioning requests in an attempt to get their 
requests implemented more quickly. Even employees at lower levels in the 
organization may attempt to call a helpful friend in IT rather than go 
through the standard process. If allowed to continue, this practice leads 
to inaccurate record keeping as some provisioning will not be properly 
recorded.

Key management challenges regarding identity management solutions 
also include:

■■ Consistency: User profile data entered into different systems 
should be consistent. This includes name, user ID, contact 
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