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Praise for Who Owns the Future?

“Daringly original . . . Wildly imaginative . . . Lanier is as lively and accessible as he is prescient.”

—Janet Maslin, The New York Times

“Lanier has a mind as boundless as the internet. . . . [He is] the David Foster Wallace of tech.”

—London Evening Standard

“Brilliant.”

—Michiko Kakutani, The New York Times

“At its heart, this ambitious book is about how to help ordinary people survive and prosper at a time when advances in computer technology make it increasingly difficult for some people to find a job. The book is well written, meticulously researched, deeply humane, and incredibly complex.”

—USA Today

“A smart, accessible book that takes a critical look at our online state of affairs and finds it out of balance.”

—Carolyn Kellogg, Los Angeles Times

“A useful corrective to what Lanier describes as Silicon Valley’s obsession with Moore’s Law. . . . If a digital exodus begins, Lanier will play the role of Moses.”

—San Francisco Chronicle

“A critical discussion about putting humans back at the center of technological developments, and revaluing human information at the heart of network value.”

—The Cleveland Plain-Dealer

“One of the best skeptical books about the online world.”

—Salon

“Lanier has a poet’s sensibility and his book reads like a hallucinogenic reverie, full of entertaining haiku-like observations and digressions.”

—Financial Times

“One of the triumphs of Lanier’s intelligent and subtle book is its inspiring portrait of the kind of people that a democratic information economy would produce. His vision implies that if we are allowed to lead absorbing, properly remunerated lives, we will likewise outgrow our addiction to consumerism and technology.”

—The Guardian

“A contrarian’s view of the benefits of technology, digitization, and ‘big data,’ which is both provocative and controversial. . . . A must-read.”

—“Capital Business,” The Washington Post

“A sharp and enjoyable read . . . an often brilliant book.”

—The Verge

“Rich in ideas, imagination and humanity. . . . This self-described ‘book of hypotheticals, speculation, advocacy’ succeeds in proposing the beginnings of a possible—even practical—way out of the soup of wealth inequality and economic decline.”

—Maria Bustillos, The Awl

“Lanier is not foretelling the slow collapse of one company but of the entire edifice of capitalism in the technological era. . . . His book not only makes a convincing diagnosis of a widespread problem, but also answers a need for moonshot thinking.”

—Evan Hughes, The New Republic

“This is what separates Lanier from his peers: He believes in the value of people. . . . All of Lanier’s ideas and criticisms are grounded in a deep humanism, a recognition that technology is shaped by people, not the other way around.”

—Grantland

“Of all the people imagining what could come next, perhaps the most radical thinker is Jaron Lanier. . . . It is refreshing to have a brilliant technological mind working on the users’ behalf for once. And it’s good to see a tech innovator thinking seriously and creatively about what technology can do—and what it can’t.”

—Columbia Journalism Review

“Lanier’s main argument spawns fascinating digressions into Aristotle’s politics, science-fiction themes, Silicon Valley spirituality, and other byways. . . . His diagnosis of our technological maladies is brilliant, troubling, and well worth the price.”

—Publishers Weekly

“Lanier is the person to listen to about technology. . . . Lanier doesn’t just sling arrows but has suggestions to make—including monetizing data now treated as being cost free.”

—Library Journal

“Everyone complains about the Internet, but no one does anything about it—except for Jaron Lanier.”

—Neal Stephenson, bestselling author of Reamde and Cryptonomicon

“Who Owns the Future? explains what’s wrong with our digital economy, and tells us how to fix it. Listen up!”

—George Dyson, bestselling author of Turing’s Cathedral

“Who Owns the Future? is a deeply original and sometimes startling read. Lanier does not simply question the dominant narrative of our times, but picks it up by the neck and shakes it. A refreshing and important book that will make you see the world differently.”

—Tim Wu, author of The Master Switch

“This book is rare. It looks at technology with an insider’s knowledge, wisdom, and deep caring about human beings. It’s badly needed.”

—W. Brian Arthur, author of The Nature of Technology
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To everyone my daughter will know as she grows up.

I hope she will be able to invent her place in a world in which it’s normal to find success and fulfillment.


Introduction to the Paperback Edition

A story from the history of music turned me into a digital idealist in the 1970s, when I was only a teenager. African American slaves were forbidden to play drums for many years, because drums could be used as a form of communication. Slave owners feared that drums could play a role in organizing revolts.

Throughout human history, humans have been their own worst enemies, and whenever someone is oppressing someone else, the oppressor seeks to control the tools of communication. Digital networks seemed to me and my compatriots to present a new twist on this old game. A digital network by its nature must constantly adapt to flaws and errors by routing around them. Dominating a digital network would therefore be hard. Digital networks might become the drums that would never be silenced!

That was the starting idea, from way back before the Internet came into existence. It still sounds right to me, and some version of it must be workable, but the particular, strange way we’ve built our networks has backfired.

Right now is the time when people are learning how to live with digital networks as we’ve made them so far. Once you understand this, current events that might seem unrelated to each other—and might also appear to be rather senseless—will suddenly fit into a coherent story. For instance, two gargantuan malfunctions in the United States that exploded during the period between the hardback and paperback editions of this book seemed to be unrelated at first glance. But look a little deeper and they can be understood as mirror images of each other.

The first malfunction was when the United States was nearly torn asunder by the extraordinary struggle over “Obamacare.” Portions of the government were temporarily shut down, and the nation teetered on reneging on its debt obligations. While there are various useful ways of thinking about the Obamacare conflict, it’s also important to remember what the conflict was about.

On a literal level, we were fighting about how society integrates “Big Data.”* As explained in these pages, the advent of big data reversed the motivations of insurance companies. Back in the ancient days before cheap, connected computation, the primary way an insurance company could increase its profits was by insuring more and more customers. After the appearance of big data, motivations perversely inverted: The road to increasing profit was to insure only those who could be determined by algorithms to need insurance the least.

*“Big Data” is the ubiquitous term used to describe the massive amounts of information being gathered in every possible way about everyone and everything in order to make the algorithms that are called “artificial intelligence” seem to function on their own. The fact that Big Data is needed is proof that these algorithms are actually only a repackaging of human effort in such a way that it is anonymized and that people aren’t acknowledged or paid. Both Big Data and Artificial Intelligence are economic and political constructions that disenfranchise most people.

This strategic reversal left vast numbers of Americans uninsured. Since Americans are fundamentally compassionate, this did not result in the uninsured dying in the streets outside hospital emergency rooms. Instead, the public paid for health care in the most expensive way possible, by treating people only in emergency conditions. This, in turn, resulted in a drag on the economy, a decrease in personal freedom (since people were locked into jobs in order to keep insurance), and a lessening of economic growth and innovation. It also resulted in decreased overall health in the nation.† Obamacare is a method of reversing the reversal by demanding that many more people be insured, and that insurance companies compete in a way that’s somewhat reminiscent of the days before big data.

†http://www.iom.edu/Activities/HealthServices/InsuranceStatus.aspx.

No one disputes that big data can be an essential tool in medicine and public health. Information is by definition the raw material of feedback, and therefore of innovation. But there is more than one design for integrating big data into society. Because digital technology is still somewhat novel, it’s possible to succumb to an illusion that there is only one way to design it. Is it conceivable to use big data in such a way that both people and their economy get healthier? That is the kind of question addressed by this book.

The second malfunction exploded around Edward Snowden’s leaks, which revealed that the National Security Administration was overstepping its charter; snooping on everyone, friend and foe; undermining the encryption that secures our transactions; and turning the consumer-facing world of “free” Internet services into an Orwellian monster

The NSA has been hard-pressed to show specific benefits that have come out of algorithmically spying on everyone. Old fashioned intelligence work on the ground has been delivering results, such as locating Osama Bin Laden, while the hope for automatic security through big data algorithms has simply not been realized. The bombing of the Boston Marathon took place the same week as the American publication of this book, and no number of hidden city-sized server farms, metadata analysts, or street cameras prevented it.

In fact, the crazy stretch of the NSA’s digital Hoovering demanded such a large labor pool of techies that it compromised its own discipline, making the appearance of a Snowden inevitable. Completely aside from whether one is supportive or horrified by the NSA’s strategies in the age of big data, the undeniable fact is that it has made itself less competent.

The NSA and American health insurance companies fell prey to exactly the same disease, which is a form of institutional addiction. They became addicted to what I call a “Siren Server.” A Siren Server is a powerful computational resource that out-computes everyone else on the network and seems to grant its owners a guaranteed path to unbounded success at first. But the benefits are illusory and lead to a grand failure before too long.

The Snowden leaks made people all over the world feel violated. We don’t know who has read our most tender emails. It feels bad, and if we ever get used to that feeling, that would feel even worse.

But at the same time, why was everybody in the world pouring all their personal information into computers owned by big corporations? The NSA forced its way into those private computers in secret, but why did anyone think that near unanimous consumer support of a titanic surveillance industry would not eventually morph into a surveillance state?

The dramatic cliffhanger of our age is whether we—meaning all of us, not just those who tend the Siren Servers—will learn to overcome the lure of Siren Servers.

This is the overarching drama that unites otherwise contradictory trends. Here is another instance: On the one hand, computer networks are said to be disrupting centralized power of all kinds and giving it to the individual. Customers can bring corporations to their knees by tweeting complaints. A tiny organization like WikiLeaks can alarm the great powers with nothing but encryption and net access. Young Egyptians were able to organize a nearly instant revolution through their mobile phones and the Internet.

But then there’s the other trend. Inequality is soaring in rich countries around the world, not just in the United States. Money from the top 1 percent has flooded our politics. The job market in America has been hollowed out; unpaid internships are common and “entry-level” jobs seem to last a lifetime, while top technical and management posts become ever more lucrative. The individual appears to be powerless in the face of tough prospects.

The disruption and decentralization of power coincides with an intense and seemingly unbounded concentration of power. What at first glance looks like a contradiction makes perfect sense once you understand the nature of modern power.

Dissect almost any ascendant center of power, and you’ll find a Siren Server at the core. It’s a state of affairs that stings me especially hard, because it was partially brought on by the angelic intentions of early digital idealists. We thought the world would be a better place if everyone shared as much information as possible, free from the constraints of the commercial order. It was an utterly reasonable idea. We were building the drums that could not be silenced. Surely an ability to route around the artificial blindness that has traditionally sealed brutality in place would bring about an era of improved fairness and decency.

Why did the ideal of free information sharing fail? Because it ignored the nature of computation. If a bunch of precomputational people are sharing openly, there might be problems—as the history of socialistic experiments has taught us. But on the other hand, at least in special circumstances, there’s no guarantee they will fail.

If those same people have a computer network, however, then there is a guarantee that whoever among them has the most effective computer will gain information superiority. People are created equal, but computers are not. A top computer can bring limitless wealth and influence to that lucky computer’s owner and the onset of insecurity, austerity, and unemployment for everyone else.

In the past, power and influence were gained by controlling something that people needed, such as oil or transportation routes. Now to be powerful can mean having information superiority, as computed by the most effective computer on a network. In most cases, this means the biggest and most connected computer, though very occasionally a well-operated small computer can play the game, as is the case with WikiLeaks. Those cases are so rare, however, that we shouldn’t fall into the illusion of thinking of computers as great equalizers, like guns in the Wild West.

Siren Servers are usually gigantic facilities, located in obscure places where they have their own power plants and some special hookup to nature, such as a remote river that allows them to cool a fantastic amount of waste heat.

This new class of ultrainfluential computers comes in many costumes. Some run financial schemes, such as high-frequency trading, and others run insurance companies. Some run elections, and others run giant online stores. Some run social network or search services, while others run national intelligence services. The differences are only skin deep.

The motivation for Sirenic omniogling is that it leads to marginally effective behavioral models both of inanimate phenomena, such as financial events, and of human beings. These models are far from perfect, but are just barely good enough to predict and manipulate people gradually, over time, shaping tastes and consumption in even more effective and insidious ways than subliminal advertisements could supposedly do. A slight, sessile advantage accumulates and amplifies, like the soaring tide of compound interest.

Manipulation might take the form of paid links appearing in free online services, an automatically personalized pitch for a candidate in an election, or perfectly targeted offers of credit. While people are rarely forced to accept the influence of Siren Servers in any particular case, on a broad statistical basis it becomes impossible for a population to do anything but acquiesce over time. This is why companies like Google are so valuable. While no particular Google ad is guaranteed to work, the overall Google ad scheme by definition must work, at least for a while, because of the laws of statistics. Superior computation lets a Siren Server enjoy the magical benefits of reliably manipulating others even though no hand is forced.

Since networking got cheap and computers became enormous, the financial sector has grown fantastically in proportion to the rest of the economy, even though it has done so by putting the rest of the economy at increased risk. This is precisely what happens naturally, without any evil plan, if you have a more effective computer than anyone else in an open network. Your superior calculation ability allows you to choose the least risky options for yourself, leaving riskier options for everyone else.

A Siren Server gains influence through self-effacement. There is a Zen quality to it. A big computational-finance scheme is most successful when the proprietors have no idea what they finance. The whole point is to make other people take risks, and knowledge means risk. The new idea is to have no idea whether the security you bundled is fraudulent or not.

Once this principle is understood, the seeming contradiction—that power is being more and less concentrated at the same time—melts away. An old-fashioned exercise in power, such as censoring social network expression, would reduce the new kind of power, which is to be a private spying service on people who use social networking.

We must learn to see the full picture, and not just the treats before our eyes. Our trendy gadgets, such as smartphones and tablets, have given us new access to the world. We regularly communicate with people we would never even have been aware of before the networked age. We can find information about almost anything at any time. But we have learned how much our gadgets and our idealistically motivated digital networks are being used to spy on us by ultrapowerful, remote organizations. We are being dissected more than we dissect.

Back at the dawn of personal computing, the ideal that drove most of us was that computers were tools for leveraging human intelligence to ever-greater achievement and fulfillment. I remember early Apple brochures that described personal computers as “bicycles for the mind.” This was the idea that burned in the hearts of early pioneers like Alan Kay, who a half century ago was already drawing illustrations of how children would someday use tablets.

But the tablet is no longer just a physical form for a device; it enforces a new power structure. A “tablet,” unlike a “computer,” only runs programs approved by a single, central, commercial authority. That it’s lightweight and has a touchscreen is less important than the fact that the owner has less freedom than owners of previous generations of digital devices.

A tablet doesn’t really enable one to fully run one’s own affairs on one’s own terms. A personal computer is designed so that you own your own data. PCs enabled millions of people to run their own affairs. The PC strengthened the middle class. Tablets are instead optimized for delivering entertainment, but the real problem is that you can’t use them without ceding information superiority to someone else. In most cases, you cannot even turn them on without giving over personal information.

By the time tablets finally found success in reality, Steve Jobs announced that personal computers were actually like “trucks.” They were tools for vaguely burdened working-class guys in T-shirts and visors; most consumers would surely prefer cars. Flashy cars. This formulation suggests that sexy people prefer the superficial gloss of status and leisure to the actual attainment of influence or self-determination. The problem isn’t Apple, but a characteristic of the whole industry. Microsoft once upon a time saw itself as a tool company. But what seems to have won consumers’ hearts most is Microsoft’s XBOX, which is more like a content delivery system.

This triumph of consumer passivity over empowerment is heartbreaking. It does seem that consumers for the moment prefer not to be as smart or empowered as I am sure they, meaning we, could be. This would be a bleak enough observation even without the concurrent rise of the surveillance economy. Not only have consumers prioritized flash and laziness over empowerment, but we have also acquiesced to being spied on all the time. The two trends are actually one.

The only way to sell a loss of freedom, so that people will accept it voluntarily, is by making it look like a great bargain at first. Consumers were offered free stuff (such as web searches and social networking) in exchange for acquiescing to being spied upon. The only power a consumer has is to look for a better deal. The only way to say no to that deal is to transcend the role of consumer once in a while.

To be free is to have a zone around you that is private, where you can be with your own thoughts, your own experiments, for a time, between confrontations with the larger world. When you are wearing sensors on your body all the time, such as the GPS and camera on your smartphone, and constantly piping data to a megacomputer owned by a corporation that is paid by “advertisers” to subtly manipulate you by tweaking the options immediately available to you, you gradually become less free.

It’s not just that you’re making far away people rich, even if you are not getting rich yourself, but that you are accepting an assault on your own free will, bit by bit. In order to make tech into something that empowers people, people have to be willing to act as if we can handle being powerful.

If we demand free services in the present, we must also learn that we’ll actually pay a price for them in the future. We must demand an information economy in which a rising tide raises all boats, because the alternative is an unbounded concentration of power. A surveillance economy is neither sustainable nor democratic.

The Internet has often been compared to the Wild West, with its dreamers and schemers, its glimmering promise of free land (primarily accessible, of course, through a monopolized railway). We have evolved out of these something-for-nothing schemes before, and we can do so again.

The story of our times is that humanity is deciding how to be as our technological abilities increase. When will we grow proud enough to be a match for our own inventions?


Prelude

Hello, Hero

An odd thing about this book is that you, the reader, and I, the author, are the immediate protagonists. The very action of reading makes you the hero of the story I am telling. Maybe you bought, or stole, a physical copy, paid to read this on your tablet, or pirated a digital copy off a share site. Whatever the prequel, here you are, living precisely the circumstances described in this book.

If you paid to read this, thank you! This book is a result of living my life as I do, which I hope provides value to you. The hope of this book is that someday we’ll all have more ways to grow wealth as a side effect of living our lives creatively and intelligently, with an eye to doing things of use to others.

If you paid to read, then there has been a one-way transaction in which you transferred money to someone else.

If you got it for free, there has been a no-way transaction, and any value traded will be off the books, recorded not in any ledger but rather in the informal value systems of reputation, karma, or other wispy forms of barter. That doesn’t mean nothing has happened. Maybe you’ll get some positive strokes over a social network because of what you say about the book. That sort of activity might benefit us both. But it’s a kind of benefit that is unreliable and perishable.

The clamor for online attention only turns into money for a token minority of ordinary people, but there is another new, tiny class of people who always benefit. Those who keep the new ledgers, the giant computing services that model you, spy on you, and predict your actions, turn your life activities into the greatest fortunes in history. Those are concrete fortunes made of money.

This book promotes a third alternative, which is that digital networking ought to promote a two-way transaction, in which you benefit, concretely, with real money, as I do. I want digital networking to cause more value from people to be on the books, rather than less. When we make our world more efficient through the use of digital networks, that should make our economy grow, not shrink.

Here’s a current example of the challenge we face. At the height of its power, the photography company Kodak employed more than 140,000 people and was worth $28 billion. They even invented the first digital camera. But today Kodak is bankrupt, and the new face of digital photography has become Instagram. When Instagram was sold to Facebook for a billion dollars in 2012, it employed only thirteen people.

Where did all those jobs disappear to? And what happened to the wealth that those middle-class jobs created? This book is built to answer questions like these, which will only become more common as digital networking hollows out every industry, from media to medicine to manufacturing.

Instagram isn’t worth a billion dollars just because those thirteen employees are extraordinary. Instead, its value comes from the millions of users who contribute to the network without being paid for it. Networks need a great number of people to participate in them to generate significant value. But when they have them, only a small number of people get paid. That has the net effect of centralizing wealth and limiting overall economic growth.

Instead of enlarging our overall economy by creating more value that is on the books, the rise of digital networking is enriching a relative few while moving the value created by the many off the books.

By “digital networking” I mean not only the Internet and the Web, but also other networks operated by outfits like financial institutions and intelligence agencies. In all these cases, we see the phenomenon of power and money becoming concentrated around the people who operate the most central computers in a network, undervaluing everyone else. That is the pattern we have come to expect, but it is not the only way things can go.

The alternative introduced in this book is not a utopian idea; it won’t be hard to foresee its annoyances and messiness. However, I will argue that monetizing more of what’s valuable from ordinary people, who turn out to be the uncompensated sources of the data that make networks valuable in the first place, will lead to a better future.

That will make power and clout more honestly distributed, and might even lead to a persistent middle class in an information economy, which would otherwise be an impossible goal.

Terms

It would be impossible to only use preexisting terminology to communicate the ideas in this book. The problem is not that there are no relevant, familiar terms, but that all the preexisting terms have baggage or common uses that are just enough askew from what I need to say that they bring more confusion than clarity. So unfamiliar terms and expressions will appear. An appendix contains a list of some of these terms, along with the pages on which they first appear. Think of it as the high-priority index.


PART ONE
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First Round


CHAPTER 1

Motivation

The Problem in Brief

We’re used to treating information as “free,”* but the price we pay for the illusion of “free” is only workable so long as most of the overall economy isn’t about information. Today, we can still think of information as the intangible enabler of communications, media, and software. But as technology advances in this century, our present intuition about the nature of information will be remembered as narrow and shortsighted. We can think of information narrowly only because sectors like manufacturing, energy, health care, and transportation aren’t yet particularly automated or ’net-centric.

*As exemplified by free consumer Internet services, or the way financial services firms can often gather and use data without having to pay for it.

But eventually most productivity probably will become software-mediated. Software could be the final industrial revolution. It might subsume all the revolutions to come. This could start to happen, for instance, once cars and trucks are driven by software instead of human drivers, 3D printers magically turn out what had once been manufactured goods, automated heavy equipment finds and mines natural resources, and robot nurses handle the material aspects of caring for the elderly. (These and other examples will be explored in detail later on.) Maybe digital technology won’t advance enough in this century to dominate the economy, but it probably will.

Maybe technology will then make all the needs of life so inexpensive that it will be virtually free to live well, and no one will worry about money, jobs, wealth disparities, or planning for old age. I strongly doubt that neat picture would unfold.

Instead, if we go on as we are, we will probably enter into a period of hyper-unemployment, and the attendant political and social chaos. The outcome of chaos is unpredictable, and we shouldn’t rely on it to design our future.

The wise course is to consider in advance how we can live in the long term with a high degree of automation.

Put Up or Shut Up

For years I have presented complaints about the way digital technology interfaces with people. I love the technology and doubly love the people; it’s the connection that’s out of whack. Naturally, I am often asked, “What would you do instead?” If the question is framed on a personal level, such as “Should I quit Facebook?” the answer is easy. You have to decide for yourself. I am not trying to be anyone’s guru.*

* . . . though I’ll make a suggestion at the end of the book.

On the level of economics, though, I ought to provide an answer. People are not just pointlessly diluting themselves on cultural, intellectual, and spiritual levels by fawning over digital superhuman phenomena that don’t necessarily exist. There is also a material cost.

People are gradually making themselves poorer than they need to be. We’re setting up a situation where better technology in the long term just means more unemployment, or an eventual socialist backlash. Instead, we should seek a future where more people will do well, without losing liberty, even as technology gets much, much better.

Popular digital designs do not treat people as being “special enough.” People are treated as small elements in a bigger information machine, when in fact people are the only sources or destinations of information, or indeed of any meaning to the machine at all. My goal is to portray an alternate future in which people are treated appropriately as being special.

How? Pay people for information gleaned from them if that information turns out to be valuable. If observation of you yields data that makes it easier for a robot to seem like a natural conversationalist, or for a political campaign to target voters with its message, then you ought to be owed money for the use of that valuable data. It wouldn’t exist without you, after all. This is such a simple starting point that I find it credible, and I hope to persuade you about that as well.

The idea that mankind’s information should be made free is idealistic, and understandably popular, but information wouldn’t need to be free if no one were impoverished. As software and networks become more and more important, we can either be moving toward free information in the midst of insecurity for almost everyone, or toward paid information with a stronger middle class than ever before. The former might seem more ideal in the abstract, but the latter is the more realistic path to lasting democracy and dignity.

An amazing number of people offer an amazing amount of value over networks. But the lion’s share of wealth now flows to those who aggregate and route those offerings, rather than those who provide the “raw materials.” A new kind of middle class, and a more genuine, growing information economy, could come about if we could break out of the “free information” idea and into a universal micropayment system. We might even be able to strengthen individual liberty and self-determination even when the machines get very good.

This is a book about futuristic economics, but it’s really about how we can remain human beings as our machines become so sophisticated that we can perceive them as autonomous. It is a work of nonnarrative science fiction, or what could be called speculative advocacy. I’ll argue that the particular way we’re reorganizing our world around digital networks is not sustainable, and that there is at least one alternative that is more likely to be sustainable.

Moore’s Law Changes the Way People Are Valued

The primary influence on the way technologists have come to think about the future since the turn of the century is their direct experience of digital networks through consumer electronics. It only takes a few years, not a lifetime, for a young person to experience Moore’s Law–like changes.

Moore’s Law is Silicon Valley’s guiding principle, like all ten commandments wrapped into one. The law states that chips get better at an accelerating rate. They don’t just accumulate improvements, in the way that a pile of rocks gets higher when you add more rocks. Instead of being added, the improvements multiply. The technology seems to always get twice as good every two years or so. That means after forty years of improvements, microprocessors have become millions of times better. No one knows how long this can continue. We don’t agree on exactly why Moore’s Law or other similar patterns exist. Is it a human-driven, self-fulfilling prophecy or an intrinsic, inevitable quality of technology? Whatever is going on, the exhilaration of accelerating change leads to a religious emotion in some of the most influential tech circles. It provides a meaning and context.

Moore’s Law means that more and more things can be done practically for free, if only it weren’t for those people who want to be paid. People are the flies in Moore’s Law’s ointment. When machines get incredibly cheap to run, people seem correspondingly expensive. It used to be that printing presses were expensive, so paying newspaper reporters seemed like a natural expense to fill the pages. When the news became free, that anyone would want to be paid at all started to seem unreasonable. Moore’s Law can make salaries—and social safety nets—seem like unjustifiable luxuries.

But our immediate experience of Moore’s Law has been cheap treats. Yesterday’s unattainably expensive camera becomes just one of today’s throwaway features on a phone. As information technology becomes millions of times more powerful, any particular use of it becomes correspondingly cheaper. Thus, it has become commonplace to expect online services (not just news, but 21st century treats like search or social networking) to be given for free, or rather, in exchange for acquiescence to being spied on.

Essential but Worthless

As you read this, thousands of remote computers are refining secret models of who you are. What is so interesting about you that you’re worth spying on?

The cloud is driven by statistics, and even in the worst individual cases of personal ignorance, dullness, idleness, or irrelevance, every person is constantly feeding data into the cloud these days. The value of such information could be treated as genuine, but it is not. Instead, the blindness of our standards of accounting to all that value is gradually breaking capitalism.

There is no long-term difference between an ordinary person and a skilled person in this scheme. For now, many kinds of skilled people do well in a software-mediated world, but if things don’t change, those who own the top machines will gradually emerge as the only elite left standing. To explain why, consider how advancing technology could do to surgery what it has already done to recorded music.

Musical recording was a mechanical process until it wasn’t, and became a network service. At one time, a factory stamped out musical discs and trucks delivered them to retail stores where salespeople sold them. While that system has not been entirely destroyed, it is certainly more common to simply receive music instantly over a network. There used to be a substantial middle-class population supported by the recording industry, but no more. The principal beneficiaries of the digital music business are the operators of network services that mostly give away the music in exchange for gathering data to improve those dossiers and software models of each person.

The same thing could happen to surgery. Nanorobots, holographic radiation, or just plain old robots using endoscopes might someday perform heart surgery. These gadgets would perform the economic role that MP3 players and smartphones took on in music delivery. Whatever the details, surgery would then be reconceived as an information service. The role of human surgeons in that case is not predetermined, however. They will remain essential, for the technology will rely on data that has to come from people, but it isn’t decided yet if they’ll be valued in terms that lead to wealth.

Nonspecialist doctors have already lost a degree of self-determination because they didn’t seize the centers of the networks that have arisen to mediate medicine. Insurance and pharmaceutical concerns, hospital chains, and various other savvy network climbers were paying better attention. No one, not even a heart surgeon, should pretend to be indefinitely immune to this pattern.

There will always be humans, lots of them, who provide the data that makes the networked realization of any technology better and cheaper. This book will propose an alternative, sustainable system that will continue to honor and reward those humans, no matter how advanced technology becomes. If we continue on the present path, benefits will instead flow mostly to the tenders of the top computers that route data about surgery, essentially by spying on doctors and patients.

The Beach at the Edge of Moore’s Law

A heavenly idea comes up a lot in what might be called Silicon Valley metaphysics. We anticipate immortality through mechanization. A common claim in utopian technology culture is that people—well, perhaps not everyone—will be uploaded into cloud computing servers* later in this century, perhaps in a decade or two, to become immortal in Virtual Reality. Or, if we are to remain physical, we will be surrounded by a world animated with robotic technology. We will float from joy to joy, even the poorest among us living like a sybaritic magician. We will not have to call forth what we wish from the world, for we will be so well modeled by statistics in the computing clouds that the dust will know what we want.

*A “server” is just a computer on a network that serves up responses to other computers. Generally home computers or portable devices aren’t set up to acknowledge connections from arbitrary other computers, so they aren’t servers. A “cloud” is a collection of servers that act in a coordinated way.

Picture this: It’s sometime later in the 21st century, and you’re at the beach. A neuro-interfaced seagull perches and seems to speak, telling you that you might want to know that nanobots are repairing your heart valve at the moment (who knew you had a looming heart problem?) and the sponsor is the casino up the road, which paid for this avian message and the automatic cardiology through Google or whatever company is running that sort of switchboard decades hence.

If the wind starts to blow, swarms of leaves turn out to be subtle bioengineered robots that harness that very wind to propel themselves into an emergent shelter that surrounds you. Your wants and needs are automatically analyzed and a robotic masseuse forms out of the sand and delivers shiatsu as you contemplate the wind’s whispers from your pop-up cocoon.

There are endless variations of this sort of tale of soon-to-appear high-tech abundance. Some of them are found in science fiction, but more often these visions come up in ordinary conversations. They are so ambient in Silicon Valley culture that they become part of the atmosphere of the place. Typically, you might hear a thought experiment about how cheap computing will be, how much more advanced materials science will become, and so on, and from there your interlocutor extrapolates that supernatural-seeming possibilities will reliably open up later in this century.

This is the thought schema of a thousand inspirational talks, and the motivation behind a great many startups, courses, and careers. The key terms associated with this sensibility are accelerating change, abundance, and singularity.

The Price of Heaven

My tale of a talking seagull strikes me as being kitschy and contrived, but any scenario in which humans imagine living without constraints feels like that.

But we needn’t fear a loss of constraints. Utopians presume the advent of abundance not because it will be affordable, but because it will be free, provided we accept surveillance.

Starting back in the early 1980s, an initially tiny stratum of gifted technologists conceived new interpretations of concepts like privacy, liberty, and power. I was an early participant in the process and helped to formulate many of the ideas I am criticizing in this book. What was once a tiny subculture has blossomed into the dominant interpretation of computation and software-mediated society.

One strain of what might be called “hacker culture” held that liberty means absolute privacy through the use of cryptography. I remember the thrill of using military-grade stealth just to argue about who should pay for a pizza at MIT in 1983 or so.

On the other hand, some of my friends from that era, who consumed that pizza, eventually became very rich building giant cross-referenced dossiers on masses of people, which were put to use by financiers, advertisers, insurers, or other concerns nurturing fantasies of operating the world by remote control.

It is typical of human nature to ignore hypocrisy. The greater a hypocrisy, the more invisible it typically becomes, but we technical folk are inclined to seek an airtight whole of ideas. Here is one such synthesis—of cryptography for techies and massive spying on others—which I continue to hear fairly often: Privacy for ordinary people can be forfeited in the near term because it will become moot anyway.

Surveillance by the technical few on the less technical many can be tolerated for now because of hopes for an endgame in which everything will become transparent to everyone. Network entrepreneurs and cyber-activists alike seem to imagine that today’s elite network servers in positions of information supremacy will eventually become eternally benign, or just dissolve.

In the telling of digital utopias, when computing gets ultragood and ultracheap we won’t have to worry about the reach of elite network players descended from today’s derivatives funds, or Silicon Valley companies like Google or Facebook. In a future world of abundance, everyone will be motivated to be open and generous.

Bizarrely, the endgame utopias of even the most ardent high-tech libertarians always seem to take socialist turns. The joys of life will be too cheap to meter, we imagine. So abundance will go ambient.

This is what diverse cyber-enlightened business concerns and political groups all share in common, from Facebook to WikiLeaks. Eventually, they imagine, there will be no more secrets, no more barriers to access; all the world will be opened up as if the planet were transformed into a crystal ball. In the meantime, those true believers encrypt their servers even as they seek to gather the rest of the world’s information and find the best way to leverage it.

It is all too easy to forget that “free” inevitably means that someone else will be deciding how you live.

The Problem Is Not the Technology, but the Way We Think About the Technology

I will argue that up until about the turn of this century we didn’t need to worry about technological advancement devaluing people, because new technologies always created new kinds of jobs even as old ones were destroyed. But the dominant principle of the new economy, the information economy, has lately been to conceal the value of information, of all things.

We’ve decided not to pay most people for performing the new roles that are valuable in relation to the latest technologies. Ordinary people “share,” while elite network presences generate unprecedented fortunes.

Whether these elite new presences are consumer-facing services like Google, or more hidden operations like high-frequency-trading firms, is mostly a matter of semantics. In either case, the biggest and best-connected computers provide the settings in which information turns into money. Meanwhile, trinkets tossed into the crowd spread illusions and false hopes that the emerging information economy is benefiting the majority of those who provide the information that drives it.

If information age accounting were complete and honest, as much information as possible would be valued in economic terms. If, however, “raw” information, or information that hasn’t yet been routed by those who run the most central computers, isn’t valued, then a massive disenfranchisement will take place. As the information economy arises, the old specter of a thousand science fiction tales and Marxist nightmares will be brought back from the dead and empowered to apocalyptic proportions. Ordinary people will be unvalued by the new economy, while those closest to the top computers will become hypervaluable.

Making information free is survivable so long as only limited numbers of people are disenfranchised. As much as it pains me to say so, we can survive if we only destroy the middle classes of musicians, journalists, and photographers. What is not survivable is the additional destruction of the middle classes in transportation, manufacturing, energy, office work, education, and health care. And all that destruction will come surely enough if the dominant idea of an information economy isn’t improved.

Digital technologists are setting down the new grooves of how people live, how we do business, how we do everything—and they’re doing it according to the expectations of foolish utopian scenarios. We want free online experiences so badly that we are happy to not be paid for information that comes from us now or ever. That sensibility also implies that the more dominant information becomes in our economy, the less most of us will be worth.

Saving the Winners from Themselves

Is the present trend really a benefit for those who run the top servers that have come to organize the world? In the short term, of course, yes. The greatest fortunes in history have been created recently by using network technology as a way to concentrate information and therefore wealth and power.

However, in the long term, this way of using network technology is not even good for the richest and most powerful players, because their ultimate source of wealth can only be a growing economy. Pretending that data came from the heavens instead of from people can’t help but eventually shrink the overall economy.

The more advanced technology becomes, the more all activity becomes mediated by information tools. Therefore, as our economy turns more fully into an information economy, it will only grow if more information is monetized, instead of less. That’s not what we’re doing.

Even the most successful players of the game are gradually undermining the core of their own wealth. Capitalism only works if there are enough successful people to be the customers. A market system can only be sustainable when the accounting is thorough enough to reflect where value comes from, which, I’ll demonstrate, is another way of saying that an information age middle class must come into being.

Progress Is Compulsory

Two great trends are colliding, one in our favor, and the other against us. Balancing our heavenly expectations, there are also countervailing fears about such things as global climate change and the problem of finding food and drinking water for the human population when it peaks later in this century. Billions more people than have ever been sustained before will need water and food.

We bring the great problems of our times on ourselves, and yet we have little choice but to do so. The human condition is an evolving technological puzzle. Solving one problem creates new ones. This has always been true and is not a special quality of present times.

The ability to grow a larger population, through reduced infant mortality rates, sets up the conditions for a greater famine. People are cracking the inner codes of biology, creating amazing new chemistries, and amplifying our capabilities with digital networks just as we are also undermining our climate, and critical resources are starting to run out. And yet we are compelled to plunge forward, because history isn’t reversible. Besides, we must be honest about how bad things were in lower-tech times.

New technological syntheses that will solve the great challenges of the day are less likely to come from garages than from collaborations by many people over giant computer networks. It is the politics and economics of these networks that will determine how new capabilities translate into new benefits for ordinary people.

Progress Is Never Free of Politics

Maybe the coolest technology could get very good and cheap, while at the same time crucial fundamentals for survival could become expensive. The calculi of digital utopias and man-made disasters don’t contradict each other. They can coexist. This is the heading of the darkest and funniest science fiction, such as the work of Philip K. Dick.

Basics like water and food could soar in cost even as intensely sophisticated gadgets, like automated nanorobotic heart surgeons, float about as dust in the air in case they are needed, sponsored by advertisers.

Everything can’t become free at once, because the real world is messy. Software and networks are messy. And the sprawling miracle of information-animated technology rests on limited resources.

The illusion that everything is getting so cheap that it is practically free sets up the political and economic conditions for cartels exploiting whatever isn’t quite that way. When music is free, wireless bills get expensive, insanely so. You have to look at the whole system. No matter how petty a flaw might be in a utopia, that flaw is where the full fury of power seeking will be focused.

Back to the Beach

You sit at the edge of the ocean, wherever the coast will be after Miami is abandoned to the waves. You are thirsty. Random little clots of dust are full-on robotic interactive devices, since advertising companies long ago released plagues of smart dust upon the world. That means you can always speak and some machine will be listening. “I’m thirsty, I need water.”

The seagull responds, “You are not rated as enough of a commercial prospect for any of our sponsors to pay for freshwater for you.” You say, “But I have a penny.” “Water costs two pennies.” “There’s an ocean three feet away. Just desalinate some water!” “Desalinization is licensed to water carriers. You need to subscribe. However, you can enjoy free access to any movie ever made, or pornography, or a simulation of a deceased family member for you to interact with as you die from dehydration. Your social networks will be automatically updated with the news of your death.” And finally, “Don’t you want to play that last penny at the casino that just repaired your heart? You might win big and be able to enjoy it.”


CHAPTER 2

A Simple Idea

Just Blurt the Idea Out

Given both the momentum to screw up the human world and the capability to vastly improve it, how will people behave?

This book asserts that the choices we make in the architecture of our digital networks might tip the balance between the opposing waves of invention and calamity.

Digital technology changes the way power (or an avatar of power, such as money or political office) is gained, lost, distributed, and defended in human affairs. Lately, network-empowered finance has amplified corruption and illusion, and the Internet has destroyed more jobs than it has created.

So we begin with the simple question of how to design digital networks to deliver more help than harm in aligning human intention to meet great challenges. A starting point for an answer can be summarized: “Digital information is really just people in disguise.”

A Simple Example

It’s magic that you can upload a phrase in Spanish into the cloud services of companies like Google or Microsoft, and a workable, if imperfect, translation to English is returned. It’s as if there’s a polyglot artificial intelligence residing up there in the great cloud server farms.

But that is not how cloud services work. Instead, a multitude of examples of translations made by real human translators are gathered over the Internet. These are correlated with the example you send for translation. It will almost always turn out that multiple previous translations by real human translators had to contend with similar passages, so a collage of those previous translations will yield a usable result.

A giant act of statistics is made practically free because of Moore’s Law, but at core the act of translation is based on the real work of people.

Alas, the human translators are anonymous and off the books. The act of cloud-based translation shrinks the economy by pretending the translators who provided the examples don’t exist. With each so-called automatic translation, the humans who were the sources of the data are inched away from the world of compensation and employment.

At the end of the day, even the magic of machine translation is like Facebook, a way of taking free contributions from people and regurgitating them as bait for advertisers or others who hope to take advantage of being close to a top server.

In a world of digital dignity, each individual will be the commercial owner of any data that can be measured from that person’s state or behavior. Treating information as a mask behind which real people are invariably hiding means that digital data will be treated as being consistently valuable, rather than inconsistently valuable.

In the event that something a person says or does contributes even minutely to a database that allows, say, a machine language translation algorithm, or a market prediction algorithm, to perform a task, then a nanopayment, proportional both to the degree of contribution and the resultant value, will be due to the person.

These nanopayments will add up, and lead to a new social contract in which people are motivated to contribute to an information economy in ever more substantial ways. This is an idea that takes capitalism more seriously than it has been taken before. A market economy should not just be about “businesses,” but about everyone who contributes value.

I could just as well frame my argument in the language of barter and sharing. Leveraging cloud computing to make barter more efficient, comprehensive, and fair would ultimately lead to a similar design to what I am proposing. The usual Manichaean portrayal of the digital world is “new versus old.” Crowdsourcing is “new,” for instance, while salaries and pensions are “old.” This book proposes pushing what is “new” all the way instead of part of the way. We need not shy away.

Big Talk, I Know . . .

Am I making a Swiftian modest proposal, or am I presenting a plan on the level? It’s a little of both. I hope to widen the way people think about digital information and human progress. We need a palate cleansing, a broadening of horizons.

Maybe the approach described here to a humanistic information economy will be successfully adopted in the real world after some further refinement. Or maybe a new set of better ideas unrelated to and unforeseen by this book will have an easier time being heard because the deep freeze of convention will have been thawed a little by this exercise. It might merely serve as a check on the excesses of conventions that might otherwise become enshrined.

If this all sounds a little grandiose, understand that in the context of the community in which I function my presentation is practically self-deprecating. It is commonplace in Silicon Valley for very young people with a startup in a garage to announce that their goal is to change human culture globally and profoundly, within a few years, and that they aren’t ready yet to worry about money, because acquiring a great fortune is a petty matter that will take care of itself. Furthermore, these bright little young bands succeed regularly. This is just Silicon Valley’s version of normal.

Our idealisms and dreams often turn out to find fulfillment in events in the real world. Hopefully the ideas presented here work fractionally, and not just in the useless theater of ultimates. Even in the near term this framework of ideas offers an immediate way to understand how digital technology is changing economics and politics.

Need I add the obvious disclaimer? Even if the ideas turn out to be as good as they could possibly be, they won’t be perfect. But if you believe that things can’t really change, you might try wearing sunglasses as you read on.


FIRST INTERLUDE

Ancient Anticipation of the singularity

ARISTOTLE FRETS

Aristotle directly addressed the role of people in a hypothetical high-tech world:

If every instrument could accomplish its own work, obeying or anticipating the will of others, like the statues of Daedalus, or the tripods of Hephaestus, which, says the poet, of their own accord entered the assembly of the Gods; if, in like manner, the shuttle would weave and the plectrum touch the lyre without a hand to guide them, chief workmen would not want servants, nor masters slaves.1

At this ancient date, a number of possibilities were at least slightly visible to Aristotle’s imagination. One was that the human condition was in part a function of what machines could not do. Another was that it was possible to imagine, at least hypothetically, that machines could do more. The synthesis was also conceived: Better machines could free and elevate people, even slaves.

If we could show Aristotle the technology of our times, I wonder what he would make of the problem of unemployment. Would he take Marx’s position that better machines create an obligation (to be carried out by political bodies) to provide care and dignity to people who no longer need to work? Or would Aristotle say, “Kick the unneeded ones out of town. The polis is only for the people who own the machines, or do what machines still cannot do.” Would he stand by idly as Athens was eventually depopulated?

I’d like to think the best of Aristotle, and assume he would realize that both choices are bogus; machine autonomy is nothing but theater. Information needn’t be thought of as a freestanding thing, but rather as a human product. It is entirely legitimate to understand that people are still needed and valuable even when the loom can run without human muscle power. It is still running on human thought.

Aristotle was recalling Homer’s account of the god Hephaestus’s robotic servant creations. They were nerd’s delights: golden, female, and servile. If it occurred to Aristotle that people might take it upon themselves to invent the robots to play music and operate looms, he didn’t make that clear. So it reads as if people would wait around for the gods to gift some of us with automata so that we wouldn’t have to pay others. That sounds so early 21st century to my ears. The artificial intelligence in the server gifts us with automation so we don’t need to pay each other.

DO PEOPLE DESERVE TO BE PAID IF THEY AREN’T MISERABLE?

Aristotle is practically saying, “What a shame about enslaving people, but we need to do it so someone will play the music, since we need music. I mean somebody’s got to endure the suffering to make the music happen. If we could only get by without music, then maybe we could free some of these pathetic slaves and be done with them.”*

*How prescient that Aristotle chose musical instruments and looms as his examples for machines that might one day operate automatically! These two types of machines did indeed turn out to be central to the prehistory of computation. The Jacquard programmable loom helped inspire calculating engines, while music theory and notation helped further the concept of abstract computation, as when Mozart wrote algorithmic, nondeterministic music incorporating dice throws. Both developments occurred around the turn of the 19th century.

One of my passions is learning to play obscure and archaic musical instruments, and so I know through direct experience that playing the instruments available to ancient Greeks was a pain in the butt.† As hard as it is to imagine now, to the ancient Greeks, playing musical instruments was a misery to be forced on hired help or slaves.

†Getting strings to stay in tune on a lyre is not just difficult, but painful. You have to keep on twisting them and nudging them. Sometimes your fingers bleed. It’s constant misery. The reeds on an aulos were probably a great annoyance as well, always too wet or too dry, too closed or too open. You futz with such reeds until they break, then you make new ones, and most of the time those don’t work.

These days music is more than a need to be met. Musicians who seek to make a living are goaded by the preferences of the marketplace into becoming symbols of a culture or a counterculture. The counter-cultural ones become a little wounded, vulnerable, wild, dangerous, or strange. Music is no longer a nutrient to be supplied, but something more mystical, a forge of meaning and identity: the realization of flow in life.

Multitudes of people want nothing more than to be able to play music for a living. We know this because we see their attempts online. There’s a constant retweeting of the lie that there’s a substantial new class of musicians succeeding financially through Internet publicity. Such people do exist, but only in token numbers.

However, a remarkable number of people do get attention and build followings for their music online. This book imagines that people like that might someday make a living at what they do. Improving the designs of information networks could result in the improvement of life for everyone as machines get better and better.

THE PLOT

Aristotle seems to want to escape the burden of accommodating lesser people. His quote about self-operating lutes and looms could be interpreted as a daydream that better technology will free us to some degree from having to deal with one another.

It’s not as if everyone wanted to be closer to all of humanity when cities first formed. Athens was a necessity first, and a luxury second. No one wants to accommodate the diversity of strangers. People deal with each other politically because the material advantages are compelling. We find relative safety and sustenance in numbers. Agriculture and armies happened to work better as those enterprises got bigger, and cities built walls.

But in Aristotle’s words you get a taste of what a nuisance it can be to accommodate others. Something was lost with the advent of the polis, and we still dream of getting it back.

The reward for a Roman general, upon retiring after years of combat, was a plot of land he could farm for himself. To be left alone, to be able to live off the land with the illusion of no polis to bug you, that was the dream. The American West offered that dream again, and still loathes giving it up. Justice Louis Brandeis famously defined privacy as the “right to be left alone.”

In every case, however, abundance without politics was an illusion that could only be sustained in temporary bubbles, supported by armies. The ghosts of the losers haunt every acre of easy abundance. The greatest beneficiaries of civilization use all their power to create a temporary illusion of freedom from politics. The rich live behind gates, not just to protect themselves, but to pretend to not need anyone else, if only for a moment. In Aristotle’s quote, we find the earliest glimmer of the hope that technological advancement could replace territorial conquest as a way of implementing an insulating bubble around a person.

People naturally seek the benefits of society, meaning the accommodation of strangers, while avoiding direct vulnerabilities to specific others as much as possible. This is a clichéd criticism of the online culture of the moment. People have thousands of “friends” and yet stare at a little screen when in the proximity of other people. As it was in Athens, so it is online.


PART TWO
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The Cybernetic Tempest
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