|
Develop Cloud-Native Applications

Patterns

O’REILLY" Bill Wilder



Cloud Architecture Patterns

If your team is investigating ways to design applications for the cloud, this
concise book introduces 11 architecture patterns that can help you take
advantage of several cloud-platform services. You'll learn how each of
these platform-agnostic patterns work, when they might be useful in the
cloud, and what impact they’ll have on your application architecture.
You'll also see an example of each pattern applied to an application built
with Windows Azure.

The patterns are organized into four major topics, such as scalability and
eventual consistency, and primer chapters provide background on each
topic. With the information in this book, you'll be able to make informed
decisions for designing effective cloud-native applications.

Learn about architectural patterns for:

m Scalability. Discover the advantages of horizontal scaling. Patterns
covered include Horizontally Scaling Compute, Queue-Centric
Workflow, and Auto-Scaling

B Eventual consistency. Learn how to maintain data consistency
across a distributed system. Patterns covered include MapReduce
and Database Sharding

B Multitenancy and commodity hardware. Understand how they
influence your applications. Patterns covered include Busy Signal
and Node Failure

B Network latency. Learn how to deal with delays due to network
latency. Patterns covered include Colocation, Direct-to-Storage
and Multi-Site Deployment

Purchase the ebook edition of this O'Reilly title at oreilly.com and get
free updates for the life of the edition. Our ebooks are optimized for
several electronic formats, including PDF, EPUB, Mobi, and DAISY—all
DRM-free.

Twitter: @oreillymedia
facebook.com/oreilly

i 2.’.&5"-”@

US $24.99 CAN $26.99
ISBN: 978-1-449-31977-9

7814491319779




Cloud Architecture Patterns

Bill Wilder

O’REILLY"

Beijing + Cambridge - Farnham - Kdln - Sebastopol - Tokyo



Cloud Architecture Patterns
by Bill Wilder

Copyright © 2012 Bill Wilder. All rights reserved.
Printed in the United States of America.

Published by O’'Reilly Media, Inc., 1005 Gravenstein Highway North, Sebastopol, CA 95472.

O'Reilly books may be purchased for educational, business, or sales promotional use. Online editions are
also available for most titles (http://my.safaribooksonline.com). For more information, contact our corporate/
institutional sales department: 800-998-9938 or corporate@oreilly.com.

Editor: Rachel Roumeliotis Proofreader: BIM Publishing Services
Production Editor: Holly Bauer Indexer: BIM Publishing Services
Cover Designer: Karen Montgomery
Interior Designer: David Futato
lllustrator: Elizabeth O’Connor, Rebecca Demarest

Revision History for the First Edition:

2012-09-20  First release

See http://oreilly.com/catalog/errata.csp?isbn=9781449319779 for release details.

Nutshell Handbook, the Nutshell Handbook logo, and the O’Reilly logo are registered trademarks of O'Reilly
Media, Inc. Cloud Architecture Patterns, the image of a sand martin, and related trade dress are trademarks
of O’Reilly Media, Inc.

Many of the designations used by manufacturers and sellers to distinguish their products are claimed as
trademarks. Where those designations appear in this book, and O’Reilly Media, Inc., was aware of a trade-
mark claim, the designations have been printed in caps or initial caps.

While every precaution has been taken in the preparation of this book, the publisher and authors assume
no responsibility for errors or omissions, or for damages resulting from the use of the information contained
herein.

ISBN: 978-1-449-31977-9
[LSI]


http://my.safaribooksonline.com/?portal=oreilly
mailto:corporate@oreilly.com
http://oreilly.com/catalog/errata.csp?isbn=9781449319779

Table of Contents

Preface. .o ix
1. Scalability Primer. .. ...o.oriir i i i i e 1
Scalability Defined 1
Vertically Scaling Up 3
Horizontally Scaling Out 3
Describing Scalability 5

The Scale Unit 6
Resource Contention Limits Scalability 6
Easing Resource Contention 6
Scalability is a Business Concern 7
The Cloud-Native Application 9
Cloud Platform Defined 9
Cloud-Native Application Defined 10
Summary 11

2. Horizontally Scaling Compute Pattern...........ccoovviiiiiiiiiiriiereenennnns 13
Context 13
Cloud Significance 14
Impact 14
Mechanics 14
Cloud Scaling is Reversible 14
Managing Session State 17
Managing Many Nodes 20
Example: Building PoP on Windows Azure 22
Web Tier 23
Stateless Role Instances (or Nodes) 23
Service Tier 24

Operational Logs and Metrics 25




Summary

. Queue-CentricWorkflow Pattern. ..........ooovviiininrininennnns

Context
Cloud Significance
Impact
Mechanics
Queues are Reliable
Programming Model for Receiver
User Experience Implications
Scaling Tiers Independently
Example: Building PoP on Windows Azure
User Interface Tier
Service Tier
Synopsis of Changes to Page of Photos System
Summary

Auto-ScalingPattern...........coovviiiiiiiiiiiiiiiiiiiiiinnns

Context
Cloud Significance
Impact
Mechanics
Automation Based on Rules and Signals
Separate Concerns
Be Responsive to Horizontally Scaling Out
Don’t Be Too Responsive to Horizontally Scaling In
Set Limits, Overriding as Needed
Take Note of Platform-Enforced Scaling Limits
Example: Building PoP on Windows Azure
Throttling
Auto-Scaling Other Resource Types
Summary

Eventual Consistency Primer. ..........ooviiiiiiiiiiiiiennnnnn,

CAP Theorem and Eventual Consistency

Eventual Consistency Examples

Relational ACID and NoSQL BASE

Impact of Eventual Consistency on Application Logic
User Experience Concerns
Programmatic Differences

26

27
28
28
28
28
30
31
36
37
38
38
39
40
41

43
43
44
44
44
45
46
47
47
48
48
48
50
50
51

53
53
54
55
56
57
57

iv

| Table of Contents



Summary 58

. MapReduce Pattern. ........coviiuniiiiiriiii ittt iie i aaes 59
Context 60
Cloud Significance 61
Impact 61
Mechanics 61
MapReduce Use Cases 62
Beyond Custom Map and Reduce Functions 63
More Than Map and Reduce 64
Example: Building PoP on Windows Azure 64
Summary 65

. Database ShardingPattern..............ooviiiiiiiiiiiiiiiiiiiiiiiiiinea, 67
Context 67
Cloud Significance 68
Impact 68
Mechanics 68
Shard Identification 70
Shard Distribution 70
When Not to Shard 71
Not All Tables Are Sharded 71
Cloud Database Instances 72
Example: Building PoP on Windows Azure 72
Rebalancing Federations 73
Fan-Out Queries Across Federations 74
NoSQL Alternative 75
Summary 76

. Multitenancy and Commodity Hardware Primer.............coovvviiiiiniinnne 77
Multitenancy 77
Security 78
Performance Management 78
Impact of Multitenancy on Application Logic 79
Commodity Hardware 79
Shift in Emphasis from MTBF to MTTR 80
Impact of Commodity Hardware on Application Logic 81
Homogeneous Hardware 82
Summary 82

. BusySignal Pattern.........coiiiiiiiiiiiiii it i e 83
Context 83

Table of Contents | v



10.

1.

12.

Cloud Significance
Impact
Mechanics
Transient Failures Result in Busy Signals
Recognizing Busy Signals
Responding to Busy Signals
User Experience Impact
Logging and Reducing Busy Signals
Testing
Example: Building PoP on Windows Azure
Summary

Node Failure Pattern. .....ovvvviiiie et ie e et eneneenens

Context
Cloud Significance
Impact
Mechanics
Failure Scenarios
Treat All Interruptions as Node Failures
Maintain Sufficient Capacity for Failure with N+1 Rule
Handling Node Shutdown
Recovering From Node Failure
Example: Building PoP on Windows Azure
Preparing PoP for Failure
Handling PoP Role Instance Shutdown
Recovering PoP From Failure
Summary

Network Latency Primer...........ccooviiiiiiiiiiiiiiiiiin e,

Network Latency Challenges
Reducing Perceived Network Latency
Reducing Network Latency
Summary

Colocate Pattern. . oot e e ettt ittt eneaaes

Context
Cloud Significance
Impact
Mechanics
Automation Helps
Cost Considerations
Non-Technical Considerations

84
84
84
85
87
87
88
89
89
90
91

93
93
94
94
94
94
95
96
96
98
99
99
101
104
104

105
105
107
107
107

109
109
110
110
110
111
111
111

vi

| Table of Contents



13.

14.

15.

Example: Building PoP on Windows Azure
Affinity Groups
Operational Logs and Metrics

Summary

Valet Key Pattern. . .....oovvuirinniiiiiiiiiiiiiiiieenieeiiisenneenneennaas
Context
Cloud Significance
Impact
Mechanics
Public Access
Granting Temporary Access
Security Considerations
Example: Building PoP on Windows Azure
Public Read Access
Shared Access Signatures
Summary

(DN Pattern. ...oooviiieiiii i e
Context
Cloud Significance
Impact
Mechanics
Caches Can Be Inconsistent
Example: Building PoP on Windows Azure
Cost Considerations
Security Considerations
Additional Capabilities
Summary

Multisite Deployment Pattern.............ciiviiiiiiiiiiiiiiiiiiiiiinnnen
Context
Cloud Significance
Impact
Mechanics
Non-Technical Considerations in Data Center Selection
Cost Implications
Failover Across Data Centers
Example: Building PoP on Windows Azure
Choosing a Data Center
Routing to the Closest Data Center
Replicating User Data for Performance

111
112
112
113

115
115
116
116
117
118
119
120
121
121
122
123

125
126
127
127
127
128
129
130
130
130
131

133
133
134
134
134
135
136
136
137
138
138
138

Table of Contents

vii



Replicating Identity Information for Account Owners 140

Data Center Failover 141
Colocation Alternatives 142
Summary 143

A. FurtherReading.........coviiiniiiiiiiiiiiiiiiiii it iieiineennaes 145
71 153

vii | Table of Contents



Preface

This book focuses on the development of cloud-native applications. A cloud-native ap-
plication is architected to take advantage of specific engineering practices that have
proven successful in some of the world’s largest and most successful web properties.
Many of these practices are unconventional, yet the need for unprecedented scalability
and efficiency inspired development and drove adoption in the relatively small number
of companies that truly needed them. After an approach has been adopted successfully
enough times, it becomes a pattern. In this book, a pattern is an approach that can be
duplicated to produce an expected outcome. Use of any of the patterns included in this
book will impact the architecture of your application, some in small ways, some in large
ways.

Historically, many of these patterns have been risky and expensive to implement, and
it made sense for most companies to avoid them. That has changed. Cloud computing
platforms now offer services that dramatically lower the risk and cost by shielding the
application from most of the complexity. The desired benefit of using the pattern is the
same, but the cost and complexity of realizing that benefit is lower. The majority of
modern applications can now make practical use of these heretofore seldom used
patterns.

W S
Cloud platform services simplify building cloud-native applications.

The architecture patterns described in this book were selected because they are useful
for building cloud-native applications. None are specific to the cloud. All are relevant to
the cloud.




Concisely stated, cloud-native applications leverage cloud-platform services to cost-
efficiently and automatically allocate resources horizontally to match current needs,
handle transient and hardware failures without downtime, and minimize network la-
tency. These terms are explained throughout the book.

An application need not support millions of users to benefit from cloud-native patterns.
There are benefits beyond scalability that are applicable to many web and mobile ap-
plications. These are also explored throughout the book.

The patterns assume the use of a cloud platform, though not any specific one. General
expectations are outlined in Scalability Primer (Chapter 1).

This book will not help you move traditional applications to the cloud
“as is”

Audience

This book is written for those involved in—or who wish to become involved in—con-
versations around software architecture, especially cloud architecture. The audience is
not limited to those with “architect” in their job title. The material should be relevant
to developers, CTOs, and CIOs; more technical testers, designers, analysts, product
managers, and others who wish to understand the basic concepts.

For learning beyond the material in this book, paths will diverge. Some readers will not
require information beyond what is provided in this book. For those going deeper, this
book is just a starting point. Many references for further reading are provided in Ap-
pendix A.

Why This Book Exists

I have been studying cloud computing and the Windows Azure Platform since it was
unveiled at the Microsoft Professional Developer’s Conference (PDC) in 2008. I started
the Boston Azure Cloud User Group in 2009 to accelerate my learning, I began writing
and speaking on cloud topics, and then started consulting. I realized there were many
technologists who had not been exposed to the interesting differences between the
application-building techniques theyd been using for years and those used in creating
cloud-native applications.

W S
= The most important conversations about the cloud are more about
s :

« 4. architecture than technology.
< A,

N
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This is the book I wish I could have read myself when I was starting to learn about cloud
and Azure, or even ten years ago when I was learning about scaling. Because such a
book did not materialize on its own, I have written it. The principles, concepts, and
patterns in this book are growing more important every day, making this book more
relevant than ever.

Assumptions This Book Makes

This book assumes that the reader knows what the cloud is and has some familiarity
with how cloud services can be used to build applications with Windows Azure, Amazon
Web Services, Google App Engine, or similar public or private cloud platforms. The
reader is not expected to be familiar with the concept of a cloud-native application and
how cloud platform services can be used to build one.

This book is written to educate and inform. While this book will help the reader un-
derstand cloud architecture, it is not actually advising the use of any particular patterns.
The goal of the book is to provide readers with enough information to make informed
decisions.

This book focuses on concepts and patterns, and does not always directly discuss costs.
Readers should consider the costs of using cloud platform services, as well as trade-offs
in development effort. Get to know the pricing calculator for your cloud platform of
choice.

This book includes patterns useful for architecting cloud-native applications. This book
is not focused on how to (beyond what is needed to understand), but rather about when
and why you might want to apply certain patterns, and then which features in Windows
Azure you might find useful. This book intentionally does not delve into the detailed
implementation level because there are many other resources for those needs, and that
would distract from the real focus: architecture.

This book does not provide a comprehensive treatment of how to build cloud applica-
tions. The focus of the pattern chapters is on understanding each pattern in the context
of its value in building cloud-native applications. Thus, not all facets are covered; em-
phasis is on the big picture. For example, in Database Sharding Pattern (Chapter 7),
techniques such as optimizing queries and examining query plans are not discussed
because they are no different in the cloud. Further, this book is not intended to guide
development, but rather provide some options for architecture; some references are
given pointing to more resources for realizing many of the patterns, but that is not
otherwise intended to be part of this book.

Contents of This Book

There are two types of chapters in this book: primers and patterns.
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Individual chapters include:

Scalability Primer (Chapter 1)
This primer explains scalability with an emphasis on the key differences between
vertical and horizontal scaling.

Horizontally Scaling Compute Pattern (Chapter 2)
This fundamental pattern focuses on horizontally scaling compute nodes.

Queue-Centric Workflow Pattern (Chapter 3)
This essential pattern for loose coupling focuses on asynchronous delivery of com-
mand requests sent from the user interface to a processing service. This pattern is
a subset of the CQRS pattern.

Auto-Scaling Pattern (Chapter 4)
This essential pattern for automating operations makes horizontal scaling more
practical and cost-efficient.

Eventual Consistency Primer (Chapter 5)
This primer introduces eventual consistency and explains some ways to use it.

MapReduce Pattern (Chapter 6)
This pattern focuses on applying the MapReduce data processing pattern.

Database Sharding Pattern (Chapter 7)
This advanced pattern focuses on horizontally scaling data through sharding.

Multitenancy and Commodity Hardware Primer (Chapter 8)
This primer introduces multitenancy and commodity hardware and explains why
they are used by cloud platforms.

Busy Signal Pattern (Chapter 9)
This pattern focuses on how an application should respond when a cloud service
responds to a programmatic request with a busy signal rather than success.

Node Failure Pattern (Chapter 10)
This pattern focuses on how an application should respond when the compute node
on which it is running shuts down or fails.

Network Latency Primer (Chapter 11)
This basic primer explains network latency and why delays due to network latency
matter.

Colocate Pattern (Chapter 12)
This basic pattern focuses on avoiding unnecessary network latency.

Valet Key Pattern (Chapter 13)
This pattern focuses on efficiently using cloud storage services with untrusted cli-
ents.
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CDN Pattern (Chapter 14)
This pattern focuses on reducing network latency for commonly accessed files
through globally distributed edge caching.

Multisite Deployment Pattern (Chapter 15)
This advanced pattern focuses on deploying a single application to more than one
data center.

Appendix A
The appendix contains a list of references for readers interested in additional ma-
terial related to the primers and patterns presented in the book.

The primers exist to ensure that readers have the proper background to appreciate the
pattern; primers precede the pattern chapters for which that background is needed. The
patterns are the heart of the book and describe how to address specific challenges you
are likely to encounter in the cloud.

Because individual patterns tend to impact multiple architectural concerns, these pat-
terns defy placement into a clean hierarchy or taxonomy; instead, each pattern chapter
includes an Impact section (listing the areas of architectural impact). Other sections
include Context (when this pattern might be useful in the cloud); Mechanics (how the
pattern works); an Example (which uses the Page of Photos sample application and
Windows Azure); and finally a brief Summary. Also, many cross-chapter references are
included to highlight where patterns overlap or can be used in tandem.

Although the Example section uses the Windows Azure platform, it is intended to be
read as a core part of the chapter because a specific example of applying the pattern is
discussed.

The book is intended to be vendor-neutral, with the exception that Example sections in
pattern chapters necessarily use terminology and features specific to Windows Azure.
Existing well-known names for concepts and patterns are used wherever possible. Some
patterns and concepts did not have standard vendor-neutral names, so these are pro-
vided.

Building Page of Photos on Windows Azure

Each pattern chapter provides a general introduction to one cloud architecture pattern.
After the general pattern is introduced, a specific use case with that pattern is described
in more depth. This is intended to be a concrete example of applying that pattern to
improve a cloud-native application. A single demonstration application called Page of
Photos is used throughout the book.

The Page of Photos application, or PoP for short, is a simple web application that allows
anyone to create an account and add photos to that account.
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Each PoP account gets its own web address, which is the main web address followed by
a folder name. For example, http://www.pageofphotos.com/widaketi displays photos un-
der the folder name widaketi.

The PoP application was chosen because it is very simple to understand, while also
allowing for enough complexity to illustrate the patterns without having sample appli-
cation details get in the way.

This very basic introduction to PoP should get you started. Features are added to PoP
in the Example section in each pattern chapter, always using Windows Azure capabilities,
and always related to the general cloud pattern that is the focus of the chapter. By the
end of the book, PoP will be a more complete, well-architected cloud-native application.

W 8

The PoP application was created as a concrete example for readers of
. this book and also as an exercise for double-checking some of the pat-
' terns. Look for it at http://www.pageofphotos.com.

qs
[N
N

Windows Azure is used for the PoP example, but the concepts apply as readily to Amazon
Web Services and other cloud services platforms. I chose Windows Azure because that’s
where I have deep expertise and know it to be a rich and capable platform for cloud-
native application development. It was a pragmatic choice.

Terminology

The book uses the terms application and web application broadly, even though service,
system, and other terms may be just as applicable in some contexts. More specific terms
are used as needed.

Conventions Used in This Book

The following typographical conventions are used in this book:

Italic
Indicates new terms, URLs, email addresses, filenames, and file extensions.

Constant width
Used for program listings, as well as within paragraphs to refer to program elements
such as variable or function names, databases, data types, environment variables,
statements, and keywords.

Constant width bold
Shows commands or other text that should be typed literally by the user.
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Constant width italic
Shows text that should be replaced with user-supplied values or by values deter-
mined by context.

B A
)

A
'

qs
[0

This icon signifies a tip, suggestion, or general note.

-

(15D

This icon indicates a warning or caution.

=

Using Code Examples

This book is here to help you get your job done. In general, you may use the code in this
book in your programs and documentation. You do not need to contact us for permis-
sion unless you're reproducing a significant portion of the code. For example, writing a
program that uses several chunks of code from this book does not require permission.
Selling or distributing a CD-ROM of examples from O’Reilly books does require per-
mission. Answering a question by citing this book and quoting example code does not
require permission. Incorporating a significant amount of example code from this book
into your product’s documentation does require permission.

We appreciate, but do not require, attribution. An attribution usually includes the title,
author, publisher, and ISBN. For example: “Cloud Architecture Patterns by Bill Wilder
(O’Reilly). Copyright 2012 Bill Wilder, 978-1-449-31977-9

If you feel your use of code examples falls outside fair use or the permission given above,
feel free to contact us at permissions@oreilly.com.

Safari® Books Online

Safari Books Online (www.safaribooksonline.com) is an on-demand
Safa I’l  digital library that delivers expert content in both book and video

BosksOntine form from the world’s leading authors in technology and business.

Technology professionals, software developers, web designers, and business and creative
professionals use Safari Books Online as their primary resource for research, problem
solving, learning, and certification training.

Safari Books Online offers a range of product mixes and pricing programs for organi-
zations, government agencies, and individuals. Subscribers have access to thousands of
books, training videos, and prepublication manuscripts in one fully searchable database
from publishers like O’'Reilly Media, Prentice Hall Professional, Addison-Wesley
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Professional, Microsoft Press, Sams, Que, Peachpit Press, Focal Press, Cisco Press, John
Wiley & Sons, Syngress, Morgan Kaufmann, IBM Redbooks, Packt, Adobe Press, FT
Press, Apress, Manning, New Riders, McGraw-Hill, Jones & Bartlett, Course Technol-
ogy, and dozens more. For more information about Safari Books Online, please visit us
online.

How to Contact Us

Please address comments and questions concerning this book to the publisher:

O'Reilly Media, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

800-998-9938 (in the United States or Canada)
707-829-0515 (international or local)
707-829-0104 (fax)

We have a web page for this book, where we list errata, examples, and any additional
information. You can access this page at http://oreil.ly/cloud_architecture_patterns.

To comment or ask technical questions about this book, send email to
bookquestions@oreilly.com.

For more information about our books, courses, conferences, and news, see our website
at http://www.oreilly.com.

Find us on Facebook: http://facebook.com/oreilly
Follow us on Twitter: http://twitter.com/oreillymedia

Watch us on YouTube: http://www.youtube.com/oreillymedia
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