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Preface

The world of enterprise routing with Juniper Networks devices is getting very
exciting—new technologies, products, and network developments are making the en-
terprise network environment one of the most dynamic places to be. However, we, the
authors, hope to focus that energy by providing you with a detailed and practical foun-
dation that ensures effective use of the Junos operating system in your day-to-day job.

Juniper has rounded out its line of enterprise products to include not only routers but
also switches and security devices, so drawing from our professional services experi-
ences, this new edition provides you with design guidelines and comparisons of device
capabilities. Our hope here is not to give you a single way to design a network but plenty
of ideas that allow you to get the most from your network design, whatever it is.

Because we are also involved in the development and testing of certification exams,
including those for enterprise routing, this book does double duty. It is both a field
guide and a certification study guide. Readers who are interested in attaining a Juniper
Networks certification level would be wise to note that we discuss and cover topics that
are relevant to the official exams (hint, hint) and that the end of each chapter provides
a listing of examination topics covered as well as a series of review questions that allow
you to test your comprehension.

Regardless of one’s certification plans, this one-of-a-kind book will not be obsolete just
because you pass an exam. In fact, we wrote this material to serve as a useful field guide
almost any time you log on to a Juniper Networks router. The extensive use of tutorials,
samples of actual command output, and detailed theoretical coverage go well beyond
any certification exam, to provide you with something that can’t be tested—getting
things to work the right way, and the first time. When plan A fails, the material also
provides the steps needed to monitor network operation and quickly identify and re-
solve the root cause of malfunctions.

As trainers who deal with large numbers of both experienced and inexperienced users
on a regular basis, we have seen it all. Within this guide, you will find the many pearls
of our accumulated wisdom, any one of which can easily pay for this book many times
over in increased network uptime and performance.

XV



Some of our chapters tend to be on the longer side, simply because they are packed
with detailed information regarding theory, configuration, and troubleshooting for
each topic. Rather than create more chapters, we’ve included “soft breaks” and sum-
maries within the chapters to identify boundaries in the material that afford a conven-
ient place to take a breather, or as we often provide in our training classes, a “biology
break and stretch.” Dog-ear the pages, write notes in the margins, augment the topology
illustrations with something more akin to your network—just remember that this is a
beastly Junos book: part design guide, part exam, part training class, part knowledge
base. It’s meant to be used, abused, and put to work. There’s a reason you’re holding
the best-selling Junos book of all time. Let’s get going.

What Is Enterprise Routing?

After you've spent some time in the networking field, you tend to notice that there is
rarely a single way to do things, and in many cases, rarely a single, precise definition
for terms. After all, often a network engineer’s best answer is “it depends.” Such is the
case with enterprise routing, so let’s start off with a definition question: what is an
enterprise network? Is it a large multinational network used by a manufacturing com-
pany; is it a government network supporting a state or a county; is it a regional network
used by a parts distributor; or is it a network that supports your local dentist’s office?

Of course, it’s probably all of these, and many more. At a very high level, you can state
that an enterprise network is one that is used to support activities as opposed to gen-
erating revenue, as in a service provider’s network. Some might say that if someone
pays you to access your network, you are providing a service to him and you’re no
longer an enterprise network. But that sweeping statement doesn’t really apply if that
someone is paying you to cover your costs to provide that service. So, as you can see,
it depends.

Defining an enterprise network also manifests itself in how Juniper Networks defines
its products within the enterprise world. On the one hand, Juniper designates certain
hardware platforms as enterprise, but then many enterprise networks require density
and throughput options from a platform listed as a service provider product. From the
software side of things, the same issue arrives. Whereas a technology such as IPSec is
used by all types of networks around the globe, is it used more by enterprise networks
than by service provider networks? Some engineers would answer yes to that question,
but then, you can’t say that a service provider will never use IPSec.

From the perspective of hardware platforms, Juniper Networks has designated the fol-
lowing as enterprise products:

* J-series routers to include the J2320, J2350, J4350, and J6350

¢ M-series to include the 71, M10i, and M120 routers

* MX Universal Edge routers to include the MX-80 and MX-240
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* SRX Services Gateway to include the Branch Office and the Data Center models

¢ EXEthernet switches to include the EX2200, EX2500, EX3200, EX4200, EX4500,
and EX8200

However, larger enterprise networks might find platforms such as the M320 and
MX960/480 very useful for their environments. In fact, the reverse is also true, in that
a traditional service provider network might very well find an appropriate need and use
for platforms designated as enterprise routers.

The good news in all this is that you have a well-thought-out operating system, because
Junos has a single train of features that operates across all of the various routing plat-
forms. So, whether you run an enterprise network or a service provider network, and
regardless of your actual hardware platform, there is a single version of software code
to load. Although this single code train has lots of hidden benefits, such as stability,
ease of expandability, lower total operational costs, and more, what it really means is
the ability to have the same base features available on all devices. So, from a learning
perspective, we can talk about the software and its features without having to constantly
caveat our discussion with “except for on this platform” or “only on these particular
platforms.” Although such exceptions do occur, and they result from hardware en-
hancements that are unique to a particular platform, these cases tend to be exceptions
and are infrequent enough to remember.

Throughout this book, we will attempt to simplify the discussion by limiting ourselves
to those services and features that are found on all devices in the Juniper enterprise
lineup. We also focus on those topics that the vast majority of enterprise networks care
about and actually use. We will also define an enterprise network as one that uses an
Internet connection as opposed to a network that provides connectivity to the Internet
as its sole function.

Juniper Networks Technical Certification Program (JNTCP)

This book is a study guide for the JNTCP Enterprise tracks. Use it to prepare and study
for the JNCIA-Junos, JNCIS-ENT, JNCIP-ENT, and JNCIE-ENT certification exams.
For the most current information on Juniper Networks’ Enterprise certification tracks,
visit the JNTCP website at hitp://www.juniper.net/certification.

How to Use This Book

Let’s look at some specifics on how this book can help you. We'll talk about what we
cover in the various chapters, how the book is laid out, and some resources to help you

along the way. To start, let’s discuss what you should know before you begin to read
this book.
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We are assuming a certain level of knowledge on the reader’s part. This is important
because we assume you are conversant in the following topic areas:

OSI model

The Open Systems Interconnection (OSI) model defines seven different layers of
technology: Physical, Data Link, Network, Transport, Session, Presentation, and
Application. This model allows network engineers and network vendors to easily
discuss and apply technology to a specific OSI level. This segmentation lets engi-
neers divide the overall problem of getting one application to talk to another into
discrete parts and more manageable sections. Each level has certain attributes that
describe it and each level interacts with its neighboring levels in a very well defined
manner.

Switches
These devices operate at Layer 2 of the OSI model and use logical local addressing
to move frames across a network. Devices in this category include Ethernet, Asyn-
chronous Transfer Mode (ATM), and Frame Relay switches.

Routers
These devices operate at Layer 3 of the OSI model and connect IP subnets to each
other. Routers move packets across a network in a hop-by-hop fashion.

Ethernet
These broadcast domains connect multiple hosts together on a common infra-

structure. Hosts communicate with each other using Layer 2 media access control
(MACQC) addresses.
Point-to-point links
These network segments are often thought of as WAN links in that they do not
contain any end users. Often, these links are used to connect routers together in
disparate geographical areas. Possible encapsulations used on these links include
ATM, Frame Relay, Point-to-Point Protocol (PPP), and High-Level Data Link
Control (HDLC).

IP addressing and subnetting
Hosts using IP to communicate with each other use 32-bit addresses. Humans often
use a dotted decimal format to represent this address. This address notation in-
cludes a network portion and a host portion, which is normally displayed as
192.168.1.1/24.

TCP and UDP
These Layer 4 protocols define methods for communicating between hosts. The
Transmission Control Protocol (TCP) provides for connection-oriented commu-
nications, whereas the User Datagram Protocol (UDP) uses a connectionless para-
digm. Other benefits of using TCP include flow control, windowing/buffering, and
explicit acknowledgments.
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ICMP
Network engineers use this protocol to troubleshoot and operate a network, as it
is the core protocol used (on some platforms) by the ping and traceroute programs.
In addition, the Internet Control Message Protocol (ICMP) is used to signal error
and other messages between hosts in an IP-based network.

Junos CLI
The command-line interface (CLI) used by Juniper Networks routers, which is the
primary method for configuring, managing, and troubleshooting the router. Junos
documentation covers the CLI in detail, and it is freely available on the Juniper
Networks website.

What's in This Book?

The ultimate purpose of this book is to be the single most complete source for working
knowledge related to Juniper Networks enterprise routing. Although you won’t find
much focus on actual packet formats and fields, topics for which there is already plen-
tiful coverage on the Internet and in bookstores, you will find how to deploy Junos
technology effectively in your network.

Here’s a short summary of the chapters and what you’ll find inside:

Chapter 1, Junos in the Enterprise Network
This chapter provides an overview of the hardware and software architecture on
Juniper enterprise routers, as well as an overview of the Junos CLI for both new
and experienced users. It then provides a description of the Juniper enterprise de-
vices, walking through the various model families and providing a brief definition
of the services, capabilities, and usages of each device.

Chapter 2, Enterprise Design
This chapter provides a set of design guidelines for the enterprise network. It
presents the methodology for enterprise design and a series of network scenarios
that illustrate the changes you can make to networks to improve their efficiency,
security, and connectivity.

Chapter 3, Juniper Switching and Routing Platforms
This chapter provides the usage recommendations for Juniper enterprise devices.
Many devices offer overlapping features and capabilities, and this chapter looks at
these capabilities and positions the devices within the enterprise network.

Chapter 4, Interfaces
This chapter provides an overview of Junos interface organization. Then, it dives
into some of the most common interface types and configurations seen in networks
today. Finally, it concludes with a troubleshooting section with real-life scenarios
seen every day.
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Chapter 5, Protocol Independent Properties and Routing Policy
This chapter provides a condensed but comprehensive overview of Junos Protocol
Independent Properties (PIPs), such as static and aggregate route, and of the Junos
routing policy, which is used to control route advertisement, redistribution, and
attribute manipulation.

Chapter 6, Interior Gateway Protocols and Migration Strategies
This chapter provides a detailed review of Interior Gateway Protocol (IGP) oper-
ation, and then focuses on multivendor deployments of the Routing Information
Protocol (RIP) and Open Shortest Path First (OSPF). The material also focuses on
IGP migration strategies and includes an EIGRP-to-OSPF migration case study.

Chapter 7, Border Gateway Protocol and Enterprise Routing Policy

After providing a detailed review of what the Border Gateway Protocol (BGP) is
and how it can benefit an enterprise, this chapter provides a series of case studies
that build in complexity, starting with a single homed network with no Internal
BGP (IBGP) speaker and ending with a multihomed-to-multiple-providers sce-
nario, to include a redundant IBGP route reflection design that avoids running
IBGP on all internal routers. The policy treatment is focused on practical enterprise
routing goals, and it details both inbound and outbound policy, including
autonomous system (AS) path regex matching and BGP attribute manipulation.

Chapter 8, Access Security
This chapter provides an overview of a large variety of security concepts and the
tools available to deploy them. These tools include user authentication and au-
thorization, remote access, firewall filters, policers, Unicast Reverse Path Forward-
ing, the Simple Network Management Protocol (SNMP), and syslog.

Chapter 9, Junos Layer 2 Services
This chapter provides an overview of the Layer 2 services that can be deployed on
a Juniper Networks router. Layer 2 services include features such as link bundling,
Generic Routing Encapsulation (GRE), and link aggregation.

Chapter 10, Class of Service
This chapter provides an overview of IP class of service (CoS) and includes a de-
tailed primer on IP DiffServ. The material then details the similarities and differ-
ences in CoS handling between the different platforms, which is a common source
of confusion. A practical CoS case study serves as the foundation for CoS deploy-
ment and operational verification. The chapter also demonstrates the Virtual
Channel CoS feature.

Chapter 11, IP Multicast in the Enterprise
Multicast tends to see little deployment and is a common area of confusion. This
chapter details IP multicast concepts, provides an overview of multicast protocols,
and then demonstrates several Physical Interface Module (PIM) sparse mode sce-
narios, to include PIM sparse mode with static, bootstrap, and Anycast-RP.
Through all the examples, practical verification and fault isolation steps are
provided.
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Chapter 12, Junos Security Services
This chapter includes descriptions of the security services found in the J-series
Services Routers and SRX Services Gateways. NAT, VPNs, UTM, and security
policies are explained with configuration examples of each.

Appendix A, Junos Layer 3 Services
This appendix covers the legacy Layer 3 service set as found on older Junos versions
and the M-series devices, hence its appendix status. NAT, IPSec VPNs, and stateful
filters are covered, as well as configuration examples for each. This appendix also
covers interface and next-hop service sets, with a comparison of where each should
be used.

Appendix B, Upgrading Junos
This appendix covers the methods that are available for upgrading a Junos device
to a newer version of the operating system. Storage cleanup methods and memory
extension capabilities are covered, and examples are provided for maximizing a
device’s flash memory.

In addition, you can also use this book to attain one of the Juniper Networks certifi-
cation levels related to enterprise routing. To that end, each chapter includes a set of
review questions and exam topics that have been covered, all designed to get you
thinking about what you’ve just read and digested. If you’re not in the certification
mode, the questions will provide a mechanism for critical thinking, potentially prompt-
ing you to locate other resources to further your knowledge.

Topology of This Book

Figure P-1 displays this book’s routing topology, which appears beginning in Chap-
ter 4. It consists of 11 J-series routers running version 10.4R1.9 and 2 Cisco routers
running [0S Release 12.3(15b). The Cisco routers are primarily employed in Chap-
ter 6, where they are used for both RIP interoperability and as part of an EIGRP-to-
OSPF migration exercise. The topology uses only Gigabit Ethernet and T1 interfaces;
however, other interface types are examined in Chapter 4. You might recognize the
hostnames of the routers, which all relate to a beverage that was created more than
7,000 years ago (with evidence to consumption) in Mesopotamia. The names are
chosen due to the international appeal of the resultant product and for its food value
only, as beer is an excellent way to preserve the nutritional value of grain.

Preface | xxi



PUYERILT6L
¥ swosotory | C[EEEON0-E ___“
ATOE0L EELEV00 -3 SETE0N0I0-36 hpnrpg. bESY ___‘
eI 0 LE/0ELIoLys 1 sdoy auog ___
TeErLi0-bfg T B Y- g feLeo/nn-26 _
= ~ 2 L
S g = X
= 3 ) U] Jamalg
= s =
3 = 3
ol ol
TRLOL0L 002'8ZL°0L°0L
TEETL/0/0- 361 5 keLe0/0/0- 36 1abe] fapieg
T dnoror.l_ WOLELOZ0L 7 g UOIELOLOL LA OHOTBITEL e
poL'L0/0-36  JAMod  peel1/00- 96 LeElL/0/0-36 0 MNOIS  LELz0/0/0-96 LELZ'0/0/0 - 36 021704
- »lr I jivLE o0/ - 36 TllzL oo/ - 26 r IEEN
m,.ﬁ.:._g.& 3 2 2 g ]
o |2 s g g 3
= = p= S o
p p ~N -
LzLoLoL = = = g &
) b S Lvvororn-o6 .
iz - i 7 JIvLe0/on -2 L E;aa 2 L fororees
P RUOOELOT0L 7 gy VUOOELOLOL - 0EOLBILTEL | e
00L°L/0/0 - 3 L0 -36 1HT710/0/0- 30 LPLI/0/0- 36 LiLL°0M0/0 - 36 %eg 36 69°1/0/0- ¥4
e £15°0/0/0 - 3 LIl oL 00L'8ZL 0L 0L
Pog Yy 1ew
[TFTLEH
£11°0/0/0 - 36 A
SIE0/0n-3 o crr0/0in- 36 oo -eb \ 0TF SY
999 Sy L T [T L uw_._m._om
(] LzUeey £L9rTL
33,%_.3‘ 1M 1eaUM
__“
W
U S3pI0g

Figure P-1. This book’s topology
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Conventions Used in This Book

The following typographical conventions are used in this book:

Italic
Indicates new terms, URLs, email addresses, filenames, file extensions, pathnames,
directories, and Unix utilities

Constant width
Indicates commands, options, switches, variables, attributes, keys, functions,
types, classes, namespaces, methods, modules, properties, parameters, values,
objects, events, event handlers, XML tags, HTML tags, macros, the contents of
files, and the output from commands

Constant width bold
Shows commands and other text that should be typed literally by the user, as well
as important lines of code

Constant width italic
Shows text that should be replaced with user-supplied values

B
\
- This icon signifies a tip, suggestion, or general note.

LA
[N
SN

This icon indicates a warning or caution.

=

Using Code Examples

This book is here to help you get your job done. In general, you may use the code in
this book in your own configuration and documentation. You do not need to contact
us for permission unless you’re reproducing a significant portion of the material. For
example, deploying a network based on actual configurations from this book does not
require permission. Selling or distributing a CD-ROM of examples from this book does
require permission. Answering a question by citing this book and quoting example
code does not require permission. Incorporating a significant amount of operational
output or sample configurations from this book into your product’s documentation
does require permission.

We appreciate, but do not require, attribution. An attribution usually includes the title,
author, publisher, and ISBN, for example: “Junos Enterprise Routing, second edition,
by Peter Southwick, Doug Marschke, and Harry Reynolds (O’Reilly). Copyright 2011
Peter Southwick, Doug Marschke, and Harry Reynolds, 978-1-449-39863-7.”
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If you feel your use of code examples falls outside fair use or the permission given here,
feel free to contact us at permissions@oreilly.com.

Safari® Books Online

S Safari Books Online is an on-demand digital library that lets you easily
ararl  ce.rch over 7,500 technology and creative reference books and videos to
find the answers you need quickly.

With a subscription, you can read any page and watch any video from our library online.
Read books on your cell phone and mobile devices. Access new titles before they are
available for print, and get exclusive access to manuscripts in development and post
feedback for the authors. Copy and paste code samples, organize your favorites, down-
load chapters, bookmark key sections, create notes, print out pages, and benefit from
tons of other time-saving features.

O’Reilly Media has uploaded this book to the Safari Books Online service. To have full
digital access to this book and others on similar topics from O’Reilly and other pub-
lishers, sign up for free at http://my.safaribooksonline.com.

How to Contact Us

Please address comments and questions concerning this book to the publisher:

O’Reilly Media, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

800-998-9938 (in the United States or Canada)
707-829-0515 (international or local)
707-829-0104 (fax)

We have a web page for this book, where we list errata, examples, and any additional
information. You can access this page at:

http://oreilly.com/catalog/9781449398637

or:
http://cubednetworks.com

To comment or ask technical questions about this book, send email to:
bookquestions@oreilly.com

For more information about our books, courses, conferences, and news, see our website
at http://www.oreilly.com.

Find us on Facebook: http://facebook.com/oreilly

Follow us on Twitter: http://twitter.com/oreillymedia
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CHAPTER 1
Junos in the Enterprise Network

The Junos operating system is the common element in Juniper enterprise platforms. It
enables the features and capabilities that distinguish the Juniper Networks line of
equipment from others in the enterprise space. The flexibility of this standards-based
operating system provides a robust foundation onto which multiple platforms have
been built. The modular nature of the operating system allows it to support any number
of specialized capabilities such as switching, security, and, of course, routing platforms.
The devices can be used at the enterprise edge, the core, as firewalls, or as access devices.
A central theme for all of these devices is their routing capability, which is not surprising
given the origins of Juniper Networks.

This chapter takes a brief look at the devices that are found in the enterprise network
and that run the Junos operating system. So much has changed since the first edition
of this book that Junos in the enterprise needs its own introductory chapter.

Introduction to Junos Enterprise Routing

When the founding engineers of Juniper decided to create routers, they took the view
of forwarding packets as quickly as possible (line rate) with services enabled, which
spawned the marketing decree “Service without Compromise.”

All Juniper Networks devices that run on the Junos operating system share the same
common design philosophy, which is to have a clean separation of the control and
forwarding planes. In the high-end devices (for example, M-series routers, MX edge
devices, and Data Center SRXs), this separation is created in hardware, whereas the
other devices (J-series routers and Branch Office SRXs) maintain this division in soft-
ware. The forwarding plane is referred to as the Packet Forwarding Engine (PFE), and
the control plane is called the Routing Engine (RE).

The RE’s primary functions are to manage the PFE, control the device’s software (Junos
operating system), manage the command-line interface (CLI), provide troubleshooting
tools, and maintain the route tables (both the route table and the route forwarding
table). The forwarding table, a subset of the route table, is passed down to the PFE and




is used to forward traffic. In this way, the RE never has to be directly involved in packet
forwarding, which allows more resources for the actual control functions (see Fig-
ure 1-1). One example of the benefits of separating the control and forwarding functions
is the ability to issue “traceoptions” commands (similar to debug) without degrading
the throughput performance of the router.

Routing table

Forwarding table

Internet
processor ||
ASIC

Forwarding table

Switch fabric

1l0card puss| 1/0card

Figure 1-1. Juniper’s architecture design philosophy

Junos Overview

Junos is pretty cool once you understand it. It creeps up on you, especially if you're
coming from another vendor or from Cisco I0S. That’s because the designers of Junos
put tremendous thought into making a stable, robust, and scalable operating system
for networking devices. They were able to learn from previous vendors’ mistakes and
created an operating system that other companies will forever use as their model.

The core philosophy of Junos was to create a modular and stable operating system.
The modularization was created by the use of software daemons, and the stability was
achieved by choosing a well-known, open source, and stable kernel of FreeBSD. This
kernel is usually hidden from the user, but many features of FreeBSD have been ported
to the command line of Junos.

The kernel also maintains the forwarding table synchronization be-
tween the RE and the PFE.
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Riding on top of the kernel are all the fully independent software processes for routing,
CLI, interfaces, and so forth. Figure 1-2 shows a small subset of these processes; you
can show a complete list in the device by issuing the show system processes command.

Junos Internet software

User
v ¥ A Y
Routing | Routing protocol Interface Command-line (Chassis
tables o process process interface (CLI) process
Y ¥ v Y
Forg?)rlc:mg > Kernel (Operating system)

Figure 1-2. Junos software architecture

These processes are fully independent, so a failure of one process does not affect the
other. For example, Figure 1-2 shows the Simple Network Management Protocol
(SNMP) process pulling information from the interface, chassis, and routing processes.
If this SNMP process fails or contains a software bug, it affects only this process and
not the others. This is a major shift from other routing vendors that operated monolithic
code where one change in the interface code could affect just about anything without
reason.

Every Juniper Networks device running Junos is created from the same code base. Since
all devices do not share common hardware, a new image has to be created for each
device type. This is still Junos, however, with the same base feature set across all devices
(routing, CLI, services, etc.). This means that there is a single image per version for all
M/T-series devices and all MX edge devices, regardless of model number, and a single
image per version for all J-series routers. The exception for image release is for the EX
and SRX devices. There is an image for each of the EX models, and the SRXs have three
individual images. The days of creating and maintaining large spreadsheets or lists for
each router are now gone.

The differences in architecture between the M-series routers and the J-series routers
show one of the reasons for the separation from a single image. The major difference
in the J-series image is the inclusion of a software process called fwdd (forwarding
devices daemon), which acts as the virtualized PFE. It is essentially a series of real-time
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threads operating over the kernel, as shown in Figure 1-3. Instead of an application-
specific integrated circuit (ASIC) providing the functionality of the PFE, sockets and
APIs interface with the kernel, providing a deterministic performance.

<+—(ontrol——»«+————Forwarding Process (fwdd)—— —»

«— fwdd-unix—m fwdd-1t -

. . Forwarding -
Routing Chassis Other real-time

process process m’.cesi_umﬁ Real-time threads
Icrokerne forwarding thread [forex_ample,

Junos software kemnel services)

Real-time BSD
Intel x86 hardware

Figure 1-3. J-series software architecture

Junos Releases

One of the key advantages of Junos is the single release train. This release train offers
administrators of Juniper Network devices a predictable schedule for network up-
grades. The release train follows a strict calendar for initial release, end of engineering
support, and end of life. Table 1-1 is an excerpt from the Juniper Networks website.

Table 1-1. Junos release support

Product FRS date EOE End of Life (EOL)
Junos 104 12/08/2010 12/08/2013 06/08/2014
Junos 10.3  08/15/2010 05/15/20Mm 11/15/20m
Junos 10.2  05/15/2010 02/15/20m 08/15/201
Junos 10.1  02/15/2010 11/15/2010 05/15/20Mm
Junos 10.0  11/15/2009 11/15/2012 05/15/2013
Junos9.6  08/06/2009 05/06/2010 11/06/2010
Junos9.5  04/14/2009 02/15/2010 08/15/2010
Junos9.4  02/11/2009 11/11/2009 05/11/2010
Junos9.3  11/14/2008 11/14/2011 05/14/2012
Junos9.2  08/12/2008 05/12/2009 11/12/2009
Junos 9.1 04/28/2008 01/28/2009 07/28/2009
Junos9.0  02/15/2008 11/15/2008 05/15/2009

The first released shipments (FRS) are offered on a quarterly basis throughout the year.
With each version of an image, there are releases and builds. The full naming conven-
tion for Junos releases is given in Figure 1-4.
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Release number

Major version number Build number

junos-srx5000-10.0R1.8-domestic

£

Image type Buildtype  Export control

Figure 1-4. Junos image naming convention

Once a new version of Junos is issued, it undergoes multiple maintenance releases (for
example, 10.0R1.8, 10.0R2.5, and 10.0R3.1). For any version, Juniper Networks rec-
ommends the latest maintenance release for a device, and the website provides a list of
recommended releases for various equipment.

Juniper recognizes three levels of support for a Junos version:

End of Engineering (EOE)
Active engineering support is provided during the period covering the current ver-
sion and the next two versions, or 18 months from the first released shipment.
Because the versions are released on a quarterly basis, active support is typically
available for 9 months after first release shipment, which essentially means that no
further maintenance releases are created for the version after this date.

Juniper Technical Assistance Center (JTTAC)
JTAC provides troubleshooting and workaround support for identified problems
in a version from the time that EOE begins until two further versions are released
or up to an additional year.

End of Life (EOL)
Once EOL is reached for a version, JTAC typically requests that the customer
update his or her image. If support is still requested, it is provided on a “commer-
cially reasonable effort basis.”

W N

To assist customers who see no need to upgrade Junos on a regular basis,
Juniper Networks has created what is called a Junos Extended End of
~ Qs Life (EEOL) release. These versions, which provide additional time for
" engineering and JTAC support, are released in the fourth quarter.
EEOLSs provide three years of engineering support and an additional six
months of JTAC support.

In addition to the first shipment releases and the maintenance releases, Juniper also
provides service and incident releases. These releases are not for general distribution,
but might be recommended by an engineer or JTAC to solve specific problems. Service
releases (for example, jinstall-ex-4200-10.086.1-domestic) are created to address spe-
cific problems found in an image and span the time between builds. Internal releases
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(for example, junos-srx5000-10.1120100513_0739_schung-domestic) are often trou-
bleshooting tools created by Juniper Network engineering when investigating a prob-
lem and trying different fixes. The problems solved by service and internal releases are
incorporated into the next general release builds.

According to some Juniper forums, service (S) releases are the recom-
mended releases for specific devices deployed in certain scenarios. Until
% the newer versions of Junos are tested and verified, these network en-
" gineers are more comfortable with the S release.

CLI Review

The tool that will most often be used to configure and troubleshoot Juniper devices is
the command-line interface (CLI). The Junos software CLI is one of the most user-
friendly and feature-rich in the industry. Most administrators spend years attempting
to master other router vendors’ CLIs, whereas Junos software can be mastered in just
a few hours.

Other configuration methods do exist, such as a web GUI called J-Web (see Fig-
ure 1-5), which is available on all Juniper devices. The J-Web is enabled by default on
most enterprise devices and can be activated for all devices. It’s a robust way of mon-
itoring and configuring your devices, and it even has a point-and-click CLI component.
Note that the operation of J-Web is beyond the scope of this book, so all configuration
examples are shown via CLI commands instead. Learn the CLI first, and the J-Web is
a snap to implement.
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General CLI features

The CLI has two modes: operational and configuration. Operational mode is where
you can troubleshoot and monitor the software, router, and network. Configuration
mode is where the actual statements for interfaces, routing protocols, and others are
placed.

W

. Every command that can be run in operational mode can also be used
"‘:‘ in configuration mode with the additional keyword run. For example,
T WUy if the show route command is issued in operational mode, it can be

issued as run show route in configuration mode.

When a user first enters the router via Telnet, Secure Shell (SSH), or direct console
access, the user sees a login prompt. After entering the correct username and password,
the user is placed directly into the operational mode. Operational mode is designated
by the > (chevron) character at the device prompt of username@hostname. As shown here,
user doug logs into a router called Hops:

Hops (ttydo)

login: doug

Password:

--- Junos 10.4R1.9 built 2010-12-08 16:25:40 UTC
doug@Hops>

An exception to this automatic placement into operational mode occurs when you log
in as user root. In this case, you are placed into the shell (designated by the percent
sign) and will have to start the CLI process manually:

Hops (ttydo) login: root

Password:

--- Junos 10.4R1.9 built 2010-12-08 09:22:36 UTC

root@Hops% cli

root@Hops>

Most of the commands that you run in operational mode are show commands, which
allow you to gather information about the routing protocols, interfaces, and the device’s
software and hardware. Ping, traceroute, telnet, and ssh can also be performed from
this mode. Finally, some very Junos-specific commands, such as request, restart, and
test, can be issued. Request commands perform system-wide functions such as re-
booting, upgrading, and shutting down the device. Restart commands are similar to
the Unix-style kill commands, which allow you to restart certain software processes.
Test commands allow verifications for saved configuration files, proactive testing of
policies, and interface testing methods such as BERT (bit error rate testing) and FEAC
(far-end alarm and control) loopbacks.
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You should use the restart command with great caution! Depending
on the software process being restarted, the consequences could be se-
vere. Restarting the SNMP process would probably get you a slap on

the wrist, but restarting the routing process could be a reason to go into
hiding on a remote island!

To actually configure the Junos device, enter configuration mode by typing the word
configure in operational mode. The device prompt changes to the octothorpe (#)
symbol:

doug@Hops> configure

Entering configuration mode

[edit]

doug@Hops#
By default, multiple users can enter the configuration mode on a device and make
changes at the same time. To avoid any issues that may arise, you can use the configure
exclusive or configure private command. The former command allows only a single
user to configure the router, whereas the latter command allows multiple users to
change different pieces of the configuration. If you use configure exclusive, no other
users can make changes to the configuration besides the single user who entered ex-
clusively. Using private mode, each user will get a copy of the current configuration
and only the changes that they make will be applied. If two users attempt to make the
same change, such as adding an IP address to the same interface, the change is rejected
and both users will exit configuration mode to resolve their conflict by some other
means.

In configuration mode, you can add configuration by using a set command. For ex-
ample, to enable the Telnet server application on the device, issue this command:

doug@Hops# set system services telnet
Other useful commands in the configuration mode are:

delete
Opposite of the set command, this subtracts configuration items:

doug@Hops# delete system services telnet

replace pattern
Performs an exact match and replace for a string in the configuration:

doug@Hops# replace pattern 10.1.1.1/32 with 10.1.1.1/24

insert
In a configured list (rules or policies), allows an item to be moved from the bottom
of the list to a different position:

doug@Hops# insert policy permit_all before policy deny all

save
Writes the configuration to a file named in the command:

8 | Chapter1: Junosin the Enterprise Network



doug@Hops# save test_configuration

edit
Moves the user to a different level of the configuration:
[edit]
doug@Hops# edit system services

[edit system services]
doug@Hopsi

exit

Moves the user to the next level up in the configuration (a user can also use the
up command), or if the user is at the top of the configuration, it will put the user
into operational mode:

[edit system services]

doug@Hops# exit

[edit system]

doug@Hops# up

[edit]

doug@Hops# exit

doug@Hops>

renae
Assigns a new name to a configured object:

doug@Hops# rename interface ge-0/0/1 to interface ge-10/0/1

copy
Copies the attributes of a configured object to another object:

doug@Hops# copy interface ge-0/0/1 to ge-0/0/2

commit
Performs a semantic and completeness check of the changes made to the configu-
ration, and if the changes pass these checks, the changes are written to the device’s
running configuration:

doug@Hops# commit

A full treatment of the capabilities and operation of the CLI is beyond the scope of this
book, as mentioned in the Preface, but the operational capabilities of the CLI are ex-
plored throughout this book by building and showing hundreds of examples.

Routing Features

Let’s continue our tour of Junos in the enterprise with the routing features found in
most Junos-based devices, keeping in mind that many of the details of these features
and example configurations are found in later chapters.

The first product produced by Juniper Networks was an IP router, and since that initial
launch, all Juniper Networks products based on Junos have had routing capabilities at
their core.
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The principles for routing transit traffic are handled in the same way in all devices:

1. The routing functions are divided between the RE and the PFE.
. The RE is responsible for determining the best route to a prefix.
. This information is passed to the PFE.

. All transit traffic is handled by the PFE.

. When the RE determines that the conditions in the network have changed enough
to warrant a change in packet routing, a new set of instructions is forwarded to the
PFE.

g W N

The network prefixes and the routes to them are kept in a set of tables stored in the RE
and the PFE. Chapter 5 explores the full set of routing tables and the use for each, so
here the focus is only on the table that is used for IPv4 traffic. This table is called the
inet.0 table, and it contains a list of all known network prefixes and the attributes for
each prefix. The attributes maintained for a prefix are determined by the way that prefix
was learned by the device. So if a prefix was entered as a static route, only the infor-
mation that was manually entered would be stored with the prefix, or if the route was
learned via a routing protocol (e.g., OSPF), the additional information associated with
the prefix would be stored with the route. The inet.0 table is also referred to as the
master routing table when this table is identified from another table for static routes.
The following shows example output of an inet.0 table:

doug@Hops> show route
inet.o: 23 destinations, 23 routes (22 active, 0 holddown, 1 hidden)

+ = Active Route, - = Last Active, * = Both
1.12.1.0/24 *[Direct/0] 00:33:41

> via ge-1/0/0.0
1.12.1.1/32 *[Local/o] 00:33:41

Local via ge-1/0/0.0
10.255.66.0/24 *[OSPF/10] 00:32:53, metric 1

> to 1.12.1.2 via ge-1/0/0.0
192.168.102.0/23 *[Static/5] 5d 02:42:28

> to 192.168.71.254 via ge-1/0/0.0

This table has been reduced in size, but it shows that the device knows four prefixes.
The prefix 1.12.1.0/24 is a directly connected network on interface ge-1/0/0.0, the
interface ge-1/0/0.0 has an address of 1.12.1.1/32, prefix 10.255.66.0/24 was learned
via OSPF from another device connected via interface ge-1/0/0.0, and the prefix
192.168.102.0/23 was statically added to the configuration.

The entries in the inet.0 table are analyzed, and the active routes (all the routes in the
preceding example are active, as indicated by the *) are sent to the forwarding table.
The forwarding table is then sent to the PFE (refer to Figure 1-1). The forwarding table
does not contain the prefix attributes that are contained in the inet.0 table, just the key
elements for how to handle traffic destined for a network prefix. The following shows
an example forwarding table entry:

10 | Chapter1: Junosin the Enterprise Network



doug@Hops> show route forwarding-table destination 10.255.66.1
Routing table: inet

Internet:
Destination Type RtRef Next hop Type Index NhRef Netif
10.255.66.0/24  user 0 1.12.1.2 ucst 286 2 ge-1/0/.0

The determination of which routes are sent to the forwarding table from the routing
table follows a simple rule: the route must be the active route with the lowest cost and
route preference. If a single prefix has multiple routes that have equal costs and pref-
erences, one of the next hop interfaces is chosen in a pseudorandom manner (the ex-
ception to this is equal cost routing, explained in the next section).

Once this process is complete and all prefixes are loaded in the PFE, transit traffic can
be handled. The destination address from an incoming packet is compared to the for-
warding table, looking for the longest match. Once a match is found, the next hop and
interface information are used to handle the egress processing for the packet. If no
match is found for the destination address and no default route is established for the
device, the packet is dropped.

Routing modifiers

The determination of which route gets sent to the forwarding table can be manipulated
by other parts of the configuration. Most attributes of a prefix entry can be modified
by policies and rules. These configurable features allow an administrator to customize
how traffic is handled within the device.

Route policies can be applied as routes enter the routing table (import) or as routes are
sent to neighbors (export). The policies can accept or reject routes, and for accepted
routes, the attributes of the routes can be modified. When prefixes are learned by one
routing protocol (for example, BGP) and wish to be advertised in another (say, OSPF)—
a process known as route redistribution—a routing policy is used. If routes learned
from one source are to be preferred to routes learned from another source, again, pol-
icies can be used to accomplish this. Full treatment of routing policies is found in
Chapter 5.

Filter-based forwarding, which is similar to what other vendors call policy-based rout-
ing, allows incoming (ingress) or outgoing (egress) traffic to be compared to a set of
match criteria defined in a filter. When the traffic matches the filter, the action defined
in that filter area is applied to that packet. One such action would be routing the packet
based on the rules of a nondefault routing table, allowing scenarios to be created where
matching traffic is routed over a different set of next hops/links based on local policy
rather than conventional longest match. In a simplistic example, privately addressed
traffic can be sent to a private.inet.0 table where a default route shunts them to a specific
next hop or server, while public addresses can be sent to the default inet.0 routing table.

Load balancing, or equal cost multipath (ECMP) routing, is turned off by default on
Juniper devices. The default routing mechanism chooses a single next hop destination
for every prefix, but load balancing can be configured on the devices and can be set
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either as a global feature for all traffic on the device or for specific traffic. The load-
balancing algorithm uses a hash function to determine the link to use for traffic. The
load balancing is on a per-flow basis and is calculated based on a configurable Layer 3
and/or Layer 4 hash. A configuration example for ECMP and a full explanation can be
found in Chapter 5.

Multitopology routing enables the router to participate in an environment that has
different routing rules for different traffic types. It uses the concepts of filter-based
forwarding with configured topologies. The topologies create different forwarding in-
formation bases (FIBs) for each traffic type. Each FIB can use a different instance of a
routing protocol as well as different attributes (costs and preferences) for prefixes.
When traffic enters the device, the filter-based forwarding allocates the traffic to a
specific FIB. The information in that FIB is used to route the traffic. This capability,
when deployed across an enterprise network, allows a single network infrastructure to
support multiple traffic types on logically separate networks. Configuration examples
for multitopology routing and a full explanation of its capabilities are discussed in
Chapter 6.

Switching Features

Let’s quickly define some of the more common switching features found in Junos de-
vices. While the full details of these features and configuration examples are beyond
the scope of this book, its companion volume, Junos Enterprise Switching, by Harry
Reynolds and Doug Marschke (O’Reilly), is an excellent resource for both the admin-
istrator and the network designer.

The design of an enterprise network requires the use of routing, switching, and security
devices. When Juniper decided to enter the enterprise market, it did so with the deter-
mination that these other networking requirements would be added to Junos. Today,
Ethernet switching is a feature for the EX product line, the MX product, and the SRX
product line. All of these products offer both Ethernet switching capabilities and TP
routing capabilities in a single device.

The choice between switching and routing is dependent on the nature of the traffic and
the device’s configuration. For the most part, when both switching and routing are
present, the device routes traffic that is addressed (at the MAC layer) to it and switches
all other traffic. Switching features are configured in different devices in different man-
ners. For instance, in the high-end Data Center SRXs, switching is enabled in what is
called transparent mode, whereas in the Branch Office SRX and EX switches, specifying
the Ethernet-switching family on an interface enables switching.

Let’s look at some of the switching features you’ll likely encounter in enterprise
networks.

Transparent mode is enabled for the high-end Data Center SRX Series Services Gate-
ways (SRX 3xxx and 5xxx) via configuration mode and allows interfaces to operate in
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an Ethernet switch mode. The device can be configured to support both routed inter-
faces and switched interfaces. Transparent mode devices support options for flooding
unknown MAC addresses, bridge domains (broadcast domains), and virtual LANS.
The full capabilities of transparent mode can best be discovered in the book Junos
Security, by Rob Cameron et al. (O’Reilly).

Learning MAC addresses is the means by which all Ethernet switching devices deter-
mine where to switch frames in a network. The size of the switching table is a measure
of the power of the switching devices, and the Juniper switches support table sizes from
8,000 entries for the low-end EX2200 to 160,000 entries for the enterprise-level EX8200
(the MX edge routers are capable of having a million MAC addresses). When a frame
is received that contains a destination MAC that is not in the forwarding table, that
frame is flooded to all the interfaces of the specific bridge domain on the switch. Juniper
switches support two flooding options for unknown traffic: conventional flooding and
the more secure address resolution protocol (ARP) flooding capability.

Virtual switch constructs allow single Ethernet switches to support multiple logical
divisions in an enterprise. These constructs include:

Bridge domain
A bridge domain is defined by a virtual LAN (VLAN) and a group of interfaces that
form a broadcast domain for Ethernet traffic. Multiple bridge domains can be cre-
ated on a single platform, providing for a separation of traffic.

VLAN
A VLAN allows traffic from a common community of interest to communicate in

an Ethernet-switched environment. VLANS segment the traffic and provide secur-
ity from other VLANSs.

Virtual chassis
A virtual chassis allows the interconnection of multiple physical switches to form
a single administered unit. The individual switches act as a routing engine, a
backup routing engine, or a line card in the grouping of switches.

Ethernet protocols govern the interaction of Ethernet switches in an enterprise network.
They allow redundancy while avoiding broadcast storms, thereby bringing survivability
to an Ethernet environment. The protocols supported by Juniper Networks switches
running Junos are:

Spanning Tree
Spanning Tree Protocol (STP) and its variations, RSTP and MSTP, operate between
Ethernet switches to ensure a loop-free network. Multiple Spanning Tree Protocol
(MSTP) incorporates the concepts of VLANSs into the protocol, whereas Rapid
Spanning Tree Protocol (RSTP) operates on a single VLAN but improves the time
to recover from a network failure.
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Link Aggregation
Link Aggregation Control Protocol (LACP) and 802.3ad provide link aggregation
capabilities for devices. Up to 16 links can be bound into a single bundle. This
provides a high-bandwidth, survivable link between devices. Link aggregation also
supports a MAC hashing function to support load balancing, which assures that
traffic in a single flow follows the same link in the 802.3ad bundle.

Ethernet switching also supports a number of other capabilities on the Junos platforms,
such as multicast support and 802.1X port-based authentication.

Security Features

Let’s briefly cover the security features found in Junos-based devices, keeping in mind
that the full details of these features and configuration examples are beyond the scope
of this book. For in-depth coverage, seek out Junos Security.

Starting in the mid-9 release of Junos, SRX devices and J-series routers incorporated
session-based processing, which is the single unique feature in the SRX Series devices.

W
o For the J-series routers, Junos 9.3 incorporated the first of these security
"‘:\ features, and 9.4 offered no packet-based option for the J-series. For the
T s Data Center SRXs, Junos 9.2 was the first flow-based offering, whereas

" Junos 9.4 was the first flow-based offering for the Branch Office SRXs.

Rather than processing each packet as an independent entity, packets are grouped to-
gether in unidirectional flows, and flows are paired into a session. Consequently, a
majority of the processing is performed at the session level rather than the packet level.
Once a session is created and additional packets are received that match the session
parameters, the session attributes are used to handle the packet.

Session-based processing enables these security features found in Junos:

Security zones
A security zone is a set of interfaces and the addresses found on those interfaces
that are grouped together as a single security element. All security policies are
written from a security zone to a security zone.

Stateful security policies
Junos-based security devices are prudent security devices, starting with the fact
that all traffic through the device is blocked unless explicitly permitted. Security
policies are created to determine what traffic is allowed and what should be
blocked. The match criteria for traffic are the source and destination addresses and
the application-level identification found in the traffic. Policies are unidirectional
at the session level. They are defined for sessions that are initiated from a single
zone destined for a zone. Reverse traffic that is associated with the session does not
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need a reverse policy, but sessions that follow the reverse path do need a policy
matching the session’s direction.

Application layer gateways (ALGs)

ALGs provide proxy support for certain applications, allowing the proper opera-
tion of applications that would not operate successfully through a firewall. One
example of such an application layer protocol is the session initiation protocol
(SIP) used in voice over IP (VoIP) implementations. When used in a secured sce-
nario, SIP requires a firewall to parse its messages and perform actions on behalf
of the SIP server and client. These actions could include network address transla-
tion, opening additional ports through the firewall, and providing proxy services.
The services are all performed by the ALG defined for SIP. ALG support is enabled
by default on Junos-related security products, except for the Data Center SRXG.

Network Address Translation (NAT)
One of the most common security features, NAT allows an administrator to hide
the inside of the enterprise network from prying eyes. The Junos-based security

systems support dynamic and static NAT, as well as source-based and destination-
based NAT.

Intrusion Detection and Protection (IDP)
IDP is a sophisticated security feature that relies on attack signatures and obser-
vation of enterprise traffic. Junos security devices can perform either a passive
alarm-only role or an active alarm and deter role. The IDP features require an
administrator to monitor the state of the signature database and tune the IDP rules
to the traffic that is seen on the enterprise. IDP features are integrated into the SRX
product line or can be deployed in purpose-built IDP devices.

User authentication
User authentication and user access control enable a Junos security device to ac-
tivate rules based on the users that are creating traffic. Teaming Juniper network
access control devices with the Junos security devices creates a dynamic pair for
recognizing users and modifying the security policies to accommodate these users.

Virtual private networks (VPN)
[Psec VPNs are a mainstay for site-to-site and remote access security. They provide
encryption and authentication services as well as data integrity capabilities for the
transmitted traffic. The Junos security devices offer a full range of IPsec VPN
capabilities.

Screen functions
When the full capabilities of IDP are not warranted, the screen functions can be
considered an IDP-lite capability. These attack-deterrent functions protect the
device from common hacks and denial of service attacks. They are implemented
at the zone level and provide a first line of defense.
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Unified Threat Management (UTM)
UTM is a set of security features that includes anti-virus protection, anti-spam
filtering, URL filtering, content filtering, and user authentication. These services
are available on the J-series routers and the lower-end Branch Office SRX Series.

When session-based processing was introduced into Junos, a new traffic-processing
algorithm was needed because the existing packet-based processing performed in hard-
ware would not suffice for this new paradigm. Figure 1-6 shows the order for processing
traffic in a session-based environment. Class of Service (CoS) and filter functions are
performed first and last at the line card level. For incoming traffic, session matching
is performed next. If an existing session is found for the traffic, “fast path” processing
is performed based on the attributes of the session. In the fast path, screen functions
are performed, NAT and ALGs complete their actions, and the traffic is sent for egress
processing.

Forwarding |
Lookup
Flow Module Y
SCREEN . Services .
l—b Options D-NAT | Route | Zones | Policy | S-NAT ALG Session
No First Path
Match % SCREEN Services
Session? Yes —— Options vy Rl ALG
Fast Path

Figure 1-6. Session-based processing

If the packet is not part of an existing session, new session processing is performed.
This entails the initial routing, policy lookup, any NAT that needs to be performed,
ALGs, and finally entering the information into the session table. Once this is complete,
the packet is processed as it is in the fast path for egress.
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Routing Platforms

Over 15 years ago Juniper Networks designed their first Internet router. This device
was unique in its packet processing power, low electrical power consumption, and
small physical size. The reliability of the Junos operating system also became a selling
point in the era of “reboot” troubleshooting. That initial router is the parent of the
current M-series routers, and even though the M-series has gone through many revi-
sions since the initial offering, they are still the “highest throughput for the least power
in the smallest package” on the market today.

The M-series routers and their larger cousins, the T-series routers, offer service pro-
viders and enterprises a stable platform for routing IP traffic. They offer support for
most standards-based routing protocols and support Layer 3 and Layer 2 provider-
based VPN services.

The current lineup of the Juniper Networks M-series is:

M7i Multiservice Edge Router
10 Gbps of throughput makes this router a perfect edge device for SMB applications
or Internet gateway or aggregation router for branch locations.

M10i Multiservice Edge Router
At 16 Gbps of throughput, this compact and redundant router provides a stable
platform for growing enterprise networks.

M40e Multiservice Edge Router
This 40 Gbps platform offers flexibility and survivability for medium-sized
enterprises.

M120 Multiservice Edge Router
With a throughput of 120 Gbps, this platform will support multimedia and service
aggregation for an enterprise or service of any size.

M320 Multiservice Edge Router
The 320 Gbps throughput allows this platform to handle the largest backbone core
routing and the most demanding multiplay applications.

The J-series routers were added to meet the demands of the smaller enterprise. The
architecture of the J-series is slightly different than that of the M-series, in that the
separation between the control plane and the forwarding plane is virtual rather than
physical. In an M-series router, the packet-forwarding plane consists of specialized
hardware designed for packet handling; in the J-series, the forwarding plane is a vir-
tualized real-time thread with various application program interfaces and sockets mod-
eling the specialized functionality. This difference allows Juniper to field a router with
the same OS as the established M-series, but at a better price point for the enterprise.
Firewall and security features have been added to the routing capabilities of the J-series
routers.

The current Juniper J-series routers are:
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J2320
Three PIM slots and 90 Mbps of throughput for routing and firewall features

12350
Five PIM slots and 105 Mbps of throughput for routing and firewall features

J4350
Six PIM slots and 115 Mbps of throughput for routing and firewall features

76350
Six PIM slots and 205 Mbps of throughput for routing and firewall features

The J-series routers are designed for enterprises that are connecting desktops to servers
for office automation and back office applications. The Physical Interface Module
(PIM) slots can be used for LAN connectivity, various WAN connectivity options (Se-
rial, T1/E1, FE, DS3/E3, ISDN, ADSL2/2+, G.SHDS), and Avaya VoIP gateway and/
or WAN acceleration.

W N
With the advent of the SRX Series Services Gateways, the J-series routers
As are now preferred for their interface selection rather than performance
[\ “ P p
o or features.

(N

Speeds and Feeds

Most of the routers fielded by Juniper are modular in design, allowing them to be
configured for any role in the enterprise. The modular components add interface
choices, service accelerators, and tunneling options to their base capabilities as routers.
The available modules can be divided into various categories, each with supporting
multiple port densities and interface speeds. The module categories are:

SONET/SDN physical interface cards (PICs)

Rates from OC-3 (155 Mbps) to OC-768 (40 Gbps)
Ethernet PICs

Rates from 100 Mbps to 10 Gbps, 1 port to 48 ports
ATM PICs

E3, DS3, OC-3 to OC-48 ATM interfaces
Channelized PICs

El, T1, DS3, OC-3, OC-12, and OC-48
Nonchannelized PICs

E1, T1, DS3,E3

Serial PICs
EIA-530, 2-port
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Services PICs
Encryption Services (ES), Monitoring Services, Multiservices, Link Services,
Tunnel

WAN PIMs
El, T1, Serial, DS3, ISDN BRI, SHDSL, G.SHDSL

Ethernet PIMs
100 Mbps and 1 Gpbs copper and fiber

Services PIMs
Avaya Media Gateway, Juniper WXC WAN Accelerator

W
A full definition of each of these modules can be found at http:/www
ﬁ N .juniper.net/us/en/products-services/routing/m-series/m7i/#modules.
SN B
0§

From an architectural perspective, these devices’ interface flexibility, protocol options,
and scalable throughput allow the routers to be deployed in a collapsed backbone or
a distributed core. The virtualization capabilities allow the routers to be placed in
multitopology and multiclient environments, maintaining security via separation of
traffic and services. Finally, the wide range of backplane speeds and throughputs (90
Mbps to 320 Gbps) allows a scalable and cost-effective Juniper router to be deployed
for just about every network design.

MX Series 3D Universal Edge Routers

Juniper MX edge routers have the three dimensions required in today’s enterprises and
service providers: scaling, availability, and agility. The first of these scaling factors is
the maximum performance of the devices. The MX platforms support Ethernet traffic
rates from 50 Mpps to 1.98 Bpps, allowing an MX platform to meet most routing and
switching demands. Add to this the capability of arraying the MX in a virtual chassis,
which reduces the management burden while increasing the connectivity capability
compared to standalone switches. The mid-range MX line offers a pay-as-you-go scal-
ability. The MX5 can be upgraded to the MX20, MX40, or the MX80 with the addition
of a software license. This allows an enterprise to purchase the device that fits its needs
today and migrate as those requirements grow.

The next dimension is the availability of the MX platform, which exceeds the Metro
Ethernet Forum’s carrier grade switch specifications. The high-end MX platforms sup-
port redundant routing engines, redundant switching planes, virtual chassis operation,
redundant power, and redundant cooling. Uptime is also maintained by the use of
graceful restart, nonstop routing, fast reroute (FRR), unified in-service software up-
grade (ISSU), and virtual private LAN switching (VPLS) multihoming.
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The final dimension is the agility of the MX product line. The MX can perform routing
and switching functions, and these platforms also support security features and virtu-
alization features. This suite of capabilities allows the MX to operate as a core Ethernet
switch, an MPLS edge router, an Ethernet aggregation point, or a distribution router.
In many design scenarios, the agility of the MX allows multiple layers of a legacy design
to be collapsed into a single layer. The addition of WAN optical interfaces to the MX
expands its agility in the enterprise. No longer is the MX destined for the interior of the
enterprise; it can operate as an enterprise edge device as well as an all-Ethernet core
device.

The MX product line is composed of the following devices:

Mid-range MX

The mid-range chassis covers the MX5, MX20, MX40, and MX80 models. The
chassis is a compact unit (3.5 inches high) with four built-in 10 Gbps Ethernet
ports and up to two Modular Interface Cards (MICs). (The MX5 has a single MIC
port.) The size and port density of the mid-range MX makes it ideal for small sites
that need a feature-rich environment, such as mobile backhaul, metro Ethernet
access, and field multimedia aggregation. Future support for virtual chassis will
allow the mid-range MX to operate like the larger devices with redundant routing
engines. The mid-range MXs are software upgradable, with the upgrade supporting
higher throughput rates on the chassis. The MX80 also is available in a 48-port
gigabit Ethernet configuration. The base throughput of the mid-range MXs starts
at 20 Gbps for the MX5, 40 Gbps for the MX20, 60 Gbps for the MX40, and 80
Gbps for the MX80. All models handle 50 Mpps of mixed traffic.

MX240
The MX240 supports the MX feature set and adds survivability to the mix with
redundant REs, switch fabric, power, and fans. This device can handle up to 480
Gbps of throughput and supports up to 120 gigabit Ethernet ports.

MX480
The 480 fills the need for high-density Ethernet aggregation in a survivable chassis.
The platform can support 1.4 Tbps and a total of 240 GE ports. Each of the six
card slots can handle 120 Gbps. The MX480 is designed to support large points of
presence in enterprise networks.

MX960
At 2.6 Tbps, the MX960 can fill any role in a campus network that requires massive
throughput. The throughput and feature set allows the MX960 to function at the
core of the network as the Internet gateway for a campus or as an aggregation edge
device for a large business park. The virtualization capabilities allow the MX960
to handle the traffic from multiple customers in a safe and dependable manner.

The MX edge routers support technologies and features that allow a separation between
the physical deployment of devices and their logical capabilities. No longer is it neces-
sary to deploy overlay networks for different services, different customers, or different
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media. By using network service virtualization (Layer 2 VPNs [L2VPN], Layer 3 VPNs
[L3VPN], and virtual private LAN service [VPLS]), virtual devices (virtual chassis, vir-
tual routers, and switching domains), and virtual link technologies (VLAN, link ag-
gregation, pseudowire, and tunnels), the MX product line can act as any number of
networks or devices, each providing a consistent quality of service (QoS) and security
while increasing device utilization and lowering overall cost.

TRIO DPC

The introduction of the MX80 also brought along a new family of dense port concen-
trators (DPCs) supporting the TRIO chip set. The TRIO DPCs support greater on-
board features than the older DPCs and offer a higher level of programmability for
future capabilities. The upgraded features on the DPC include: enhanced load balanc-
ing, flexible multicast support, integrated Ethernet functions, inline packet services
(tunnel encapsulation and de-encapsulation), Cflowd, NAT, deep packet inspection
(DPI), and a beefed-up QOS. The TRIO DPCs are initially supported in the mid-range
MX line, and they will be supported in other MX platforms in the future.

However, until the TRIO DPC is fully integrated into the MX product line, there are
severe limitations related to the deployment of TRIO and non-TRIO DPCs in the same
chassis. Consult the Juniper knowledge base for possible scenarios: http://www.juniper

.net/kb.

Switching Platforms

Ethernet switches and bridges have been present in the enterprise space for 30 years,
but Juniper Networks EX Series switches follow the classical design with the addition
of a few routing layer features and a number of virtualization options. Juniper Networks
offers the EX Series switches in options from the standalone EX2200, with its fixed 24
ports, to the EX 8216, which can be combined into a virtual chassis that can support
over 2,000 gigabit interfaces. As an example of the flexibility of the product line, the
EX4200s can be deployed in standalone, physically stacked, and top of data cabinet
virtual chassis configurations. This offers flexible deployment options for all Juniper
switches.

The Juniper EX Series switch line includes:

EX2200 Ethernet Switches
An economy-minded branch or campus switch with features usually found in
higher-cost switches.

EX2500 Ethernet Switches
High-density 1/10 Gbps interfaces in a compact solution.

EX3200 Ethernet Switches
A choice of 24- or 48-port models allows this switch to be sized for remote offices
or small and medium businesses (SMBs).
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EX4200 Ethernet Switches
Scalability via the virtual chassis operation allows this device to serve most access
scenarios from 24 to 480 ports.

EX4500 Ethernet Switches
Up to 48 10 Gbps interfaces and 715 Mpps throughput positions this device as a
high-speed server access device.

EX8200 Ethernet Switches
Up to 768 1 Gbps ports and 1.92 Gpps throughput allow this modular chassis
switch to function as a core switch in the largest data centers and campuses.

The virtual chassis operation supported on the EX 4000 Series and the EX8000 Series
of switches allows multiple switches to be combined to form an extended switch op-
erating under the control of a single routing engine. This capability creates deployment
options that have not been possible until now. One example is the rack top deployment
model (shown in Figure 1-7) where the devices in a rack gain access to network re-
sources via the EX4200 in that rack. Placing the EX4200s in a virtual chassis arrange-
ment with other EX4200s in other racks offers survivable single-switch connectivity for
users in any of the racks. By adding virtual LANs, security and traffic separation is
assured for all users in the racks. This deployment saves ports, increases efficiency, and
simplifies management of access.
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Figure 1-7. Rack top implementation

Up to five of the EX4200s can be connected while maintaining full speed
connectivity across the backplane (physical and virtual).

The EX8000 series of switches offers the highest density of Ethernet ports and also the
lowest per-port cost of any Juniper device. Add to this a full set of router features, and
the EX8000 can be deployed as the data center core switching system and distribution
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system in a single chassis. (Chapter 2 contains a couple of deployment examples of the
Juniper EX switches.)

SRX Series Services Gateways

The SRX Series Services Gateways are the most recent entries into the enterprise stable
of devices. The SRX has a hardware lineage based on the J-series routers and the MX
edge routers, while their software features are based on the security features of
ScreenOS and the routing features native to Junos. Juniper calls the SRX a services
gateway rather than a firewall because it is a stateful firewall with additional security
services. It also has an Ethernet switching capability, WiFi support, 3G support, VoIP
support, and, finally, a full set of routing features. These added features and functions
earn the nomenclature.

The SRX is offered in two architectures, commonly referred to as the Branch Office
gateways and the Data Center gateways, or as low-end SRXs and high-end SRXs.

The SRX Branch Office gateways offer the routing capabilities and the interface flexi-
bilities that are found in J-series routers. The Branch Office SRXs are being deployed
to replace edge and local routers. Why have two devices when a single device can handle
both functions while reducing complexity and administration?

The Branch Office SRX models are:

SRX100
This small, low-cost firewall offers 650 Mbps of firewall throughput. Its eight fixed
10/100 Ethernet ports are ideally suited for deployment scenarios in home offices
and remote enterprise locations with a limited number of users.

SRX210
This award-winning SMB firewall can offer 750 Mbps of throughput. 3G WAN
support allows for creative connectivity and/or survivability options. The SRX210
has eight fixed Ethernet ports and a single WAN card slot.

SRX220
The SRX220 supports 950 Mbps in a 3.5-pound form factor. It supports eight
10/100/1000 Ethernet ports and a pair of expansion slots. It is ideal for securing
SMB locations that need redundant connectivity to the enterprise.

SRX240
The SRX240 is the workhorse of the SRX Branch Office line. Supporting 1.5 Gbps
of secure throughput, this device can handle most branch office applications. The
16 fixed 10/100/1000 Ethernet ports and four expansion cards will provide support
for most installations.

SRX650

Another award-winner, the SRX650 can hardly be called a branch office device. It
can handle 7 Gbps of secure traffic in a two-RU size. The SRX650 supports four
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fixed 10/100/1000 Ethernet ports and a combination of expansion cards that can
provide additional Ethernet ports or WAN connectivity. The SRX650 can support
remote offices, aggregation locations, and primary gateway services for medium to
large enterprises.

The Data Center SRX models are based on the MX chassis, and they focus on through-
put and interfaces rather than UTM security features. That’s because it is safe to assume
that additional devices to perform UTM features would be cost-prohibitive in a branch
office. This same assumption is not valid in the data center.

The high-end Data Center SRX models include:

SRX1400
The newest SRX model is designed on the Data Center architecture but at a branch
office scale. This device is perfect where serious firewall processing is needed with-
out the high port concentrations. The SRX1400 is effectively one half of a SRX3400
and offers performance up to 10 Gbps.

SRX3400 and SRX3600

These medium-sized firewalls offer 10 and 30 Gbps of secure throughput respec-
tively. Both offer survivable clustering for loss-free service. They support eight fixed
100/1000 Ethernet ports, four fixed SFP ports, and four or six input/output card
(IOC) expansion slots. The 3000 series uses a combination of service processor
cards (SPC) and network processor cards (NPC) to allow customization of the
service requirements. Install more SPCs for service-heavy scenarios and more NPCs
for interface-heavy scenarios.

SRX5600 and SRX5800
These are two of the highest-powered firewalls in the industry. The SRX5800 sup-
ports 120 Gbps of secure throughput and 30 Gbps of either IDP or IPSec service.
The 5000 series can be clustered with redundant control and fabric links, and the
devices can be interconnected by fiber to allow physical separation to the nonstop
processing. This capability offers survivability for large data center installations,
campus-level firewalls, or large enterprise virtual gateways between data centers.

W
. Alot of devices were called out in this chapter. Depending on when you
"‘ ) are reading this book during its natural shelf life, new and novel devices
T WUar will have been added to this chapter’s lists. Be sure to check out the

" Juniper Networks website for the most current list and lineup.

Conclusion

Juniper Networks has entered the enterprise network market with a strong lineup of
devices that can meet those networks’ routing, switching, and security requirements.
This chapter looked at the overall structure of the Junos devices, the feature sets sup-
ported by each device type, and software image releases. Many of the features that were
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described in this chapter can be performed by the various devices. In the next two
chapters we look at enterprise scenarios and identify which devices match the different
roles in the enterprise.

Exam Topics

We examined the following Enterprise Exam Topics in this chapter:

List the enterprise product line.

Describe transit and host processing.

Identify key differences between the M-series, J-series, MX, EX, and SRX devices.
Describe configuration management.

Identify the features of the Junos CLI (CLI modes, prompts, and auto-complete).
Identify the commands used in configuration mode (edit, set, delete, and commit).

Identify options for manipulating “saved” configuration files. Include rollback op-
tions, load options, and rollback file locations.

Describe the features of Juniper devices.

Chapter Review Questions

1. Which of the following two Juniper Networks routers are classified as enterprise

routers? (Choose two.)
A. T640

B. M7i

C. 4350

D. M320

. Which hardware component controls debugging on the router?

A. Packet Forwarding Engine
B. Route Processor

C. System Control Board

D. Routing Engine

. True or False: Because the J-series has only a single processor, there is no Packet

Forwarding Engine.

. Which command would be issued to reboot the router?

A. request system reboot
B. reload
C. reboot
D.

restart router

Chapter Review Questions | 25



. What is the default password to enter the configuration mode on the router?

A. juniper

B. enable

C. There is no password
D. root

. Which CLI command should be issued to navigate to the [edit protocols ospf]

directory?

A. cd protocols ospf

B. edit protocols ospf

C. cd /edit/protocols/ospf
D. dir protocols ospf

. Which CLI command must be issued to activate configuration changes in the

router?

A. apply
B. copy
C. save

D. commit

. What is the top level of the configuration tree called?

A. C/
B. /var
C. edit
D. root

Chapter Review Answers

1.

Answer: B, C. The T640 and M320 are valid Juniper Networks router models but
are usually deployed in service provider networks.

. Answer: D. The Routing Engine is the component in the router that controls all

management functions, including commands that would be used to debug the
router.

. Answer: False. The J-series routers do contain a virtualized PFE, with API and

sockets replacing the ASICs that are found in the M-series routers.

. Answer: A. request commands are used to issue system-wide functions such as

rebooting the router. The rest of the options are invalid CLI commands.

. Answer: C. There is no password to enter configuration mode. Users are allowed

into configuration mode based on access privileges.

. Answer: B. To change the directory in configuration mode, use the edit command.
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7. Answer: D. To activate the changes in the router, issue a commit command. Of the
remaining options, copy and save are valid CLI commands but are used for con-
figuration management.

8. Answer: C. When at the top level of the configuration tree, the CLI banner will
display the [edit] prompt.
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CHAPTER 2
Enterprise Design

Changes made to network traffic patterns, server architectures, and traffic types in the
past couple of years have caused existing network design philosophies to become out-
dated. Preexisting multitiered network designs are no longer able to meet the scaling,
management, or survivability demands of the current enterprise; in the following pages
we present new network designs that utilize the capabilities of the Juniper Networks
Junos-based equipment that expressly meet these new demands.

This chapter examines the new network design guidelines that are being implemented
in the enterprise today, as well as the goals and benefits of these designs when compared
to the legacy architectures. The chapter concludes with a series of design scenarios
and solutions at large enterprises that use Juniper equipment.

To focus on the design aspects of the network without getting bogged down in the
technical details of the services and protocols, this chapter is tightly connected to
Chapters 1 and 3. The previous chapter looked at the Juniper Networks devices that
are offered at the enterprise level, and the next chapter delves into the details of this
equipment’s technical capabilities. But in this chapter we focus on the outcome of the
design, not the details of the implementation. For those details, refer to the other chap-
ters in this book.

Design Guidelines

The design guidelines for an enterprise network follow a similar set of principles as
designing a home. There is not a single home design that will meet the needs of all
people, because their requirements will differ in too many areas. However, drawing
from the history of house design and construction, there is a common set of design
guidelines that can be applied to any home design.

For any home design, there are several factors to consider: what are the available ma-
terials and technologies, and what are the components of the home itself that must
meet the lifestyle requirements of the occupants? Only when these elements are com-
bined into the total home design will it be a home for a lifetime.
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Designing an enterprise network should be done along the same lines. An enterprise
network should consider the following factors:

Set goals for the network
The network design goals have to mesh with the corporate goals of the enterprise.
What are the growth expectations, what are the security requirements, and what
are the access requirements? These goals have more to do with the expectations of
the enterprise than with the technologies of the network.

What technologies have historically been used to meet the network requirements?

A historical perspective allows a designer to learn the whys of a network element
and provides an understanding of the how. Any design has to look at the universe
of design elements and cull the possibilities, separating what is needed to meet the
overall design goals from what can be discarded as not required. As an example, a
four-tiered network design has been the standard data center design for the last
decade, but if the majority of traffic is east to west, not north to south, this design
element is not necessary.

What new technologies are available, and what efficiencies and capabilities do they
enable?
Do relatively new technologies such as virtualization and cloud computing have a
place in the enterprise? Can the hardware and software that currently exist in the
enterprise support these new technologies?

Design for manageability of the network
This might be as simple as staying with a known vendor or a known operating
system, or as complex as having a management suite that can communicate to all
elements and is extensible to new technologies and capabilities.

Technological Goals of Network Design

As stated, the economic goals of the enterprise have to be reflected in the goals of the
enterprise network. The goals also have to meet certain technical standards, which
include:

Manageability

A design must meet the demands of minimizing both capital expenses (CAPEX)
and operating expenses (OPEX). A network that requires constant upgrades (both
hardware and software), regardless of how fast it is, is not feasible in these eco-
nomically conservative times. Any network must have sufficiently trained techni-
cians to maintain the network at peak performance. A common set of languages
across the equipment scope reduces the training costs and ultimately the operating
expenses of a network. The same is true for any management system that requires
the deployment of vendor-specific management platforms; again, this is not feasi-
ble in any economy. The management systems should be based on an open system
that uses standard protocols and allows integration between multiple vendors.
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Scalability
The goal of any enterprise is to make money. Most enterprises do this by growth
in their product, services, and offerings. Any network design must be able to handle
the same growth expectations as the enterprise. The popularity of growth cloud
computing is an example of this trend. Why invest in application server hardware
when the servers are undersized immediately upon deployment? Why not rent
server space and run your applications on someone else’s hardware? Any network
design has to be able to scale up and down easily (avoiding forklifts if possible).
Because of the frequency of mergers and acquisitions, any design should have an
ease of integration with other equipment, deploying open standards for protocols
at application program interfaces (APIs). Because not all network growth comes
with a guarantee of capital expenses growth, incremental boundaries in the net-
work should have a minimum impact on the budget (again avoiding the forklift).

W N

When devices that were deployed in the past cannot be used in the
current design, they must be replaced wholesale for the new design
%s" to function. So a forklift is necessary to remove the old equipment
" and bring in the new equipment. When examples of technologies
and vendors cannot scale, they are referred to as forklifts.

Efficiency

There is an inherent trade-off between survivability and efficiency in a network
design. If enough hardware and connectivity is added to survive failures, each el-
ement is underutilized. Maximize the efficiency from each element, and when a
failure occurs, there is not enough capacity to handle all the traffic without a loss.
Within an enterprise network, transmission links are not the only areas where
efficiency must be measured. Network nodes, servers, application silos, and entire
data centers are being analyzed to determine their efficiency and survivability. The
alternative to redundant passive elements is to incorporate load-sharing and/or
load-balancing technologies to equally spread the enterprise load over all elements
of the network. This allows the network to absorb traffic spikes and outages more
easily. A benefit of spreading the load over all elements is that all elements are in
constant use. (Networking is rife with stories of how standby facilities failed to
operate as expected just at the time when they were needed.) A crisis is not the
time to find out that the backup system is not operational!

Connectivity
The principal goal of any network is to provide any-to-any connectivity, but the
design considerations tend to be more restrictive than just optimal connectivity. It
would be cost-prohibitive to provide full bandwidth between all devices in an en-
terprise. The goal of connectivity is a trade-off between cost and connectivity. The
connectivity goal should be that all communities of interest will have bandwidth
to perform their functions. Additional goals, or possibly challenges for connectiv-
ity, include a reduction in latency for traffic and the ability to maintain connectivity
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in the event of a failure. The goals for connectivity span many other goals as well
(e.g., efficiency, security, multiservices).

Security
Security and connectivity work together in the enterprise network. The goals as-
sociated with security form two distinct camps. The first type of security is asso-
ciated with the survivability of the network. Will the network continue to operate
in the face of hardware, software, link, or node failures? If possible, will the network
converge in a timely manner as a result of a failure, either automatically or man-
ually, and at what cost in failover facilities?

Informational security is the other camp. Does the network provide the integrity,
confidentiality, and availability of information as required by corporate security
plans? What about federal and industry guidelines? Can the traffic be segmented
into security silos, allowing intra-silo connectivity but restricting inter-silo traffic?
What are the requirement for user access control and dynamic allocation of con-
nectivity based on user roles and profiles? All these elements fall under the goals
of security.

Traffic types
Compared to the goals of security and connectivity, the challenge of handling dif-
fering traffic types seems trivial. Most enterprise networks are based on the trans-
port of IPv4 traffic (although other protocols can still be found). Most enterprises
have some requirements based on the IPv6 standard, but most have not yet de-
ployed this set of protocols. Although the majority of traffic today is unicast, mul-
ticast is becoming a common design criteria for enterprise networks.

The depletion of IPv4 addresses will be a critical issue. At the time
‘*ﬁﬂ@ of this writing, the last of the unassigned addresses have been

deployed!

Multiservice

Although an argument could be made for or against the need for IPv6, there is no
such debate when it comes to the differentiation of traffic within the enterprise
network. In the trade-off between connectivity and efficiency, load balancing is a
means to meet the goals of both. Differentiation of traffic is another way to ap-
proach that trade-off. If traffic can be classified and differentiated in the network,
only high-priority traffic passes during a failure. The definitions of which traffic is
high priority and which traffic is afforded special handling are rooted in the cor-
porate goals for the network as much as the connectivity goals.

The other aspect of multiservice networks is the differentiation of services that
share a common enterprise network. Voice, video, and data have all converged to
become bits on the enterprise network. As long as unlimited bandwidth is not free,
enterprise networks have to treat traffic types differently within the enterprise.
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Legacy Network Design

A look at the history of data communications network design, like the study of any
other history, follows a circular pattern in which history repeats itself. In initial com-
munication patterns, 100% of the traffic was between desktops and mainframe com-
puters in data centers. The introduction of the workgroup server changed that pattern
to reflect an 80/20 rule: only 20% of the traffic was slated to the data centers, with 80%
remaining in the workgroup (see Figure 2-1). As enterprises realized the value of the
data stored on these servers, they were “secure” in the data center. This change once
again altered the communications ratio to a 20/80 split (80% to/from the data center,
20% within the workgroup). Today the traffic patterns in the enterprise cannot be
explained by a simple ratio of traffic to and from the workgroup; instead, they contain
server-to-server traffic, peer-to-peer traffic, Internet traffic, and the legacy client-server
traffic.
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Figure 2-1. 80/20 traffic pattern

In the 1990s, during the migration from the 80/20 to the 20/80 traffic pattern, the three-
tier data center design was developed, representing the core, distribution, and access
tiers (see Figure 2-2). The design was based on the current traffic patterns, limitations
in that period’s state-of-the-art equipment design, and the need for security. The design
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Figure 2-2. Three-tier design

was championed by Cisco Networks and has formed the basis of most enterprise in-
stallations by that company.

The functions of the tiers are:

Core layer
The core layer is a high-speed switched backbone. Since routers at the time could
impact performance, high-speed switching is employed. The core is typically com-
prised of a relatively small number of high-end switches connected in a full mesh
topology. Scaling in the core is performed by replacing the switches with higher-
speed devices (and forklifts). The core is responsible for connecting traffic between
the various distribution layer routers.

Distribution layer
The distribution layer, sometimes called the aggregation layer, provides the con-
nectivity between the core and access layers. This layer is comprised of routers and
firewalls that interconnect the various technologies of the access layers to the high-
speed core switches. The distribution layer is responsible for securing the various
enterprise groups and summarizing and aggregating routes between enterprise
subnets found in the access layers.

Access layer
The access layer provides the connections to the end stations and servers. The
access layer, like the core, is a switched layer that offers reliable connectivity to the
distribution layer. Redundancy in the access layer is accomplished with the use of
multiple uplinks to the distribution servers.
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The WAN layer, which is not commonly associated with the three-tier
design, provides inter-site communications and Internet access. The
~ 918" WAN layer uses redundant links to the core layer for reliability and can
" provide security as well as connectivity. The WAN layer is considered
a routed layer.

The rationale for the three-tier design is based on a number of technological facts of
the period. The predominant factor was the cost of processing power; affordable routers
were not capable of handling the full throughput requirements of large enterprises.
Another factor was the relative simplicity of Ethernet switches, which offered high
speed at the cost of functionality. “Dumb” switches forwarded traffic in a nondeter-
ministic fashion limited only by table sizes and the speed of a shared Ethernet link.

Survivability in the three-tier design is supported by redundancy. Back-up routed links
and multiple switched links offer failure protection from both link and node failure.
Redundant switched links create the possibility of broadcast storms with their associ-
ated outages. To avoid this devastating situation, the spanning tree protocol (STP) is
employed. STP ensures a storm-free network at a cost of efficiency on the links.

In a full mesh four-switch network with STP running, one third of the links are blocked
from carrying traffic (Figure 2-3).

Blocked
Blocked

Figure 2-3. Loop-free switched network
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STP recovers from link failure by means of a series of timers that monitor the health of
links and nodes. Once these timers expire, the network converges to another loop-free
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topology. The convergence time can cause disruption to communications for 10 sec-
onds or more. Although RSTP can shorten this disruption time, the amount of time
that it takes to recognize a failure and recover is not acceptable in the enterprise today.

Scaling in the three-tier network is limited. The core layer is limited by the requirement
for full mesh connectivity, the distribution layer is limited by convergence intervals and
interfaces, and the access layer is limited by the number of uplinks and access interfaces
per device. These limitations dictate a scaling by multiplication. As the enterprise net-
work grows, additional vertical silos are added to the design to accommodate the added
traffic (see Figure 2-4).
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Figure 2-4. Three-tier scaled

This scaling philosophy increases the number of interfaces and links at the core layer,
the amount of traffic between silos, and the number of routed hops between access
devices. If the adjacent silo is geographically separated, all the traffic has to be sent
through the WAN layer.

The technical issues inherent in the three-tier design that make it unsuitable for the
enterprise today also include:

* A change in the traffic patterns in the enterprise makes the three-tier design
inefficient.

* The convergence times associated with STP are inconsistent with nonstop
computing.
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* The repeated routing latency associated with the three-tier design is not acceptable
to low-latency server-to-server communications.

* Security must be integrated at all layers of the design, not only at the edges.

* The low-link utilization associated with STP and redundant alternate route paths
is uneconomical.

* The three-tier design does not offer a common classification of services for traffic.

* The scalability costs of the design are very high.

The New Network

The design philosophy presented in this book provides a means to migrate the legacy
enterprise design and embrace the new technologies offered by Juniper Network devi-
ces. The changes to the designs meet the new financial and technological realities of
the enterprise network. The design philosophy is to reduce the three-tier (plus WAN)
design from three tiers to two tiers, to possibly a single tier (see Figure 2-5).
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Figure 2-5. Design migration

These new realities include but are by no means limited to:

The 70/30 traffic model
In the new network design, 70% of the traffic is peer-to-peer traffic from devices
(users or servers) at the access layer, and the remaining 30% of traffic is to and from
the access layer. Peer-to-peer networking and server-to-server traffic form a greater
part of the enterprise traffic model than legacy client-server traffic. One example
is the use of HTTP for most enterprise functions. A client kicks off a transaction
by connecting to a server (possibly filling out a form or requesting a service). The
HTTP server takes this request for service, communicates to other back-office
servers to verify the user, communicates to possibly another server to place the
request, receives the response to the service request, stores the response on another
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server for security, and finally responds to the requesting client. The minor input
from the client causes a torrent of information flowing between the servers.

Security
Because of security restrictions imposed by corporate and governmental policies,
most enterprise networks must segment their servers into processing silos. Access
to and communications between silos must be secured. Enterprise data centers are
more vulnerable today than ever before. Data center storage typically is measured
in petabytes of data. Backing up these systems can cause congestion and network
traffic spikes that must be handled.

Minimize delay

In today’s corporate environment, milliseconds count. Whether the enterprise
network is used for electronic trading, inventory control, financial dealings, or
server backups, each function relies on subsecond response times. Delays in the
network are additive, and so as traffic passes between clients and servers and be-
tween servers, each stop causes an added delay. What’s more, routers in the path
also cause delays. The former is a result of the processing scenario, and the latter
the result of the network design. In the past, the processing delay associated with
a router was small compared to the serialization delay associated with putting a
frame on the wire. As the bandwidth of links grows, the serialization delay shrinks.
As bandwidth continues to grow, the delay associated with routing traffic becomes
the gating factor of the equation. In any enterprise design the number of routed
hops must be minimized to reduce the inherent delay.

Effortless scaling

Corporate mergers, acquisitions, failures, and bankruptcies are all a fact of life,
which means no network is in a steady state for any length of time. Any enterprise
design must be able to grow or shrink as the requirements of the enterprise change
while being mindful of the bottom line, since all assets are pared to the minimum.
Link utilization, port densities, power usage, and occupied space are all concerns
of the enterprise network, but any design must also have a smooth migration strat-
egy that allows high utilization at a minimal incremental cost.

Virtualization

A one-to-one alignment of a device to a function is no longer valid. Because of
virtualization, a single device can provide multiple functions, or a single function
can be spread over multiple devices. Virtualization is appearing in the data center
and the network, and the virtualization of applications in the data center allows a
new level of scalability and reliability in an area that has historically lacked both.
Virtual services can be installed, moved, expanded, and accessed across any num-
ber of physical servers. In the networking environment, virtualization allows single
devices to act as physically separate devices or physically separate devices to act as
a single device. Enterprise network virtualization capabilities reduce the costs as-
sociated with the devices (both OPEX and CAPEX) and allow the flexibility needed
to meet the demands of the service virtualization.
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With these new-network facts of life stuck in your mind, let’s look at what happens
when existing network designs are presented alongside these new goals of the enter-
prise. For each example, a new design is presented that meets the existing goals and
acknowledges the new realities of technology.

Dual Star Internet Access

As enterprises grow, the need for Internet access grows accordingly. As the enterprise
takes on more of a public-facing Internet presence, access becomes an important cor-
porate asset rather than an employee perk. In this scenario, our sample enterprise offers
a host of web-based services to the general public. It also relies on secured web-based
portals for remote offices and employees who are in the field. For this enterprise, the
Internet has become the access mechanism for most day-to-day business traffic, and
without it, the enterprise would suffer greatly.

Recognizing the importance of the Internet and the threats that exist in this environ-
ment, all access to and from the Internet is secured. Firewalls are placed to prevent
unwanted traffic, intrusion detection and prevention systems (IDP) are in place to
monitor for security threats in the permitted traffic, and content filters are in place to
ensure that enterprise use policies are adhered to. The two Internet feeds are from
different ISPs and are terminated in facilities that are in the same metropolitan area.

Existing Internet Access Design

The existing Internet access, as shown in Figure 2-6, is an evolved design that has
expanded as additional requirements have been added to the enterprise. Each func-
tional addition was implemented in a separate device. VLANs provide traffic segmen-
tation in the Ethernet switches through the use of independent interfaces on the routers
and firewalls.

The design incorporates multiple layers of switches and routers, the result of incre-
mental growth and its reliance on the Internet rather than a single design philosophy.
The enterprise core switches connect to a series of egress switches. The inside-egress
switches support trusted traffic, while the outside-egress switches handle a mixture of
trusted and untrusted traffic. Both sets of switches are interconnected with Ethernet
trunks that are provisioned over dedicated fiber between the data centers.

Each enterprise function that relies on Internet connectivity has a separate firewall. All
firewalls are provisioned in a primary/secondary relationship, with all traffic passing
through the primary device. A dedicated connection between the primary and secon-
dary provides a keepalive for failure detection. In the event of a failure of one device,
the other is activated and starts responding to ARP requests (both firewalls have the
same IP addresses).
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Figure 2-6. Existing dual Internet access design

HTTP traffic is routed through a content filter server that allows or blocks access to
Internet pages. The content filter servers also are deployed in a primary/secondary
relationship based on which Internet access point is active.

Design Goals and Constraints

This enterprise, like most today, is constrained by its budget. Funds for capital
improvements are allocated once a year, and operating budgets are fixed. Any
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improvements involving Internet access have to show a return on investment in either
improved services or a reduction in operating expenses.

The enterprise is having a management crisis because auditors require that all changes
to the firewall policies have a paper trail and that all traffic be logged. Each firewall is
managed by a different group, and a change in Internet policy could affect as many as
three active firewalls and their backups.

One would also assume that the enterprise needs to increase the speed of Internet access
(from 100 Mbps to 1 Gbps) and wishes to use both ISPs as active links. They want to
increase the speed of the links to the core by the same amount—an intermediate step
in the long-range plan of having multiple 10 Gbps links to the Internet.

Solution: Dual Internet Access Design

The solution to this design, as shown in Figure 2-7, addresses three critical goals of the
enterprise: security, management, and scalability.
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Figure 2-7. Dual Internet access solution

As Figure 2-7 illustrates, the security for the enterprise has been consolidated into two
firewalls, each handling the policy, IDP, and content filtering functions.

The various firewalls and their separate logging, access, and policies are now incorpo-
rated into a clustered pair of SRX5800s. Separate security zones are created for internal
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and external interfaces. The interconnecting links carry both the inter-SRX traffic and
the control information, allowing both firewalls to maintain the traffic session infor-
mation. The firewalls operate in an active/active configuration, both passing traffic to
and from the ISPs. All outgoing traffic to the Internet is network address translated to
an address pool that is preferred by the local ISP. All traffic to incoming servers is also
translated from global addresses that are preferred on one ISP. This use of NAT and
route preference limits the amount of asymmetrical traffic to and from the Internet.

The HTTP content filtering is implemented by the use of filter-based forwarding. All
outgoing requests for HT TP content are forwarded by the SRX to one of the two content
filter servers. This arrangement allows both filters to operate independently of each
other and carry greater amounts of traffic.

The IPS capabilities of the SRX are now employed to replace the standalone IDS devices
and the SNORT device. IDP is employed as necessary for traffic that passes through
security policies in the firewall. Traffic that does not warrant IDP bypasses this function.

VPN users are accommodated as well within the SRX, because the SRX5800 can handle
30 Gbps of encrypted traffic for both point-to-point (P2P) and remote users.

The survivability aspect of the security is provided by a combination of Layer 3 failover
and clustering. Because of the requirement of using both ISPs, an active/active config-
uration is deployed. In this configuration, both firewalls are actively passing traffic and
also monitoring the traffic passed on the other device. In the event of an SRX failure,
the other SRX will transmit an ARP and handle all existing sessions. The Layer 3 failover
performance is improved by the use of bidirectional forwarding detection (BFD). This
RFC-based protocol assures failure detection in subseconds, thereby reducing conver-
gence on OSPF and BGP links.

The scalability requirements are met with a combination of interfaces and protocols.
The SRX supports both 1 and 10 gigabit Ethernet interfaces, and the SRX5800 will
handle a minimum of 30 Gbps throughput (all traffic going through IDP). For those
connecting devices that do not have 10 Gbps interface capability, the SRX offers Ether-
net link aggregation.

The management nightmare of the enterprise is solved by a single source for audit and
traffic logs. All Junos devices maintain a cache of previous configurations, and each
previous configuration lists the time, date, and person who performed the change. The
onboard stored configuration plus the archive-on-commit feature ensure that no
changes can be made without a proper paper trail. Access to the firewall is controlled
by a RADIUS server that controls users and permissions within the firewall. Finally,
traffic logs and IDP logs are stored off-board on secured syslog servers (a Juniper Net-
works STRM device).

The migration between the old design and the new is performed in a phased manner.
The initial cut-over of the Internet firewall and Internet border router allows a clean
division of functions and a secure rollback position if necessary. Once the Internet
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traffic is passing through the SRX, all other traffic is migrated one function at a time.
This scenario allows each function to be fully tested and verified prior to moving onto
the next change.

Data Center and Disaster Recovery (DR) Architecture

Data centers that were designed around the 80/20 traffic concept cannot easily handle
traffic patterns seen in today’s data center. Traffic between server silos must pass up
from the access layer, through the distribution layer, through the core, and back down
again. This increased processing affects scalability and latency.

In our next design scenario, the distribution layer adds another set of routers and a
firewall into the mix. All in all, the increase in processing contributes to a six-hop path
for traffic between the servers in different silos.

The servers and the storage area networks (SANs) in this network are the product for
this example enterprise. Without secure, reliable access to these servers and their con-
tent, the enterprise can neither function nor make a profit. The current design is based
on the concept of nonstop secure computing in order to provide back-office services
for area corporations. All services are reached via IPSec VPNs or SSL VPNs. All traffic
passes through firewalls as an added protection against unintended users. The enter-
prise maintains two data centers that are geographically separated and mirror each
other, and through the use of virtual services, either site can serve a customer equally
well.

Multitier Data Center Design

The data center network design shown in Figure 2-8 is typical for server performance
and survivability. All traffic to or from the servers and the SAN is filtered by firewalls
and segmented by virtual segmentation (VLANS). Traffic from a customer’s location
enters the data center through the egress firewall pair. Once past initial screening, the
traffic is routed to one of the outside distribution routers for processing. The outside
distribution router determines which silo to access and routes the traffic through the
firewalls and the inside distribution routers to the access switches (load-balancing al-
gorithms associated with the outside distribution routers ensure an equal load for all
servers). Each functional service and each customer’s service is secured by the use of
VLANSs within a stack. Traffic between stacks uses a Q-in-Q metro-Ethernet service for
connectivity.

Because of the high demands of data sharing and backups between the data centers, a
second means of connectivity is established to interconnect the SANs. This intercon-
nection is a private IP service that transports fiber channel over IP traffic between the
SAN switches.
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Figure 2-8. Legacy data center design

The survivability of the system is achieved through routing protocols. Exterior BGP
(EBGP) is used extensively throughout the data center design, so it is possible to tailor
the routes between the distribution routers (inside and outside), the firewalls (egress
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and internal), and the access switches. In the event of a failure of any link or device,
BGP will use a secondary route to the destination.

East-to-west traffic is determined by the egress firewall or by the outside distribution
routers. If the outside distribution routers determine that the traffic is to traverse the
network, a VLAN on the metro-Ethernet link is used.

All links between the devices carry all the virtual instances, except for the internal
firewalls. In this case, each firewall is dedicated to a customer or function. The firewalls
operate independently of each other, both in one stack and between east and west. The
BGP routing ensures that asymmetrical routing does not occur.

The management of the design is very labor intensive. The BGP policies and the firewall
policies keep the management team busy. Traffic monitoring, design modifications,
and moves, adds, and changes for customers and functions is another full-time job.

Goals and Constraints

The goals and constraints found in the data center can be grouped into the following
parameters:

Physical plant limitations
When the costs associated with leasing space in a data center are compounded
with the cost of power and cooling, you have an incentive to go “green.” Every time
a device can be eliminated from a design, the cost savings in real estate, power, and
cooling can be added to the bottom line of project. Unless an enterprise has the
luxury of owning the data center and its own power plant, the size and efficiency
of the devices are critical considerations.

Server virtualization and load balancing
To fight the hardware limitations of servers, load balancing and server virtualiza-
tion are used to smooth applications over many servers and to put users where the
CPU cycles are available. The use of virtualization and load balancing changes the
traffic patterns.

Simplicity
Management of a data center is getting more and more complex. As more appli-
cations and more users access the center, more virtualization and horizontal traffic
appears. Tracing processes might span multiple servers and multiple silos. Any
simplification in the infrastructure will reduce troubleshooting burdens.

Data centers consolidation
As this enterprise will attest, more and more services and applications are moving
to the data center and away from workgroups and local servers. Cloud computing
is nothing more than the consolidation of more user information in fewer data
centers.
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Performance and scale
The original design of the data center was limited in scale by its architecture. As
more servers are added, more switches are added, and as more switches are added,
more distribution ports, firewalls, and core ports are needed. At some point a new
stack will be required because of the limitation of the hardware. This book’s figures
would need to be viewed in three dimensions to clearly see all the interconnectivity.
Availability and agility
The original design presented a high-availability design with little agility. The use
of EBGP and routing policies to control routes and recover from failures provided
high availability but suffered from the unknown. It is not agile enough to cope with
the unexpected failure or the unplanned expansion.

Solution: Data Center Design

The alternative to the multitier data center design is to consolidate and reduce. The
new design, as shown in Figure 2-9, addresses most of the goals and concerns of the
enterprise without sacrificing availability or security. The design is a two-tier approach
composed of a core distribution tier implemented in an MX960 and an access tier
implemented in a virtual chassis arrangement of EX4200s.

Security is now provided by an SRX3600 operating as a firewall-on-a-stick for traffic.
The SRX is provisioned with a virtual router per customer or function and can provide
[PSec VPN termination support as needed.

The design uses the same load balancer as the previous design, but attached to the MX
chassis to ensure even distribution of traffic across the servers. Routing in the design is
per-instance OSPF, with BFD for reduced convergence times. The MX is virtualized on
a per-VLAN (silo) basis. All inter-VLAN traffic flows through the SRX, while all intra-
VLAN passes through the MX without the SRX.

East-to-west traffic flows over an MPLS connection that mimics the MX virtualization
with L2VPNs per customer. These connections will handle both user traffic and SAN
traffic.

The access switches reduce the total number of links to the distribution network while
maintaining a better utilization than the original design. The links are Ethernet aggre-
gation links between the MX and the EX virtual chassis. The design of the chassis allows
the individual links to be on separate devices and still participate in a link aggregation
group (LAG). STP is not run here, so full utilization is possible on all links.

Access to the SAN is also provided via the EX4200. The switch supports fiber channel
over Ethernet interfaces, allowing direct connections to the storage area network.
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Figure 2-9. Consolidated data center design

This new network design flattens the data center and provides these benefits:

Reduced equipment count, saving floor space, power, and cooling

Reduced hop count, so user-to-server and server-to-server communications have
minimal processing

Reduction in links and routes simplifies the architecture while maintaining avail-
ability and reliability

Scalability by using MPLS and a two-tier design, so scaling becomes a matter of
merely adding greater access switches

From a survivability perspective, the new design could become even more robust by
clustering the SRX3600s, and the MXs could be set in a virtual cluster. These capabil-
ities, while costly in equipment, space, power, and cooling, would provide another level
of survivability that might be deemed necessary by the enterprise.
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