
[image: Cover]


About the Author

BEN HAMMERSLEY is a British technologist, journalist, and broadcaster. He is the Prime Minister’s Ambassador to Tech City, London’s Internet Quarter; and a member of the European Commission High Level Group on Media Freedom. He is based in London.

www.benhammersley.com

Follow him on Twitter:

@benhammersley


NOW FOR THEN: HOW TO FACE THE DIGITAL FUTURE WITHOUT FEAR

Ben Hammersley

[image: Logo Missing]

www.hodder.co.uk


First published in Great Britain as 64 Things You Need to Know Now For Then in 2012 by Hodder & Stoughton

An Hachette UK Company

First published in Paperback as Now For Then: How to Face the Digital Future Without Fear in 2013 by Hodder & Stoughton

Copyright © Ben Hammersley 2012

The right of Ben Hammersley to be identified as the Author of the Work has been asserted by him in accordance with the Copyright, Designs and Patents Act 1988.

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by any means without the prior written permission of the publisher, nor be otherwise circulated in any form of binding or cover other than that in which it is published and without a similar condition being imposed on the subsequent purchaser.

A CIP catalogue record for this title is available from the British Library

Ebook ISBN 978 1 444 72863 7

Book ISBN 978 1 444 72862 0

Hodder & Stoughton Ltd

338 Euston Road

London NW1 3BH

www.hodder.co.uk


For Mischa


Contents

Introduction

Chapter Zero 

Moore’s Law 

The Cloud 

Asymmetry 

The Social Graph 

The Semantic Web 

True Names 

On-line Disinhibition Effect 

Community Management 

The Boyd Loop 

Shanzhai 

Charter Cities 

3-D Printing 

Attention Economy 

Technomadism 

Academic Doping 

Open Government Data 

Amateur Space Travel 

Group Buying 

Stuxnet and Sons 

Spatial Fix 

Memes 

Crowdsourcing 

High-Frequency Algorithmic Trading 

Real-Time Mapping 

Spimes 

Data Shadows 

The Impossibility of Forgetting 

Rebirth of Distance 

Live Personal-Behaviour Sharing 

The Quantified Self 

Personal Genetic Testing 

Biohacking 

Nanotech and Other Miracle Technologies 

Diplomacy in the Twenty-First Century 

Multiple-Axis Politics 

The Echo Chamber 

Hacktivism 

Human Flesh Search Engines 

Anonymous 

Identity Providers 

The Niche Factor 

Digital Rights and Wrongs 

The Future of Media 

Remix Culture vs. Copyright Law 

Open Courseware and Collaborative Learning 

Gamification 

Digital and Alternative Currencies 

The Return to Craft 

The Internet of Things 

Fractional AI 

War Robots 

Cyber Warfare 

The Singularity 

Net Neutrality 

Public-Key Cryptography 

The Dark Net 

Why Monitoring On-line Messages is not the Same as Wiretapping 

Carbon and the Digital Economy 

Geoengineering 

Failing Gracefully, or Why Everything is Beta Now 

Why Information Overload is All in the Mind 

The Long Now 

Just Enough Digital 

The Zen of Digital Living 


Introduction

Writing a book about the future is, in most ways, futile. We can’t possibly construct a narrative that will be true. The world is already too weird. But what we can do is show some of the dominant ideas that are shaping the future, and our present, and from those gain an understanding of the direction we’re travelling in. That is what I have tried to do in this book. The 64 ideas are all interrelated and are, I believe, changing how we live, work, and relate to each other in ways that are completely new. Understanding them is the first and best step to dealing with our collective future. Each of the 64 is an ingredient, which added to another can make something delicious, or potentially very nasty. As we move solidly through the second decade of the twenty-first century, we do well to pay attention to these forces as they shape our lives. Thank you for reading, and please be in touch.

This was a hard book to write, and many people must be thanked. Rupert Lancaster was patient beyond the call, for which I am immensely thankful. Helen Coyle was and is magnificent at getting the words out of me, and she and Tara Gladden are responsible for anything that sounds smart. The rest is my fault. I cannot thank them enough. Many thanks too to Kate Miles, Emma Knight, Alice Laurent for the magnificent cover, and everyone else at Hodder & Stoughton for their much appreciated efforts.

The researches of Hannah Whittingham, James Berrill and Saya Robinson were of supreme help, as were my conversations and improvisations with the thousands of people in front of whom I have lectured or opined at in the twenty-eight countries I’ve visited since I started work on this. Books like this aren’t ever the work of one person. Every influence, every idea, has come from networks of hundreds, too many to mention. We are all interconnected in this way, so thank you to you all.

More personally, I will be forever grateful for the moral support and counsel from Anna Söderblom, Dr Aleks Krotoski, Daniel Griffiths, Maya Hart, Lara Carmona, Kevin Slavin, Adam Greenfield, and especially Lucy Johnston. Incredible thanks to my mother and father, for foolishly leaving a modem in my room twenty-five years ago. And for Pico and Edwin, who took the brunt of the birth pains: that was horrible. Let’s do it again.
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Chapter Zero

Most people who use the Internet don’t even have a basic grasp of how it works. This isn’t surprising: most people who turn on a light switch have no clue about the engineering, or indeed the scientific principles, that enable them to stay up long after sundown. And of course it goes without saying that the Internet represents a technological achievement of such complexity that it dwarfs almost any other in recent history. But it’s not just the recreational users who don’t get it. Arguably, if someone’s only contact with the digital world is ordering from Amazon and reading their newspaper on-line, it doesn’t matter much if they don’t understand the technology that allows them to do so. They just do it. After all, an X-Factor viewer might not be able to explain to you how the broadcasting industry works, but that doesn’t mean they can’t enjoy bellowing at their TV screen and giving you a detailed appraisal of this year’s runners-up. The thing is, though, that the Internet is absolutely not just fancy television, and actually it’s my contention that it does matter. The Internet matters to all of us – that’s why I’m writing this book.

The gulf of understanding between the technologically literate and the technologically illiterate has profound consequences. Most of those who are responsible for, say, writing and passing the legislation that governs our world have no more grasp of how the Internet works than our friend who checks the Telegraph on-line for the sports headlines. And since the Internet is changing every aspect of our lives at an accelerating pace, it really is a problem when our political leaders, or our pundits, artists or businessmen, don’t get it. They make bad assumptions, pass unenforceable laws or invest money in unworkable solutions to the wrong ‘problems’. And they are regarded as profoundly out of touch with the new reality by those who are busy crafting it.

This is not to sneer at those who do not yet get it – the digital environment often looks and feels dauntingly complex, and some of the philosophical, social, political and economic consequences of living in a networked world are hard to take in, especially for those of us who were not brought up with them. That’s the aim of this book: guided exploration, in the hopes that it may help us all to feel a little more comfortable. You do not need to brace yourself for an avalanche of technical information. Even a little knowledge of the underlying structures that make up the Internet goes a very long way.

The origins of what we now call the Internet were designed for the US military. The brief was to build a communications network between military bases that would withstand nuclear attack. Hundreds of physical locations needed to be in touch with each other. To connect them in a loop was out of the question, since an attack on any single base would take out the whole system. The obvious alternative (connecting every point to every other point) required impractically vast quantities of materials. The solution was ingenious. Every message that needed to be sent was to be broken down into ‘packets’ of information, as if a letter were cut up and each piece posted in one of twenty different envelopes. The packets would be sent, not direct to their ultimate destination, but to the nearest available computer in the right general direction. Eventually, all the packets would arrive, by various different routes, at the end point, where the message would be sorted back into its correct order and opened. It’s as if you decided to send a letter to your grandmother in Penzance by walking out your front door in Newcastle and asking passers-by if they were heading south and if so, would mind passing on a line or two of your message. By various hops, it would eventually all make it to Cornwall – at least in theory!

Thing is, the theory worked. The great advantage of this system was that because the packets of information weren’t following any set route, if a bomb took out points D, E and N they could still make it from A to Z via myriad other paths. The process might slow down, but the information would still arrive. And if a couple of packets failed to turn up and the message could not be reassembled, the end computer simply messaged the originating machine and asked it to try again. The brief was fulfilled: anyone connected, even by a single link, could access all the other points on the network.

In that single fact is contained the spark of the revolution that has transformed our lives. So long as your point of connection is hooked up to your local network, which is in turn connected to the regional one, which is in turn connected to the national one, which is then hooked up to the transatlantic cable, you can video conference with your friends in San Francisco, Beijing and Buenos Aires in real time. At hundreds of thousands of stages along the way, individual computers called routers will make a decision about the best direction in which to send your packets of data.

The fact that this works is almost miraculous. It certainly feels that way to the end user – or at least it does when we remember to notice it. The Internet was planned by hundreds of engineers, scientists and visionaries working over the past fifty years. It took extraordinary amounts of work, idealism and determination to develop it to the point at which such everyday miracles as three-way video conferencing in three different time zones are possible.

And yet, for all its incredible sophistication, there are still weak points in the architecture of the Internet. Whole regions remain cut off from the global network. Bangladesh is connected to the rest of the world by just three fibre-optic cables. Before the World Cup in 2010 brought an urgent need to install more infrastructure, South Africa was connected via a single cable. Where this is the case, a region is very vulnerable to ‘unplugging’ of the sort ordered by the Egyptian authorities during the popular uprising that overthrew President Mubarak.

But while these bottlenecks make restriction relatively simple, in engineering terms intervention is not a subtle procedure. A crucial thing that most technologically illiterate people fail to realise is that you cannot censor the Internet along national boundaries without applying draconian measures. The technical capacity to monitor – i.e. to decode and read – all the flow of information through those fibre-optic cables does not exist. You can turn it on and off like a tap, or set it to trickle mode, but you cannot filter its flow for individual elements. And since the Internet treats any kind of block (including attempts at censorship) as damage, it simply looks for an alternative route and sends its packets of information off in another direction. It is virtually impossible to prevent the flow of information, and this is true both on a technical level and also, as we will see, on a cultural one. A surprisingly high proportion of Western politicians have not grasped what their Chinese opposite numbers have learned through practical experiment: there is no such thing as light-touch censorship on-line. Nation states can only restrict what appears on the Internet within their jurisdiction if they are prepared to be draconian, and even then they will be only partially successful.

The censorship issue offers a good case study for talking about how people’s lack of understanding translates to wrong-headed attempts to intervene in the digital world. Codes of voluntary agreement among Internet service providers appear to offer an alternative way to control content, one far more palatable to governments of a liberal disposition than turning off the tap, à la Egypt. For example, in the UK all providers have agreed to block child pornography sites, if they are brought to their attention. While no one in their right mind would disagree with the attempt to protect children, it’s worth noting a couple of problems with this sort of voluntary agreement. Firstly, there’s the fact that no service provider has the capacity to automatically block such a site in the first place if they don’t already know about it, because to do so they would need to be able to accurately assess and filter all the information they pass along for its content. But information does not whizz around the Internet in easily viewable images or readable text. It travels in tiny packets of code. The sheer volumes of code make the process of deciphering all of it on some hypothetical master-reader completely impossible. To understand why this is so, it might help to remember that in order to be able to identify child porn you would need to be able to identify every other single thing that the code could conceivably be and eliminate it from your enquiries.

It is not the case that you cannot intervene in relation to on-line content, but you cannot do it by network censorship. The way to close down child porn sites is through police work: enforcement and entrapment. That fact is difficult for people who do not understand the architecture of the Internet to grasp. It has resulted in a lot of the sort of unworkable legislation that liberal regimes tie themselves up in when they are trying to enact their values from the unfortunate position of technological illiteracy.

The other problem with voluntary agreements is that they are not subject to any disclosure of information legislation, so we have no idea what other sorts of content is on the list of things the authorities do not want us to access. Child porn is at the extreme end of the spectrum, the nuclear option in the Internet censorship discussion – nobody’s going to argue that we have a right to access it. But even if we personally are fine with trusting our rulers to decide which other things we can and cannot see, the Internet collectively is absolutely not fine with it. As we will see in later chapters, the Internet treats restricted access and closed data sources as a challenge, even a call to arms. This is another point where the divergence of opinion between the networked, techno-literate generations (i.e. those who’ve grown up using the Internet) and the hierarchical non-literate ones (those who haven’t) is most acute. For anyone who lives their life on the Internet, it is considered rude when someone denies you access to something. The Internet was built and is still creating itself though a principle of collaboration. If you post something on-line that is restricted access, you are rejecting that collaborative instinct. You should not be surprised that your content is likely to be targeted by hacktivists – on-line activists who use their hacking skills to gain access to the very data that you’ve tried to lock away.

The key concept is that you cannot control the way people use the Internet without ‘doing a China’ and that has been of only partial success, even for the Chinese. When the market acts as a censor, as it does when it restricts German Harry Potter fans’ access, it is even less successful, because it is nowhere draconian enough to do the only thing that is in any way effective: turning off everyone’s access to everything. Content-providing corporations, national governments and all the other old-guard elites that, in my view, are rapidly becoming extinct keep waiting for some new piece of legislation or technology to save them, to roll back the last twenty years. The fact is, that isn’t going to happen. Once we all accept that, we can stop wasting our energies on panicking about the impact of the Internet and get on with reimagining our world. It’s exciting and empowering to make that shift from hierarchical to networked thinking. If you are still feeling either panicky or confused, this book is full of suggestions on how you can learn to love the Internet.
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Moore’s Law

When it comes down to it, the maths is relentless.

Gordon Moore, a co-founder of Intel, the microprocessor firm, wrote a paper in 1965 describing a curious observation. Every year, for the seven years since the invention of the integrated circuit, the number of components used on a microchip had doubled while the price remained the same. This trend, he thought, might go on for another decade. By 1975, when he revised his prediction to every two years instead of every year, he had been proved correct.

Moore’s Law has left its engineering background and entered the modern culture, and while there are various technical caveats and simplifications that might send a chip designer into nerd rage to read this, it is now more generally held to be the following: computers double in power every two years. Or, for the same power, halve in price.

While not a law as such, the observation has been true since 1958, and doesn’t look like letting up any time soon. It is because of Moore’s Law that the rest of this book is possible, and we need to understand its ramifications before we continue.

Firstly, Moore’s Law makes planning very difficult. Imagine you have just been made Prime Minister. With good luck and a following wind, you might expect to be in Downing Street for eight solid years. But the technology policies you put forward in your first year in office will be based around technology that will be laughably obsolete by the time you leave. The mobile phone on which you took the congratulatory calls during election night will have been replaced by something sixteen times as powerful, and the most expensive phone on the market on day one will now be given away for free.

For buildings and city planning, Moore’s Law presents an even greater challenge. If you consider a new building might have a usable lifespan of fifty years, the technology used within it as the wrecking ball is swung will be thirty million times as powerful as today. How, then, do you take this into account when you are designing the fabric of the building?

The long-term increase in computing power is breathtaking enough for a desktop computer, but consider the reverse effect. We are planning cities today that will one day hold technology more powerful than we’ve ever seen, smaller than we’ve ever seen, and so cheap as to be almost free. The idea of a super-computer the size of a pack of playing cards in the shops for less than a few hundred pounds and made by the million might sound like over-optimistic science-fiction. Or at least it would have done five years ago, before Apple brought out the iPhone. Cities of the twenty-first century, as we’ll discuss in a later chapter, may well be designed around the mobile phone in the way that cities of the twentieth century were designed around the car. Either way, it is our duty to ensure that the permanent infrastructure we lay down today takes into account the stuff we’ll be putting into it tomorrow. That stuff is subject to Moore’s Law.

So it also goes for our careers and our schooling. An eleven-year-old will see a sixty-four-fold increase in computing power by the time she leaves secondary education. A career executive taking twenty years to reach upper management will be greeted by a technological landscape half a million times as powerful as the day he started. In a knowledge economy, this relentless thrust forward is the only constant we have, and as information technology touches ever more aspects of our lives, Moore’s Law becomes contagious. What were once fields of human endeavour untouched by Moore’s Law are now sucked into its upward spiral: the military, farming and culture of all forms are now shaped by the logarithmic graph.

The relentlessness of Moore’s Law need not be tiring, however. It does provide an opportunity for slacking off. Let’s say you have a job processing a large amount of data, enough so that if you start with today’s technology it might take you six years to complete the task. If you were to sit on a beach for a couple of years, however, and then start with the (twice as powerful) technology available then, the whole task would take only three years. Even with the time spent working on your tan, you’d still finish five years from now, a whole year sooner than if you started today. Thinking of digitising your entire CD collection? Wait a bit, and it’ll be over sooner.

Moore’s isn’t the only law that describes the pace of technological change. Kryder’s Law, named after the research engineer Mark Kryder, says that the amount of data you can fit onto a magnetic disk of a given size will double every year. In high-street terms, that means that every year a portable hard-disk drive of a given size will halve in price, or the same amount of cash will get you twice as much space. The effects of this are perhaps more striking than Moore’s Law. There are easily guessable values for the amount of storage you would need to never have to throw away any photograph you took during your life, for example, or to store everything you ever read or watched or heard. You can work out quite simply the storage needs for every piece of music ever recorded, and Kryder’s Law then simply points out the day when such an amount of storage will be affordable. As I write, one terabyte of storage, enough for around 200,000 songs, costs around fifty pounds. In ten years’ time, the same price will give me storage enough for 100,000,000 tracks. A box the size of a hardback book containing, say, the entirety of Hollywood’s twentieth-century output is technologically, if not socially, foreseeable without any effort. So too is a book-sized box containing every book ever written. In technological terms, we just have to wait.

Awareness of these laws also helps negate the temptation we might have to dismiss the first versions of technological advances – especially ones that look like they may threaten our livelihoods. The first iteration of a device, an idea or an on-line service is invariably rubbish, and it can be very comforting for the industry or group that is threatened by the advance to dismiss it entirely on that basis. The new rival is too slow, or too cumbersome, without enough memory, or with too low resolution a screen. This is dangerous. If you ever find yourself dismissing an idea because the first implementation isn’t very good, then you must ask yourself if the implementation is being held back solely by the available technology. If that is the case, like our beach-bound researchers, you need only wait a while. Too many people dismissed the very idea of digital cameras because the first ones took bad pictures, mobile phones because the first ones were too big, or MP3 players because the first ones couldn’t hold more than a few tracks. They were proven utterly wrong. A disruptive idea won’t be stopped by today’s lack of capability. If the idea is good at all, it will simply bide its time.
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The Cloud

In years to come, when we think back, it will be the Cloud that will represent the beginnings of the twenty-first century. As the Internet becomes the dominant platform for our cultural, social, political and business lives, we find ourselves living in the Cloud. It is both a concept and a thing with a definite technical meaning, and understanding both of these is the beginning of our journey through the modern world.

Conceptually, the Cloud is the place you are when you’re on-line. It’s where all the information, the communication, the stuff is. When you send an email, it goes through the Cloud. When you’re downloading a file, it’s coming from the Cloud. When you have an instant messenger conversation you’re sat in the Cloud, and when you become part of a community on a website, that community meets, talks, and prospers in the Cloud. It is the place where your mind is augmented by faster sources of information. The Cloud is, in the words of the author Cory Doctorow, an ‘outboard brain’. It is, as we’ll see later, just as real a place as the real world is, if intangible and fleeting and hard to grasp.

Technically speaking, the idea of the Cloud is perhaps less poetic. It is that a device with a fast enough connection to the Internet can treat other machines, out there somewhere, as extensions of itself. Your laptop might only contain a relatively tiny hard drive, for example, but it could be connected via the Internet to a machine with huge amounts of disk space. If your connection is fast enough, there’s no need to think of this extra space as something separate and ‘out there’ at all. You just think your laptop has suddenly grown a larger drive. In this way, the Cloud conceptually blurs the edges between all of our computing. With a fast enough connection, storage and processing power are effectively infinite.

The Web is a good example of this. You can access most of the Internet from your phone, even though it certainly doesn’t contain its own copy of the Web right there in your hand. No one has that, and never will – Moore’s Law notwithstanding. Instead you connect to the Cloud and access the sites you want from within those machines that make it up. Your phone is effectively as big as the entire Internet and as powerful as the most powerful machine it can connect to.

Another weird thing is that you have no idea where these machines are physically located; nor does it matter. Indeed, many websites have servers spread between different buildings or even different countries, and you will never know (unless you really care and have a very strong knowledge of network engineering) where they are. It just doesn’t matter. On the one hand, this is quite sensible: a power failure, a natural disaster or a war could bring down one of your data-centres, but if you have more than one, your site and your business will remain up and working. On the other, it makes national laws very difficult to police on the Internet. A website owner under threat of legal closure in one country can physically move her servers to another, more casual, country – or, more likely, simply move the data from one machine to another through the Cloud – and Internet users won’t even notice.

The way the Internet works means that when you come to draw it, as engineers often have to do, you can skip the middle sections entirely. The structure of the network between here and there is both irrelevant and constantly changing anyway. Drawing it would be pointless, and so it’s common practice to abstract it away by drawing a big fluffy cloud shape. Hence the name.

The earliest Clouds were for storage, as I’ve described, but it soon became clear that you could use the machines making up the Cloud to do some real work. After all, a large room full of powerful servers can do a lot more computing a lot faster than your simple phone or laptop. If you are storing all of the data up in the Cloud anyway, then it’s an obvious step to do the work there too. Web-based applications work in this way. When you ask a mapping site to plot a route for you, or set a filter on your webmail service, that work isn’t being done by your browser. It’s happening up in the Cloud.

This model of computing, with a ‘dumb terminal’ at one end and a big machine at the other, is actually rather old. The original mainframes in the Sixties and Seventies worked in this way. Today though, the big machines are actually collections or clusters, hundreds of thousands strong, of simple machines connected together, and the ‘dumb terminal’ is itself quite smart.

E-commerce companies pioneered a modern form of this. If you buy a book from Amazon, for example, your browser connects to a cluster of servers somewhere in the world, and the whole transaction, from browsing their catalogue to making the payment, happens in the Cloud. Over the first years of its business, Amazon built massive data-centres around the world to house the banks of machines that allowed them to provide their services. They built so many, in fact, that they were able to rent sections of them out to the public. Today, as well as books and other physical goods, Amazon has a core business providing other companies with access to a powerful Cloud. If you have a website that needs to store large amounts of data, or a program that needs to run on very fast machines, you can rent them by the gigabyte or by the hour from Amazon, or another supplier, and access them over the Internet. You’ll just never see these machines, nor know where they are, and in fact the machine you rent will be actually be a simulation of your desired machine inside an even bigger one.

This is hugely significant. For twenty-first-century entrepreneurs, these Cloud services solve a very real problem: what do you do if your new business is a success? This isn’t as silly an issue as it sounds. Computing infrastructure is expensive, and so no one wants to invest in big servers if their idea turns out to be a flop. Choose to only buy a small machine, however, and you run the risk of the site being brought down by its popularity. In the first years of the Web, a link from a very popular site could actually close you down as the rush of curious visitors overwhelmed your server. Slashdot, a discussion board for programmers and associated geeks, was so notorious for this that the phenomenon was named after it. Some of the sites that were slash dotted stayed down forever, especially if their owners were paying their server company by the amount of data transferred rather than by the month.

With the Cloud, however, you can launch your new business on the processing power equivalent of a tiny machine, and only pay for more processing power, or storage, or data transfer as and when you need it. If it’s not popular, it won’t cost you much to run, if anything. If it is a hit, you can ask your Cloud supplier to dial up the power to deal with it. Digital businesses can therefore be elastic – their costs can grow incrementally with their success. For the older incumbents in, say, the newspaper industry, a new business would require a massive outlay just to get started, buy the printing presses and so on. The Cloud is one of the reasons that purely digital businesses invariably destroy their older rivals, unencumbered as they are with the legacy of old machinery they can’t be turned off when times are hard. This ability to adapt constitutes the digital world’s asymmetrical advantage.
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Asymmetry

Life in the West used to be simple and balanced. For every us, there was a them. The political right against the political left, the good versus the bad, company X competing with company Y. While each side may have entirely differing viewpoints, or moral codes, or commercial offerings, their very nature was in fact quite similar. Our enemies, until the fall of the Berlin Wall in 1989, may have been Communist, but they too had offices and bureaucracy, wages to pay, and an address where we could send them a birthday card. Your firm’s commercial rival operated under the same strictures as you did, and although one of you might have a much better idea, and all of the success that comes from it, you were both playing by the same rules. This symmetry was a notable aspect to the Cold War world. It is the world in which the baby-boomer generation grew up.

After 1989, this changed. As the Warsaw Pact countries fell in on themselves, the West found itself without a big enemy. Germany reunited in October 1990, and a few weeks later, on Christmas Day near Geneva, Tim Berners-Lee turned on the first web-server. Symmetry, as a factor of Western life, would be gone forever.

The Web, as we’ve seen in the intervening years, allowed a class of businesses to start that were fundamentally different to their older rivals. Where old businesses were restricted by geography, on-line businesses could serve the whole planet. Where old businesses needed huge investments in manufacturing simply to make the thing that their product was delivered on – printed paper, magnetic tape and compact discs in the case of the media industries – the Web needed nothing but a server and a connection to the Internet. While whole swathes of businesses once relied on an intermediary to simplify matters, today’s web-driven world allows the consumer to connect directly to the thing they want to buy. This disintermediation, as it was called at the time, is why you have most likely not visited a travel agent in years.

The travel agents were hit by an asymmetric rival – the airlines themselves and the realisation that it was easier to just book the flight yourself on-line. A similar fate fell on American newspapers. There, the majority of their income came from classified advertising: jobs, houses, things for sale, services offered and so on. Along comes the Internet, though, and the majority of this advertising switches to websites almost overnight. Craigslist, the most popular classified advert site in the US, is often credited with single-handedly (indeed, almost literally, as Craigslist has only around twenty employees) breaking the whole US newspaper industry. If they did, it wasn’t on purpose. They didn’t set out to take on the newspapers. They set out to provide a nice service for people who had stuff to sell. It’s not that they beat the newspaper industry. They didn’t win. They weren’t even playing the same game – and that fact is the part that creates confusion among many baby boomers. Not only is the world rapidly changing under them, but the traditional structures of business and society are being replaced by alternatives that have no interest in the old way of doing things. It seems motiveless and arbitrary, and to some might even feel malicious. Why, oh why did Jimmy Wales have to start Wikipedia to destroy the paper encyclopaedia industry? Well, he didn’t. That’s just what happened in his wake.

Asymmetry, then, comes from a rivalry between opponents who are completely different in both their style and substance, and also their intent. For sure, Internet companies are generally speaking blessed with lower overheads, faster development times, more nimble business strategies and less of a need for large initial investments than old-style firms. That they are much less restricted by national borders, by distance, by the time of day, or the difficulties in being discovered in the first place is all true, but they’re also likely to be offering competing services for completely different reasons, many of which are not commercial in nature. If Craigslist stuck the knife into the back of the US newspaper industry, it was enthusiastic amateurs, writing on their blogs about their own personal obsessions, who really twisted it – and they knew not what they were doing.

Add up all of the basic advantages of Internet-based businesses, and it is easy to see why the huge changes across business and culture over the past few years have arisen. If you are reading this in the print edition, and bought it by physically visiting a store, you have been on one side of an asymmetry. If you are reading it on an eBook, and bought it via a wireless connection, in the middle of the night, in the middle of the countryside, you are on the other. The asymmetry calls for a whole new class of commercial warfare, and it is this battle that we are watching today.

Asymmetry isn’t new, of course. In the history of warfare, most battles were asymmetric. Agincourt, for example, had the old-school French knights losing badly against the newly gadgeted English archers. Over the twentieth century, and especially after World War II, asymmetric warfare became the norm, and just as the Internet was fixing itself as the dominant asymmetric platform of the modern age, the attacks of September 11th gave the best example yet: a tiny group of people with novel tactics inflicting terrible damage on the largest military society the world has ever seen. Asymmetry is the dominant theme for the modern age. For reasons we’ll discuss in later chapters, Al Qaeda and the like demonstrate this in the political arena, while in the worlds of business and culture there are endless examples of Internet firms who have risen seemingly from nowhere to destroy whole categories of traditional industries.

The lesson to learn is that apparent size, strength or position are not meaningful in the modern digital age. The little guy can always beat you. Let’s look at why.
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The Social Graph

With perhaps a tenth of the planet using Facebook every day, less than a decade after its invention, social networking – and the idea of the social graph – is perhaps the most influential and culturally significant thing to have happened to the Internet. We’ll be discussing its effects in many chapters in this book; but before we can do that, we have to understand the basic idea, and just what a social network is for.

Despite the official history, and the rather good film, the roots of Facebook aren’t in Harvard, or even in Silicon Valley. They are instead to be found in the writings of the Hungarian author Frigyes Karinthy. In 1929, Karinthy wrote a short story, ‘Láncszemek’, in which he propounded the idea that everyone on the planet was connected to everyone else by no more than six degrees of separation. That phrase then became the title of a play by John Guare, propounding the same theory: that we are all connected by short chains of acquaintance. I’m connected to you, dear reader, because I know someone who knows someone who knows someone who knows you.

While the idea was subject to experiments, with varying success, its veracity doesn’t really matter. Simply the idea that we might be able to contact – be friends with – anyone on the planet through a series of introductions or personal connections is very pleasing. Our interconnectedness is important to us, especially when we consider our specialist field or the industry in which we work.

There are many ways to measure this sort of interconnectedness. A popular early website, The Six Degrees of Kevin Bacon, lead to actors having a Bacon Number, which was calculated by counting the number of links between film roles that join them to the actor Kevin Bacon. Likewise, mathematicians can work out their Erdös Number, based on authorship of academic papers that eventually link them to the Hungarian mathematician Paul Erdös. In both of these measurements the lower the score the better. For the truly connected there is also the Erdös-Bacon number, given to those who have both kinds of score. For example, Natalie Portman, the actress, having starred in a film with Kevin Bacon, scoring 1, and co-authored a mathematical paper that gave her an Erdös score of 5, therefore has an Erdös-Bacon score of 6.
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On-line social networks, then, started as business networking tools. One of the first was even called Six Degrees. The idea was that if you loaded your address book on to the system, and everyone else did as well, then it would expose all of the first-, second- and third-degree connections that you and your colleagues all have. So your friend, looking to talk to someone important, might ask you for an introduction to someone, who might then introduce them to someone else, and so on up the chain to their desired mark. Social-networking applications were once exactly the same as traditional cocktail-party business networking.

That usage still remains, but today the social networks, and Facebook in particular, have become platforms on which many other services are built. Now the idea is that the social network not only allows us to connect to specific people through our friends – whether that’s the President of the United States or Kevin Bacon – but that it can also tell other people, advertisers, something about our likes and interests. How can this be? Well, when we declare who we are friends with, and we and our friends declare what culture we like, the social network can go a long way towards identifying our individual wants and desires. The interests of our friends are considered to be very good indicators of our own interests, even if we don’t explicitly state what our own ‘likes’ are. This is very compelling for advertisers, whose main problem has always been finding a way to advertise solely to the people who are receptive to their specific message.

This is why Facebook is designed to be so compelling. The services that Facebook provides are very useful to their audience – messaging, on-line chat, photo sharing and so on – and fun and entertaining, and there is also a deep-seated need for many people, young people especially, to define themselves to the world by listing their interests and registering the things they like. Every additional data point you volunteer goes to help make the advertising that funds the site ever more effective. It is instructive here to remember who is the customer and what is being sold. In the case of Facebook, the customer is the advertiser, and what is being sold is you, the audience.

One of the common complaints about social networks, especially from concerned parents and teachers, is over the number of Friends that people have.
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