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Preface

The CRC Handbook of Finite Fields (hereafter referred to as the Handbook) is a reference
book for the theory and applications of finite fields. It is not intended to be an introductory
textbook. Our goal is to compile in one volume the state of the art in research in finite
fields and their applications. Hence, our aim is a comprehensive book, with easy-to-access
references for up-to-date facts and results regarding finite fields.

The Handbook is organized into three parts. Part I contains just one chapter which is
devoted to the history of finite fields through the 18-th and 19-th centuries.

Part II contains theoretical properties of finite fields. This part of the Handbook contains
12 chapters. Chapter 2 deals with basic properties of finite fields; properties that are used
in various places throughout the entire Handbook. Near the end of Section 2.1 is a rather ex-
tensive list of recent finite field-related books; these books include textbooks, books dealing
with theoretical topics as well as books dealing with various applications to such topics as
combinatorics, algebraic coding theory for the error-free transmission of information, and
cryptography for the secure transmission of information. Also included is a list of recent
finite field-related conference proceedings volumes.

Chapter 2 also provides rather extensive tables of polynomials useful when dealing with
finite field computational issues. The website http://www.crcpress.com/product/isbn/
9781439873786 provides larger and more extensive versions of the tables presented in Sec-
tion 2.2.

The next two chapters deal with polynomials such as irreducible and primitive poly-
nomials over finite fields. Chapter 5 discusses various kinds of bases over finite fields, and
Chapter 6 discusses character and exponential sums over finite fields.

In Chapter 7, results on solutions of equations over finite fields are discussed. Chapter
8 covers permutation polynomials in one and several variables, as well as a discussion of
value sets of polynomials, and exceptional polynomials over finite fields. Chapter 9 discusses
special functions over finite fields. This discussion includes Boolean, APN, PN, bent, kappa
polynomials, planar functions and Dickson polynomials, and finishes with a discussion of
Schur’s conjecture.

Sequences over finite fields are considered in Chapter 10. This chapter includes material
on finite field transforms, LFSRs and maximal length sequences, correlation and autocorre-
lation and linear complexity of sequences as well as algebraic dynamical systems over finite
fields.

Chapter 11 deals with various kinds of finite field algorithms including basic finite field
computational techniques, formulas for polynomial counting, irreducible techniques, fac-
torizations of polynomials in one and several variables, discrete logarithms, and standard
models for finite fields.

In Chapter 12, curves over finite fields are discussed in great detail. This discussion
includes elliptic and hyperelliptic curves. Rational points on curves are considered as well
as towers and zeta functions over finite fields. In addition, there is a discussion of p-adic
estimates of zeta and L-functions over finite fields.

Chapter 13 discusses a variety of topics over finite fields. These topics include relations
between the integers and polynomials over finite fields, matrices over finite fields, linear
algebra and related computational topics, as well as classical groups over finite fields, and
Carlitz and Drinfeld modules.

Part IIT of the Handbook, containing four chapters, discusses various important appli-
cations, including mathematical as well as very practical applications of finite fields. Latin
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squares and the polynomial method, useful in various areas of combinatorics, are considered.
In addition, affine and projective planes, projective spaces, block designs, and difference sets
are discussed in detail. In each of these areas, since these topics contain an immense num-
ber of papers, we discuss only those techniques and topics related to finite fields. Other
topics included in Chaper 14 are (¢, m, s)-nets useful in numerical integration, applications
of primitive polynomials over finite fields, and Ramanujan and expander graphs.

Chapter 15 is another important chapter in the Handbook. It discusses algebraic coding
theory and includes a long introductory section dealing with basics properties of codes.
This is followed by sections on special kinds of codes including LDPC codes, turbo codes,
algebraic geometry codes, raptor codes, and polar codes.

Chapter 16 deals with cryptographic systems over finite fields. In the first section various
basic issues dealing with cryptography are discussed. Next to be discussed are stream and
block ciphers, multivariate cryptographic systems, elliptic and hyperelliptic curve crypto-
graphic systems as well as systems arising from Abelian varieties over finite fields.

Finally, in Chapter 17 we discuss several additional applications of finite fields including
finite fields in biology, quantum information theory, and various applications in engineer-
ing including topics like optimal orthogonal codes, binary sequences with small aperiodic
autocorrelation, and sequences with small Hamming correlation.

In the bibliography, we have included for each reference, the pages where that reference
is discussed in the Handbook. There is also a large index to help readers quickly locate
various topics in the Handbook.

The Handbook is not meant to be read in a sequential way. Instead, each section is meant
to be self-contained. Basic properties of finite fields are included in Chapter 2. Proofs are
not included in the Handbook; instead authors have given references where proofs of the
important results can be found. In an effort to help the reader locate proofs and important
results for each section, at the end of each section we have provided a list of references
used in that section. Those reference numbers refer to the main bibliography at the end of
the Handbook which contains over 3,000 references. A short “See also” section is included
for most sections; these are intended to provide the reader with references to other related
sections and references of the Handbook.

The following numbering system is in effect in the Handbook. Within a given section, all
results, theorems, corollaries, definitions, examples, etc., are numbered consecutively (with
the exception of tables and figures). For example, the result numbered 2.1.5 happens to be
a theorem which is the fifth listing in Section 2.1 of Chapter 2. We have also included many
remarks in each section. These are also numbered as part of the same system so that for
example, Remark 2.1.4 is the fourth listing in Section 2.1.

Readers are encouraged to make us aware of corrections to the material presented here.
Readers should contact the author(s) of the section involved, as well as both of the Editors-
in-Chief.

We would of course like to first thank the authors of the various sections for their time
and effort. Without their help, the Handbook would, quite simply, not exist. We also greatly
appreciate the authors’ willingness to use our style and format so that the entire Handbook
has a consistent and uniform style and format. While we appreciate the help of all of the
authors, we would especially like to thank Ian Blake, Steve Cohen, Cary Huffman, Alfred
Menezes, Harald Niederreiter, Henning Stichtenoth, and Arne Winterhof who not only wrote
several sections, but who also provided the Editors-in-Chief with valuable input in numerous
aspects of the Handbook. Every section was reviewed by at least two external reviewers, in
addition to the Editors-in-Chief. We also would like to thank the many reviewers who took
the time to read and send us comments on the various sections and drafts. Without their
help, we would of course have ended up with a volume of considerably diminished quality.
We would like to thank Brett Stevens and David Thomson for their help with various
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TEX and file issues. Finally, we would like to thank Shashi Kumar for his invaluable help
in setting up, reworking, and running the style files that define the overall look of the entire
Handbook. His efforts were of tremendous help to us. We would also like to thank Bob Stern
for his continued support.

Needless to say, this project has involved many, many hours. We thank Bevie Sue Mullen
and Lucia Moura for their encouragement, support, love, and patience during the entire
process.

Gary L. Mullen
Daniel Panario
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History of finite fields

1.1  Finite fields in the 18-th and 19-th centuries.... 3
Introduction * Early anticipations of finite fields ®
Gauss’s Disquisitiones Arithmeticae ® Gauss’s
Disquisitiones Generales de Congruentiis ® Galois’s
Sur la théorie des nombres ® Serret’s Cours d’algebre
supérieure * Contributions of Schénemann and
Dedekind * Moore’s characterization of abstract finite
fields ® Later developments

1.1 Finite fields in the 18-th and 19-th centuries

Roderick GOW, University College Dublin

1.1.1 Introduction

While the theory of finite fields emerged as an independent discipline at the end of the
19-th century, aspects of the subject can be traced back at least to the middle of the 17-th
century. It is our intention to present here a survey of highlights of finite field theory as they
emerged in the 18-th and 19-th centuries, culminating in a description of Eliakim Hastings
Moore’s [2139], which began the study of abstract finite fields.

Leonard Eugene Dickson (1874-1954), in the first volume of his History of the Theory
of Numbers [851] gives many references to works that can be interpreted as dealing with
finite fields, although not always described explicitly as such. Chapters VII and VIII are
especially relevant, and give remarkably complete listings of what had been achieved before
1918. Chapter VIII, entitled Higher Congruences, occasionally uses the language of finite
fields, although the emphasis is largely number theoretic. Dickson had already written a
textbook, entitled Linear Groups with an Ezposition of the Galois Field Theory [850] which
is probably the first work devoted exclusively to finite fields. This book remained without
any serious rival until the emergence in the 1950s of more geometric, less computational,
methods, such as those pioneered by Artin in his Geometric Algebra [135]. The first 71 pages
of Dickson’s work constitute a very full account of finite fields, and its exercises, partly based
on the work of earlier researchers, are still a valuable source of problems and ideas.

Of course, finite fields are mentioned in general histories of algebra, such as that of van
der Waerden [2848]. Furthermore, Finite Fields by Lidl and Niederreiter [1939] contains
much historical information and a very extensive bibliography, especially of the older litera-
ture. Another brief but useful source of information is found in the historical notes scattered
throughout Cox’s Galois Theory [749].
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The first use of the English expressions field of order s and Galois-field of order s = q™
occurs in a paper of E. H. Moore (1862-1932), which he presented in 1893. Moore states that
the term field was an equivalent to the German term endlicher Kérper, used by Heinrich
Weber (1842-1913). We observe that Richard Dedekind (1831-1916) had already introduced
such a term as Zahlenkérper, which can be traced back to lectures he gave in 1858. The 1933
edition of the Ozxford English Dictionary does not include a definition of the mathematical
term field, although it does define group in its mathematical meaning, but more recent
editions of the dictionary include the mathematical use of field, with an attribution to
Moore.

The name Galois field is synonymous with finite field, and it signifies the importance
to the subject of an innovatory paper by Evariste Galois (1811-1832), published in 1830
[1168], when the author was only 18. We will comment in greater detail on Galois’s work
later in this article, but we will briefly mention here that Galois lays the foundations of
finite field theory by showing that for each prime p and positive integer n, there is a finite
field of order p™, and its multiplicative group of non-zero elements is cyclic of order p™ — 1.

Galois’s arguments are rather sketchy, but there is no doubt that he understood the fun-
damental principles of the structure of a finite field, including the role of the automorphism
given by raising elements to the p-th power. As has proved to be the case on a number of
occasions, it seems that most of Galois’s discoveries were already known to Gauss, in this
case, in the late 1790s, but as Gauss never published an account of his work, Galois was
unaware of Gauss’s priority. (Gauss is credited with the discovery of non-Euclidean geome-
try before Bolyai and Lobachevsky, with the discovery of quaternions before Hamilton, and
the discovery of the method of least squares before Legendre.) We will also give a sketch of
Gauss’s approach to finite fields, which he called the theory of higher congruences, as it is
described in Volume 2 of his Werke [1259].

1.1.2 Early anticipations of finite fields

Our approach to the early history of finite fields will be largely chronological. An early
occurrence of a theorem that may be interpreted in the language of finite fields is Fermat’s
Little Theorem, that zP~! — 1 is divisible by p when p is a prime and x an integer not
divisible by p. Dickson states that the special case when x = 2 was already known to the
ancient Chinese around 500 BCE. As was usual with Fermat (1601-1665), he did not give a
formal proof, but he communicated his conjecture that the theorem holds true, in a letter to
Bernard Frénicle de Bessy (1605-1675), dated 18 October, 1640. Leonhard Euler (1707-1783)
gave a complete proof of the theorem in 1736, but unpublished manuscripts of Gottfried
Wilhelm Leibniz (1646-1716) show that he was in possession of a similar proof by 1680.

In the 18-th century, further theorems, expressed in terms of congruences modulo a
prime, that we can see as precursors of basic facts in finite field theory were discovered
by mathematicians such as Euler, Joseph-Louis Lagrange (1736-1813), and Adrien-Marie
Legendre (1752-1833). However, the first complete account of that body of knowledge that
relates to the finite field of prime order was presented by Carl Friedrich Gauss (1777-1855)
in Sections I-IV of his Disquisitiones Arithmeticae [1258], which we describe in the next
section.

1.1.3 Gauss’s Disquisitiones Arithmeticae

Gauss’s Disquisitiones Arithmeticae [1258] was an epoch making work in mathematics,
introducing totally new ideas and demanding far higher standards of proof than had hitherto
been required or expected. The book also serves as a commentary on the discoveries and
shortcomings of his predecessors. For a very full account of the contents and influence of
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Gauss’s magnum opus, we refer to the book The Shaping of Arithmetic [1297].

Gauss introduces the concept of congruence in Article (Art.) 1, and designates congru-
ence by means of the now familiar symbol =. This is the first published use of this symbol,
which seems to have entered into conventional use quite rapidly. It occurs for instance in C.
Kramp’s Eléments d’arithmétique universelle [1804] an elementary work much influenced
by Gauss’s masterpiece (the use of the exclamation mark in n! makes its first appearance
here). In Section 2, Gauss proves in Art. 14 that if p is a prime integer and a, b are integers
not divisible by p, then p does not divide the product ab. This basic result is fundamental
for the proof that the integers modulo p form a field. Gauss comments that the theorem
was already in Euclid’s Elements. Oddly enough, for a person as notoriously meticulous as
Gauss, he mistakenly says that it is Proposition 32 of Book VII, when it is in fact Propo-
sition 30. Concerning this result, Gauss wrote magisterially: However we did not wish to
omit it because many modern authors have employed vague computations in place of proof
or have neglected the theorem entirely, and because by this very simple case we can more
easily understand the nature of the method which will be used later for solving much more
difficult problems. He uses Art. 14 to prove Art. 16, a result often called the fundamental
theorem of arithmetic: a composite number can be resolved into prime factors in only one
way. This basic result is not in Euclid.

Gauss describes Euler’s totient (or phi) function, which he denotes by the symbol ¢
(following Art. 38). (We recall that the totient function measures the number of totitives of
a positive integer n, that is, the number of integers lying between 1 and n that are relatively
prime to n.) This is again the first occurrence of a now familiar symbol in mathematics.
Euler himself, although introducing the idea of the function in 1760, did not use such
notation. Art. 43 is a proof that an integer polynomial of degree m cannot have more than
m incongruent roots modulo a prime. This basic theorem on polynomial arithmetic was
first published by Lagrange in 1768. Euler had shown that the congruence 2™ —1 = 0
modulo a prime has at most n roots in 1774, and Gauss notes that Fuler’s method is easily
generalized.

Section III, on residues of powers, contains Art. 49: if p is a prime number that does
not divide a, and a® is the lowest power of a that is congruent to unity to the modulus p,
the exponent t will either = p — 1 or be a factor of this number. Gauss notes that this
implies Fermat’s Little Theorem, and he gives some of the history of this theorem that we
described above. Art. 55 is the fundamental statement: There always exist numbers with the
property that no power less than the p — 1st is congruent to unity. This of course amounts
to saying that the multiplicative group of the integers modulo a prime p is cyclic of order
p — 1. Again, it is interesting to observe the authority of Gauss’s language as he describes
earlier approaches to Art. 55: This theorem furnishes an outstanding example of the need
for circumspection in number theory so that we do not accept fallacies as certainties. ...
No one has attempted the demonstration except Euler ... See especially his article 37 where
he speaks at great length of the need for demonstration. But the demonstration which this
shrewdest of men presents has two defects. ... In Art. 57, Gauss adopts the nomenclature
primitive roots, due originally to Euler, for the integers, or residues, described in Art. 55.

1.1.4 Gauss’s Disquisitiones Generales de Congruentiis

Gauss had intended to include an eighth section of Disquisitiones Arithmeticae, and he
even refers to this section at least twice in the published version. However, the section
was omitted, possibly for reasons of saving space in an already long work. A manuscript
of the missing section was found after Gauss’s death, and an edited version, with notes
by Dedekind, was published in volume 2 of Gauss’s Werke [1259] in 1863, under the title
Disquisitiones Generales de Congruentiis. A German translation followed in 1889.



6 Handbook of Finite Fields

Giinther Frei, [1103], has given a lengthy description of the genesis and contents of the
unpublished Section Eight, and we will make use of some of his analysis here, since it has
considerable bearing on the early theory of finite fields. Gauss’s work on finite fields can be
traced back at least to 1796, as there are references to it in his Mathematical Diary [1257].
It is well known that Gauss was particularly fascinated by the law of quadratic reciprocity,
and he gave several different proofs of this fundamental theorem, the first dating from 1796.
The third and fourth of these proofs drew Gauss into the study of polynomials modulo a
prime, and his surviving investigations enable us to discern much of the theory of finite
extensions of a field of prime order.

In Frei’s translation, Gauss wrote But at the same time one sees that the solution of
congruences constitutes only a part of a much higher investigation, namely the investigation
of the decomposition of functions into factors. Accordingly, Gauss developed a theory of
factorization of polynomials whose coeflicients are integers modulo a prime p, including the
determination of greatest common divisors by Euclid’s algorithm. He introduced the concept
of a prime polynomial, corresponding to irreducible polynomial in modern terminology, and
showed that arbitrary polynomials can be factored into products of prime polynomials.

Among the highlights of his discoveries, we may mention his proof that every irreducible
polynomial modulo p, different from z, and of degree m, is a divisor of #?" ~! — 1. Further-
more, 2P ~1 — 1 is the product of all monic irreducible polynomials of degree d dividing
m, apart from x. From this fact, he obtained a formula for the number of irreducible monic
polynomials of degree n with coefficients integers modulo p. Frei also notes that Gauss ap-
preciated the importance of the Frobenius automorphism, and came close to discovering a
form of Hensel’s Lemma, significant in p-adic analysis.

The idea of using the imaginary roots of such irreducible polynomials to simplify some
of his work had occurred to Gauss, and, in Frei’s translation, Gauss wrote Indeed, we could
have shortened incomparadbly all our following investigations, had we wanted to introduce
such imaginary quantities by taking the same liberty some more recent mathematicians
have taken, but nevertheless, we have preferred to deduce everything from first principles. It
should be recalled that Gauss sometimes displayed a conservative approach to new concepts
in mathematics, and his public aversion to using imaginary roots of congruences is akin to
his disinclination to use complex numbers. Thus, for example, his thesis, published in 1799,
states that every real polynomial is a product of real factors of degree one or two, rather
than stating that every complex polynomial is a product of factors of degree 1.

1.1.5 Galois’s Sur la théorie des nombres

We turn now to presenting a synopsis of Galois’s 1830 paper [1168] Sur la théorie des
nombres on finite fields since it is a landmark in the subject. In Frei’s opinion, Galois
establishes the additive and multiplicative structure of finite extensions of the field of prime
order. It certainly seems that the spirit of Galois’s paper is closer to the modern presentation
of finite field theory than Gauss’s version. It is worth noting that there are several misprints
in the paper, which would have made it difficult to follow for the uninitiated, and Galois’s
attempts to illustrate the theory are hopelessly flawed.

Rather than translating the original French literally, we will instead try to convey some
idea in modern terms of what Galois must have intended. For example, when Galois talks
of a function, he means a polynomial in a single variable, with integer coefficients. (This
convention was common among mathematicians before the twentieth century.) He notes
that we usually look for integer roots of the polynomial modulo a prime p, say. We call
these real roots of the polynomial congruence. He proceeds to generalize the notion of real
roots, and begins by introducing the concept of an integer polynomial F'(z) being irreducible
modulo p, meaning that it is impossible to find three integer polynomials ¢(x), ¥ (x) and
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x(x) such that
F(z) + px(x) = ¢(x)i(x).

(Galois does not use the term irreducible for this concept, but later in the paper speaks of
an irreducible congruence.)

Such an irreducible polynomial F(x) obviously has no integer roots modulo p, nor any
irrational roots of degree less than that of F'(x) (Galois does not explain these terms). He
states that we must regard the roots of the congruence F(z) = 0 (notation he attributes to
Gauss) as a type of imaginary symbols, and opines that such imaginary roots will prove to
be as useful as v/—1 is in conventional analysis. These imaginary roots were subsequently
called Galois imaginaries by later writers.

Let ¢ be a root of the congruence F(z) = 0, where F' has degree v. (Galois does not
justify why we may assume that F'(x) = 0 has roots, a point Serret attempted to rectify.)
Galois then considers a general expression

a+ ali —+ a2i2 + -+ a,,_lil’*l,
where a, aq, ..., a,_1 are integers modulo p. There are p¥ different values for these expres-
sions.

Let a be an expression of the form above. If we raise « to the second, third, etc, powers,
we obtain a sequence of expressions of the same form. Thus we must have o™ = 1 for a
certain positive integer n, which we choose to be as small as possible. We then have n
different expressions

La,...,a" %
Galois shows that n divides p” — 1, and thus a? ~! = 1. Galois next aims to prove that
there is some « for which the corresponding n is p” — 1. He makes an analogy at this stage
with existence of primitive roots modulo p in the theory of numbers. We did not find that
Galois provided a convincing argument for this key issue.

Galois then draws the remarkable conclusion that all the algebraic quantities that arise
in this theory are roots of equations of the form P = 2. Furthermore, if F/(x) is an integer
polynomial of degree v irreducible modulo p, there are integer polynomials f(z) and ¢(x)
such that )

f@)F(z) = 2 — 2+ po(a).

Galois also notes that if « is a root of the irreducible congruence F(z) = 0, then the other
roots are .

2
af o oo aP

This is a consequence of the fact that

We remark that this is an early indication of the role of the so-called Frobenius mapping
as a generator of the associated Galois group. Galois later notes that all the roots of the
congruence zP° = z depend only on the roots of a single irreducible polynomial of degree
v.

To illustrate all this theory, Galois attempts to find a primitive root of the congruence

2" =a (mod 7).

He aims to do this by exhibiting elements having orders 9 and 19. In fact, he makes several
noteworthy errors, which may have confused any readers of this exposition of the new
theory. He begins by noting that 2% = 2 (mod 7) is irreducible, and lets i be a root of the
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congruence. He claims that —1 — ¢ has order 19, but this is false, as it has order 9 x 19.
He then claims that a = i + 42 is primitive, but this is again false, as it has order 114, not
342 = 72 — 1. Finally, Galois claims that his « satisfies

A +3a+1=0,
but this is again incorrect, as in truth it satisfies
A +a+1=0.

Indeed, the polynomial 23 + 3z + 1 is not even irreducible modulo 7, as 4 is a root of it.
As we mentioned earlier, the paper contains several misprints, possibly because the com-
positor found the notation difficult to handle, but Galois’s errors are not just typographical
(although they are of course ultimately trivial and in no way invalidate his theory).

Joseph-Alfred Serret gives a treatment of this problem of finding a primitive root in the
second edition of Cours d’algébre supérieure [2596], pp. 367-370, following Galois’s methods.
The required primitive element Galois might have had in mind was 8 = i — 2, not i + 4°.
This element 3 is a root of &3 — 2+ 2, which is certainly an irreducible primitive polynomial.
While i + i2 may have replaced i — i because of a typographical error, Galois nonetheless
made further mistakes which are difficult to explain. Serret himself made no comment on
this strange aspect of Galois’s paper.

As justification for introducing this theory, Galois explains that it is required in the
theory of permutations which arise in the study of primitive (rational) polynomials which
are solvable by radicals. He alludes, in effect, to what is the affine group of the finite field
of order p¥, which must be the Galois group of such a polynomial when the action on the
roots is doubly transitive. He excludes degrees 9 and 25, where he must have known that
there exist exceptional doubly transitive solvable permutation groups. There is another one
in degree 49, which he did not mention.

1.1.6 Serret’s Cours d’algebre supérieure

The early editions of Serret’s textbook mentioned above provide us with a good opportunity
to gauge the progress of the project to publicize Galois’s research, considered very advanced
at the time. In the first edition [2596], Serret writes that his (Serret’s) work was a summary
of lectures given at the Sorbonne, Paris, where he had been appointed to a chair in 1848.
On p. 4, he notes that the difficult problem of when an equation can be solved algebraically
had been resolved, at least in the case of irreducible equations of prime degree, by Evariste
Gallois (sic), in a memoir of 1831. This memoir had been published in 1846 by Joseph
Liouville in his Journal, and Liouville had wanted Serret to communicate part of Galois’s
findings. Lesson 23 of this first edition is devoted to the theory of congruence modulo a
prime, but it includes nothing that was not already known at the time of Lagrange or
Euler.

The second edition of Serret’s work (1854) gives a fairly complete account of Galois’s
theory of finite fields, as presented in his 1830 paper. Serret devotes almost 30 pages (the
whole of Lesson 25) to the material that Galois had covered in six pages, with a view to
making a difficult part of the writings of this great mathematician more intelligible. Thus, for
example, he proves a uniqueness theorem for factoring polynomials into irreducible factors,
and also gives a lengthy discussion of why primitive elements exist. On the other hand, he
does not attempt to give a rigorous explanation of why roots of irreducible congruences may
be taken to exist. Lesson 25 seems to be the first exposure of finite fields at the textbook
level.

Serret devotes 68 pages of the third edition of his textbook (1866) to the theory of finite
fields. He considered his approach to be new, and based it on a memoir he had presented in
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1865. In fact, it bears many similarities to Gauss’s unpublished Section 8 (itself published
for the first time in Latin in 1863), and to Dedekind’s 1857 paper (for details, see later
in this section). Serret was presumably unaware of this material, as he made no mention
of it. We can recognize several classical theorems of finite field theory described clearly in
Serret’s Chapter 3 of Volume 2 of the third edition. Thus for example, if the integer g is
not divisible by the prime p, the polynomial (later said to be of Artin-Schreier type)

P —x—g

is irreducible modulo p. Art. 372 presents six theorems summarizing Galois’s findings of
1830, Art. 349 gives a formula for the number of monic irrreducible polynomials modulo a
prime p, and Art. 350 gives upper and lower bounds for their number.

1.1.7 Contributions of Schonemann and Dedekind

Another early contribution to finite field theory is a paper by Theodor Schénemann,
Grundzige einer allgemeinen Theorie der Héoheren Congruenzen, deren Modul eine reele
Primzahl ist [2556] published in 1845. Schénemann is described as an oberlehrer (head
teacher) at the Gymnasium in Brandenburg. He begins his paper with an apology, acknowl-
edging that Gauss’s unpublished Section 8 was to contain contributions to the theory of
higher congruences, and that he (Schénemann) may have inadvertently rediscovered some
of Gauss’s results. Schénemann starts with a monic integer polynomial f of degree n which
is irreducible modulo a prime p. He then takes a complex root a of f and considers in effect
the quotient ring, Z[a]/pZ]a], which is a finite field of order p™. In this way, he avoids the
question of whether imaginary roots of irreducible congruences may be taken to exist. This
is described well in Cox [749], p. 296. One of Schénemann’s main theorems is that if we
allow « also to represent a root of f modulo p, then

f=@—-a)z—a?) - (z— apnfl) (mod p).

He also obtained a formula for the number of monic irreducible polynomials of degree n
modulo p. Schénemann’s paper is long (56 pages) and not very clear. It is also written in a
very formal style, each result being presented in the form of Erkidrung and Lehrsatz, followed
by Beweis, in imitation of the approach characteristic of Euclid’s Elements. Nonetheless,
Schénemann did innovatory work, which, even if anticipated by Gauss, was quoted reason-
ably frequently in the second half of the nineteenth century, for instance, by Kronecker.

In his paper Abriss einer Theorie der Hoheren Congruenzen in Bezug auf einen reellen
Primzahl-Modulus [793] written in late 1856, and published in 1857, Dedekind covered much
of the same ground pioneered by Gauss in Disquisitiones Generales de Congruentiis. While
we pointed out above that Dedekind was responsible for editing Gauss’s manuscript for
publication in 1863, Frei presents several strong reasons to suppose that, at the time he
wrote, Dedekind was unacquainted with this key work, and did not see it until 1860. Frei
suggests that Dedekind was more concerned to give a solid foundation to Kummer’s theory of
ideal numbers. In any case, Dedekind notes that there is a strong analogy between the theory
of polynomials modulo a prime and elements of number theory. By way of illustrating this
analogy, let p be an odd prime and let P and @ be different irreducible monic polynomials
of degrees m and n, respectively. Then working modulo @, P determines an element of the
field of order p™, and this element is either a square or a non-square. By analogy with the
Legendre symbol, we set (g) equal to 1 if P is a square modulo @, and (%) equal to —1

if it is a non-square. Working modulo P, we may likewise define (%) Then, in complete
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analogy with the law of quadratic reciprocity, we have

BIONEES

In his proof, Dedekind uses a version of Gauss’s Lemma, employed in one of Gauss’s proofs
of the quadratic reciprocity theorem.

1.1.8 Moore’s characterization of abstract finite fields

Towards the end of the 19th century, finite fields began to assume a more prominent position
in contemporary algebraic research, partly because of their importance in the construction of
finite analogues of the classical linear groups. Camille Jordan, in his Traité des substitutions
[1621] had investigated classical groups, such as the general linear group (also called the
linear homogeneous group), over finite fields of prime order. E. H. Moore observed that
certain of these constructions could be extended to arbitrary finite fields and he discovered
the simple groups usually denoted by PSLs(¢"). (He became aware by 1895 that these
groups were already known to Emile Mathieu, who had come across them in 1860, [2021],
pp. 38-42.) In any case, Moore was led to the investigation of abstract finite fields.

We quote from Moore’s paper A doubly infinite system of simple groups, read on August
25, 1893, at the International Mathematical Congress held in Chicago [2139]. This paper
gives the details of Moore’s discoveries.

Suppose that we have a system of s distinct symbols or marks (s being some positive
integer) and suppose that these marks may be combined by the four fundamental operations
of algebra—addition, subtraction, multiplication, and division—these operations being subject
to the ordinary abstract operational identities of algebra

Wi+ g = pg o ey iy = pgpe o (i g e = pafe + e ete,

and that when the marks are so combined the results of these operations are in every case
uniquely determined and belong to the system of marks. Such a system of marks we shall
call a field of order s, using the notation F|[s]. ...

We are led at once to seek [t]o determine all such fields of order s, F|s].

Moore notes that Galois had defined a field of order ¢", for each prime ¢ and each positive
integer n. Moore denotes this field by GF[¢"], presumably in honor of Galois. This GF[¢"]
is defined via an irreducible polynomial of degree n modulo ¢, and is unique, in the sense
that such irreducible polynomials exist for all ¢ and n, and the GF[¢"] so constructed is
independent of the particular irreducible polynomial chosen. Moore’s main theorem is then
stated as: Every existent field F[s| is the abstract form of a Galois field GF[q"]; s = ¢™.
Moore remarks: This interesting result I have not seen stated before.

Moore’s proof occupies pages 212-220 of his paper, and he derives further properties
of GF[q"] in the next few pages. We feel that Moore’s paper marks the beginning of the
abstract theory of finite fields. In 1896, Dickson was awarded the first doctorate in mathe-
matics at the new University of Chicago, for a thesis written under Moore’s direction, the
subject matter being permutation polynomials over finite fields. Dickson’s 1901 book gave
a streamlined proof of Moore’s uniqueness theorem on pp. 13-14.

1.1.9 Later developments

Following the work of his thesis, Dickson was to extend Jordan’s analysis of classical groups
to their counterparts over arbitrary finite fields, and his research was the subject of his
monograph of 1901. Dickson even generalized ideas of Elie Cartan on continuous groups
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and their Lie algebras, and published in 1901 (with later additions) details of his discovery
of versions of the groups of type Eg and G over finite fields [842, 848, 843, 844]. It was
not until later work of Chevalley in 1955 that further finite analogues of the exceptional
continuous groups were constructed in a uniform way.

The theory of finite fields may be said to have acquired a more conceptual form in the
twentieth century after Emil Artin (1898-1962) introduced the notion of a zeta function
for a quadratic extension of the rational function field F,(¢), where p is a prime. Artin
formulated a version of the Riemann hypothesis for these zeta functions, and verified the
hypothesis for a number of curves in his dissertation, published in 1924. Helmut Hasse
(1899-1979) subsequently proved the Riemann hypothesis for function fields of genus 1
in 1934, but the complete proof for arbitrary non-singular curves by André Weil (1906-
1998) in 1948 employed sophisticated methods of algebraic geometry. The analogy between
counting rational points on algebraic varieties over finite fields and the cohomology theories
of complex varieties has been a powerful motivating force in the more recent theory of finite
fields.

References Cited: [135, 749, 793, 842, 843, 844, 848, 850, 851, 1168, 1257, 1258, 1259,
1297, 1621, 1804, 1939, 2021, 2139, 2556, 2596, 2848]
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2.1 Basic properties of finite fields

Gary L. Mullen, The Pennsylvania State University
Daniel Panario, Carleton University

Proofs for most of the results in this chapter can be found in Chapters 2 and 3 of [1939];
see also [1631, 1938, 2017, 2049, 2077, 2179, 2921]. We refer the reader to Section 2.1.8 for
a comprehensive list of other finite field related books.

2.1.1 Basic definitions

Definition A ring (R, +, -) is a nonempty set R together with two operations, “+” and
“” such that:

(1) (R, +) is an abelian group;
(2) - is associative, that is for all a,b,c € R,a-(b-¢) = (a-b) - ¢;
(3) left and right distributive laws hold: for all a,b,c € R

a-(b+c)=a-b+a-¢c and (b+c)-a=b-a+c-a.

Definition Let R be a ring.
(1) R is a ring with identity if the ring has a multiplicative identity;
(2) R is commutative if “” is commutative;
(3) R is an integral domain if it is commutative with identity and a-b = 0 implies a = 0

or b= 0, for any a,b € R;

13
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(4) R is a diwision ring (also called a skew field) if the nonzero elements of R form a

group under “”;
(5) R is a field if it is a commutative division ring.

2.1.3 ’Deﬁnition The order of a finite field F is the number of distinct elements in F.

2.1.4 Remark The following theorem is a famous result due to Wedderburn.

2.1.5 Theorem Every finite division ring is a field.

2.1.6 Definition If R is a ring and there exists a positive integer n such that nr = 0 for all
r € R, then the least such positive integer n is the characteristic of the ring, and R has
positive characteristic. Otherwise, R has characteristic zero.

2.1.7 Theorem A ring R # {0} of positive characteristic having an identity and no zero divisors
must have prime characteristic.

2.1.8 Corollary A finite field has prime characteristic.
2.1.9 Proposition For a commutative ring R of characteristic p, we have
(a1 +-+a)? =a" +-- 4 a"
for every n > 1 and a; € R.
2.1.2 Fundamental properties of finite fields
2.1.10 Lemma Suppose F is a finite field with a subfield K containing ¢ elements. Then F' is a

vector space over K and |F| = ¢, where m is the dimension of F' viewed as a vector space
over K.

2.1.11 |Definition A field containing no proper subfield is a prime field.

2.1.12 Theorem Let F be a finite field. The cardinality of F' is p™, where p is the characteristic of
F and n is the dimension of F' over its prime subfield.

2.1.13 Remark We denote by I, a finite field with ¢ elements. We note that by Remark 2.1.34
there is only one finite field (up to isomorphism) with ¢ elements.

2.1.14 Remark Another common notation for a field of order ¢ is GF(q), where GF stands for
Galois field. This name is used in honor of Evariste Galois (1811-1832), who in 1830 was the
first person to seriously study properties of general finite fields (fields with a prime power
but not necessarily a prime number of elements).

2.1.15 Remark The recent publication of The Mathematical Writings of Evariste Galois by Neu-
mann [2223] will make Galois’s own words available to readers.

2.1.16 Lemma If F, is a finite field with ¢ elements and a # 0 € F,, then a?~' = 1, and thus
a? = a, for all a in Fy.

2.1.17 Remark An immediate consequence of the previous lemma is that the multiplicative inverse
of any a # 0 in a field of order ¢ is a?~2, because a?72-a = a9~ 1.

2.1.18 Theorem The sum of all elements of a finite field is 0, except for the field Fs.
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2.1.19 |Definition A polynomial f over F, is an expression of the form f(z) = > a;z", where
n is a nonnegative integer, and a; € F, for ¢ = 0,1,...,n. A polynomial is monic if the
coefficient of the highest power of x is 1. The ring formed by the polynomials over F,
with sum and product of polynomials is the ring of polynomials over F, and is denoted
by F,[z].

2.1.20 |Definition A polynomial f € F,[x] is an irreducible polynomial over F, if f has positive
degree and f = gh with g, h € Fy[z] implies that either g or h is a constant polynomial.

2.1.21 Remark Both F,[z] and the ring of polynomials in n > 1 variables, F,[z1,...,z,], have
unique factorization into irreducibles.

2.1.22 |Definition The Mo6bius p function is defined on the set of positive integers by

1 if m=1,
pu(m) =< (=1)* if m = myms - - - my, where the m; are distinct primes,
0 otherwise, i.e., if p? divides m for some prime p.

2.1.23 |Definition The number of monic irreducible polynomials of degree n over F, is denoted
by I4(n).

2.1.24 Theorem For all n > 1 and any prime power ¢, we have

I,(n) = % > u(d)ge.
d|n

2.1.25 Remark We have that I,(n) > 0 for all prime powers ¢ and all integers n > 1:

1 1 o
Iq(n)zﬁzu(d)q"/dzﬁ(q”—q”1—q Po—q)>0.
d|n

2.1.26 Remark For a polynomial f € Fy[z], we have (f(z))? = f(x9). This property is of great
use in finite field calculations.
2.1.27 Lemma If F, is a finite field with ¢ elements then in Fy[z] we have

2l —x = H(m—a).

a€lF,

2.1.28 Remark The next theorem is crucial for fast polynomial irreducibility testing and factor-
ization algorithms over finite fields; see Sections 11.3 and 11.4.

2.1.29 Theorem Let f be an irreducible polynomial of degree n over F,. Then f(x)|(z¢ — z) if
and only if n|r.
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2.1.30 |Definition Let f € F[z] be of positive degree and E an extension of F. Then f splits
in E if f can be written as a product of linear factors in E[z], that is, there exist
a1,Qs,...,0, € E such that

f(@) = a(z —a)(z —ag) - (& - an),

where a € F is the leading coefficient of f and E is the smallest such field. The field F
is a splitting field of f over F' if f splits in E.

2.1.31 Theorem If F is a field, and f any polynomial of positive degree in F'[z], then there exists
a splitting field of f over F. Any two splitting fields of f over F' are isomorphic under an
isomorphism which keeps the elements of F' fixed and maps the roots of f into each other.

2.1.32 Theorem For every prime p and positive integer n. > 1 there is a finite field with p™ elements.
Any finite field with p™ elements is isomorphic to the splitting field of ?" — & over Fp.

2.1.33 Remark The previous theorem shows that a finite field of a given order is unique up to
field isomorphism because splitting fields are unique up to isomorphism. Thus we speak of
“the” finite field of a particular order q.

2.1.34 Remark We note that when p is a prime the field F,, is the same as (isomorphic to) the
ring Z,, of integers modulo p. The ring Z, is also denoted by Z/pZ. When n > 1 the finite
field IF» is not the same as the ring Z,» of integers modulo p". Indeed, Z,» is not a field if
n > 1.

2.1.35 Theorem Let F),» be the finite field with p™ elements. Every subfield of F,,» has p™ elements
for some positive integer m dividing n. Conversely, for any positive integer m dividing n
there is a unique subfield of Fp» of order p™.

2.1.36 Remark The subfields of Fyss are illustrated in the following diagram:

]FSG

q

Figure 2.1.1 The subfields of I s6.

2.1.37 Theorem The multiplicative group Fy of all nonzero elements of the finite field F, is cyclic.

2.1.38 |Definition An element a € Fy which multiplicatively generates the group Iy of all nonzero
elements of the field F, is a primitive element, sometimes also a primitive root.

2.1.39 Remark Let 6 be a primitive element of a finite field ;. Then every nonzero element of F,
can be written as a power of #. This representation makes multiplication of field elements
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very easy to compute. However, in general, it may not be easy to find the power s of § such
that 6% + 0" = 0%; see Subsection 2.1.7.5. Conversely, as we will see later in our discussion
of bases for finite fields, representations which make exponentiation easy to compute often
have a more complex multiplicative structure.

2.1.40 ’Deﬁnition Let a € . The order of  is the smallest positive integer n such that o™ = 1.

2.1.41 Remark We use the notation (a,b) or ged(a,b) to represent the greatest common divisor
(gcd) of a and b, where a and b belong to a Euclidean domain (usually integers or polyno-
mials).

2.1.42 Lemma If g is a primitive element of F, then ¢ is a primitive element of F, if and only if
(t? q— 1) =1L

2.1.43 |Definition The number of positive integers e < n such that (n,e) = 1 is denoted by ¢(n),
and is the Euler function.

2.1.44 Remark The Euler function is multiplicative: if (m,n) = 1, then ¢(mn) = ¢(m)p(n).

2.1.45 Remark It follows from Lemma 2.1.42 that there are exactly ¢(q — 1) primitive elements
in F,.

2.1.46 |Definition A monic polynomial all of whose roots are primitive elements is a primitive
polynomial.

2.1.47 Remark Primitive polynomials are treated in Chapter 4.

2.1.48 |Definition The reciprocal f* of a monic polynomial f of degree n is defined by f*(x) =
2" f(1/x). The polynomial f is self-reciprocal if f* = f.

2.1.49 Remark The reciprocal polynomial of an irreducible polynomial f, f(z) # z, over Fy is
again irreducible over F,. In addition, the monic reciprocal polynomial defined by f(x)/f(0)
of a primitive polynomial is also primitive.

2.1.50 Remark If f is a self-reciprocal irreducible polynomial of degree n > 1, in F,[z], then n
must be even.

2.1.51 Definition Let f € F4[z] be a nonzero polynomial. If f(0) # 0, the order of f is the least
positive integer e such that f|z¢ — 1. If f(0) = 0, let f(z) = 2"g(x) for some integer
r > 1 and g € F,[z] with g(0) # 0. In this case, the order of f is the order of g.

2.1.52 Remark We denote the order of f by ord(f). The order of a polynomial is also called the
period or exponent of the polynomial.

2.1.53 Theorem Let f € F,[z] be an irreducible polynomial over F, of degree n with f(0) # 0.
Then ord(f) is equal to the order of any root of f in the multiplicative group of F...

2.1.54 Corollary If f € F,[z] is an irreducible polynomial over F, of degree n, then ord(f)|(¢" —1).

2.1.55 Theorem Let F, be a finite field of characteristic p, and let f € F,[x] be a polynomial
of positive degree with f(0) # 0. Let f = aff1 }C”"’ be the canonical factorization of f
into irreducibles in F,[z], where a € Fy,b1,...,b, € N, and f1,..., fi are distinct monic
irreducible polynomials in F,[z]. Then ord(f) = ep’, where e is the least common multiple
of ord(f1),...,ord(fx) and ¢ is the smallest integer with p® > max(by,. .., bg).
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2.1.3 Extension fields

2.1.56 |Definition Let K be a subfield of F' and let M be a subset of F. Then K (M) denotes the
intersection of all subfields of F' containing K and M as subsets. This field is K adjoin
M. When M is finite, say M = {a1,...,ax}, we write K (aq,...,ay) for K(M).

2.1.57 |Definition Let K C F, o € F, and f(«) = 0 where f is a monic polynomial in K [z]. Then
f is the minimal polynomial of « if v is not a root of any nonzero polynomial in K[x]
of lower degree.

2.1.58 Proposition The minimal polynomial of any extension field element is irreducible over the
base field. This result provides a method by which one can obtain irreducible polynomials.

2.1.59 |Definition A field F' is a finite extension of K if K C F and F is a finite dimensional
vector space over K. In this case we refer to the dimension m of F' over K as the degree
of the extension, and we write [F : K| = m.

2.1.60 Theorem Let F be a finite extension of K and let E be a finite extension of F. Then E is
a finite extension of K. Moreover, we have [E : K| = [E : F|[F : K.

2.1.61 |Definition Let K C F and let « € F. Then « is algebraic over K if there is a nonzero
polynomial f € KJz| such that f(«) = 0 in F[z]. An extension field is algebraic if every
element of the extension field is algebraic.

2.1.62 Theorem Every finite extension of a field is algebraic.

2.1.63 Theorem Let K be a subfield of F' with o € F algebraic of degree n over K and let g be
the minimal polynomial of « over K. Then:

1. The field K(«) is isomorphic to the factor ring K[z]/(g).
2. The dimension of K(«a) over K is n.
3. The set {1,a,a?,...,a" 1} is a basis for K(a) over K.

4. Every element of K(«) is algebraic over K with degree dividing n.

2.1.64 Remark An extension obtained by adjoining a single element is a simple extension. The
next theorem gives an important property of finite fields which is not shared by infinite
fields (there are finite extensions of infinite fields which are not simple).

2.1.65 Theorem Let F, be a finite field and let I, be a finite extension of ;. Then F, is a simple
algebraic extension of Fy, and for any primitive element « of F, the relation F, = F,(«)
holds.

2.1.66 Corollary For any prime power ¢ and any integer n > 1 there is an irreducible polynomial
of degree n over IFy.

2.1.67 Example Consider ¢ = 2!%°. We can identify the elements of F, with polynomials of the
form ag+aja+as0® + - - - +agea®®, where 0 < a; < 2 for each i and where « is a root of an
irreducible polynomial of degree 100 over the field Fs. Corollary 2.1.66 shows that such an
irreducible polynomial always exists. Using Theorem 2.1.24 we have that there are exactly

ﬁ (2100 _ 250 _ 220 + 210)
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irreducible polynomials of degree 100 over Fs.

2.1.68 Remark Corollary 2.1.66 can also be derived using the formula for the number of irreducible
polynomials in Theorem 2.1.24.

2.1.69 Example Consider the polynomial f(z) = 2%+ +1 over the field Fy. Since f does not have
a root in Fy, f is irreducible over Fy. Let « be a root of f so that a? + «a + 1 = 0, that is,
a? = —(a+1) = a+1. The field F; = Fy2 can be represented as the set {aa+b: a,b € Fa}.
We give the addition and multiplication tables for the field F52. We note that « is a primitive
element in the field Fy, so a! =, 0? =a+1 and o® = 1.

+ ‘ 0 1 a a+1 X ‘ 0 1 « a+1
0 0 1 « a+1 0 0 0 0 0
1 1 0 a+1 a 1 0 1 a a+1
« « a+1 0 1 a 0 a a+1 1
a+1l|a+1 Q 1 0 a+1 0 a+1 1 «

2.1.70 Example Consider the field Fg, which is a vector space of dimension 2 over F3. Consider
f(x) = 22 +2+2 in F3[z]. This polynomial has no roots in 3 so it is irreducible over F3. Let
a be a root of f,s0 a2 +a+2 = 0. Hence a? = —a—2 = 2a+ 1. The field Fs: is isomorphic
to the set {aa+b | a,b € F3} with its natural operations. We can compute the addition and
multiplication tables by hand. For example, 2a(a+2) = 2a? +4a = 2(2a+1) + a = 2a+ 2.
The following addition and multiplication tables are obtained. We can use the multiplication
table to check that the multiplicative order of « in Fg is 8, and thus « is a primitive element

Ong.
+ 0 1 2 « a+1l a+2 200 2a+1 2a+2
0 0 1 2 « a+l a+2 20 2a+1 2a+2
1 1 2 0 a+1l a+2 « 20+1 2a4+2 2«
2 2 0 1 a+2 « a+1l 2a+2 2c 20+ 1
« « a+l a+2 20 2a+1 200+ 2 0 1 2
a+1 a+l a+2 « 20+1 2a+2 2« 1 2 0
a+2 a+2 « a+l 2a+2 20 2a+1 2 0 1
2c 2c 20+ 1 2a+2 0 1 2 a a+l a+2
20+1 | 2aa+1 2a+2 2a 1 2 0 a+l a+2 a
20+ 2 | 2a0+ 2 2¢ 200+ 1 2 0 1 o+ 2 « a+1
X 0 1 2 a a+1l a+2 2 2a0+1 20+ 2
0 0 0 0 0 0 0 0 0 0
1 0 1 2 a a+1l a+2 2c 20+ 1 2a+2
2 0 2 1 2c 204+ 2 2a+1 « a+2 a+1
a 0 a 2c 20 + 1 1 a+l a+2 2a+2 2
a—+1 0 a+1 2a+2 1 o+ 2 2 2 o 20 + 1
a+2 0 a+2 2a0+1 a+1 2c 2 200 + 2 1 «
2c 0 2c a a+2 2 204+ 2 2a+1 a+1 1
20+ 1 0 204+1 a+2 2a+2 a 1 a+1 2 2c
200+ 2 0 20+2 a+1 2 20 + 1 a 1 2c a+2

2.1.71 Example Let f(x) = 22+ 1 € F3[x]. It is straightforward to check that f is irreducible over
the field F5. Let a be a root of f. We compute o? = —1 and a* = 1. Hence no root of f can
have order 8, that is, no root of f can be a primitive element. Nevertheless, the splitting
field of f over Fj is Fg. It can be seen that a4 1 has order 8 and is thus a primitive element
for Fg over [F3.
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2.1.72 Remark Tables of irreducible and primitive polynomials can be found in Section 2.2. In
that section is a discussion of some computer algebra packages for implementing finite field
arithmetic.

2.1.73 Theorem If f is an irreducible polynomial of degree n over [F, then f has a root o in Fyn.
n—1

Moreover all of the roots of f are simple and are given by «, a4, aq2, co,al

2.1.74 |Definition Let a € Fyn. Then o, o4, aqz, . ,oﬂw1 are the conjugates of o over F,,.

2.1.75 Lemma Let o € Fy» and let the minimal polynomial of « over F, have degree d. Consider

the set o, a4, oﬂ2, ceey a?" " of conjugates of o. The elements of this set are distinct if n = d;
otherwise each distinct conjugate is repeated n/d times.

2.1.76 Theorem The distinct automorphisms of Fg» over F, are given by the functions
00,01, ...,0n—1 Where 0;: Fgn — Fyn and is defined by o,(a) = a? for any a € Fyn.

2.1.77 Remark The set of automorphisms of F, forms a group with the operation of functional
composition. This group is called the Galois group of Fgn over Fy. It is a cyclic group
with generator oy: Fgn — Fgn that maps a € Fgn to of, and is called the Frobenius
automorphism. The conjugates of « are thus the elements to which « is sent by iterated
applications of the Frobenius automorphism.

2.1.78 Remark The subfields of Fyn are exactly the fields of the form Fym where m|n. The sub-
groups of the Galois group of Fy» over F, are exactly the groups generated by of" where
m|n. Moreover, 67" () = v if and only if & € Fgm. Thus there is a one-to-one correspondence
between the subfields of Fy» and the subgroups of its Galois group.

2.1.79 Remark In general, if F' is an extension of a field K then the set of automorphisms of F'
that leave K fixed pointwise is the Galois group of F' over K. The field of Galois theory is
the study of Galois groups. Thus, if K is finite and F is a finite extension of K then the
Galois group is cyclic. When K is infinite, the Galois group need not be cyclic, even if F is
a finite extension of K.

2.1.4 Trace and norm functions

2.1.80 |Definition Let K = F, and F' = Fyn. For a € F, we define the trace of a over K as
Trr/g(a) =a+a?+-- + ad " Equivalently, Trr/x () is the sum of the conjugates
of a. If K is the prime subfield of F' then the trace function is the absolute trace.

2.1.81 Example Let K = Fy and F' = Faa. Then Trp g (a) = o + a? 4+ a* + b For K = F, and
F =6 we have Trp g (a) = a + at.

2.1.82 Remark Since (TrF/K(a))q = Trp k() the trace of an element always lies in the base
field K.

2.1.83 Theorem Let K =F, and F' = Fy». The trace function has the following properties:

1. for any o € F, Trp i (a) € K;

2. Trp/(a+ B) = Trp k() + Trp (B) for o, B € F;
3. Trp/k(ca) = cTrp/k(a) for a € F and ¢ € K;
4. the trace function is a K-linear map from F onto K;



Introduction to finite fields 21

5. Trp g (a) = na for a € K;

6. Trp/k(a?) = Trp/k(a) for a € F;

7. for any o € K, we have {8 € F | Trp/k(8) = o} = ¢" %

8. Suppose that K C F' C FE are finite fields; then for any a € F

Trg k() = Trp k (Trg p(a)).

2.1.84 Theorem For 3 € F' let Lg be the map o — Trg/k(Ba). Then Lg # L if B # ~. Moreover

the K-linear transformations from F' to K are exactly the maps of the form Lg as 3 varies
over the elements of the field F'.

2.1.85 Remark The result in Theorem 2.1.84 provides a method to generate all of the linear

2.1.86

2.1.87

2.1.88

2.1.89

2.1.90

transformations from the extension field F' to the subfield K.

Definition Let K = F, and F' = Fy». The norm over K of an element « € F' is defined by
. n—1 )
Normp/ g (o) = aa? - - - a?" = H o' = " ~D/(aD),
i=0

Remark The norm of an element « is thus calculated by taking the product of all of the
conjugates of «, just as the trace of « is obtained by taking the sum of all of the conjugates
of a.

Theorem Let K =, and F' = Fy». The norm function has the following properties:

1. Normpk(a) € K;

Normp, g () = Normp, g (o) Normp, i (3) for o, 8 € F;
the norm maps F onto K and F* onto K*;
Normp, g (o) = o™ if a € K

Normp, g (?) = Normp /g (a);

if K C F C E are finite fields then

S o

Normpg /g (a) = Normp, g (Normpg,p(c)) .

2.1.5 Bases

Remark Every finite field F' is a vector space over each of its subfields, and thus has a
vector space basis over each of its subfields. There are several different kinds of bases for
finite fields. Each kind of basis facilitates certain computations. When doing computations in
finite fields, there are some important operations like addition, multiplication, g-th powering
and finding inverses. With some bases computing inverses and ¢-th powers are easy, while
multiplication could be more involved. With other bases, one can calculate multiplications
quickly at the cost of more complicated inverse computations or exponentiations.

Remark The vector space of all n x r matrices over a field F, is of dimension nr over F,.
Taking into account the order of the elements, the total number of distinct bases of Fgn
over Iy is given by

(qn _ 1)(qn _ q) . (qn _ qn—l)7
which is also equal to the number of elements in the general linear group GL,,(F,), the ring
of nonsingular n x n matrices over [Fy.



22 Handbook of Finite Fields

2.1.91 Remark Consider F,» as a vector space over Iy of dimension n. We know there are many

2.1.92

bases for this vector space. Given B = {a1,...,a,} C Fyn, how can we tell if B is a basis
for Fyn over F,7 We begin with a test which determines whether a set of elements of Fyn
is independent over F,. If this result is applied to a set containing n elements, it can thus
be used to determine whether these elements form a basis of Fy» over F,. We require the
following notation.

Definition Let K =F, and F = Fgn. Let {1, ..., o} be a set of n elements of F viewed
as a vector space over the subfield K. We define the discriminant Ag i (aq, ..., o)
with the following rule:

Trp/g(a1ar) -+ Trp/g(aian)
AF/K(Q17~-~aan) = : . :
rI‘I'F/I((Oénal) te T‘I‘F/K (anan)

2.1.93 Theorem If a1,...,a, € Fyn, then the set {a1,...,a,} is a basis for Fyn over F, if and

only if Ar_, /F, (a1,...,ay) is nonzero.

2.1.94 Remark The following result provides an alternative method to determine if a given set of

2.1.95

2.1.96

2.1.97

2.1.98

2.1.99

elements forms a basis. We note that the calculations for this method must be done in the
extension field, not in the base field. Working in the extension field may have a significant
computational cost. For example, if the base field is F5 and the extension field is Fgi000 then
computations in the base field are much faster than computations in the extension field.

Corollary The set {aq,...,a,} is a basis for Fy» over Fy if and only if
(e 71 N QU
a‘f . ad
: £ 0.
no1 .-
of o
Definition Let o be a root of an irreducible polynomial of degree n over F,. The set
{1,a,0?,..., "} is a polynomial basis of the field F,» over F,.
Remark When we use a polynomial basis for F,» we can regard field elements, which in

reality are polynomials in « of degree at most n — 1, as vectors. We can then easily add
vectors in the usual way by adding the corresponding coefficients. Field multiplication is
more complicated since we must gather terms with like powers of the basis elements when
we simplify a product.

Definition If o € Fn and {a,a9,...,a9" '} is a basis for Fyn over F,, then the basis is a
normal basis of Fyn over IFy, and « is a normal element.

Remark If 5 = aga + a10? 4+ -+ + an_loﬂw1 so that [ is represented by the vector
(agy...,an—1), then a? is simply represented by the shifted vector (a,—1,aq,...,an—2).
Thus if we have a normal basis, it is extremely easy to raise a field element to the power
q. Addition is of course also still easy to compute using a normal basis. We note that
multiplication of field elements is quite complicated using a normal basis. In Section 5.2 we
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give important properties of normal bases including their existence for any finite extension
field of F,,.

2.1.100 |Definition Two ordered bases of Fyn over F, {aq,...,an} and {f1,..., 3.} are comple-
mentary (or dual) if Trg_, s, (0iB;) = 0ij, where 0;; = 0 if j # i and 0;; = 1 if i = j.
An ordered basis is self-dual if it is dual with itself.

2.1.101 |Definition A primitive normal basis for an extension field Fy» over F, is a basis of the
form {o, af, oﬂ2, ... ,aqn_l}, where « is a primitive element for Fy» over F,.

2.1.102 Remark Further kinds of bases for finite fields and their properties are discussed in detail
in Chapter 5. For example, we show that each basis of Fy» has a unique dual basis. We give
fundamental properties of normal bases and primitive normal bases in Section 5.2. We give
there, among other results, the fundamental theorem that for any prime power ¢ and any
integer n > 2 there exists a primitive normal basis for Fy» over Fj,.

2.1.6 Linearized polynomials

2.1.103 |Definition Let L(z) = 2?2_01 a;z?, where a; € Fgn. A polynomial of this form is a
linearized polynomial over F,» (also a g-polynomial because the exponents are all powers
of q).

2.1.104 Remark These polynomials form an important class of polynomials over finite fields because
they are Fy-linear functions from Fyn to Fgn.

2.1.105 Theorem Let L(z) be a linearized polynomial. Then for all a, 5 € Fyn and all ¢ € Fy, we
have

1. L(a+ 8) = L(a) + L(B),
2. L(ca) = cL(a).

2.1.106 Theorem Let L be a nonzero linearized polynomial over Fy» and assume that the roots of L
lie in the field Fys, an extension field of Fyn. Then each root of L has the same multiplicity,
which is either 1, or a positive power of g.

2.1.107 Remark The Frobenius automorphism x +— ¢ is one such example, and the trace function

Tr(x) = Z?;Ol 27 provides another important example of a linearized polynomial over Fj,.

2.1.108 |Definition Let L be a linearized polynomial over Fgn. A polynomial of the form A(x) =
L(z) — a, for a € Fyn, is an affine polynomial over Fyn.

2.1.109 Theorem Let A be a nonzero affine polynomial over Fy» and assume that the roots of A
lie in the field Fgs, an extension field of Fy». Then each root of A has the same multiplicity,
which is either 1, or a positive power of gq.

2.1.7 Miscellaneous results

2.1.110 Remark We collect here some concepts and results needed in later sections of the handbook.
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2.1.117

2.1.118
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2.1.120
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2.1.7.1 The finite field polynomial ¢ function

Definition For f € F,[z], ®,(f) denotes the number of polynomials over F, which are of
smaller degree than the degree of f and which are relatively prime to f. This is also the
number of units in the ring F,[z]/(f(x)).

Remark Similarly to the corresponding properties for the Euler function from elementary
number theory, we have the following result (see Lemma 3.69 of [1939] and Definition 2.1.43).

Lemma The function ®, has the following properties:

1. ®,(f) =1 if the degree of f is 0;
2. @4(fg) = Du(f)Pq(g) if f and g are relatively prime;
3. if f has degree n > 1 then

Dy(f)=q" Q=g ™) - (1—q "),

where ny,...,n, are the degrees of the distinct monic irreducible polynomials
appearing in the unique factorization of f in F,[z].

Remark One important consequence of Lemma 2.1.113 is that if f is irreducible of degree
n over Ty, then ®,(f¢) = ¢"¢ — ¢"(¢~ 1 for any positive integer e.

2.1.7.2 Cyclotomic polynomials

Remark The following is a synopsis of properties of roots of unity and cyclotomic polyno-
mials, which can be found in [1939, Chapters 2 and 3].

Remark Let n be a positive integer. The polynomial ™ — 1 has many special properties over
any field. For example, ™ — 1 is the minimal polynomial of the Frobenius automorphism
which generates the Galois group of Fy» over Fy, which is useful when studying normal bases
over finite fields, see Section 5.2. Many of the basic properties of cyclotomic polynomials
(and their roots) hold over arbitrary fields, however in this section we restrict to the finite
field case.

Definition The roots o, s, ..., a, € F¢n of the polynomial ™ — 1 € F,[z] are the n-th
roots of unity over Fy.

Remark The roots of any degree n polynomial over F, must be in Fy». Thus, the n-th roots
of unity of I, are all contained in Fgn.

Theorem Let n be a positive integer and let IF; be a finite field of characteristic p. If p does
not divide n, the roots of unity form a cyclic group of order n with respect to multiplication
in F;. Otherwise, let n = mp®, where e > 0 and ged(m,p) = 1. Then 2" — 1 = (2™ — 1)P"
and the n-th roots of unity are the m-th roots of unity with multiplicity p€.

Definition Let F, be a finite field of characteristic p which does not divide n. Denote the
cyclic group of n-th roots of unity as U,,. Suppose that U, is generated by o € Fyn, that
is U, = (). Then « is a primitive n-th root of unity over F,.
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2.1.121 |Definition Let IF, have characteristic p, not dividing n, and let ¢ be a primitive n-th root
of unity over IF,. Then the polynomial

Q@)= [ @-¢)
cd(s,n

s=1g )=1

is the n-th cyclotomic polynomial over .

2.1.122 Remark The n-th cyclotomic polynomial does not depend on the choice of primitive root
of unity chosen, since ¢*, ged(s,n) = 1, runs over all primitive n-th roots of unity.

2.1.123 Theorem Let F, be a finite field with characteristic p which does not divide n. Then
1. deg(Qn) = ¢(n);

2. 2" —1=]]y, Qa(z);
3. the coefficients of Q,,(z) lay within F,,.

2.1.124 Proposition Let r be a prime and let k be a positive integer. Then
Q@) = 14+ 2™ 422" 4o gD

2.1.125 Theorem Suppose ged(n,q) = 1, then @, factors into ¢(n)/d distinct monic irreducible
polynomials in F,[z] of degree d, where d is the order of ¢ modulo n. Furthermore, Fa is
the splitting field of any such factor.

2.1.126 Corollary The cyclotomic polynomial @, is irreducible over F, if and only if n = 4, rk, 2rk,
k > 0, where r is an odd prime and ¢ is a primitive root modulo n.

2.1.127 Proposition Let p be a prime and let m and k be positive integers. The following properties
of cyclotomic polynomials hold over any field for which they are defined:

1. Qmp(x) = Qum(2P)/Qum(z), if p does not divide m;

2. Qmp(ﬂf) = Qm (ij), ifp divides m;
k—
3. Qupt () = Qup(a? 1)3
4. Q2 (7) = Qn(—2) if n > 3 and n is odd;
5. Qn(0) =1ifn>2;
6. Qn(xfl)x‘f’(”) = Qn(x) if n>2;
7.
0 ifn=1,
Qn(l): p ifn:pﬁ
1 if n has at least two distinct prime factors;
8.
-2 ifn=1,
0 if n =2,
Qn(_l) = . e
p ifn=2p°
1 otherwise.

2.1.128 Theorem Let n be a positive integer not divisible by the characteristic of ;. An explicit
factorization of the @, over IF, is given by

Qu(a) =[] = 1/ = T = 1y,

d|n d|n
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where p is the Mobius function, see Definition 2.1.22.

2.1.129 Proposition Suppose ged(n, g) = 1, then @, is irreducible over Fy if and only if the multi-
plicative order of ¢ modulo n is ¢(n).

2.1.130 Theorem The product of all monic irreducible polynomials of degree n over F,, denoted
I(g,n;x), is given by
I(g,n; ) HQm

where the product is taken over all positive lelsors m of ¢" — 1 such that n is the multi-
plicative order of ¢ modulo m.

2.1.7.3 Lagrange interpolation

2.1.131 Theorem If f: F, — [F,, there is a unique polynomial P; with coefficients in F, and of
degree at most ¢ — 1 so that Py represents the function f, that is, Py(b) = f(b) for all

b € Fy. In particular,
= [ —a)’].

aclF,

2.1.132 Remark The property that every function over a finite commutative ring with identity can
be represented by a polynomial with coefficients in that ring characterizes finite fields. In
particular, if a finite commutative ring R with unity has the property that every function
from the ring to itself can be represented by a polynomial with coeflicients in the ring, then
R is a finite field, and conversely.

2.1.133 Remark The Lagrange Interpolation Formula can also be stated in the following form: for
n >0, let ag,...,a, be n+ 1 distinct elements of IFy, and let by, ...,b, be n + 1 arbitrary
elements of F,. Then, there exists exactly one polynomial f € Fy[z] of degree less than or
equal to n such that f(a;) =b;, ¢ =0,...,n. This polynomial is given by

=S I o=

i=0  k=0,k#i

2.1.134 Theorem Let f: F; — F,. The polynomial Pf(zi,...,x,) represents f, that is,
Pr(by,...,bn) = f(b1,...,b,) for all (by,...,b,) € Fy, where

Pp(x1,...,2,) = Z flar,...;apn)[l = (21 —a)T - [1 = (2, — a,) .

(a1,...,an)EFY

2.1.7.4 Discriminants

2.1.135 |Definition Let f be a polynomial of degree n in Fy[z] with leading coefficient a, and with
roots aq, s, ..., a, in its splitting field, counted with multiplicity. The discriminant of
f is given by

D(f)y=a>? J] (i—ay)*

1<i<j<n

2.1.136 Example The discriminant of az? + bz + ¢ = a(z — a1)(x — az) is

D(az® +br+c) = a*(ar— )’ =a®((a1 +a2)® — dajas)
= a* (b2q_2 — 4ca_1) =b? — 4ac.
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The discriminant of az® + bx? + cx + d is
D(az® 4 ba® + cx + d) = b*c* — 4b3d — 4ac® — 27a*d? + 18abcd.

2.1.137 Remark The discriminant of f is a polynomial in the coefficients of f. It is also a symmetric
function in the roots of f and thus lies in F,. Clearly, f has a multiple root if and only if

D(f) = 0.

2.1.138 Proposition An alternative formula for the discriminant of a polynomial f is
n
D(f) = ()5 [ £ (),
i=1
where f’ denotes the derivative of the polynomial f.

2.1.7.5 Jacobi logarithms

2.1.139 |Definition If the elements of F; are represented as powers of a fixed primitive element
b € F,, then addition in F, can be facilitated by using Jacobi logarithms (sometimes
also called Zech logarithms) L(n) defined by the equation 1+ b" = b“("), where the case

b" = —1 is excluded.

2.1.140 Remark One can show that b 4 0" = b™+L("=™) whenever this is defined. Tables of
Jacobi logarithms for fields of characteristic 2 and order at most 64 can be found on Table
B of [1939]. Jacobi logarithms were first studied by Jacobi [1584].

2.1.7.6 Field-like structures
2.1.141 Remark In this subsection we briefly describe several algebraic systems that have many

but perhaps not all of the properties of a field. We are indebted to John Sheekey (Universita
di Padova) for this section.

2.1.142 |Definition A left (resp. right) prequasifield is a set @ together with two operations, “4”
and “” such that:

(1) (Q, +) is an abelian group;
(2) for all a,b,c € @ there exist unique z,y, z € @ such that

a-x=bb and y-a=b and a-z=0b-z+c
(3) left (resp. right) distributive laws hold: for all a,b,c € @

a-(b+c)=a-b+a-c (resp.(b+c)-a=b-a+c-a).

2.1.143 |Definition Let @) be a left prequasifield.

(1) A left prequasifield is a left quasifield if it has a multiplicative identity.
(2
(3
(
(

) A left prequasifield is a presemifield if it is also a right prequasifield.
)
4) A semifield is commutative if “-” is commutative.
)

A presemifield is a semifield if it has a multiplicative identity.

5) A left quasifield is a left nearfield if “-” is associative.
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2.1.144 Remark All left prequasifields have prime power order. Left prequasifields coordinatize
translation planes. The smallest left prequasifield which is not a field has order 9. The
smallest semifield which is not a field has order 16. For more on the above structures
see [807] or [1560].

2.1.145 Remark The multiplicative structure of a left prequasifield is a quasigroup. The multi-
plicative structure of a semifield is a loop. The multiplicative structure of a nearfield is a

group.

2.1.146 |Definition Let () be a set together with two operations, “4+” and “”, containing additive
identity 0 and multiplicative identity 1, such that:

(1) (Q/{0},) is a group;
(2) left and right distributive laws hold: for all a,b,c € Q

a-(b+c)=a-b+a-c and (b+c)-a=b-a+c-aq
(3) there exists a unique element 0 such that for all a € @
a+0=0+a=a.

(4A) Q is a neofield if in addition to (1), (2) and (3) it satisfies for all a,b € @ there
exist unique x,y € @ such that

a+x=b and y+a=h.

(4B) Q is a division semiring if in addition to (1), (2) and (3) above it also satisfies
+ is associative and commutative.

2.1.147 Remark The additive structure of a neofield is a loop. The additive structure of a division
semiring is a commutative monoid.

2.1.148 Remark For more properties of semirings see [1291]. Note that a division semiring in which
multiplication is commutative is sometimes also referred to as a semifield, but this definition
does not coincide with the previously defined structures.

2.1.149 Remark For more properties of neofields see [2343].
2.1.7.7 Galois rings

2.1.150 Remark We briefly describe Galois rings. We are indebted to Horacio Tapia-Recillas (Uni-
versidad Auténoma Metropolitana, Unidad Iztapalapa, México) for this subsection.

2.1.151 Remark Galois rings represent a natural (Galois) extension of the (local) modular ring
of integers Z/p™Z where p is a prime and m a positive integer. Krull [1808] recognized
their existence and later, Janusz [1593] and Raghavendran [2436] independently obtained
additional properties of these rings. More details on Galois rings can be found in [283, 1409,
2045, 2921].

2.1.152 |Definition Let Z/p™Z be the ring of integers modulo p™, p a prime and m > 1 an integer.
A monic irreducible (primitive) polynomial f € (Z/p™Z)[z] of degree n is a monic basic
irreducible (primitive) if its reduction modulo p is irreducible (primitive) in (Z/pZ)[x].
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2.1.157
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2.1.161
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Remark Monic basic irreducible (primitive) polynomials in (Z/p™Z)[x] can be determined
by means of Hensel’s Lifting Lemma from monic irreducible (primitive) polynomials in

(Z/pZ)]x).

Definition Let f € (Z/p™Z)[x] be a monic basic irreducible polynomial of degree n. Then
the Galois ring determined by f is

GR(p™,n) = (Z/p"Z)[z]/(f(x)),

where (f(z)) is the principal ideal of (Z/p™Z)[x] generated by f(z).

Remark With the above notation, an equivalent definition of a Galois ring is the following.

Definition Let Z be the ring of (rational) integers and let f € Z[z] be a monic polynomial
of degree n such that its reduction modulo pZ is irreducible, then

GR(p™,n) = Z[z]/{p™, f)-

Remark The Galois ring GR(p™,n) can also be defined by means of the p-adic numbers in
the following way.

Definition Let p be a prime, Q,, be the field of p-adic (rational) numbers and Z, be the
ring of p-adic integers (for details see [2588]). Let n be a positive integer and let w
be a (p"” — 1) root of unity. Then Q,(w) is an unramified Galois extension of degree n
of Q,. Let Z,[w] be the ring of elements of Q,(w) integral over Z,. Let pZ,[w] be the
(unique) maximal ideal of Z,[w] generated by p. Then the quotient Z,[w]/pZ,[w] is a
field isomorphic to the Galois field .

Definition With the notation as above let m be a positive integer and let p™Zy[w] be the
principal ideal of Zy[w] generated by p™. Then the Galois ring GR(p™,n) is defined as:

GR(p™,n) = Zp|w]/p" Lp|w].

Remark This ring contains as a subring the ring of integers modulo p™, Z/p™Z, and can
be thought of as an extension of Z/p™Z by adjoining a (p™ — 1) root of unity w:

GR(p™,n) = (Z/p™Z) [w].
Theorem With the notation as above, the basic properties of the Galois ring GR(p™,n)
are the following [283, 1409, 2045, 2921]:

1. GR(p™,n) contains Z/p™Z as a subring, it has characteristic p™ and cardinality
p™™. The integer m is the nilpotency index of the Galois ring.

2. The ring GR(p™,n) is local with maximal ideal M = (p) = pGR(p™,n) gen-
erated by p, and a principal ideal ring where any ideal is of the form (p’) for
1=0,1,2,...,m. Furthermore, it is a finite chain ring:

GR(p™,n) = (p°) D (p) D> --- > (™ ") D (p™) = {0}.

The ideal (p*) has cardinality p"(™~% for i =0,1,...,m.
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3. Each non-zero element of the Galois ring GR(p™, n) can be written as up®, where
u is a unit and 0 < k < m — 1. In this representation the integer k is unique and
the unit v is unique modulo the ideal (p™~*).

4. The canonical homomorphism ¢ : GR(p™,n) — GR(p™,n)/ M, between the
Galois ring and its residue field GR(p™,n)/M is such that ¢(¢) = £ is a root of
@(f(x)). The residue field is isomorphic to the Galois field GF(p™) = Fpn with
p" elements. Furthermore, GF(p")* = (€).

5. The Galois ring is a (Z/p™Z)-module:
GR(™,n) = (Z/p" D] = (Z/p"T) + E@Jp"T) + - + € T/p"T).
6. The group of units U of the Galois ring GR(p™,n) has the following structure:
U=0CxGaG,

where C' is a cyclic group of order p™ — 1 generated by & and G is an abelian
group of order p(™~1"  Furthermore,
(a) if p is odd, or if p = 2 and m < 2 then G is a direct product of n cyclic
groups, each of order p™~1;
(b) if p = 2 and m > 3 the group G is the direct product of a cyclic group of
order 2, a cyclic group of order 22 and n — 1 cyclic groups each of order
om—1,

7. There is a subset T of GR(p™,n), the Teichmiiller set of representatives of the
Galois ring, such that any element 8 € GR(p™,n) has a unique p-adic (multi-
plicative) representation:

B=po(B)+p1(B)p+ -+ pm_1(B)p" ",

where p;(8) € T for 0 < i < m — 1. The elements of the maximal ideal of
the Galois ring correspond to po(8) = 0. There is a bijection, induced by the
canonical homomorphism ¢, between 7 and the residue field of the Galois ring
GR(p™,n).

8. The Teichmiiller set of representatives of the Galois ring can be taken as

T=1{0,1,6¢,....,67 %} = {0} uC,

el

where ¢ = p".

9. Given a prime p and an integer n > 1, for each divisor r of n there is a unique
Galois ring GR(p™,r), and any subring of the Galois ring GR(p™,n) is of this
form.

10. For each positive integer ¢, there is a natural injective ring homomorphism
GR(p™,n) — GR(p™,nt).

11. There is a natural surjective ring homomorphism GR(p™,n) — GR(p™ !, n)
with kernel (p™~1).

12. The group of automorphisms of the Galois ring GR(p™,n) is a cyclic group of
order n.

13. The Galois ring GR(p™, n) is quasi-Frobenius.
2.1.162 Example GR(p,n) = GF(p,n) =Fpn, GR(™,1) = (Z/p™Z).

2.1.163 Example [2045] The polynomial f(z) = 2® + x + 1 € (Z/2°Z)|x] is monic basic irreducible
over (Z/2?Z). Then GR(2%,3) = (Z/2°Z)[x)/{f(z)).
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2.1.164 Example [1409] The polynomial g(z) = 2° + 222 + 2 — 1 € (Z/2°Z)|x] is also monic basic
irreducible over (Z/22Z). Then GR(22,3) = (Z/2%Z)[z]/{g(z)).

2.1.165 Example [283] The polynomial g(x) = 23 — 222 — 2 — 1 € (Z/23Z)[x] is monic basic

irreducible over (Z/237Z). Then GR(23,3) = (Z/237Z)[z]/{g(z)).

2.1.8 Finite field related books

2.1.166 Remark We give a list of finite field related books, divided into categories and listed without
duplication even though a number of these books could be listed in two or more categories.

2.1.8.1 Textbooks

2.1.167 Remark We begin by listing a number of books that could be used as textbooks. Ref-
erence [1939] by Lidl and Niederreiter is, by far, the most comprehensive. Other text-
books include Jungnickel [1631], Lidl and Niederreiter [1938], Masuda and Panario [2017],
McEliece [2049], Menezes et al. [2077], Mullen and Mummert [2179], Small [2681], and
Wan [2021, 2923].

2.1.8.2 Finite field theory

2.1.168 Remark We list a number of books dealing with various theoretical topics related to finite
fields: [240, 398, 557, 850, 961, 1121, 1122, 1333, 1389, 1511, 1631, 1701, 1756, 1773, 1843,
1845, 1922, 1936, 1938, 1939, 2017, 2049, 2054, 2077, 2107, 2548, 2637, 2641, 2667, 2670,
2672, 2681, 2711, 2714, 2793, 2920, 2921, 2923, 2949, 2950].

2.1.8.3 Applications
2.1.169 Remark The use of finite fields in algebraic coding theory has been the focus for numerous

books: [231, 270, 304, 311, 1558, 1943, 1945, 1991, 2252, 2281, 2404, 2405, 2819, 2820, 2849)].

2.1.170 Remark Theoretical and applied aspects of cryptography have been treated in: [245, 312,
313, 661, 759, 762, 922, 1105, 1303, 1413, 1521, 1563, 1694, 1774, 2076, 2080, 2644, 2720].

2.1.171 Remark There have been several books on the applications of finite fields in combinatorics,
especially in combinatorial design theory and finite geometries: [131, 141, 211, 260, 261,
262, 453, 484, 706, 785, 807, 819, 1509, 1510, 1515, 1560, 1875, 2445, 2719, 2781, 2851].

2.1.8.4 Algorithms

2.1.172 Remark Several books contain results on algorithmic and computational finite field topics.
These include [761, 1227, 2632].

2.1.8.5 Conference proceedings

2.1.173 Remark The Finite Fields and Applications Conferences (Fq n series) have been held
every two years (except 2005) since 1991. The proceedings from these conferences are: [663,
1636, 1870, 2052, 2181, 2182, 2184, 2185, 2187, 2197]. Other conference proceedings volumes
include: [533, 535, 596, 869, 1057, 1228, 1306, 1316, 1436, 1478, 1480, 1928].

References Cited: [131, 136, 141, 211, 231, 240, 245, 260, 261, 262, 270, 304, 311, 312,
313, 398, 453, 484, 533, 535, 557, 596, 661, 663, 706, 759, 761, 762, 785, 797, 807, 819, 850,
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869, 922, 961, 1057, 1105, 1121, 1122, 1227, 1228, 1291, 1303, 1306, 1316, 1333, 1389, 1413,
1436, 1478, 1480, 1509, 1510, 1511, 1515, 1521, 1558, 1560, 1563, 1570, 1584, 1631, 1636,
1694, 1701, 1756, 1773, 1774, 1843, 1845, 1848, 1875, 1922, 1928, 1936, 1938, 1939, 1943,
1945, 1991, 2017, 2049, 2052, 2054, 2076, 2077, 2080, 2107, 2144, 2179, 2181, 2182, 2184,
2185, 2187, 2197, 2223, 2252, 2280, 2281, 2343, 2404, 2405, 2445, 2548, 2632, 2637, 2641,
2644, 2667, 2670, 2672, 2681, 2711, 2714, 2719, 2720, 2781, 2793, 2819, 2820, 2849, 2851,
2920, 2921, 2923, 2949, 2950]

2.2 Tables

David Thomson, Carleton University

2.2.1 Remark Unless otherwise stated, all of the data given in this section was created by the
author and, when possible, was verified with known results. Basic algorithms (for example,
brute force) were preferred due to their reliability and ease of verification. Unless stated, all
simulations were done in C/C++ using the NTL version 5.5.2 library [2633] for modular
computations. NTL was compiled using the GMP version 4.3.2 library [2797] for multi-
precision arithmetic. Extended and machine-readable versions of the tables found in this
section can be found on the book’s website [2180].

2.2.2 Remark Since most computer algebra packages can readily handle basic finite field compu-
tations, our aim is not to repeat tables whose purpose is to improve hand-calculations. For
reference, we briefly recall the list of tables found in [1939].

Tables A and B are aids to perform fast arithmetic by hand over small finite fields.
Table A is a list of all elements over small finite fields and their discrete logarithms with
respect to a primitive element. Table B provides a list of Jacobi’s logarithms L(-) for Fan,
2 < n < 6. These logarithms allow the computation of field elements by the relationship
<o¢ + CB —_ CaJrL(ﬁfa).

Table C provides a list of all monic irreducible polynomials of degree n over small prime
fields. Particularly, these tables cover p=2 and n <11, p=3 andn <7,p=5and n <5,
p="7and n < 4.

Tables D, E, and F deal with primitive polynomials. Table D lists one primitive poly-
nomial over Fy for degrees n < 100. Table E lists all quadratic primitive polynomials for
11 < p < 31 and Table F lists one primitive polynomial of degree n over I, for all n > 2
with p < 50 and p" < 10°.

2.2.1 Low-weight irreducible and primitive polynomials

2.2.3 Remark Low-weight irreducible polynomials are highly desired due to their efficiency in
hardware and software implementations of finite fields. Irreducible polynomials of degree at
least 2 over Fo must have an odd number of terms. The use of irreducible trinomials (having
3 terms) and, in their absence, irreducible pentanomials (having 5 terms) are useful; see, for
example, [1413, Chapter 2]. For cryptographic use, the irreducible trinomial or pentanomial
of lowest lexicographical order (for a fixed n, prefer the trinomial 2™ +x* 41 over ™ +z* +1
when k < kq, the analogue for pentanomials is obvious) is often preferred for transparency
reasons. However, the irreducible with the optimal performance for a given implementation
is not necessarily the lowest lex-order, see [2573] and Section 11.1. A list of the lowest-weight
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lowest-lex-order irreducible over Fy is given in [2582] for degree n < 10000. Table 2.2.1 gives
the lowest-weight, lowest-lex-order irreducible polynomial for n < 1025. The output of the
table follows the format n, k (for trinomials 2™ + z* + 1) or n, ky, ko, k3 (for pentanomials
™ 4+ 2P 2k 4+ ks 4 1). We have extended these tables to larger n and to larger g for
small values of n. Furthermore, the computer algebra package Magma [712] contains similar
tables, due to Steel (2004-2007), for the following values of ¢ and n:

2 120,000 | 3~ 50,000 | 4,5,7 2000 | 9 < ¢ <127 1000 (or more).

g n< g n< | g n< | q n <

Sections 3.4 and 4.3 give more information on weights of irreducible and primitive polyno-
mials.

2.1 3,1 11 5,2 6,1 71 8,4,3,1 9.1
10,3 11,2 12,3 13,4,3,1 14,5 15,1 16,5,3,1 17,3
18,3 19,5,2,1 20,3 21,2 22,1 23,5 24,4,3,1 25,3

26,4,3,1 27,5,2,1 28,1 29,2 30,1 31,3 32,7,3,2 33,10
34,7 35,2 36,9 37,6,4,1 38,6,5,1 39,4 40,5,4,3 41,3
42,7 43,6,4,3 44,5 45,4,3,1 46,1 47,5 48,5,3,2 49,9

50,4,3,2 51,6,3,1 52,3 53,6,2,1 54,9 55,7 56,7,4,2 57,4
58,19 59,7,4,2 60,1 61,5,2,1 62,29 63,1 64,4,3,1 65,18
66,3 67,5,2,1 68,9 69,6,5,2 70,5,3,1 71,6 72,10,9,3 73,25
74,35 75,6,3,1 76,21 77,6,5,2 78,6,5,3 79,9 80,9,4,2 81,4

82,8,3,1 83,7,4,2 84,5 85,8,2,1 86,21 87,13 88,7,6,2 89,38
90,27 91,8,5,1 92,21 93,2 94,21 95,11 96,10,9,6 97,6
98,11 99,6,3,1 100,15 101,7,6,1 102,29 103,9 104,4,3,1 105,4
106,15 107,9,7,4 108,17 109,5,4,2 110,33 111,10 112,5,4,3 113,9

114,5,3,2 115,8,7,5 116,4,2,1 117,5,2,1 118,33 119,8 120,4,3,1 121,18

122,6,2,1 123,2 124,19 125,7,6,5 126,21 127,1 128,7,2,1 129,5
130,3 131,8,3,2 132,17 133,9,8,2 134,57 135,11 136,5,3,2 137,21

138,8,7,1 139,8,5,3 140,15 141,10,4,1 142,21 143,5,3,2 144,7,4,2 145,52
146,71 147,14 148,27 149,10,9,7 150,53 151,3 152,6,3,2 153,1
154,15 155,62 156,9 157,6,5,2 158,8,6,5 159,31 160,5,3,2 161,18
162,27 163,7,6,3 | 164,10,8,7 | 165,9,8,3 166,37 167,6 168,15,3,2 169,34
170,11 171,6,5,2 172,1 173,8,5,2 174,13 175,6 176,11,3,2 177,8
178,31 179,4,2,1 180,3 181,7,6,1 182,81 183,56 184,9,8,7 185,24
186,11 187,7,6,5 188,6,5,2 189,6,5,2 190,8,7,6 191,9 192,7,2,1 193,15
194,87 195,8,3,2 196,3 197,9,4,2 198,9 199,34 200,5,3,2 201,14
202,55 203,8,7,1 204,27 205,9,5,2 | 206,10,9,5 207,43 208,9,3,1 209,6
210,7 211,11,10,8 | 212,105 213,6,5,2 214,73 215,23 216,7,3,1 217,45
218,11 219,8,4,1 220,7 221,8,6,2 222.5,4,2 223,33 224,9,8,3 225,32

226,10,7,3 | 227,10,9,4 228,113 229,10,4,1 | 230,8,7.6 231,26 232,9.4,2 233,74
234,31 235,9,6,1 236.,5 237,7,4,1 238,73 239,36 240,8,5,3 241,70
242,95 243.8,5,1 244,111 245,6,4,1 | 246,11,2,1 247,82 248,15,14,10 | 249,35

250,103 251,7,4,2 252,15 253,46 254,7,2,1 255,52 256,10,5,2 257,12
258,71 259,10,6,2 260,15 261,7,6,4 262,9,8,4 263,93 264,9,6,2 265,42
266,47 267,8,6,3 268,25 269,7,6,1 270,53 271,58 272,9,3,2 273,23
274,67 275,11,10,9 276,63 277,12,6,3 2785 2795 280,9,5,2 281,93
282,35 283,12,7,5 284,53 285,10,7,5 286,69 287,71 288,11,10,1 289,21

290,5,3,2 | 291,12,11,5 292,37 203,11,6,1 204,33 295,48 296,7,3,2 297,5

208,11,8,4 | 299,11,6,4 300,5 301,9,5,2 302,41 303,1 304,11,2,1 305,102

306,7,3,1 307,8,4, 308,15 309,10,6,4 310,93 311,7,5,3 312,9,7,4 313,79

314,15 315,10,9,1 316,63 317,7,4,2 318,45 319,36 320,4,3,1 321,31
322,67 323,10,3,1 324,51 325,10,5,2 | 326,10,3,1 327,34 328,8,3,1 329,50
330,99 331,10,6,2 332,89 333,2 334,521 | 335,10,7,2 336,7,4,1 337,55

338,4,3,1 | 339,16,10,7 340,45 341,10,8,6 342,125 343,75 344,7,2,1 345,22
346,63 347,11,10,3 | 348,103 349,6,5,2 350,53 351,34 352,13,11,6 353,69
354,99 355,6,5,1 | 356,10,9,7 | 357,11,10,2 358,57 359,68 360,5,3,2 361,7,4,1
362,63 363,8,5,3 364,9 365,9,6,5 366,29 367,21 368,7,3,2 369,91

370,139 371,8,3,2 372,111 373,8,7,2 374,8,6,5 375,16 376,8,7,5 377,41
378,43 379,10,8,5 380,47 381,5,2,1 382,81 383,90 384,12,3,2 385,6
386,83 387,8,7,1 388,159 389,10,9,5 390,9 391,28 392,13,10,6 393,7

394,135 395,11,6, 396,25 397,12,7,6 | 398,7,6,2 399,26 400,5,3,2 401,152

402,171 403,9,8,5 404,65 405,13,8,2 406,141 407,71 408,5,3,2 409,87

410,10,4,3 | 411,12,10,3 | 412,147 413,10,7,6 414,13 415,102 416,9,5,2 417,107

418,199 419,15,5,4 420,7 421,5,4,2 422,149 423,25 424,9,7,2 425,12
426,63 427,11,6,5 428,105 429,10,8,7 | 430,14,6,1 | 431,120 432,13,4,3 433,33

434,12,11,5 | 435,12,9,5 436,165 437,6,2,1 438,65 439,49 440,4,3,1 441,7

442.7,5,2 443,10,6,1 444,81 445.7,6,4 446,105 447,73 448.11,6,4 449,134
450,47 451,16,10,1 | 452,6,5,4 | 453,15,6,4 | 454,8,6,1 455,38 456,18,9,6 457,16

458,203 459,12,5,2 460,19 461,7,6,1 462,73 463,93 464,19,18,13 | 465,31

466,14,11,6 | 467,11,6,1 468,27 469,9,5,2 470,9 471,1 472,11,3,2 473,200

474,191 475.9.8, 476,9 477,16,15,7 | 478,121 479,104 480,15,9,6 481,138
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482,9,6,5 483,9,6,4 484,105 485,17,16,6 486,81 487,94 488,4,3,1 489,83
490,219 491,11,6,3 4927 493,105, 494,17 495,76 496,16,5,2 497,78
498,155 499,11,6,5 500,27 501,5,4,2 502,8,5,4 503,3 504,15,14,6 505,156
506,23 507,13,6,3 508,9 509,8,7,3 510,69 511,10 512,8,5, 513,26
514,67 515,14,7,4 516,21 517,12,10,2 518,33 519,79 520,15,11,2 521,32
522,39 523,13,6,2 524,167 525,6,4,1 526,97 527,47 528,11,6, 529,42

530,10,7,3 531,10,5,4 532,1 533,4,3,2 534,161 535,8,6,2 536,7,5,3 537,94
538,195 539,10,5,4 540,9 541,13,10,4 542.8,6,1 543,16 544,8,3,1 545,122
546,8,2,1 547,13,7,4 548,10,5,3 | 549,16,4,3 550,193 551,135 552,19,16,9 553,39

554,10,8,7 555,10,9,4 556,153 557,7,6,5 558,73 559,34 560,11,9,6 561,71

562,11,4,2 563,14,7,3 564,163 565,11,6,1 566,153 567,28 568,15,7,6 569,77
570,67 571,10,5,2 572,12,8,1 | 573,10,6,4 574,13 575,146 576,13,4,3 577,25

578,23,22,16 | 579,12,9,7 580,237 581,13,7,6 582,85 583,130 584,14,13,3 585,88
586,7,5,2 587,11,6,1 588,35 589,10,4,3 590,93 591,9,6,4 592,13,6,3 593,86
594,19 595,9,2,1 596,273 597,14,12,9 598,7,6,1 599,30 600,9,5, 601,201
602,215 603,6,4,3 604,105 605,10,7,5 606,165 607,105 608,19,13,6 609,31
610,127 611,10,4,2 612,81 613,19,10,4 614,45 615,211 616,19,10,3 617,200
618,295 619,9,8,5 620,9 621,12,6,5 622,297 623,68 624,11,6, 625,133
626,251 627,13,8,4 628,223 629,6,5, 630,7,4,2 631,307 632,9,2,1 633,101
634,39 635,14,10,4 636,217 637,14,9,1 638,6,5,1 639,16 640,14,3,2 641,11
642,119 643,11,3,2 644,11,6,5 | 645,11,8,4 646,249 647,5 648,13,3,1 649,37
650,3 651,14 652,93 653,10,8,7 654,33 655,88 656,7,5,4 657,38
658,55 659,15,4,2 660,11 661,12,11,4 662,21 663,107 664,11,9,8 665,33

666,10,7,2 667,18,7,3 668,147 669,5,4,2 670,153 671,15 672,11,6,5 673,28

674,11,7,4 675,6,3,1 676,31 677,8,4,3 678,15,5,3 679,66 680,23,16,9 | 681,11,9,3
682,171 683,11,6,1 684,209 685,4,3,1 686,197 687,13 688,19,14,6 689,14
690,79 691,13,6,2 692,299 693,15,8,2 694,169 695,177 696,23,10,2 697,267
698,215 699,15,10,1 700,75 701,16,4,2 702,37 703,12,7,1 704,8,3,2 705,17

706,12,11,8 707,15,8,5 708,15 709,4,3,1 710,13,12,4 711,92 712,5,4,3 713,41
714,23 715,7,4,1 716,183 717,16,7,1 718,165 719,150 720,9,6,4 721,9
722,231 723,16,10,4 724,207 725,9,6,5 726,5 727,180 728,4,3,2 729,58
730,147 731,8,6, 732,343 733,8,7,2 734,11,6,1 735,44 736,13,8,6 737,5
738,347 739,18,16,8 740,135 741,9,8,3 742,85 743,90 744,13,11,1 745,258
746,351 747,10,6, 748,19 749.7,6,1 750,309 751,18 752,13,10,3 753,158
754,19 755,12,10,1 756,45 757,7,6,1 758,233 759,98 760,11,6,5 761,3
762,83 763,16,14,9 764,6,5,3 765,9,7,4 766,22,19,9 767,168 768,19,17,4 769,120

770,14,5,2 771,17,15,6 772,7 773,10,8,6 774,185 775,93 776,15,14,7 777,29
778,375 779,10,8,3 780,13 781,17,16,2 782,329 783,68 784,13,9,6 785,92

786,12,10,3 787,7,6,3 788,17,10,3 | 789,5,2,1 790,9,6,1 791,30 792,9,7,3 793,253
794,143 795,7,4,1 796,9,4,1 | 797,12,10,4 798,53 799,25 800,9,7,1 801,217

802,15,13,9 803,14,9,2 804,75 805,8,7,2 806,21 807,7 808,14,3,2 809,15
810,159 811,12,10,8 812,29 813,10,3,1 814,21 815,333 816,11,8,2 817,52
818,119 819,16,9,7 820,123 821,15,11,2 822,17 823,9 824,11,6,4 825,38
826,255 827,12,10,7 828,189 829,4,3,1 830,17,10,7 831,49 832,13,5,2 833,149
834,15 835,147, 836,10,9,2 837,8,6,5 838,61 839,54 840,11,5,1 841,144
842,47 843,11,10,7 844,105 845,2 846,105 847,136 848,11,4,1 849,253
850,111 851,13,10,5 852,159 853,10,7,1 854,7,5,3 855,29 856,19,10,3 857,119
858,207 859,17,15,4 860,35 861,14 862,349 863,6,3,2 | 864,21,10,6 865,1
866,75 867,9,5, 868,145 869,11,7,6 870,301 871,378 872,13,3,1 873,352

874,12,7.4 875,12,8,1 876,149 877,6,5,4 878,12,9,8 879,11 880,15,7,5 881,78
882,99 883,17,16,12 884,173 885,8,7,1 886,13,9,8 887,147 | 888,19,18,10 | 889,127
890,183 891,12,4,1 892,31 893,11,8,6 894,173 895,12 896,7,5,3 897,113
898,207 899,18,15,5 900,1 901,13,7,6 902,21 903,35 904,12,7,2 905,117
906,123 907,12,10,2 908,143 909,14,4,1 910,15,9,7 911,204 912,7,5,1 913,91
914,4,2,1 915,8.6,3 916,183 917,12,10,7 918,77 919,36 920,14,9,6 921,221
922,7,6,5 923,16,14,13 924,31 925,16,15,7 926,365 927,403 928,10,3,2 | 929,11,4,3
930,31 931,10,9,4 932,177 933,16,6,1 934,22.6,5 935,417 | 936,15,13,12 | 937,217
938,207 939,7,5,4 940,10,7,1 | 941,11,6,1 942,45 943,24 944,12,11,9 945,77

946,21,20,13 947,9.6,5 948,189 949832 | 950,13,12,10 | 951,260 952,16,9,7 953,168
954,131 955,7,6,3 956,305 957,10,9,6 958,13,9,4 959,143 960,12,9,3 961,18

962,15,8,5 963,20,9,6 964,103 965,15,4,2 966,201 967,36 968,9,5, 969,31

970,11,7,2 971,6,2,1 972,7 973,13,6,4 974,9,8,7 975,19 976,17,10,6 977,15
978,9,3,1 979,178 980,8,7,6 981,12,6,5 982,177 983,230 084,24,9,3 985,222
986,3 987,16,13,12 088,121 989,10,4,2 990,161 991,39 992,17,15,13 993,62
994,223 995,15,12,2 996,65 997,12,6,3 998,101 999,59 1000,5,4,3 1001,17

1002,5,3,2 1003,13,8,3 | 1004,10,9,7 | 1005,12,8,2 | 1006,5,4,3 1007,75 1008,19,17,8 | 1009,55
1010,99 1011,10,7,4 1012,115 1013,9,8,6 1014,385 1015,186 | 1016,15,6,3 | 1017,9,4,1
1018,12,10,5 | 1019,10,8,1 1020,135 1021,5,2, 1022,317 1023,7 1024,19,6,1 1025,294

Table 2.2.1 Lowest weight lowest-lexicographical order irreducible polynomial of degree n over [Fo. Out-
put: n, k (for trinomials ™ + x* + 1) or n, k1, ka2, k3 (for pentanomials ™ + ¥t + zF2 4 ks 4 1),

2.2.4 Remark Constructions of irreducible low-weight polynomials are rare; see Sections 3.4
and 3.5. Instead, conditions for reducibility are often more tractable; see Section 3.3.
Swan [2753] gives conditions for when a trinomial 2™ + 2% + 1 € Fy[z] is reducible. In
particular, the trinomial is reducible when 8 divides n. Only partial results for Swan-like
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conditions on pentanomials over Fy exist in the literature; see, for example, [1777] and

Section 3.3.

2.2.5 Conjecture [2582] For every n, there exists either an irreducible trinomial of degree n over

Fy or, in the absence of an irreducible trinomial, there exists an irreducible pentanomial of
degree n over Fs.

2.2.6 Remark A polynomial over F, is primitive if all of its roots are generators of the (cyclic)

multiplicative group F;. We give an analogous table to Table 2.2.1 but instead list the
lowest-weight lowest-lexicographical order primitive polynomial of degree n < 577 over Fs.
To compute primitivity, we used the Cunningham project to find the factorization of 2" — 1;
see Section 2.2.3 for more details.
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442.,7,5,2 443,10,6,1 | 444,13,12,9 | 445,7,6,4 446,105 447,73 448,11,6,4 449,134
450,79 451,16,10,1 | 452,6,5,4 453,15,6,4 | 454,10,9,5 455,38 456,23,11,2 457,16
458,203 459,12,5,2 460,61 461,7,6,1 462,73 463,93 464,23,9,4 465,59
466,14,11,6 | 467,11,6,1 | 468,15,9,4 469,9,5,2 470,149 471,1 472,11,3,2 | 473,8,6,3
474,191 475,9,8,4 476,15 477,16,15,7 478,121 479,104 | 480,16,13,7 | 481,138
482,9,6,5 483,9,6,4 484,105 485,17,16,6 | 486,14,8,5 487,94 488,4,3,1 489,83
490,219 491,11,6,3 492.8,7,1 493,10,5, 494,137 495,76 496,16,5,2 497,78
498,11,9,3 | 499,11,6,5 | 500,10,6,1 501,5,4,2 502,8,5,4 503,3 504,21,14,2 | 505,156
506,95 507,13,6,3 508,109 509,8,7,3 | 510,12,10,9 | 511,10 512,8,5,2 513,85
514,7,5,3 515,14,7,4 516,7,5,2 | 517,12,10,2 518,33 519,79 | 520,17,13,11 521,32
522,15,13,4 | 523,13,6,2 524,167 525,6,4,1 526,9,5,1 527,47 528,11,6,2 529,42
530,10,7,3 | 531,12,6,2 532,1 533,4,3,2 534,7,5,1 | 535,8,6,2 536,7,5,3 537,94
538,5,2,1 539,10,5,4 540,179 541,13,10,4 | 542,9,3,2 543,16 544,13,9,6 545,122
546,8,2,1 547,13,7,4 | 548,10,5,3 | 549,16,4,3 550,193 551,135 552,20,5,2 553,39
554,11,8,3 | 555,10,9,4 556,153 557,7,6,5 558,14,9,5 559,34 560,11,9,6 561,71
562,11,4,2 | 563,14,7,3 564,163 565,11,6,1 566,153 567,143 | 568,17,11,10 | 569,77
570,67 571,10,5,2 | 572,12,8,1 | 573,10,6,4 574,13 575,146 576,13,4,3 577,25

Table 2.2.2 Lowest weight lowest-lexicographical order primitive polynomial of degree n < 577 over [Fy.
Output: 1, k (for trinomials ™ + ¥ + 1) or n, k1, ko, k3 (for pentanomials 2" 4 ¥t 4 ¥2 4+ k3 4+ 1).

2.2.7 Remark Table 2.2.3 is the analogous table to Table 2.2.1, giving the lowest-weight, lowest-
lexicographical order irreducible polynomial of degree n < 516 over Fg.

2,(1) 3,1(2),(1) 4,1(1),(2) 5,1(2),(1) 6,1(1),(2)
7,2(1),(2) 8,2(1),(2) 9,4(1),(2) 10,2(2),(1) 11,2(1),(2)
12,2(1),(2) 13,1(2),(1) 14,1(1),(2) 15,2(1),(2) 16,4(1),(2)
17,1(2),(1) 18,7(1),(2) 19,2(1),(2) 20,5(1),(2) 21,5(2),(1)
22,4(2),(1) 23,3(2),(1) 24,4(1),(2) 25,3(2),(1) 26,2(2),(1)
27,7(2),(1) 28,2(1),(2) 29,4(1),(2) 30,1(1),(2) 31,5(2),(1)
32,5(1),(2) 33,5(2),(1) 34,2(2),(1) 35,2(1),(2) 36,14(1),(2)
37,6(1),(2) 38,4(2),(1) 39,7(2),(1) 40,1(1),(2) 41,1(2),(1)
42,7(1),(2) 43,17(2),(1) 44,3(1),(2) 45,17(2),(1) 46,5(1),(2)
47,15(2),(1) 48,8(1),(2) 49,3(2),2(1),(1) 50,6(2),(1) 51,1(2),(1)
52,7(1),(2) 53,13(2),(1) 54,1(1),(2) 55,11(2),(1) 56,3(1),(2)

57,7(1),2(1),(2) 58,8(2),(1) 59,17(2),(1) 60,2(1),(2) 61,7(2),(1)
62,10(2),(1) 63,26(1),(2) 64,3(1),(2) 65,5(1),3(1),(1) 66,10(2),(1)
67,2(1),(2) 68,3(1),2(1),(1) 69,17(3),(1) 70,4(2),(1) 71,20(1),(2)
72,28(1),(2) 73,1(2),(1) 74,12(2),(1) 75,5(2),4(1),(1) 76,9(1),(2)
77,16(1),(2) 78,13(1),(2) 79,26(1),(2) 80,2(1),(2) 81,40(1),(2)
82,2(2),(1) 83,27(2),(1) 84,14(1),(2) 85,16(1),(2) 86,13(1),(2)
87,26(1),(2) 88,6(1),(2) 89,13(2),(1) 90,19(1),(2) 91,17(2),(1)
92,10(1),(2) 93,23(2),(1) 94,30(2),(1) 95,47(2),(1) 96,16(1),(2)
97,12(1),(2) 98,4(1),3(1),(1) 99,19(2),(1) 100,25(1),(2) 101,31(2),(1)
102,2(2),(1) 103,47(2),(1) 104,5(1),(2) 105,6(1),2(1),(1) 106,26(2),(1)
107,3(2),(1) 108,2(1),(2) 109,9(2),(1) 110,22(2),(1) 111,2(1),(2)
112,6(1),(2) 113,19(2),(1) 114,7(1),(2) 115,32(1),(2) 116,15(1),(2)
117,52(1),(2) 118,34(2),(1) 119,2(1),(2) 120,4(1),(2) 121,1(2),(1)
122,14(2),(1) 123,7(1),4(1),(2) 124,25(1),(2) 125,52(1),(2) 126,49(1),(2)
127,8(1),(2) 128,6(1),(2) 129,3(2),2(1),(1) | 130,10(1),6(1),(1) |  131,27(2),(1)
132,19(1),14(1),(1) 133,15(2),(1) 134,4(2),(1) 135,44(1),(2) 136,57(1),(2)
137,1(2),(1) 138,34(2),(1) 139,59(2),(1) 140,59(1),(2) 141,5(2),(1)
142,40(2),(1) 143,35(2),(1) 144,56(1),(2) 145,24(1),(2) 146,2(2),(1)
147,8(1),(2) 148,3(1),(2) 149,11(2),10(1),(1) 150,73(1),(2) 151,2(1),(2)
152,18(1),(2) 153,59(2),(1) 154,32(2),(1) 155,12(1),(2) 156,26(1),(2)
157,22(1),(2) 158,52(2),(1) 159,32(1),(2) 160,4(1),(2) 161,9(1),5(1),(1)
162,19(1),(2) 163,59(2),(1) 164,15(1),(2) 165,22(1),(2) 166,54(2),(1)
167,71(2),(1) 168,28(1),(2) 169,24(1),(2) 170,32(2),(1) 171,20(1),(2)
172,19(1),(2) 173,7(2),(1) 174,52(2),(1) 175,10(1),8(1),(1) 176,12(1),(2)
177,52(1),(2) 178,11(1),(2) 179,59(2),(1) 180,38(1),(2) 181,37(2),(1)
182,25(1),(2) 183,2(1),(2) 184,20(1),(2) 185,64(1),(2) 186,46(2),(1)
187,8(1),(2) 188,11(1),(2) 189,9(1),7(1),(1) 190,94(2),(1) 191,71(2),(1)
192,32(1),(2) 193,12(1),(2) 194,24(2),(1) 195,26(1),(2) 196,79(1),(2)
197,9(1),7(1),(1) 198,29(1),(2) 199,35(2),(1) 200,3(1),(2) 201,88(1),(2)
202,62(2),(1) 203,3(2),(1) 204,50(1),(2) 205,9(2),(1) 206,61(1),(2)
207,11(2),8(1),(1) 208,10(1),(2) 209,40(1),(2) 210,7(1),(2) 211,89(2),(1)
212,14(1),3(1),(1) | 213,17(2),4(1),(1) 214,6(2),(1) 215,36(1),(2) 216,4(1),(2
217,85(2),(1) 218,18(2),(1) 219,25(2),(1) 220,15(1),(2) 221,12(1),2(1),(1)
222,4(2),(1) 223,8(1),5(2),(1) 224,12(1),(2) 225,16(1),(2) 226,38(2),(1)
227,11(2),(1) 228,14(1),(2) 229,72(1),(2) 230,64(2),(1) 231,8(1),7(1),(2)
232,30(1),(2) 233,6(1),2(1),(1) 234,91(1),(2) 235,26(1),(2) 236,9(1),(2)
237,70(1),(2) 238,4(2),(1) 239,5(2),(1) 240,8(1),(2) 241,88(1),(2)
242,2(2),(1) 243,121(2),(1) 244,31(1),(2) 245,97(2),(1) 246,13(1),(2)
247,122(1),(2) 248,50(1),(2) 249,59(2),(1) 250,104(2),(1) 251,9(2),(1)
252,98(1),(2) 253,7(2),(1) 254,16(2),(1) 255,26(1),(2) 256,12(1),(2)
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257,22(1),(2) 258,7(1),(2) 259,65(2),(1) 260,35(1),(2) 261,119(2),(1)
262,54(2),(1) 263,69(2),(1) 264,23(1),16(1),(1) 265,61(2),(1) 266,30(2),(1)
267,9(1),2(1),(2) 268,15(1),(2) 269,7(2),(1) 270,88(2),(1) 271,50(1),(2)
272,114(1),(2) 273,46(1),(2) 274,2(2),(1) 275,12(1),(2) 276,10(1),2(1),(2)
277,24(1),(2) 278,118(2),(1) 279,7(2),(1) 280,15(1),(2) 281,10(1),7(1),(2)
282,10(2),(1) 283,23(2),(1) 284,5(1),(2) 285,89(2),(1) 286,70(2),(1)
287,101(2),(1) 288,112(1),(2) 289,73(2),(1) 290,43(1),(2) 291,25(2),(1)
292,13(1),12(1),(1) 293,7(2),(1) 294,16(2),(1) 295,83(2),(1) 296,6(1),(2)
297,3(2),2(1),(1) 298,13(1),3(1),(2) 299,51(2),(1) 300,146(1),(2) 301,30(1),(2)
302,4(2),(1) 303,8(1),2(1),(1) 304,36(1),(2) 305,46(1),(2) 306,118(2),(1)
307,17(2),(1) 308,53(1),(2) 309,3(2),2(1),(1) 310,24(2),(1) 311,13(2),12(1),(1)
312,52(1),(2) 313,93(2),(1) 314,44(2),(1) 315,127(2),(1) 316,87(1),(2)
317,7(2),(1) 318,64(2),(1) 319,10(1),9(1),(2) 320,3(1),(2) 321,83(2),(1)
322,71(1),(2) 323,9(2),(1) 324,38(1),(2) 325,157(2),(1) 326,118(2),(1)
327,7(2),(1) 328,3(1),(2) 329,52(1),(2) 330,11(1),(2) 331,2(1),(2)
332,13(1),6(1),(1) 333,94(1),(2) 334,142(2),(1) 335,8(1),(2) 336,56(1),(2)
337,3(2),(1) 338,48(2),(1) 339,49(2),(1) 340,86(1),(2) 341,25(2),(1)
342,40(2),(1) 343,12(1),10(1),(1) 344,38(1),(2) 345,101(2),(1) 346,14(2),(1)
347,18(1),(2) 348,146(1),(2) 349,54(1),(2) 350,157(1),(2) 351,20(1),(2)
352,7(1),(2) 353,142(1),(2) 354,104(2),(1) 355,41(2),(1) 356,15(1),(2)
357,71(2),(1) 358,77(1),(2) 359,15(2),(1) 360,76(1),(2) 361,157(2),(1)
362,74(2),(1) 363,26(1),(2) 364,1(1),(2) 365,88(1),(2) 366,4(2),(1)
367,107(2),(1) 368,27(1),(2) 369,11(2),(1) 370,11(1),(2) 371,27(2),(1)
372,94(1),(2) 373,25(2),(1) 374,16(2),(1) 375,67(2),(1) 376,9(1),(2)
377,160(1),(2) 378,7(1),(2) 379,44(1),(2) 380,9(1),(2) 381,143(2),(1)
382,137(1),(2) 383,80(1),(2) 384,64(1),(2) 385,22(1),(2) 386,24(2),(1)
387,152(1),(2) 388,87(1),(2) 389,76(1),(2) 390,13(1),(2) 391,22(1),21(2),(1)
392,158(1),(2) 393,185(2),(1) 394,14(1),9(1),(1) 395,23(2),(1) 396,58(1),(2)
397,12(1),5(1),(2) 398,70(2),(1) 399,181(2),(1) 400,3(1),(2) 401,11(2),10(1),(1)
402,176(2),(1) 403,161(2),(1) 404,9(1),2(1),(1) | 405,25(1),18(1),(2) 406,6(2),(1)
407,48(1),(2) 408,100(1),(2) 409,99(2),(1) 410,18(2),(1) 411,8(1),2(1),(1)
412,79(1),(2) 413,22(1),(2) 414,37(1),(2) 415,13(1),3(1),(1) 416,20(1),(2)
417,40(1),(2) 418,80(2),(1) 419,26(1),(2) 420,14(1),(2) 421,13(2),(1)
422,178(2),(1) 423,68(1),(2) 424,45(1),(2) 425,61(2),(1) 426,9(1),7(1),(2)
427,167(2),(1) 428,71(1),(2) 429,65(2),(1) 430,72(2),(1) 431,66(1),(2)
432,8(1),(2) 433,120(1),(2) 434,67(1),(2) 435,8(1),2(1),(1) 436,13(1),2(1),(1)
437,14(1),3(2),(1) 438,17(1),(2) 439,16(1),3(2),(1) 440,11(1),(2) 441,7(1),6(1),(2)
442,11(1),3(1),(2) 443,188(1),(2) 444,178(1),(2) 445,141(2),(1) 446,1(1),(2)
447,157(2),(1) 448,24(1),(2) 449,52(1),(2) 450,32(2),(1) 451,17(2),(1)
452,17(1),(2) 453,17(2),4(1),(1) 454,22(2),(1) 455,32(1),(2) 456,28(1),(2)
457,67(2),(1) 458,144(2),(1) 459,13(2),6(1),(1) 460,57(1),(2) 461,13(2),(1)
462,73(1),(2) 463,15(1),13(1),(1) 464,60(1),(2) 465,41(2),(1) 466,167(1),(2)
467,48(1),(2) 468,182(1),(2) 469,166(1),(2) 470,52(2),(1) 471,8(1),(2)
472,18(1),(2) 473,73(2),(1) 474,83(1),(2) 475,17(2),(1) 476,10(1),(2)
477,101(2),(1) 478,10(2),(1) 479,221(2),(1) 480,16(1),(2) 481,22(1),(2)
482,127(1),(2) 483,26(1),(2) 484,39(1),(2) 485,1(2),(1) 486,125(1),(2)
487,29(2),(1) 488,62(1),(2) 489,7(1),5(1),(1) 490,194(2),(1) 491,11(2),(1)
492,26(1),(2) 493,4(1),(2) 494,244(2),(1) 495,7(2),(1) 496,85(1),(2)
497,7(2),6(1),(1) 498,118(2),(1) 499,20(1),(2) 500,39(1),(2) 501,88(1),(2)
502,18(2),(1) 503,35(2),(1) 504,196(1),(2) 505,61(2),(1) 506,14(2),(1)
507,80(1),(2) 508,91(1),(2) 509,151(2),(1) 510,52(2),(1) 511,215(2),(1)
512,24(1),(2) 513,14(1),10(1),(1) 514,44(2),(1) 515,8(1),(2) 516,14(1),(2)

Table 2.2.3 Lowest weight lowest lexicographical order irreducible polynomial of degree n over F3.
Output: n, {degrees, (coefficients)}, (constant term,).

2.2.8 Remark Necessary and sufficient conditions for the existence of an irreducible binomial
of degree n over finite fields of odd characteristic are given in [1939, Theorem 3.75]. A
constructive derivation of the degrees for which there exists an irreducible binomial over
F,, g odd, is given in [2356]. The following conjecture summarizes empirical observations of
extending Tables 2.2.1 and 2.2.3 to higher characteristics.

2.2.9 Conjecture Let ¢ > 2. For every n, there is an irreducible polynomial of degree n over F,
of weight at most 4.

2.2.2 Low-complexity normal bases

2.2.10 Remark Normal bases are often required in hardware implementations of finite fields due
to the efficiency of exponentiation when the finite field is represented using a normal basis.
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The complezity of a normal basis N, Cy, is defined in Definition 5.3.1. Normal bases with
low complexity are highly preferred. An optimal normal basis of Fyn over Fy is a normal
basis attaining the minimum complexity Cy = 2n — 1. See Sections 5.2 and 5.3 for more
details on normal bases and their complexities.

2.2.2.1 Exhaustive search for low complexity normal bases

2.2.11 Remark Table 2.2.4 is due to an exhaustive search for normal bases of Fan over Fo, n < 39,
originally given in [2015]. The table gives the number of normal bases, the smallest and
largest complexities (m¢,, Mc, ), the average and variance (Avge, , Varc, ) of complexities
and the smallest and largest complexities for self-dual normal elements. In Table 2.2.4, we
fix a typo on the minimum complexity of n = 37, originally noted in [130], and make some
minor corrections to the calculations of the averages and variances. In the “Notes” column,
“Optimal” indicates that the basis with minimal complexity is an optimal normal basis
(Theorem 5.3.6), and “sd” indicates that the minimal complexity basis is self-dual.

Self-dual
n_ # Normal bases mcy Mc Avgey Varcy mey Mc Notes
2 1 3 3 3.00 0 3 3 Optimal, sd
3 1 5 5 5.00 0 5 5 Optimal, sd
4 2 7 9 8.00 1.00 - -
5 3 9 15 11.67 6.22 9 9 Optimal, sd
6 4 11 17 15.00 6.00 11 15 Optimal, sd
7 7 19 27 23.00 9.14 21 21 mey =3n—2
8 16 21 35 29.00 11 - - mey = 3n —3
9 21 17 45 35.57 41.57 17 29 Optimal, sd
10 48 19 61 44.83 61.31 27 51
11 93 21 71 55.82 57.65 21 57 Optimal, sd
12 128 23 83 64.13 107.23 - -
13 315 45 101 78.38 71.07 45 81 sd
14 448 27 135 91.07 108.42 27 135 Optimal, sd
15 675 45 137 105.89 127.36 45 105 sd
16 2048 85 157 115.82 114.59 - -
17 3825 81 177 136.83 136.67 81 171 sd
18 5376 35 243 153.51 185.12 35 243 Optimal, sd
19 13797 117 229 172.00 171.91 117 201 sd
20 24576 63 257 190.81 205.81 - -
21 27783 95 277 210.97 216.43 105 237
22 95232 63 363 231.93 238.56 63 363 mey =3n—3
23 182183 45 325 254.02 254.60 45 309 Optimal, sd
24 262144 105 375 276.89 281.01 - -
25 629145 93 383 301.01 300.37 93 357 sd
26 1290240 51 555 325.96 328.59 51 555 Optimal, sd
27 1835001 141 443 351.99 351.38 141 413
28 3670016 55 517 378.98 379.12 - - Optimal
29 9256395 57 521 407.00 406.21 57 465 Optimal, sd
30 11059200 59 759 435.95 438.52 59 759 Optimal, sd
31 28629151 237 587 466.00 465.21 237 537 sd
32 67108864 361 621 497.00 496.07 - -
33 97327197 65 693 529.00 528.44 65 693 Optimal, sd
34 250675200 243 819 562.00 561.52 243 819 sd
35 352149515 69 779 596.00 595.08 69 693 Optimal, sd
36 704643060 71 1017 630.99 630.51 - - Optimal
37 1857283155 141 823 667 666.04 141 sd
38 3616800703 207 1131 704.00 703.18 207
39 5282242828 7 933 742.00 741.09 7 Optimal, sd

Table 2.2.4 Statistics for normal bases of [Fan over IF5 obtained by exhaustive search, n < 39.

2.2.12 Remark Our first conjecture based on Table 2.2.4 appears in [3036] and elsewhere. We also
summarize the conjectures found in [2015].

2.2.13 Conjecture When no optimal normal basis of Fon over Fy exists, the minimum complexity
of a normal basis of Fon over Fy is 3n — 3.
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2.2.14 Remark Normal bases of Fon over Fy achieving a complexity of 3n — 3 are given in Propo-
sition 5.3.46 and this complexity is the minimal found when n = 8 and n = 22.

2.2.15 Conjecture The number of normal bases of Fon over Fy are normally distributed with
respect to their complexities. Furthermore, the average complexity of a normal basis of Fan
over Fy is (n? —n +3)/2 and the variance is also n?/2 — cn, for a small positive constant c.

2.2.16 Remark We remark that the conspicuous wording in Conjecture 2.2.15, that normal bases
are normally distributed, is mostly coincidental. Indeed, as n grows, the number of normal
bases grow like 2" /log(n), see Theorem 5.2.13, so the Central Limit Theorem supports
this conjecture. The precise distribution of the complexities is still an open and interesting
problem.

2.2.17 Remark Self-dual normal bases are often preferred in normal basis implementations due to
their highly symmetric properties; see Sections 5.1, 5.2, 5.3, 16.7 as well as [1264, 2925, for
more information on self-dual normal bases and their implementations. Exhaustive searches
of self-dual normal bases of Fan over Fy appear in [130, 1263, 1631, 2015] and [130] gives
an exhastive search of self-dual normal bases of Fy» over Iy for larger ¢ and odd n. Ta-
bles 2.2.5, 2.2.6, and 2.2.7 are directly from [130]; we note that we did not implement their
algorithm. Table 2.2.5 gives the minimum complexity C;, of a self-dual normal basis of Fan
over [y for odd n < 45, Table 2.2.6 for ¢ a power of 2 and small n, and Table 2.2.7 for Fgn
over [, for odd ¢ < 19 and small n.

n_ | 3 5 7 9 11 13 15 17 19 21 23
Cn | 5 9 21 17 21 45 45 81 117 105 45
n_ | 25 27 29 31 33 35 37 39 41 43 45
C, | 93 141 57 237 65 69 141 77 81 165 153

Table 2.2.5 The lowest complexity for self-dual normal bases of Fon over Fo for odd n, n < 45.

g/n | 3 5 7 9 11 13 15 17 19 21 23 25
2 5 9 21 17 21 45 45 81 117 105 45 93
4 5 9 21 17 21 45 45 81 117 105 45 93
8 9 9 21 45 21 45 81 81
16 5 9 21 17 21 45
32 5 19 21 17 21
64 9 9 21 45

128 5 9 37

256 5 9

Table 2.2.6 Lowest complexity for self-dual normal bases of ]Fqn over Fq where q is a power of 2 for
small odd values of n.

g/n | 3 5 7 9 11 13 15 17 19 21 23 25
3 7 13 25 37 55 67 - 91 172 - 127 135
5 6 13 25 46 64 85 157 153 150
7 6 16 19 41 61 96 87 -

11 6 13 25 52 31 100 78

13 6 13 25 51 64 37

17 8 13 25 51 64 100 -

19 8 13 31 51 67 -

Table 2.2.7 Lowest complexity for self-dual normal bases of Fgn over Iy for odd primes ¢ < 19 and
small odd values of n.



40 Handbook of Finite Fields

2.2.2.2 Minimum type of a Gauss period admitting a normal basis of Fo» over Fy

2.2.18 Remark We briefly recall the definition of a Gauss period (Definition 5.3.16). Let r = nk+1
be a prime not dividing ¢ and let v be a primitive 7-th root of unity in Fyn«. Furthermore,
let K be the unique subgroup of order k in Z* and K; = {a-¢' : a € K} C Z} be cosets of
K, 0<i<n—1.The elements

a; = ZVGEFW, 0<i<n-1,

aceK;

are Gauss periods of type (n, k) over Fy. Gauss periods over finite fields are highly desirable
as normal bases since, when they exist, they have low complexity; see Theorem 5.3.23.
Normal bases due to Gauss periods of type (n,1), for all ¢, and of type (n,2), for ¢ = 2,
characterize the optimal normal bases (Theorem 5.3.6) and have complexity 2n — 1. Gauss
periods also often have high order, see Remark 5.3.49. For conditions on when Gauss periods
of type (n, k) admit normal bases of Fyn over [, see Theorem 5.3.17. In particular, we note
that there is no Gauss period of Fan over Fy which admits a normal basis when 8 divides n.

Table 2.2.8 gives the lowest k for which a Gauss period of type (n, k) admits a normal
basis of Fon pver Fy for n < 577. We give a similar table over F3 in Table 2.2.9. This range
was chosen to cover degrees for common implementations of finite field arithmetic. The
output of the table is in the format “n,k” where k is the minimum number admitting a
type (n, k) Gauss period over Fgn, where ¢ = 2, 3.

2.1 3,2 1.1 5,2 6,2 74 9,2 10,1 11,2 12,1 13,4 14,2
15,4 17,6 18,1 19,10 20,3 21,10 22,3 23,2 25,4 26,2 27,6 28,1
29,2 30,2 31,10 33,2 34,9 35,2 36,1 37,4 38,6 39,2 41,2 42,5
43,4 44,9 45,4 46,3 47,6 49,4 50,2 51,2 52,1 53,2 54,3 55,12
57,10 58,1 59,12 60,1 61,6 62,6 63,6 65,2 66,1 67,4 68,9 69,2
70,3 71,8 73,4 74,2 75,10 76,3 77,6 78,7 79,4 81,2 82,1 83,2
84,5 85,12 86,2 87,4 89,2 90,2 91,6 92,3 93,4 94,3 95,2 97,4
98,2 99,2 100,1 | 101,6 | 102,6 | 103,6 | 1052 | 106,1 | 107,6 | 108,5 | 109,10 | 110,6
111,20 | 1132 | 114,5 | 1154 | 116,3 | 117,8 | 118,6 | 119,2 | 121,6 | 122,6 | 123,10 | 124,3

-
[\v]
ot
[=2]

126,3 | 1274 | 129,8 | 130,1 | 131,2 | 1325 | 133,12 | 1342 | 1352 | 137,6 | 138,11
1394 | 140,3 | 141,8 | 142,6 | 143,6 | 145,10 | 146,2 | 147,6 | 148,1 149,8 | 150,19 | 151,6
153,4 | 154,25 | 1552 | 156,13 | 157,10 | 158,2 | 159,22 | 161,6 | 162,1 | 163,4 | 164,5 | 1654
166,3 | 167,14 | 169,4 | 170,6 | 171,12 | 172,1 | 1732 | 1742 | 1754 | 1774 | 1781 179,2
180,1 | 181,6 | 182,3 | 183,2 | 1858 | 186,2 | 187,6 | 188,5 | 189,2 | 190,10 | 191,2 | 193,4
1942 | 1956 | 196,1 | 197,18 | 198,22 | 1994 | 201,8 | 202,6 | 203,12 | 204,3 | 2054 | 2063
2074 | 209,2 | 210,1 | 211,10 | 2125 | 2134 | 214,3 | 2156 | 217,6 | 2185 | 2194 | 220,3
221,2 | 222,10 | 223,12 | 225,22 | 226,1 | 227,24 | 228,9 | 229,12 | 230,2 | 231,2 | 233,2 | 2345
2354 | 236,3 | 237,10 | 238,7 | 2392 | 241,6 | 242,6 | 243,2 | 244,3 | 2452 | 246,11 | 247.6
2498 | 250,9 | 251,2 | 252,3 | 253,10 | 254,2 | 2556 | 257,6 | 258,55 | 259,10 | 260,5 | 261,2
262,3 | 2636 | 2654 | 266,6 | 267,8 | 268,1 | 269,8 | 270,2 | 271,6 | 2732 | 274,9 | 275,14
276,3 | 2774 | 278,2 | 2794 | 281,2 | 282,6 | 283,6 | 284,3 | 285,10 | 286,3 | 287,6 | 289,12
200,5 | 291,6 | 292,1 | 293,2 | 2943 | 295,16 | 297,6 | 298,6 | 299,2 | 300,19 | 301,10 | 302,3
303,2 | 305,6 | 306,2 | 3074 | 308,15 | 309,2 | 310,6 | 311,6 | 313,6 | 314,5 | 315,8 | 316,1
317,26 | 318,11 | 3194 | 321,12 | 3226 | 3232 | 3245 | 3254 | 326,2 | 327.8 | 3292 | 330,2
331,6 | 332,3 | 333,24 | 334,7 | 335,12 | 337,10 | 338,2 | 339,8 | 340,3 | 341,8 | 342,6 | 3434
3454 | 346,1 | 347,6 | 348,1 | 349,10 | 350,2 | 351,10 | 353,14 | 3542 | 3556 | 356,3 | 357,10
358,10 | 359,2 | 361,30 | 362,5 | 363,4 | 364,3 | 365,24 | 366,22 | 367,6 | 369,10 | 370,6 | 371,2
372,1 | 3734 | 3743 | 3752 | 377,14 | 378,1 | 379,12 | 380,5 | 381,8 | 382,6 | 383,12 | 3856
386,2 | 387,4 | 388,1 | 389,24 | 390,3 | 391,6 | 393,2 | 394,9 | 3956 | 396,11 | 397,6 | 398,2
399,12 | 401,8 | 402,5 | 403,16 | 404,3 | 4054 | 406,6 | 407,8 | 409,4 | 410,2 | 411,2 | 412,3
413,2 | 414,2 | 415,28 | 417,4 | 4181 | 419,2 | 420,1 | 421,10 | 422,11 | 423,4 | 425,6 | 426,2
427,16 | 428,5 | 429,2 | 430,3 | 431,2 | 433,44 | 4349 | 4354 | 436,13 | 437,18 | 4382 | 439,10
441,2 | 4421 | 4432 | 444,5 | 445.6 | 446,6 | 447,6 | 449,8 | 450,13 | 451,6 | 452,11 | 453,2
454,19 | 455,26 | 457,30 | 458,6 | 459,8 | 460,1 | 461,6 | 462,10 | 463,12 | 4654 | 466,1 | 467,6
468,21 | 4694 | 470,2 | 471,8 | 4732 | 4745 | 4754 | 4765 | 477,46 | 4787 | 479,8 | 481,6
4825 | 483,2 | 484,3 | 485,18 | 486,10 | 487,4 | 489,12 | 490,1 | 491,2 | 492,13 | 493,4 | 494,3
495,2 | 49720 | 4989 | 4994 | 500,11 | 501,10 | 502,10 | 503,6 | 505,10 | 506,5 | 507,4 | 508,1
509,2 | 510,3 | 511,6 | 513,4 | 514,33 | 515,2 | 516,3 | 517,4 | 518,14 | 519,2 | 521,32 | 522.1
523,10 | 524,5 | 5258 | 526,3 | 527,6 | 529,24 | 530,2 | 531,2 | 532,3 | 533,12 | 534,7 | 5354
537,8 | 538,6 | 539,12 | 540,1 | 541,18 | 5423 | 543,2 | 545,2 | 546,1 | 547,10 | 548,5 | 549,14
550,7 | 551,6 | 553,4 | 554,2 | 5554 | 556,1 | 557,6 | 558,2 | 559,4 | 561,2 | 562,1 | 563,14
564,3 | 565,10 | 566,3 | 567,4 | 569,12 | 570,5 | 571,10 | 572,5 | 5734 | 574,3 | 5752 | 577.4

Table 2.2.8 Lowest type of a Gauss period forming a normal basis for ¢ = 2 and n < 577.
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2,2 3,2 4.1 5,2 6,1 7.4 3,2 9,2 10,3 11,2 13,4 14,2
15,2 16,1 17,6 18,1 19,10 20,5 21,2 22,3 23,2 25,4 26,2 27,4
28,1 29,2 30,1 31,10 32,8 33,6 34,3 35,2 37,4 38,15 39,2 40,7
41,2 42,1 43,4 44,2 45,4 46,3 47,6 49,4 50,2 51,8 52,1 53,2
54,3 55,6 56,2 57,4 58,4 59,12 61,6 62,21 63,2 64,4 65,2 66,3
67,4 68,2 69,2 70,3 71,8 73,4 74,2 75,8 76,10 77,6 78,1 79,4
80,5 81,2 82,9 83,2 85,16 86,2 87,4 88,1 89,2 90,7 91,10 92,5
93,4 94,3 95,2 97,4 98,2 99,2 100,1 101,6 | 102,11 | 103,6 | 104,5 | 1052
106,10 | 107,6 | 109,10 | 110,3 | 111,2 | 112,1 | 113,2 | 1145 | 1154 | 116,2 | 1178 | 1189

119,2 | 121,6 | 122,3 | 123,6 | 124,13 | 1252 1282 | 129,8 | 130,4 | 131,2
133,16 | 134,2 | 1354 | 136,1 | 1376 | 138,1 | 139,4 | 140,2 | 141,2 | 142,4 | 143,6 | 145,10
146,2 | 147,10 | 1481 | 149,8 | 150,5 | 151,6 | 152,5 | 153,14 | 154,3 | 155,2 | 157,10 | 1582
159,34 | 1604 | 161,6 | 162,1 | 163,4 | 164,5 | 1652 | 166,3 | 167,14 | 169,4 | 170,8 | 171,12
172,1 | 173,2 | 174,9 | 1754 | 176,2 | 1774 | 178,15 | 179,2 | 181,6 | 182,14 | 1834 | 184,7
185,8 | 186,15 | 187,6 | 188,5 | 189,2 | 190,3 | 191,2 | 1934 | 194,2 | 195,10 | 196,1 | 197,18
198,1 | 1994 | 200,2 | 201,10 | 202,3 | 203,12 | 2054 | 206,3 | 2074 | 208,10 | 209,2 | 210,1
211,10 | 212,5 | 213,6 | 214,3 | 2156 | 217,6 | 218,15 | 219,4 | 220,4 | 221,2 | 222,1 | 223,12
2242 | 2258 | 226,15 | 227,24 | 229,12 | 230,2 | 231,2 | 232,1 | 2332 | 234,5 | 2354 | 2368
237.6 | 2384 | 239,2 | 241,6 | 242,3 | 2432 | 2444 | 24524 | 246,3 | 247,6 | 248,11 | 249.8
250,3 | 251,2 | 2534 | 254,2 | 255,12 | 256,1 | 257,6 | 258,5 | 259,10 | 260,2 | 261,6 | 262,3
263,6 | 2654 | 266,8 | 2674 | 268,1 | 269,8 | 270,3 | 271,6 | 272,5 | 273,10 | 274,3 | 275,12
2774 | 278,2 | 279,10 | 280,1 | 281,2 | 282,1 | 283,6 | 284,2 | 2852 | 286,3 | 287,6 | 289,12
200,20 | 291,6 | 292,1 | 293,2 | 2045 | 295,12 | 296,2 | 297.8 | 2984 | 2992 | 301,10 | 302,3
303,2 | 304,4 | 3056 | 306,7 | 3074 | 308,2 | 309,4 | 310,15 | 311,6 | 313,6 | 314,14 | 315,2
316,1 | 317,26 | 318,17 | 3194 | 320,2 | 321,18 | 322,3 | 3232 | 3254 | 3262 | 327,10 | 3287
329,2 | 330,1 | 331,6 | 332,8 | 333,6 | 334,15 | 335,6 | 337,10 | 3382 | 339,10 | 340,4 | 341,8
342,13 | 3434 | 3445 | 3452 | 346,3 | 347,6 | 349,10 | 350,2 | 351,22 | 352,1 | 353,14 | 354,3
355,12 | 356,11 | 3574 | 3584 | 359,2 | 361,30 | 362,3 | 3634 | 364,7 | 365,18 | 366,5 | 367,6
368,11 | 369,2 | 370,4 | 371,2 | 373,4 | 374,3 | 3752 | 376,7 | 377,14 | 378,1 | 379,12 | 380,5
381,20 | 382,10 | 383,12 | 3856 | 386,2 | 387,14 | 388,1 | 389,24 | 390,5 | 391,6 | 392,8 | 393,10
304,9 | 3956 | 397,6 | 398,2 | 399,12 | 400,1 | 401,8 | 402,5 | 403,4 | 404,2 | 405,2 | 406,21
407,8 | 409,4 | 410,2 | 411,2 | 412,19 | 413,2 | 414,9 | 415,30 | 416,5 | 417,6 | 418,15 | 419,2
421,10 | 422,21 | 4234 | 4244 | 425,12 | 426,3 | 4274 | 4282 | 429,2 | 430,3 | 431,2 | 4334
4343 | 4354 | 436,13 | 437,18 | 438,9 | 439,10 | 440,2 | 441,6 | 4423 | 4432 | 4456 | 446,15
4474 | 448,1 | 4498 | 450,33 | 451,6 | 452,8 | 4532 | 454,28 | 455,2 | 457,30 | 458,15 | 459,8
460,1 | 461,6 | 462,1 | 463,12 | 464,2 | 465,10 | 466,3 | 467,6 | 469,10 | 470,2 | 471,8 | 4724
473,2 | 474,3 | 4754 | 4762 | 477,14 | 4784 | 479,8 | 481,28 | 482,3 | 483,10 | 484,77 | 4852
486,1 | 4874 | 4882 | 489,12 | 490,15 | 491,2 | 4934 | 494,3 | 495,30 | 496,13 | 497,14 | 498,11
4994 | 500,8 | 501,16 | 502,9 | 503,6 | 505,10 | 506,2 | 507,18 | 508,1 | 509,2 | 510,7 | 511,6
512,23 | 5134 | 514,3 | 5152 | 5174 | 5189 | 519,2 | 520,1 | 521,32 | 522,3 | 523,10 | 524,2
525,20 | 526,3 | 527,6 | 529,24 | 530,2 | 531,2 | 5324 | 533,12 | 534,27 | 5354 | 536,8 | 537,8
538,4 | 539,12 | 541,18 | 542,3 | 543,2 | 544,10 | 545,6 | 546,5 | 547,10 | 548,2 | 549,18 | 550,21
551,2 | 5534 | 554,2 | 555,6 | 556,1 | 557,6 | 5585 | 559,4 | 560,5 | 561,2 | 562,9 | 563,14
565,6 | 566,3 | 567,28 | 568,1 | 569,12 | 570,1 | 571,10 | 572,5 | 5734 | 574,3 | 575,2 | 577.4
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Table 2.2.9 Lowest type of a Gauss period forming a normal basis for ¢ = 3 and n < 577.

2.2.2.3 Minimum-known complexity of a normal basis of Fyn» over Fo, n > 40

Remark Table 2.2.10 gives the minimum complexity of a normal basis of Fan» over Fy for
40 < n < 721 by using a combination of the exhaustive search data of Table 2.2.4 and theo-
rems from Section 5.3. In each row, we give the degree n, the minimum complexity C), of a
normal basis of Fon over Fg, the method by which the normal basis was obtained and what
property or parameters were used. In the “Method” column, “Optimal” indicates existence
of an optimal normal basis, “GNB” indicates the basis arises as a Gauss period and their
type is given in the “Property” column. Proposition 5.3.38 constructs normal bases of Fgn
using normal bases of subfields of coprime degree. When this method wins, the values of
these coprime factors are indicated in the “Property” column. Corollary 5.3.15 requires an
optimal normal basis of Fyr» and the type of the optimal normal basis and the value of k&
are indicated in the “Property” column. Finally, “sd” indicates that the basis is self-dual.

When n is a power of 2, the best result, when available, is by random search since known
methods do not apply. Gauss periods cannot form normal bases when 8 divides n, see Propo-
sition 5.3.20, and n contains no coprime factors with which to apply Proposition 5.3.38. By
Conjecture 2.2.15, the complexity of these bases is likely to approach n?/2.

Problem Find constructions of low complexity normal bases of Fon over Fo when n is a
prime power, specifically a power of 2.
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n C, Method Property n Ch Method Property
40 189 Prop. 5.3.38 5,8 128 7821 Random

41 81 Optimal Type 2, sd 129 825 Prop. 5.3.38 3,43
42 135 Prop. 5.3.38 3,14 130 259 Optimal Type 1
43 165 GNB k=4,sd 131 261 Optimal Type 2, sd
44 147 Prop. 5.3.38 4,11 132 455 Prop. 5.3.38 4,33

45 153 Search [130], sd 133 | 1595 GNB k=12, sd
46 135 Prop. 5.3.38 2,23 134 267 Optimal Type 2, sd
47 261 GNB k=6, sd 135 269 Optimal Type 2, sd
48 425 Prop. 5.3.38 3,16 136 1701 Prop. 5.3.38 8,17
49 189 GNB k=4,sd 137 801 GNB k=6, sd
50 99 Optimal Type 2, sd 138 275 Optimal Type 1
51 101 Optimal Type 2, sd 139 549 GNB k=4, sd
52 103 Optimal Type 1 140 483 Prop. 5.3.38 4,35
53 105 Optimal Type 2, sd 141 1127 GNB k =8, sd
54 209 GNB k=3 142 831 GNB k=6, sd
55 189 Prop. 5.3.38 5,11 143 837 GNB k=6, sd
56 399 Prop. 5.3.38 7,8 144 | 1445 | Prop. 5.3.38 9,16

57 497 Search [1263], sd 145 513 Prop. 5.3.38 5,29
58 115 Optimal Type 1 146 291 Optimal Type 2, sd
59 597 Search [1263], sd 147 861 GNB k=6, sd
60 119 Optimal Type 1 148 295 Optimal Type 1
61 345 GNB k=6, sd 149 | 1191 GNB k=8, sd
62 351 GNB k=6, sd 150 495 Prop. 5.3.38 3,50

63 323 Prop. 5.3.38 7,9 151 885 GNB k=6, sd
64 1829 Random 152 | 2457 | Prop. 5.3.38 8,19

65 129 Optimal Type 2, sd 153 605 GNB k=4,sd
66 131 Optimal Type 1 154 567 Prop. 5.3.38 11,14
67 261 GNB k =4, sd 155 309 Optimal Type 2, sd
68 567 Prop. 5.3.38 4,17 156 515 Prop. 5.3.38 3,52

69 137 Optimal Type 2, sd 157 | 1561 Cor. 5.3.15 Type 2, k =5, sd
70 207 Prop. 5.3.38 2,35 158 315 Optimal Type 2, sd
71 567 GNB k=38, sd 159 525 Prop. 5.3.38 3,53

72 357 Prop. 5.3.38 8,9 160 | 3249 | Prop. 5.3.38 5,32

73 285 GNB k=4,sd 161 855 Prop. 5.3.38 7,23

74 147 Optimal Type 2, sd 162 323 Optimal Type 1
75 465 Prop. 5.3.38 3,25 163 645 GNB k=4, sd
76 297 GNB k=3 164 567 Prop. 5.3.38 4,41

T 399 Prop. 5.3.38 7,11 165 585 Prop. 5.3.38 5,33

78 231 Prop. 5.3.38 2,39 166 495 Prop. 5.3.38 2,83

79 309 GNB k=4,sd 167 | 2325 Cor. 5.3.15 Type 2, k=17, sd
80 765 Prop. 5.3.38 5,16 168 | 1995 | Prop. 5.3.38 ,56
81 161 Optimal Type 2, sd 169 669 GNB k =4, sd
82 163 Optimal Type 1 170 999 GNB k =6, sd
83 165 Optimal Type 2, sd 171 1989 | Prop. 5.3.38 9,19
84 275 Prop. 5.3.38 3,28 172 343 Optimal Type 1
85 729 Prop. 5.3.38 5,17 173 345 Optimal Type 2, sd
86 171 Optimal Type 2, sd 174 347 Optimal Type 2, sd
87 285 Prop. 5.3.38 3,29 175 693 GNB k=4,sd
88 441 Prop. 5.3.38 8,11 176 | 1785 | Prop. 5.3.38 11,16
89 177 Optimal Type 2, sd 177 701 GNB k=4,sd
90 179 Optimal Type 2, sd 178 355 Optimal Type 1
91 525 GNB k =6, sd 179 357 Optimal Type 2, sd
92 315 Prop. 5.3.38 4,23 180 359 Optimal Type 1
93 365 GNB k=4,sd 181 1065 GNB k=6, sd
94 369 GNB k=3 182 721 GNB k=3
95 189 Optimal Type 2, sd 183 365 Optimal Type 2, sd
96 1805 | Prop. 5.3.38 3,32 184 945 Prop. 5.3.38 8,23

97 381 GNB k=4,sd 185 | 1269 | Prop. 5.3.38 5,37

98 195 Optimal Type 2, sd 186 371 Optimal Type 2, sd
99 197 Optimal Type 2, sd 187 | 1101 GNB k=6, sd
100 199 Optimal Type 1 188 1107 GNB k=5
101 585 GNB k =6, sd 189 377 Optimal Type 2, sd
102 303 Prop. 5.3.38 2,51 190 567 Prop. 5.3.38 2,95
103 597 GNB k =6, sd 191 381 Optimal Type 2, sd
104 945 Prop. 5.3.38 8,13 192 | 9145 | Prop. 5.3.38 3,64
105 209 Optimal Type 2, sd 193 765 GNB k=4,sd
106 211 Optimal Type 1 194 387 Optimal Type 2, sd
107 621 GNB k=6, sd 195 645 Prop. 5.3.38 3,65
108 627 GNB k=5 196 391 Optimal Type 1
109 1081 Cor. 5.3.15 Type 2, k =5, sd 197 | 3529 Cor. 5.3.15 Type 2, k=9, sd
110 399 Prop. 5.3.38 10,11 198 591 Prop. 5.3.38 2,99
111 705 Prop. 5.3.38 3,37 199 789 GNB k=4,sd
112 | 1615 | Prop. 5.3.38 7,16 200 | 1953 | Prop. 5.3.38 8,25
113 225 Optimal Type 2, sd 201 1305 Prop. 5.3.38 3,67
114 663 GNB k=5 202 1191 GNB k =6, sd
115 405 Prop. 5.3.38 5,23 203 | 1083 | Prop. 5.3.38 7,29
116 399 Prop. 5.3.38 4,29 204 707 Prop. 5.3.38 4,51
117 765 Prop. 5.3.38 9,13 205 729 Prop. 5.3.38 5,41
118 687 GNB k =6, sd 206 817 GNB k=3
119 237 Optimal Type 2, sd 207 765 Prop. 5.3.38 9,23
120 945 Prop. 5.3.38 3,40 208 | 3825 | Prop. 5.3.38 13,16
121 705 GNB k =6, sd 209 417 Optimal Type 2, sd
122 711 GNB k = 6, sd 210 419 Optimal Type 1
123 | 405 | Prop. 5.3.38 3,41 211 | 2101 | Cor. 5.3.15 | Type 2, k =5, sd
124 489 GNB k=3 212 735 Prop. 5.3.38 4,53
125 729 GNB k=6, sd 213 845 GNB k=4,sd
126 | 459 | Prop. 5.3.38 9,14 214 | 849 GNB k=3
127 501 GNB k=4,sd 215 | 1269 GNB k=6, sd
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n Chp Method Property n Cp Method Property
216 | 2961 | Prop. 5.3.38 8,27 304 9945 Prop. 5.3.38 16,19
217 | 1281 GNB k=6, sd 305 1809 GNB k=6, sd
218 1287 GNB k=5 306 611 Optimal Type 2, sd
219 869 GNB k=4,sd 307 1221 GNB k=4,s
220 873 GNB k=3 308 1155 Prop. 5.3.38 11,28
221 441 Optimal Type 2, sd 309 617 Optimal Type 2, sd
222 735 Prop. 5.3.38 3,74 310 927 Prop. 5.3.38 2,155
223 | 2665 | Cor. 5.3.15 | Type 2, k = 6, sd 311 | 1845 GNB k=6, sd
224 | 6859 | Prop. 5.3.38 7,32 312 1617 Prop. 5.3.38 8,39
225 1581 | Prop. 5.3.38 9,25 313 1857 GNB k=6, sd
226 451 Optimal Type 1 314 1863 GNB k=5
227 | 5447 GNB k =24, sd 315 1173 Prop. 5.3.38 9,35
228 | 1485 | Prop. 5.3.38 3,76 316 631 Optimal Type 1
229 | 2747 GNB k=12, sd 317 8217 Cor. 5.3.15 Type 2, k = 13, sd
230 459 Optimal Type 2, sd 318 1055 Prop. 5.3.38 3,106
231 461 Optimal Type 2, sd 319 1197 Prop. 5.3.38 11,29
232 1197 | Prop. 5.3.38 8,29 320 16461 | Prop. 5.3.38 5,64
233 465 Optimal Type 2, sd 321 3105 Prop. 5.3.38 3,107
234 867 Prop. 5.3.38 9,26 322 1215 Prop. 5.3.38 14,23
235 933 GNB k =4, sd 323 645 Optimal Type 2, sd
236 937 GNB k=3 324 1127 Prop. 5.3.38 4,81
237 | 1545 | Prop. 5.3.38 3,79 325 1293 GNB k=4,sd
238 711 Prop. 5.3.38 2,119 326 651 Optimal Type 2, sd
239 477 Optimal Type 2, sd 327 2615 GNB k=8, sd
240 | 3825 | Prop. 5.3.38 s 328 1701 Prop. 5.3.38 8,41
241 1425 GNB k =6, sd 329 657 Optimal Type 2, sd
242 | 1431 GNB k=6, sd 330 659 Optimal Type 2, sd
243 485 Optimal Type 2, sd 331 1965 GNB k =6, sd
244 969 GNB k=3 332 1155 Prop. 5.3.38 4,83
245 489 Optimal Type 2, sd 333 2397 Prop. 5.3.38 9,37
246 815 Prop. 5.3.38 3,82 334 2629 GNB k=7
247 | 1461 GNB k=6, sd 335 2349 Prop. 5.3.38 5,67
248 | 4977 | Prop. 5.3.38 8,31 336 8075 Prop. 5.3.38 3,112
249 825 Prop. 5.3.38 3,83 337 3361 Cor. 5.3.15 Type 2, k =5, sd
250 | 2187 | Prop. 5.3.38 2,125 338 675 Optimal Type 2, sd
251 501 Optimal Type 2, sd 339 1125 Prop. 5.3.38 3,113
252 935 Prop. 5.3.38 9,28 340 1353 GNB k=3
253 945 Prop. 5.3.38 11,23 341 2727 GNB k=38, sd
254 507 Optimal Type 2, sd 342 2031 GNB k=6, sd
255 909 Prop. 5.3.38 5,51 343 1365 GNB k=4,sd
256 No data Prime power 344 3465 Prop. 5.3.38 8,43
257 | 1521 GNB k=6, sd 345 1233 Prop. 5.3.38 5,69
258 855 Prop. 5.3.38 3, 86 346 691 Optimal Type 1
259 2581 Cor. 5.3.15 Type 2, k =5, sd 347 2061 GNB k =6, sd
260 903 Prop. 5.3.38 , 65 348 695 Optimal Type 1
261 521 Optimal Type 2, sd 349 3481 Cor. 5.3.15 Type 2, k =5, sd
262 783 Prop. 5.3.38 2,131 350 699 Optimal Type 2, sd
263 | 1557 GNB k=6, sd 351 3501 Cor. 5.3.15 Type 2, k =5, sd
264 | 1365 | Prop. 5.3.38 8,33 352 7581 Prop. 5.3.38 11,32
265 945 Prop. 5.3.38 5,53 353 4929 Cor. 5.3.15 Type 2, k=17, sd
266 1575 GNB k =6, sd 354 707 Optimal Type 2, sd
267 885 Prop. 5.3.38 3,89 355 2109 GNB k=6, sd
268 535 Optimal Type 1 356 1239 Prop. 5.3.38 4,89
269 | 2151 GNB k=238, sd 357 1185 Prop. 5.3.38 3,119
270 539 Optimal Type 2, sd 358 1071 Prop. 5.3.38 2,179
271 1605 GNB k = 6, sd 359 717 Optimal Type 2, sd
272 | 6885 | Prop. 5.3.38 16,17 360 3213 Prop. 5.3.38 5,72
273 545 Optimal Type 2, sd 361 10801 Cor. 5.3.15 Type 2, k = 15, sd
274 | 2403 | Prop. 5.3.38 2,137 362 2151 GNB k=5
275 1953 | Prop. 5.3.38 11,25 363 1445 GNB k=4, sd
276 959 Prop. 5.3.38 4,69 364 1449 GNB k=3
277 | 1101 GNB k=4,sd 365 2565 Prop. 5.3.38 5,73
278 555 Optimal Type 2, sd 366 1095 Prop. 5.3.38 2,183
279 1109 GNB k=4,sd 367 2181 GNB k =6, sd
280 | 1449 | Prop. 5.3.38 8,35 368 3825 Prop. 5.3.38 16,23
281 561 Optimal Type 2, sd 369 1377 Prop. 5.3.38 9,41
282 | 1671 GNB k=6, sd 370 1323 Prop. 5.3.38 5,74
283 1677 GNB k = 6, sd 371 741 Optimal Type 2, sd
284 1129 GNB k=3 372 743 Optimal Type 1
285 945 Prop. 5.3.38 3,95 373 1485 GNB k=4,sd
286 1071 Prop. 5.3.38 11,26 374 1489 GNB k=3
287 | 1539 | Prop. 5.3.38 7,41 375 749 Optimal Type 2, sd
288 | 6137 | Prop. 5.3.38 9,32 376 5481 Prop. 5.3.38 8,4
289 | 3457 Cor. 5.3.15 Type 2, k =6, sd 377 2565 Prop. 5.3.38 13,29
290 | 1035 | Prop. 5.3.38 5,58 378 755 Optimal Type 1
291 1725 GNB k=6, sd 379 4547 GNB k=12, sd
292 583 Optimal Type 1 380 1323 Prop. 5.3.38 4,95
293 585 Optimal Type 2, sd 381 2505 Prop. 5.3.38 3,127
294 975 Prop. 5.3.38 3,98 382 1143 Prop. 5.3.38 2,191
295 | 4719 GNB k =16, sd 383 4595 GNB k=12, sd
296 | 2961 | Prop. 5.3.38 8,37 384 | 39105 | Prop. 5.3.38 3,128
297 | 1761 GNB k=6, sd 385 1449 Prop. 5.3.38 11,35
298 | 1767 GNB k =6, sd 386 771 Optimal Type 2, sd
299 597 Optimal Type 2, sd 387 1541 GNB k =4, sd
300 995 Prop. 5.3.38 3,100 388 775 Optimal Type 1
301 3001 Cor. 5.3.15 Type 2, k =5, sd 389 9335 GNB k =24, sd
302 1201 GNB k=3 390 1295 Prop. 5.3.38 3,130
303 605 Optimal Type 2, sd 391 2325 GNB k=6, sd
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n Ch Method Property n Ch Method Property
392 3969 Prop. 5.3.38 8,49 480 16245 | Prop. 5.3.38 3,160
393 785 Optimal Type 2, sd 481 2865 GNB k=6, sd
394 3915 Cor. 5.3.15 Type 1, k=9 482 2871 GNB k=5
395 2349 GNB k =6, sd 483 965 Optimal Type 2, sd
396 1379 Prop. 5.3.38 4,99 484 1929 GNB k=
397 2361 GNB k=6, sd 485 3429 Prop. 5.3.38 5,97
398 795 Optimal Type 2, sd 486 1455 Prop. 5.3.38 2,243
399 4777 Cor. 5.3.15 Type 2, k =6, sd 487 1941 GNB k=4, sd
400 7905 Prop. 5.3.38 16,25 488 7245 Prop. 5.3.38 8,61
401 3207 GNB k=8, sd 489 3225 Prop. 5.3.38 3,163
402 1335 Prop. 5.3.38 3,134 490 979 Optimal Type 1
403 6447 GNB k =16, sd 491 981 Optimal Type 2, sd
404 1609 GNB k=3 492 1863 Prop. 5.3.38 12,41
405 1449 Prop. 5.3.38 5,81 493 1965 GNB k=4, sd
406 1539 Prop. 5.3.38 14,29 494 1969 GNB k=
407 2961 Prop. 5.3.38 11,37 495 989 Optimal Type 2, sd
408 2121 Prop. 5.3.38 8,51 496 | 20145 | Prop. 5.3.38 16, 31
409 1629 GNB k=4,sd 497 9921 Cor. 5.3.15 Type 2, k = 10, sd
410 819 Optimal Type 2, sd 498 1815 Prop. 5.3.38 6,83
411 821 Optimal Type 2, sd 499 1989 GNB k=4, sd
412 1641 GNB k=3 500 5103 Prop. 5.3.38 4,125
413 825 Optimal Type 2, sd 501 5001 Cor. 5.3.15 Type 2, k =5, sd
414 827 Optimal Type 2, sd 502 1503 Prop. 5.3.38 2,251
415 1485 Prop. 5.3.38 5,83 503 2997 GNB k=6, sd
416 16245 | Prop. 5.3.38 13,32 504 6783 Prop. 5.3.38 7,72
417 | 1661 GNB k=4, sd 505 | 5041 | Cor.5.3.15 | Type 2, k=25, sd
418 835 Optimal Type 1 506 2835 Prop. 5.3.38 2,253
419 837 Optimal Type 2, sd 507 2021 GNB k=4,sd
420 839 Optimal Type 1 508 1015 Optimal Type 1
421 4209 GNB k =10, sd 509 1017 Optimal Type 2, sd
422 5053 GNB k=11 510 1919 Prop. 5.3.38 10,51
423 1685 GNB k=4,sd 511 3045 GNB k=6, sd
424 2205 Prop. 5.3.38 8,53 512 No data Prime power
425 2529 GNB k=6, sd 513 2045 GNB k=4, sd
426 851 Optimal Type 2, sd 514 4563 Prop. 5.3.38 2,257
427 6555 Prop. 5.3.38 7,61 515 1029 Optimal Type 2, sd
428 2547 GNB k=5 516 1715 Prop. 5.3.38 3,172
429 857 Optimal Type 2, sd 517 2061 GNB k=4, sd
430 1539 Prop. 5.3.38 5, 518 2793 Prop. 5.3.38 7,74
431 861 Optimal Type 2, sd 519 1037 Optimal Type 2, sd
432 11985 | Prop. 5.3.38 16,27 520 2709 Prop. 5.3.38 8,65
433 1725 GNB k=4, sd 521 16671 GNB k =32, sd
434 3843 Prop. 5.3.38 2,217 522 1043 Optimal Type 1
435 1733 GNB k=4,sd 523 5221 Cor. 5.3.15 Type 2, k =5, sd
436 6091 GNB k=13 524 1827 Prop. 5.3.38 ,131
437 5265 Prop. 5.3.38 19,23 525 3465 Prop. 5.3.38 3,175
438 875 Optimal Type 2, sd 526 2097 GNB k=3
439 4381 Cor. 5.3.15 Type 2, k =5, sd 527 3141 GNB k=6, sd
440 3969 Prop. 5.3.38 5,88 528 5525 Prop. 5.3.38 16,33
441 881 Optimal Type 2, sd 529 12695 GNB k =24, sd
442 883 Optimal Type 1 530 1059 Optimal Type 2, sd
443 885 Optimal Type 2, sd 531 1061 Optimal Type 2, sd
444 1475 Prop. 5.3.38 3,148 532 2121 GNB k=3
445 1593 Prop. 5.3.38 5,89 533 3645 Prop. 5.3.38 13,41
446 2655 GNB k=6, sd 534 1775 Prop. 5.3.38 3,178
447 2661 GNB k=6, sd 535 2133 GNB k=4, sd
448 | 34751 Prop. 5.3.38 7,64 536 5481 Prop. 5.3.38 8,67
449 3591 GNB k=8, sd 537 1785 Prop. 5.3.38 3,179
450 1683 Prop. 5.3.38 9, 50 538 3207 GNB k=6, sd
451 1701 Prop. 5.3.38 11,41 539 3969 Prop. 5.3.38 11,49
452 1575 Prop. 5.3.38 4,113 540 1079 Optimal Type 1
453 905 Optimal Type 2, sd 541 9737 GNB k =18, sd
454 9025 Cor. 5.3.15 Type 1, k = 19 542 2161 GNB k=3
455 2451 Prop. 5.3.38 7,65 543 1085 Optimal Type 2, sd
456 10437 | Prop. 5.3.38 8,57 544 | 29241 | Prop. 5.3.38 17,32
457 13681 Cor. 5.3.15 Type 2, k = 15, sd 545 1089 Optimal Type 2, sd
458 2727 GNB k=6, sd 546 1091 Optimal Type 1
459 3671 GNB k=38, sd 547 5469 GNB k =10, sd
460 919 Optimal Type 1 548 3267 GNB k=
461 2745 GNB k=6, sd 549 5865 Prop. 5.3.38 9,61
462 1383 Prop. 5.3.38 2,231 550 2079 Prop. 5.3.38 11,50
463 5545 Cor. 5.3.15 Type 2, k =6, sd 551 3285 GNB k=6, sd
464 4845 Prop. 5.3.38 16,29 552 2877 Prop. 5.3.38 8, 69
465 1545 Prop. 5.3.38 3,155 553 2205 GNB k=4,sd
466 931 Optimal Type 1 554 1107 Optimal Type 2, sd
467 2781 GNB k=6, sd 555 2213 GNB k=4, sd
468 1751 Prop. 5.3.38 9,52 556 1111 Optimal Type 1
469 1869 GNB k=4,sd 557 3321 GNB k=6, sd
470 939 Optimal Type 2, sd 558 1115 Optimal Type 2, sd
471 3767 GNB k=8, sd 559 2229 GNB =4, sd
472 12537 | Prop. 5.3.38 8,59 560 5865 Prop. 5.3.38 16, 35
473 945 Optimal Type 2, sd 561 1121 Optimal Type 2, sd
474 1575 Prop. 5.3.38 3,158 562 1123 Optimal Type 1
475 1893 GNB k=4,sd 563 7869 Cor. 5.3.15 Type 2, k=17, sd
476 1659 Prop. 5.3.38 4,119 564 2249 GNB k=3
477 1785 Prop. 5.3.38 9,53 565 2025 Prop. 5.3.38 5,113
478 1431 Prop. 5.3.38 2,239 566 2257 GNB k=3
479 3831 GNB k=38, sd 567 2261 GNB k=4,sd
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568 | 11907 | Prop. 5.3.38 8,71 645 1289 Optimal Type 2, sd

569 6817 Cor. 5.3.15 Type 2, k =6, sd 646 1935 Prop. 5.3.38 2,323
570 2079 Prop. 5.3.38 6,95 647 9045 Cor. 5.3.15 Type 2, k=7, sd
571 5709 GNB k =10, sd 648 3381 Prop. 5.3.38 8,81
572 2163 Prop. 5.3.38 11,52 649 6481 Cor. 5.3.15 Type 2, k =5, sd
573 1905 Prop. 5.3.38 3,191 650 1299 Optimal Type 2, sd
574 2187 Prop. 5.3.38 14,41 651 1301 Optimal Type 2, sd
575 1149 Optimal Type 2, sd 652 1303 Optimal Type 1
576 | 31093 | Prop. 5.3.38 9,64 653 1305 Optimal Type 2, sd
577 2301 GNB k=4,sd 654 6435 Prop. 5.3.38 3,218
578 3447 GNB k=6, sd 655 2349 Prop. 5.3.38 5,131
579 3825 Prop. 5.3.38 3,193 656 6885 Prop. 5.3.38 16,41
580 2313 GNB k=3 657 4845 Prop. 5.3.38 9,73
581 3135 Prop. 5.3.38 7,83 658 1315 Optimal Type 1
582 1935 Prop. 5.3.38 3,194 659 1317 Optimal Type 2, sd
583 2205 Prop. 5.3.38 11,53 660 1319 Optimal Type 1
584 5985 Prop. 5.3.38 8,73 661 3945 GNB k=6, sd
585 1169 Optimal Type 2, sd 662 2641 GNB k=3
586 1171 Optimal Type 1 663 2205 Prop. 5.3.38 3,221
587 8205 Cor. 5.3.15 Type 2, k=7, sd 664 3465 Prop. 5.3.38 8,83
588 1955 Prop. 5.3.38 3,196 665 3591 Prop. 5.3.38 7,95
589 2349 GNB k=4,sd 666 2499 Prop. 5.3.38 9,74
590 6183 Prop. 5.3.38 5,118 667 2565 Prop. 5.3.38 23,29
591 | 3525 NB k=6, sd 668 | 7985 | Cor. 5.3.15 Type 1, k = 11
592 | 11985 | Prop. 5.3.38 16,37 669 2669 GNB =4, s
593 1185 Optimal Type 2, sd 670 2403 Prop. 5.3.38 5,134
594 4389 Prop. 5.3.38 11,54 671 4005 GNB k=6, sd
595 2133 Prop. 5.3.38 5,119 672 34295 Prop. 5.3.38 3,224
596 2377 GNB k= 673 2685 GNB k=4,sd
597 2381 GNB k=4,sd 674 4023 GNB k=5
598 1791 Prop. 5.3.38 2,299 675 | 13113 | Prop. 5.3.38 25,27
599 4791 GNB k=38, sd 676 1351 Optimal Type 1
600 9765 Prop. 5.3.38 3,200 677 5415 GNB k=38, sd
601 3585 GNB k=6, sd 678 2255 Prop. 5.3.38 3,226
602 3249 Prop. 5.3.38 7,86 679 6789 GNB k =10, sd
603 4437 Prop. 5.3.38 9,67 680 | 15309 | Prop. 5.3.38 5,136
604 4789 GNB k=7 681 14961 Cor. 5.3.15 Type 2, k =11, sd
605 3609 GNB k=6, sd 682 4071 GNB k=6, sd
606 1211 Optimal Type 2, sd 683 1365 Optimal Type 2, sd
607 3621 GNB k=6, sd 684 2729 GNB k=3
608 | 42237 | Prop. 5.3.38 19,32 685 2733 GNB k=4, sd
609 2429 GNB k=4, sd 686 1371 Optimal Type 2, sd
610 5427 Prop. 5.3.38 2,305 687 6869 GNB k =10, sd
611 1221 Optimal Type 2, sd 688 14025 | Prop. 5.3.38 16,43
612 1223 Optimal Type 1 689 4725 Prop. 5.3.38 13,53
613 6121 Cor. 5.3.15 Type 2, k =5, sd 690 1379 Optimal Type 2, sd
614 1227 Optimal Type 2, sd 691 6901 Cor. 5.3.15 Type 2, k=5, sd
615 1229 Optimal Type 2, sd 692 2415 Prop. 5.3.38 4,173
616 8379 Prop. 5.3.38 7,88 693 3743 Prop. 5.3.38 7,99
617 4935 GNB k=38, sd 694 2769 GNB k=3
618 1235 Optimal Type 1 695 4941 Prop. 5.3.38 5,139
619 2469 GNB k=4,sd 696 5985 Prop. 5.3.38 3,232
620 2163 Prop. 5.3.38 4,155 697 2781 GNB k=4,sd
621 3705 GNB k=6, sd 698 4167 GNB k=5
622 2481 GNB k=: 699 2325 Prop. 5.3.38 3,233
623 3363 Prop. 5.3.38 7,89 700 1399 Optimal Type 1
624 6545 Prop. 5.3.38 16,39 701 12601 Cor. 5.3.15 Type 2, k =9, sd
625 22465 Cor. 5.3.15 Type 2, k = 18, sd 702 7191 Prop. 5.3.38 ,

626 5571 Prop. 5.3.38 s 703 4197 GNB k=6, sd
627 2085 Prop. 5.3.38 3,209 704 | 38409 | Prop. 5.3.38 11,64
628 4981 GNB k=7 705 4209 GNB k=6, sd
629 1257 Optimal Type 2, sd 706 14787 | Prop. 5.3.38 2,353
630 2415 Prop. 5.3.38 18,35 707 4221 GNB k=6, sd
631 6301 Cor. 5.3.15 Type 2, k =5, sd 708 1415 Optimal Type 1
632 6489 Prop. 5.3.38 ,79 709 2829 GNB k=4,sd
633 | 10505 | Prop. 5.3.38 3,211 710 2833 GNB k=3
634 8839 Cor. 5.3.15 Type 1, k =13 711 5253 Prop. 5.3.38 9,79
635 4509 Prop. 5.3.38 5,127 712 3717 Prop. 5.3.38 8,89
636 2415 Prop. 5.3.38 12,53 713 1425 Optimal Type 2, sd
637 2541 GNB k=4, sd 714 2607 Prop. 5.3.38 6,119
638 1275 Optimal Type 2, sd 715 2709 Prop. 5.3.38 11,65
639 1277 Optimal Type 2, sd 716 2499 Prop. 5.3.38 4,179
640 | 70389 | Prop. 5.3.38 5,128 717 2385 Prop. 5.3.38 3,239
641 1281 Optimal Type 2, sd 718 2151 Prop. 5.3.38 2,359
642 3831 GNB k=6, sd 719 1437 Optimal Type 2, sd
643 7705 Cor. 5.3.15 Type 2, k =6, sd 720 | 13005 | Prop. 5.3.38 5,144
644 2475 Prop. 5.3.38 23,28 721 4305 GNB k=6, sd

Table 2.2.10 Minimum found complexity of a normal basis of Fon over Fo, 40 < n < 721.
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2.2.3 Resources and standards

2.2.21 Remark The Combinatorial Object Server (COS) [2507] allows the user to specify a type
of combinatorial object with specific parameter values and COS will return a list of the
objects having the desired parameters. In many cases, the format of the output can be
chosen to be more machine-readable or human-readable. COS does not rely on a list, rather
it generates the objects requested on-the-fly; for this reason, the output is restricted to 200
objects. Examples of the objects generated are permutations, subsets and combinations,
set and integer partitions, irreducible and primitive polynomials over small finite fields and
spanning trees of a graph.

2.2.22 Remark The Cunningham project produces a set of tables to factor the numbers o™ + 1
for b = 2,3,5,6,7,10,11,12 for n as large as possible. The current factorization methods
employed are the elliptic curve method, the multiple polynomial quadratic sieve and the
number field sieve. For more information on factorization methods, see [2080, Chapter 3].
The Cunningham tables appear in published form [415] and as an electronic resource [2890].

2.2.23 Remark The Great Internet Mersenne Prime Search (GIMPS) [2084] is a distributed com-
puting effort dedicated to finding and verifying Mersenne primes (that is, primes of the form
2P — 1, where p is also a prime). GIMPS uses a combination of trial factoring using the Sieve
of Eratosthenes, followed by the Pollard P — 1 method and ending with the Lucas-Lehmer
primality test. For more information on primality testing, see [724, Chapter 31], for exam-
ple. GIMPS provides the Prime95 software, which automates all factoring and distributed
computing processes. The (currently) largest known Mersenne prime is 243112609 _ 1 con-
taining 12978189 decimal digits [2084].

The search for Mersenne primes is of particular interest in searching for primitive tri-
nomials of large degrees. Primitive polynomials of low-weight are useful in cryptographic
applications and pseudo-random number generation; see Sections 14.9 and 16.2. If p is a
Mersenne prime, then any irreducible polynomial of degree p over Fy is primitive. Since bi-
nomials of degree at least 2 cannot be irreducible over Fy, we consider trinomials 2P +z" +1,
for some 0 < r < p — 1. Sieving trinomials for reducibles is possible by Swan’s Theorem;
see Section 3.3. For more details on the algorithms and methods used in the search for
primitive trinomials, see [408]. An implementation of polynomial arithmetic over Fo which
was motivated by the GIMPS project, entitled gf2z, is necessarily highly optimized and is
preferred in some finite field software implementations; see Table 2.2.11 for more details.

2.2.24 Remark The On-Line Encyclopedia of Integer Sequences™ (OEIS™) [2800] is a
constantly-updated, searchable database of integer sequences. Examples of famous sequences
in the OEIS™ are the Catalan numbers (A000108), prime numbers (A000040), and the
Fibonnacci numbers (A000045). Users can search by sequence, “word” (for example, “num-
ber of irreducible polynomials” yields sequence A001037) or sequence number. Sequences
are sorted lexicographically, so the sequence references may have changed since the date of
publication.

2.2.25 Remark In Table 2.2.11, we present a number of software packages which are useful for
finite field implementations. We distinguish between packages which are open-source and
commercial. We refer the reader to the citation, which provides a current (as of the date of
publication) Web URL to the most recent build of the software. We note that this is not
an exhaustive list of software packages, simply a useful list of packages used or researched
by the author.
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Open-source software packages for computations in discrete mathematics

Name

Ver.

Description

Fast Library for
Number Theory
(FLINT)

2.3

A C library for performing computations in number
theory. Routines include fast algorithms, on par with
the other most efficient packages listed, for arbitrary
precision integers, rational numbers, modular arith-
metic, and p-adic numbers. Most libraries also con-
tain vector, polynomial and matrix methods. Multi-
core support to come in future versions.

[1426]

Algo-
Pro-

Groups,
rithms,
gramming

(GAP)

4.4.x

A system for computational discrete algebra em-
phasizing computational group theory. Can do ba-
sic computations with arbitrary integers, rationals,
finite fields, p-adic numbers, polynomials, rational
functions, and more. Contains a coding theory pack-
age, combinatorial functions and prime factorization
routines. Provides its own programming language, li-
braries of algebraic algorithms written in the GAP
language as well as data libraries of algebraic objects,
particularly various types of groups.

[2796]

9f2x

1.0

Library for efficient arithmetic of single-variable
polynomials over Fs. Primarily introduces fast-
fourier transform (FFT) for large-degree polynomial
multiplication.

[399]

The GNU Mul-
tiple  Precision
Arithmetic

Library (GMP)

5.0.x

C/C++ library providing fast arbitrary precision
arithmetic on integers, rational numbers, and float-
ing point numbers.

[2797]

Macaulay2

1.4

Software system focusing on algebraic geometry and
commutative algebra. Contains core algorithms com-
bined with a high-level interpreted language and de-
bugger to support package creation. Uses elements of
PARI, NTL, and others in its routines.

[1355]

Number Theory
Library (NTL)

5.5.x

C++ library providing data structures and routines
for arbitrary length integer arithmetic, arbitrary pre-
cision floating-point arithmetic, and finite field arith-
metic. Also contains lattice basis reduction algo-
rithms and basic linear algebra packages. Interfaces
with gf2x and GMP libraries for additional speed-
ups.

[2633]

PARI/GP

2.5.x

C library designed for fast computations in num-
ber theory including integer factorization and elliptic
curve compututations. Also contains useful function
for use with matrices, polynomials, power series, and
others. GP is a scripting language used by the gp
interactive shell, which accesses the PARI functions.
A subset of the GP language can be compiled as C
code, resulting in a substantial speed-up.

[2801]
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Open-source software packages for computations in discrete mathematics

Name

Ver.

Description

Singular

3.1.x

A computer algebra system focusing on polynomial
computations. Specializes on commutative and non-
commutative algebra, algebraic geometry, and sin-
gularity theory. Provides a C-like programming lan-
guage, extendable using libraries. Its core algorithms
handle Grobner bases, polynomial factorization, re-
sultants, and root finding. Advanced libraries and
third-party software provide further functionality.

[792]

SAGE

5.0

Comprehensive Python-based open-source computer
algebra package. Natively contains a finite field im-
plementation as well as wrappers for other useful
packages including Flint, GAP, NTL, PARI, and Sin-
gular. Interpreted but contains the ability to compile,
using Cython, as C code for a drastic improvement
in speed.

[2709]

Commercial stand-alone packages containing finite field implementations

Name

Ver.

Description

Magma

2.18-x

Computational algebra system focusing on alge-
bra, algebraic combinatorics, algebraic geometry and
number theory. Language built to closely approxi-
mate the user’s mode of thought and usual notation.
Major algorithms are designed to give comparable
performance to specialized programs. Also contains
a number of large databases of elliptic curves, lin-
ear codes, irreducible polynomials over finite fields,
graphs, Cunningham factorizations, and others.

[712]

Maple

16

Comprehensive computer algebra suite, contains a
full featured programming language to create scripts
or full applications. A “smart” document environ-
ment allows embedding equations, visualizations, or
components in the document. Can take advantage of
parallelism, multi-threading and multi-process pro-
graming. Finite field arithmetic natively given by the
“GF” package.

[2002]

Mathematica

Development platform concetrating on integrating
computation into workflows. Finite field computa-
tions are performed using the “FiniteFields” package
and “GF” class.

[3004]

Matlab

R2012a

Programming environment for algorithm develop-
ment and data analysis. Contains arithmetic over fi-
nite fields Fo» over [Fy for n < 16 within the “Com-
munications System Toolbox.”

[2799]

Table 2.2.11 Software packages useful for finite field implementations.
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See Also

§3.2, §3.3, §3.4  For reducibility and irreducibility of low-weight polynomials.
§5.2, §5.3 For normal bases and their complexities.
§11.1 For computational techniques over finite fields.

[1413], [2080] For patents and standards of elliptic curve cryptography, most of
which contain guidelines for finite field implementations.
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1777, 1939, 2002, 2015, 2080, 2084, 2180, 2356, 2507, 2573, 2582, 2633, 2709, 2753, 2796,
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Joseph L.Yucas, Southern Illinois University

3.1.1 Remark In this section we* are concerned with exact formulae for the number of (univariate)
irreducible polynomials over finite fields possessing various properties. There is some overlap
with Section 3.5 where specifically polynomials with prescribed coefficients are discussed.
Formulae and asymptotic expressions for mutivariate polynomials are given in Section 3.6.

3.1.2 Theorem (Theorem 2.1.24). Denote the number of monic irreducible polynomials of degree

n over F, by I;(n). Then

I,(n

*The author wishes to thank Stephen Cohen for a number of helpful improvements in this section.

)= 3 g
d|n
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3.1.3 |Definition For a positive integer n set

D,, = {r:r|¢" — 1 but r does not divide ¢" — 1 for m < n}.

3.1.4 Theorem [3048] We have
1
If](n) = E Z ¢(T)7

reD,

where ¢ denotes Euler’s function.

3.1.1 Prescribed trace or norm

3.1.5 |Definition The trace of a monic polynomial f of degree n over I, is —a;, where a; is the
first coefficient of f, i.e., the coefficient of 2" ! in f. The norm of a monic polynomial
f of degree n over F, is (—1)"ay, where a,, is the last coefficient of f, i.e., the constant
term in f. The trace and norm of a monic irreducible polynomial are, respectively, the
trace and norm of any of its roots in Fyn over IFy.

3.1.6 Remark In [2508, 3048] (cited below) and sometimes in the literature, the trace of a poly-
nomial f is taken to be the first coefficient a; itself.

3.1.7 Theorem [541, 2508] For a non-zero a € F, the number I,(n,a) of monic irreducible poly-
nomials of degree n over IF;, with trace a is

Lina) = — 3 u(d)g"/".

3.1.8 Theorem [3048] Let g be a power of the prime p. Write n = p*m with m being p-free (i.e., p
does not divide m). The number I,(n,0) of monic irreducible polynomials of degree n over
F, with trace 0 is
1 n € n
Iy(n,0) = — > u(d)g"/* = = pl(d)g"/*,
4 dlm dlm

where e =1if k >0and e =0if k = 0.

3.1.9 |Definition For r € D,,, write r = d,m, where d, = (r, qn_l).

3.1.10 Theorem [3043]

1. Let r € D,, and suppose a € F, has order m,. Further, let I,(n,r,a) denote
the number of monic irreducible polynomials over I, of degree n, order r and
(non-zero) norm a. Then

(r)

ne(my)’
2. Suppose a € F; has order m and let I,(n,a) denote the number of monic irre-
ducible polynomials over F, of degree n with (non-zero) norm a. Then

L) = s 3 ().

mp.=m

I,(n,ra) =
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3.1.11 Remark In [541], Carlitz obtained formulae for the number of monic irreducible polynomials
over Fy, g odd, with prescribed trace and whose norm is a (non-zero) square or a non-square,
respectively. These involve the quadratic character A on Fy; thus for 0 # b € Fy, A(b) =1
or —1 according as b is a square or non-square in F,, respectively. (See also Remark 3.5.49.)

3.1.12 Theorem [541, 1783] Let ¢ = p™ be an odd prime power. For a € F, denote by
I,(n,a,h), h =1,—1, respectively, the number of monic irreducible polynomials of degree
n over Fy with trace a whose norm is a (non-zero) square or a non-square. Then,

1 ifa=0
- I,(n,0,h) = 3@ —q) forn=p,
DT L@ 1) forn# p;

2. ifa#0

(@ +9) for n = p,

Iq(naaa h) - { %(qn—l 15— (_1)h)\(na) — 1) for n 7é 12

n—1

where S = (-1)"q¢ = )\((fl)nT_la), and A is the quadratic character in Fy.

3.1.2 Prescribed coefficients over the binary field

3.1.13 Remark Subsection 3.5.4 contains various formulae for the numbers of irreducible polyno-
mials with some prescribed coefficients in a general finite field F,. We list here a specialized
result over the binary field Fo not included there.

3.1.14 |Definition For § € Fan let

T;(8) = 3 B¥ g2 ... g%,

0<i; <ig<---<i;<n—1

T; maps Fon to Fo and 7} is the usual trace function. For n = 2 and j = 3, we define
T3(8) = 0 for all 8 € Fy. For an integer r with 1 < r < n, define F(n,t1,ta,...,t)
to be the number of elements § € Fon with 7(8) = t; for j = 1,...,r and let
(Ia(n,t1,ta,...,t;) =) I(n,t1,ta,...,t.) be the number of monic irreducible polyno-
mials f(z) over Fy of degree n with coefficient of 2”7 =¢; for j =1,...,r.

3.1.15 Theorem [3049] We have
nI(n,0,0,0)= > pu(d)F(n/d,0,0,0) - > u(d)2za—t,

d|n,d odd d|n,d odd,n/d even
nl(n,0,0,1)= > u(d)F(n/d,0,0,1);
d|n,d odd
nI(n,0,1,0)= > pu(d)F(n/d,0,1,0) - > u(d)2zat
d|n,d odd d|n,d odd,n/d even
nl(n,0,1,1)= > u(d)F(n/d,0,1,1);
d|n,d odd
nl(n,1,0,0) = p(d)F(n/d,1,0,0)+ Y p(d)F(n/d,1,1,1);
d|n,d=1 d|n,d=3
nl(n,1,0,1) = p(d)F(n/d,1,0,1) + Y u(d)F(n/d,1,1,0);
d|n,d=1 d|n,d=3
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nl(n,1,1,0)= Y u(d)F(n/d,1,1,0)+ w(d)F(n/d,1,0,1);
d|n,d=1 d|n,d=3

nl(n,1,1,1) = Y u(d)F(n/d,1,1,1)+ w(d)F(n/d,1,0,0).
d|n,d=1 d|n,d=3

3.1.16 Remark Explicit formulae for I(n,t1,ta,t3) (the number of irreducible polynomials over Fy
whose first three coefficients are prescribed) can be recovered from Theorem 3.1.15 via the
next theorem.

3.1.17 Theorem [1076, 3049] For n > 3, F(n,t1,ts,t3) = 273 + G(n,t1,t2,t3), where the values
of G(n,ty,ts,t3) are displayed in the following tables.
1. Case n = 2m + 1 (in the first column m is calculated modulo 12):

m 000 001 010 011 100 101 110 111
0 —3.2m=2 3.2m—2 2m=2 2m—2 0 0 0 0
lorbh 2m72 _2m72 2m72 _2m72 _2m72 _2m72 3. 2m72 _2m72
2 or 10 0 2m-—1 0 —2m-! gm-1  _gm-1  _om-1 2m-—1
3 2m72 _2m72 2m72 _2m72 2m71 0 2m71 _om
4dor8 —2m-1 0 —2m—1 2m 0 0 0 0
ﬁ 3. 2m—2 _2m—2 3. 2m—2 2m—2 2m—1 _2m,—1 _2m,—1 27n—1
7or 1l 2m72 _2m72 2m72 _2m72 _2m72 3. 2m72 _2m72 _2m72
9 2m72 72m72 2m72 72m72 _om 2m71 0 2m71

2. Case n = 2m with 3 not dividing n (in the first column m is calculated modulo 4):

m 000 001 010 011 100 101 110 111
0 3. 2m—2 _2m—2 _2m—2 _2m—2 3. 2m—2 _2m—2 _2m—2 _2m—2
l —-3. 2m—2 2m—2 2m—2 2m—2 2m—2 2m—2 2m—2 3. 2m—2
2 -3. 2m72 2m72 2m72 2m72 —-3. 2m72 2m72 2m72 2m72
3 3. 2m72 72m72 72m72 72m72 72m72 72m72 72m72 3. 2m72

3. Case n = 2m with 3 dividing n (in the first column m is calculated modulo 4):

m 000 001 010 011 100 101 110 111
Q 0 2m—1 2m—1 _9m 0 2m,—1 _9m 2m—1
l 0 _2m71 _2m71 om _2m71 om _2m71 0
2 0 72m71 72m71 om 0 72m71 om 72m71
3 0 2m71 2m71 _om 2m71 _9gm _2m71 0

3.1.18 Remark Formulae for I(n,t1,ts) and F(n,t1,t3) can be obtained by adding appropriate
terms from above [565]. For the binary field these will agree with the earlier general expres-
sions of Kuz'min (Theorems 3.5.43 and 3.5.45) from [1815].

3.1.3 Self-reciprocal polynomials

3.1.19 Remark Self-reciprocal polynomials were defined in Remark 2.1.48. For results on these
polynomials see [3050]. Any monic self-reciprocal polynomial R of (even) degree 2n has the

2
1
form z" f (w i

), where f is a monic polynomial of degree n in Fy[z]. (We observe that,
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if R is irreducible, then necessarily f is irreducible.) Let SRMI,(2n) denote number of
monic irreducible self-reciprocal polynomials of degree 2n over F,.

3.1.20 Theorem [547, 666, 2091, 2200] If ¢ is odd, then

SRMI,(20) = o= 3 pld)(q"/ ~ 1),

d|n
d odd

and, if ¢ is even, then

1
SRM Iy(2n) = > u(d)ge.
ddyclid

3.1.21 Remark The notion of self-reciprocal polynomial has recently been generalized and Theorem
3.1.20 extended correspondingly [48].

3.1.22 |Definition Let g(z) = a1z + bix + ¢1 and h(x) = a2? + bax + ¢ be relatively prime
polynomials over F, with max(deg f,degg) = 2 (so that a; and ay are not both zero).
Let I,(2n,g,h) denote the number of irreducible polynomials (not necessarily monic)

g(z)

of degree 2n that can be expressed in the form h(z)"f <—>, where f is a monic

h(z)

polynomial (necessarily irreducible) of degree n.

3.1.23 Theorem [48] Suppose n > 1 and g, h are polynomials over F, as in Definition 3.1.22. Then

0 if ¢ is even and b; = by = 0,
1
T(qn -1) if ¢ is odd and n = 2™,
Iq(an g, h) = 1TL
on d w(d)g™?  otherwise.
dodd

3.1.24 Remark Theorem 3.1.20 is recovered from Theorem 3.1.23 on setting g(z) = 2?+1, h(z) =
2 (using Z,u(d) = 0 whenever n > 1).
d

3.1.4 Compositions of powers

3.1.25 |Definition The radical of an integer m (> 1) (denoted here by m*) is the product of the
distinct primes dividing m.

3.1.26 |Definition For ¢ > 1, a t-polynomial T' over F, of degree tn is one that has the form
T(z) = f(a') for some monic polynomial f of degree n.

3.1.27 Remark If T is irreducible, then f is also irreducible. Further (see Theorem 3.2.5), (i)
t*](¢" — 1), and (ii) if 4|t, then 4|(¢™ — 1). In fact, if (i) holds then n can be expressed as
n = klm, where k is the order of ¢ (mod t*), I*|t, and m and t are relatively prime [666].
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3.1.28 Theorem [666] Suppose ¢t > 1 and that (i) and (ii) of Remark 3.1.27 hold with n = kim.
Let TM1,(tn) be the number of monic irreducible ¢-polynomials of degree ¢tn. Then

@(q” -1) for m =1,
TMI,(tn)={ ™ t
%n()[qn/m(m) for m > 1.

3.1.29 Remark For t > 1, a t-reciprocal polynomial T over [F; of degree 2tn is one that is both a
t-polynomial and a self-reciprocal polynomial. Thus it has the form T(z) = 2! f (%),
where f is a monic polynomial of degree n. If T is irreducible then f is irreducible. Moreover,
from [666] we have (i) t is odd and (ii) t*|(¢"™ + 1). Also 2n = kim, where I*|2¢t and m and
2t are relatively prime (so that m|n).

3.1.30 Theorem [666, 2200] Suppose ¢ > 1 and that (i) and (ii) of Remark 3.1.29 hold with
2n = klm. Let TSRM1,(2tn) be the number of monic irreducible ¢-reciprocal polynomials
of degree 2tn. Then

t
%(q"—i—l) for m =1,
TSRMI,(2tn) = mg(t)
5in Iyu/m(m) form > 1.

3.1.5 Translation invariant polynomials

3.1.31 ’Deﬁnition A polynomial f over Fy is translation invariant if f(z+a) = f(z) for all a € F,,.

3.1.32 Theorem [2200] Let TIMI,(gn) denote the number of translation invariant monic irre-
ducible polynomials of degree gn over F,. Then

g—1 n
v = LS
In
(qil)zl

3.1.6 Normal replicators

3.1.33 Remark Many of the above formulae and other similar ones can be obtained using the
general counting technique [2200] which follows.

3.1.34 |Definition A rational function r = f/g € Fy(x) is a replicator over F, if for every n > 1,
29" =1 — 1 divides f(z)9" — f(x)g(x)9"~1. In this case, we write

F@)" = fz)g(z)" ' = (@ = 1)P(n,2)

for some polynomial 7(n, z) € F,[x]. The polynomial 7(n, z) is the n-th order transform
of r.

3.1.35 |Definition Let k& be a positive integer. A rational function r = f/g € F,(z) is k-normal
if for every n > 1 and for each A € Fj», the degrees of the factors of the associated
polynomial f — Ag divide k, and for some )\, at least one factor has degree equal to k.




Irreducible polynomials 59

3.1.36 Remark For a polynomial f(z) = 2™ + ay—12™ ' + -+ + a7 + ag over Fyn we define the
following sequence of polynomials:

fO)(z) = 2™ + a‘fi_lxm_l 4+ a({jx + agj.

We observe that f(*) = f where s is the least common multiple of the degrees of the minimal
polynomials of the coefficients of f.

3.1.37 |Definition Define the spin Sy(x) of the polynomial f(z) by

s—1

Sp@) =T V(@)

=0

3.1.38 |Definition Let r = f/g be a k-normal replicator over F, and suppose h is an irreducible
factor of f — Ag for A € Fy» of degree d. Then, S}, is hard for r if the degree of S, does
not divide n.

3.1.39 Remark Write ; . ;
fU (@) = f(@)g” ~Hx) = (a7 1 = 1)G(n, 2)7(n, z),

where 7(n, x) is the factor of f4" — fg9" ~1 of largest degree which is square-free and satisfies
(G(n,z),7(n,z)) = 1. Further let g(n) = deg(G(n,x)). Let HMI;(n,r(z)) denote the
number of monic irreducible polynomials of degree n which are hard for 7.

3.1.40 Theorem [2200] We have

HMI(n,r(@) =2 32 u(n/d)lim 1"~ g(d) + 1]
a1 /)
= 3 W @fm — 1)g" — gln/d) + 1],
dln
ktd

See Also

§3.5 For further formulae and estimates for irreducible polynomials with prescribed
coefficients.
§3.6 For formulae and asymptotic expressions for irreducible multivariate polynomials.

References Cited: [48, 541, 547, 565, 666, 1076, 2091, 2200, 2508, 3048, 3049, 3050]
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3.2 Construction of irreducibles

Melsik Kyuregyan, Armenian National Academy of Sciences

3.2.1 Construction by composition

3.2.1 Remark Known constructions of irreducible polynomials depend on the composition of
an initial irreducible polynomial with a further polynomial or rational function. Often this
process can be iterated or continued recursively to produce an infinite sequence of irreducible
polynomials of increasing degrees.

3.2.2 Theorem [505, 666] Let f, g € Fy[z] be relatively prime polynomials and let P € F,[z] be
an irreducible polynomial of degree n. Then the composition

F(x) = (g9(x))" P (f(x)/g9())
is irreducible over F, if and only if f — ag is irreducible over Fy» for any zero a € Fyn of P.

3.2.3 Remark Theorem 3.2.2 was employed by several authors [589, 678, 685, 1172, 1820, 1819,
1821, 1822, 1823, 1824, 1939, 2091] to give iterative constructions of irreducible polynomials
over finite fields. A further extension of the theorem is produced in [1825], which is also
instrumental in the construction of irreducible polynomials of relatively higher degree from
given ones.

3.2.4 Theorem [2077] Let P € F,[z] be irreducible of degree n. Then for any a,b, c,d € F, such
that ad — be # 0,

Flz) = (cx +d)" P (Zji;)

is also irreducible over F,.

3.2.5 Theorem [2077] Let ¢ be a positive integer and P € F,[z] be irreducible of degree n and
exponent e (equal to the order of any root of P). Then P(z') is irreducible over F, if and
only if

L (t(¢"—1)/e) =1,
2. each prime factor of ¢ divides e, and
3. if 4]t then 4|(¢g™ — 1).

3.2.6 Theorem [1939] Let f1, fa,...,fn be all the distinct monic irreducible polynomials in
Fq[z] of degree m and order e, and let ¢ > 2 be an integer whose prime factors di-
vide e but not (¢™ — 1) /e. Assume also that ¢" = 1(mod 4) if ¢ = 0(mod 4). Then
fi(zh), fa(x?), ..., fn(x') are all the distinct monic irreducible polynomials in F,[z] of degree
mt and order et.

3.2.7 Remark Agou [36] has established a criterion for f(g(x)) to be irreducible over Fg,
where f,g € F,[z] are monic and f is irreducible over F,. This criterion was used in
Agou [36, 38, 39, 40] to characterize irreducible polynomials of special types such as
f (acpr — aa:) , f(xP — 2z —b), and others. Such irreducible compositions of polynomials are
also studied in Cohen [666, 671], Long [1954, 1955], and Ore [2324].

Irreducibility criteria for compositions of polynomials of the form f(z!) have been estab-
lished by Agou [34, 35, 36], Butler [469], Cohen [671], Pellet [2376], Petterson [2392], and
Serret [2597, 2600]. Berlekamp [231, Chapter 6] and Varshamov and Ananiashvilii [2860]
discussed the relationship between the orders of f(z') and that of f(z).
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3.2.8 Theorem [2077] Let ¢ = 2™ and let P(z) = Y .-, c;z’ € Fy[z] be irreducible over F, of
degree n and P*(z) = 2" P (1). Denote Fom = F and F, = K. Then
1. 2P (:c + x’l) is irreducible over F" if and only if Trp,k (c1/co) = 1;
2. x"P* (x + x_l) is irreducible over F' if and only if Trp/ g (cn—1/cn) = 1.
3.2.9 Remark Part 1 of Theorem 3.2.8 was obtained by Meyn [2091] and by Kyuregyan [1820]

in the present general form; for the case ¢ = 2 it was earlier obtained by Varshamov and
Garakov [2861].

3.2.10 Theorem [2091] Let ¢ be an odd prime power. If P is an irreducible polynomial of degree
n over Fy, then 2" P (z + z~!) is irreducible over F, if and only if the element P(2)P(—2)
is a non-square in F,.

3.2.11 Theorem [1822] Let ¢ be odd, P(x) # x be an irreducible polynomial of degree n > 1 over
F,, and az? + bx + ¢ and dz? + rz + h be relatively prime polynomials in Fy[z] with a or d
being non-zero and r? # 4dh. Suppose

(ah)? + (cd)? + acr? + b*dh — bedr — abhr — 2acdh = §°

for some 6 # 0 from F,. Then the polynomial

2

n +bx +c

F(z) = (dz? p)y"p (4L TrTe
(@) (x tret ) (dx2+rx+h>

is irreducible over F, if and only if the element

n br — 2 (ed 4+ ah — §) br — 2 (cd 4 ah + 6)
2_
(r 4M)P( r? — dhd >P< r? — dhd

is a non-square in [F,.

3.2.12 Remark The case a = ¢ =r =1 and b = d = h = 0 of Theorem 3.2.11 reduces to
Theorem 3.2.10.

3.2.13 Remark We briefly describe some constructive aspects of irreducibility of certain types of
polynomials, particularly binomials and trinomials.

3.2.14 |Definition A binomial is a polynomial with two nonzero terms, one of them being the
constant term.

3.2.15 Remark Irreducible binomials can be characterized explicitly. For this purpose it suffices
to consider nonlinear, monic binomials.

3.2.16 Theorem [1939] Let t > 2 be an integer and a € F}. Then the binomial 2* — a is irreducible
in F,[z] if and only if the following two conditions are satisfied:

1. each prime factor of ¢ divides the order e of a in F}, but not (¢ —1)/e;
2. ¢ =1(mod 4) if t = 0(mod 4).

3.2.17 Remark Theorem 3.2.16 was essentially shown by Serret [2600] for finite prime fields. Fur-
ther characterizations of irreducible binomials can be found in Albert [70, Chapter 5], Cap-
peli [505, 506, 507], Dickson [850, Part I, Chapter 3]. Lowe and Zelinsky [1962], Rédei [2443,
Chapter 11], and Schwarz [2568].

3.2.18 Theorem Let a be a nonzero element in an extension field of F,, ¢ = 244 — 1, with 4 > 2
and u odd. Suppose e is the order of the subgroup of F; generated by a and the condition
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of Part 1 in Theorem 3.2.16 is satisfied for some natural number ¢ divisible by 24 = 2B.
Then the binomial 2 — a factors as a product of B monic irreducible polynomials in F|[z]
of degrees v = t/B, that is in F,[z] we have the canonical factorization

B
ot —a = H (xv _ ijl‘v/z _ b2> ,

Jj=1

where b = a”, 2Br = ¢/2+ 1(mod (¢ — 1)), and the elements ¢y, ..., cp are the roots of the

polynomial
B/2

B (B=i—1)!B g_o
F@ =2 gy € Pl
and all ¢j, 1 < j < B are in Fy.

Remark The factorization in Theorem 3.2.18 is due to Serret [2600], see also Albert [70,
Chapter 5] and Dickson [850, Part I, Chapter 3]. Shiva and Allard [2616] discuss a method
for factoring 22 ~! + 1 over Fy. The factorization of 29~ — a over F, is considered in
Dickson [849], see also Agou [37]. Schwarz [2569] has a formula for the number of monic
irreducible factors of fixed degree for a given binomial and Rédei [2442] gives a short proof
of it; see also Agou [34], Butler [469], and Schwarz [2568]. Gay and Vélez [1261] prove a
formula for the degree of the splitting field of an irreducible binomial over an arbitrary field
that was shown by Darbi [769] for fields of characteristic 0. Agou [33] studied the factor-
ization of an irreducible binomial over F, in an extension field of ;. Beard and West [213]
and McEliece [2046] tabulate factorizations of the binomials 2™ — 1. The factorization of
more general polynomials g(z)! — a over finite prime fields is considered in Ore [2323] and
Petterson [2392]. Applications of factorizations of binomials are contained in Agou [34],
Berlekamp [229], and Vaughan [2863].

Definition A t¢rinomial is a polynomial with three nonzero terms, one of them being the
constant term.

Remark The trinomials that we consider are also affine polynomials.

Theorem [1939] Let a € F,, and let p be the characteristic of Fy. Then the trinomial ¥ —z—a
is irreducible in F,[z] if and only if it has no root in F,.

Corollary [1939] With the notation of Theorem 3.2.22 the trinomial 2 —z — a is irreducible
in F,[x] if and only if the absolute trace Trp, i (a) # 0, where F' =F, and K = [,

Remark Theorem 3.2.22 and Corollary 3.2.23 were first shown by Pellet [2378]. The fact
that x? —x —a is irreducible over ), if a € F} was already established by Serret [2597, 2600].
See also Dickson [841], [850, Part I, Chapter 3] and Albert [70, Chapter 5] for these results.

Remark Since for b € F the polynomial f(x) is irreducible over IF, if and only if f(bx) is
irreducible over Iy, the criteria above hold also for trinomials of the form bPz? — bz — a.

Remark If we consider more general trinomials of the above type for which the degree is a
higher power of the characteristic, then these criteria need not be valid any longer. In fact,
the following decomposition formula can be established.

Theorem [1939] For 29 — x — a with a being an element of the subfield K =F, of F =TF,
we have the decomposition

q/r

xq—x—azn(ajr—x—ﬁj)

j=1
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in Fy[x], where the ; are the distinct elements of F, with Trp/k(8;) = a.

3.2.28 Remark Theorem 3.2.27 is due to Dickson [841], [850, Part I, Chapter 3|, but in the special
case a = 0 it was already noted by Mathieu [2022].

3.2.29 Theorem [2857, 2858] Let P(z) = 2" +a,_12" '+ - -+ajz+ag be an irreducible polynomial
over the finite field F, of characteristic p and let b € F,,. Then the polynomial P(a? —x —b)
is irreducible over IF, if and only if the absolute trace Trp, g (nb —an—1) # 0, where F' = F,
and K =I,.

3.2.30 Remark Theorem 3.2.29 was shown in this general form by Varshamov [2857, 2858]; see also
Agou [36]. The case b = 0 received considerable attention much earlier. The corresponding
result for b = 0 and finite prime fields was stated by Pellet [2378] and proved in Pellet [2377].
Polynomials f(z? —z) over F,, with deg(f) a power of p were treated by Serret [2598, 2599].
The case b = 0 for arbitrary finite fields was considered in Dickson [850, Part I, Chapter
3] and Albert [70, Chapter 5|. More general types of polynomials such as f(zP" — ax),
f(xpm — ax?" — bx) and others have also been studied, see Agou [36, 37, 38, 39, 40, 41, 42],
Cohen [671], Long [1953, 1954, 1955, 1956], Long and Vaughan [1957, 1958], and Ore [2324].

3.2.31 Theorem Let f(z) = 2" — ax — b € Fy[z], where r > 2 is a power of the characteristic of
F,, and suppose that the binomial 2"~ — a is irreducible over F,. Then f(z) is the product
of a linear polynomial an an irreducible polynomial over I, of degree r — 1.

3.2.32 Remark Theorem 3.2.31 generalizes results of Dickson [849] and Albert [70, Chapter 5].
See Schwarz [2571] for further results in this direction.

3.2.2 Recursive constructions

3.2.33 Theorem [1823] Let ¢ = p* be a prime power and let f(z) = Y._,c,z" be a monic
irreducible polynomial over IF,;. Denote F, = F' and F, = K. Suppose that there exists an
element dp € F, such that f (69) = a with a € F}, and

Trp/k (ndo + cn-1) - Trey i (f'(0)) # 0,

where f’ is the formal derivative of f. Let go(x) = 2P —z+dp and gi(x) = 2P — x+ Oy, where
or € F5, k > 1. Define fo(z) = f (go(z)), and fr(z) = fi_; (gx(2)) for k > 1, where f}_,(z)
is the monic reciprocal polynomial of fi_1(x), i.e., fi_i(z) = mx"kflfk,l (%) Then
for each k > 0 the polynomial fi(z) is irreducible over F, of degree ny = n - pF*1.

3.2.34 Remark The case s = 1 and the sequence (dx)x>0 is constant, i.e., 6y = ¢ € Fy of Theo-
rem 3.2.33, has been studied by Varshamov in [2859], where no proof is given. For a proof
see [1172, 2077].

3.2.35 Theorem [1820, 1821, 1823] Let § € F5. and fi(z) = >_'_, ¢,x" be a monic irreducible
polynomial over Fa: whose coeflicients satisfy the conditions

TTF/K <00105) =1 and TTF/K <Cn6—1) = 17

where Fa: = I and Fp = K. Then all the terms in the sequence (fx(z)),>, defined as

freoa(@) =2 i (x4 6% k> 1,

are irreducible polynomials over Fas.
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3.2.36 Theorem [1820, 1821, 2077] Let f(z) = Y., c;z® be irreducible over Fom of degree n.
Denote Fom = F and Fy = K. Suppose that Trgp/x (c1/co) # 0 and Trp) g (cn—1/cn) # 0.
Define the polynomials ag(x) and by (x) recursively by ag(x) = x, bo(z) = 1 and for k > 1

apy1(z) = ar(x)by(x),
be+1(z) = ai(w)%—bi(.%‘)

Then
fu(@) = (b(2))" f (an(z)/br(2))
is irreducible over Fom of degree n2* for all k > 0.
3.2.37 Remark [2077]

1. For the case ¢ = 2 in Theorem 3.2.36 the trace function is the identity map on
F,.

2. Let f(x) = )i c;z’ be a monic irreducible polynomial over Fy of degree n with
c1en—1 # 0. Then fi(z) = Y1 ciak (z)by " () is irreducible over Fy of degree
n2F for all k > 0.

3. The irreducibility of f; over Fy has been studied by several authors, includ-
ing Varshamov [2859], Wiedemann [2977], Meyn [2091], Gao [1172], Menezes et
al. [2077].

4. The irreducibility of f; over Fas has been studied by Kyuregyan [1820, 1819, 1821]
and Menezes et al. [1172, 2077].

3.2.38 Theorem [678, 2077] Let f be a monic irreducible polynomial of degree n > 1 over F,, ¢
odd, where n is even if ¢ = 3 (mod 4). Suppose that f(1)f(—1) is a non-square in Fy. Define

fo(fﬂ) = f(x)a
fe(@) = (2z)" f1 ((z + ) /2), k> 1,

where t;, = n2*F denotes the degree of fi(z). Then fi(x) is an irreducible polynomial over
F, of degree n2* for every k > 1.

3.2.39 Remark Further constructions similar to the one from Theorem 3.2.38 can be found in [1822,
1824].

3.2.40 Theorem [1822] Let P(xz) # x be an irreducible polynomial of degree n > 1 over Fg,
where n is even if ¢ = 3(mod 4), with r,h,0 € F, and r # 0, § # 0. Suppose that
P (gé_m) P (— 25""%) is a non-square in F,. Define

2 2

Fy(z) = Pla),

2 tp—1 4 2 2 2
<2x+h) Fkl((:cz—ké4(hr>>/<2ac—&-h)),kZl7
T T T

where t;, = n2* denotes the degree of Fy(x). Then Fj(z) is an irreducible polynomial over
F, of degree n2* for every k > 1.

3.2.41 Remark For r = § = 2 and h = 0 Theorem 3.2.40 coincides with Theorem 3.2.38 due to
Cohen [678, 685]; see also [2077, Theorem 3.24].

3.2.42 Theorem [1822] Let P(x) # x be an irreducible polynomial of degree n > 1 over F,,.
Suppose that the elements P(0), h™ and (2r)™ are squares in F, and the element P (%) is



3.2.43

3.2.44

3.2.45

3.2.46

3.2.47
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a non-square in [Fy. Define

Fo(z) = P(a),

a2\ (4h)? 2
(Fk-1(0)) <4h> Fy, (W%)Q> y k>1,

where t;, = n2* denotes the degree of Fy(x). Then Fj(z) is an irreducible polynomial over
F, of degree n2* for every k > 1.

Fk(:z:)

Theorem [1822] Let P be an irreducible polynomial of degree n > 1 over F,, where n is
even if ¢ = 3(mod 4) and b € F,. Suppose that the element P (—g) is a non-square in F,.
Define

Fy(x)

P(x),

5 B2 b
Fp(z) = Fr_1 |z +bx+zf§ L k> 1.

Then for every k > 1, Fi(x) is an irreducible polynomial over F, of degree n2*.

Definition For a given polynomial P(z) = Y I'_, a,z" € Fy[z] define the polynomial gp
as
n 2j
gp() = (1" Y (=1)“auaz; 2’
7=0u=0

Theorem [1824] Let ¢ be an odd prime power and P(z) = Y '_,a,z" be an irreducible
polynomial of degree n > 1 over F, with at least one coefficient ag; 11 # 0 (0 <1< L%J)
Let ax® + 2hx + ahd™' and dz* 4 2ax + h be relatively prime, where a,d, h, e F; and
a®? # hd. Suppose that the element (hd_l)n is a non-zero square in F, and the element
(hd - az)n gF, (%) is non-square in [F, (see Definition 3.2.44 for gp). Define

Fy(x) = P(x),

Fi(x) = Hy1(a,d)™" (da® + 2az + h)"™* " F_ (%) , for k> 1,
where Hy_1(a,d) = d"*~1F,_1 (%), and #, is the degree of Fy(z). Then Fi(z) is an irre-
ducible polynomial over F, of degree ¢, = n2k for every k > 1.
Theorem [1824] Let ¢ and P satisfy the hypothesis of Theorem 3.2.45. Suppose a,c € Fg

(ac)™ is a square in F, and the element (—1)" gg, (£) is a non square in Fy (see Defini-

tion 3.2.44 for gp). Define
Fy(x)

ax2+c
Fi(z) = <2:c>“=—1Fk_1( i~ >,k21,

P(z),

where t;, is the degree of Fj(x). Then Fj(x) is an irreducible polynomial over F, of degree
t, = n2F for every k > 1.

Remark In particular, the case ¢ = 3(mod 4)) and Fy(z) = 2 + 2z + ¢ with a = 1 of
Theorem 3.2.46 was considered by McNay [589]. The case a = ¢ = 1 was derived by Cohen;
see [678, 685, 2077).
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See Also

§3.3 For composite polynomials.
§3.4 For weights of irreducible polynomials.
§3.5 For irreducible polynomials with prescribed coefficients.
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507, 589, 666, 671, 678, 685, 769, 841, 849, 850, 1172, 1261, 1819, 1820, 1821, 1822, 1823,
1824, 1825, 1939, 1953, 1954, 1955, 1956, 1957, 1958, 1962, 2022, 2046, 2077, 2091, 2323,
2324, 2376, 2377, 2378, 2392, 2442, 2443, 2568, 2569, 2571, 2597, 2598, 2599, 2600, 2616,
2857, 2858, 2859, 2860, 2861, 2863, 2977]

3.3 Conditions for reducible polynomials

Daniel Panario, Carleton University

We present qualitative results on the reducibility of univariate polynomials over finite
fields. First we provide some classical work; see the comments at the end of Chapters 3 and 4
of Lidl and Niederreiter [1939] for other results published before 1983. Then we cover several
reducibility results that follow from a theorem of Pellet and Stickelberger [2379, 2716].

3.3.1 Composite polynomials

3.3.1 Remark There has been substantial work showing that some classes of polynomials are
irreducible using several types of composition of polynomials. Here we are interested in “if
and only if” irreducibility statements that as a consequence provide reducibility results.

3.3.2 Remark Let f be a polynomial of degree m over F,, ¢ = p*, and let L be the linearized
polynomial L(z) = 31" ;a;xP". Ore [2324] considers the irreducibility of f(L). Agou in
several articles [37, 39, 41] considers special types of linearized polynomials including P —azx
and " — az?’ — bx.

3.3.3 Theorem [37] Let f(x) = 2™ 4 by,—12™ 1 + -+ 4 by be an irreducible polynomial over F,,

q = p¥, with root 3. Then, for any nonzero a in Fq, f(2? — ax) is irreducible over F, if and
only if 4= ecdmp=1)/(r=1) = 1 and Try,,(B/AP) # 0, where A € Fm satisfies AP~ =a

and Trypm(z) = 2 +aP + ---+a? . In particular, if A is in Fy, then f(zP — AP~ 'z) is
irreducible over Fy if and only if Try (b,,—1/AP) # 0.

3.3.4 Remark Similar results can be found in the papers by Agou cited above.

3.3.5 Remark We are also interested in results that guarantee classes of polynomials that are
reducible. The concluding reducibility result for compositions of the type f(L), where f
and L are as above, is given next.

3.3.6 Theorem [41] Let f be an irreducible polynomial of degree m over Fy, ¢ = p*, and let L be
the linearized polynomial L(z) = Y"1 ja;zP". If n > 3, f(L) is reducible.

3.3.7 Remark The cases when n < 2 in the previous theorem were studied by Agou [39, 40].
3.3.8 Remark Cohen [671, 672] gives alternative proofs for Agou’s results.
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3.3.9 Remark Moreno [2145] considers the irreducibility of a related composition of functions.

3.3.10 Theorem [2145] Let f and g be polynomials over F,, ¢ = p¥, and let f be irreducible of
degree m. The polynomial f(g(x)) is irreducible over F, if and only if g(x) + f is irreducible
over Fym for any root 3 of f.

3.3.11 Remark Brawley and Carlitz [394] define root-based polynomial compositions called com-
posed products.

3.3.12 |Definition Let f and g be monic polynomials in Fy with factorizations in the algebraic
closure of F,, given by

f@)=]](z—a) and g(z)=]](=-p).

a B

The composed products f o g and f % g are defined, respectively, by

(fog)(@) =TT ~ap), and (fxg)@)=]]]I@~(a+5).
a g a B

3.3.13 Theorem [394] The composed products of f and g, f o g and f x g, are irreducible if and
only if f and g are irreducible with coprime degrees.

3.3.14 Remark Related results to composed products can be found in [394, 395, 2103].

3.3.2 Swan-type theorems

3.3.15 Remark Pellet [2379] and Stickelberger [2716] relate the parity of the number of irreducible
factors of a squarefree polynomial with its discriminant. When the parity of the number of
irreducible factors of a polynomial is even, the polynomial is reducible.

3.3.16 Remark We recall, from Section 2.1, the definition of discriminant (Definition 2.1.135).

3.3.17 |Definition Let f be a polynomial of degree n in F,[z] with leading coefficient a, and with
roots aq, a, . . ., in its splitting field, counted with multiplicity. The discriminant of
f is given by

3.3.18 Remark The discriminant of f is zero if and only if f has multiple roots.

3.3.19 Remark Next is a result given by Stickelberger [2716] although the theorem was originally
shown by Pellet [2379]; see also [846].

3.3.20 Theorem [2379, 2716] Let p be an odd prime and suppose that f is a monic polynomial
of degree n with integral coefficients in a p-adic field F. Let f be the result of reducing
the coefficients of f modulo p. Assume further that f has no repeated roots. If f has r
irreducible factors over the residue class field, then » = n (mod 2) if and only if D(f) is a
square in F.

3.3.21 Proposition [2753] Let ¢ be a power of an odd prime p and let F, be the finite field with ¢
elements. Let g be a polynomial over [F; of degree n with no repeated roots. Furthermore,
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let r be the number of irreducible factors of g over F,. Then r = n (mod 2) if and only if
D(f) is a square in F,,.

3.3.22 Remark Swan extends the previous result to the case p = 2 by noting that a p-adic integer
a coprime to p, is a p-adic square if and only if a is a square modulo 4p.

3.3.23 Corollary [2753] Let g be a polynomial of degree n over Fy with D(g) # 0 and let f be
a monic polynomial over the 2-adic integers such that g is the reduction of f modulo 2.
Furthermore, let r be the number of irreducible factors of g over Fy. Then r = n (mod 2)
if and only if D(f) =1 (mod 8).

3.3.24 Remark Swan also characterizes the parity of the number of irreducible factors of a trino-
mial over Fo. These polynomials are of practical importance when implementing finite field
extensions; for example, see [1567] and Section 3.4.

3.3.25 Theorem [2753] Let n > k > 0. Assume precisely one of n,k is odd. If r is the number
of irreducible factors of f(x) = 2™ + x* + 1 € Fy[x], then 7 is even (and hence f is not
irreducible) in the following cases:

1. n even, k odd, n # 2k and nk/2 = 0,1 (mod 4);
2. nodd, k even, k{2n and n = 3,5 (mod 8);
3. nodd, k even, k| 2n and n = 1,7 (mod 8).

In other cases f has an odd number of factors.

3.3.26 Remark The case when n and k are both odd can be covered by making use of the fact
that the reciprocal polynomial of f has the same number of irreducible factors as f; for
reciprocal polynomials see Definition 2.1.48. If both n and k are even the trinomial is a
square and has an even number of irreducible factors.

3.3.27 Corollary [2753] Let n be a positive integer divisible by 8. Then every trinomial over Fy of
degree n has an even number of irreducible factors in Fa[z], and hence it is not irreducible.

3.3.28 Remark Many results have been given following Swan’s technique for other types of poly-
nomials and finite field extensions and characteristics. We state several of them starting
from characteristic two results and then focusing on odd characteristic.

3.3.29 Remark Vishne [2878] considers trinomials in finite extensions of Fy; see also Theorems
6.69 and 6.695 in [231]. Evaluating the discriminant of a trinomial (modulo 8 R, where R is
the valuation ring of the corresponding extension of 2-adic numbers), Vishne’s studies are
a direct analogue of Swan’s proof over Fs.

3.3.30 Corollary [2878] Let Fo: be an even degree extension of Fo and n an even number.
Then, g(z) = 2™ + az® + b € Fy:[z] has an odd number of irreducible factors only when
g(x) = 2% + ax? 4+ b and t? + at + b has no root in Fy..

3.3.31 Remark Similar results to the one in Corollary 3.3.30 are given in [2878]. Special cases of
trinomials of low degrees over extensions of Fy are given in [570].

3.3.32 Remark Hales and Newhart give a Swan-like result for binary tetranomials; see Theorem
2 in [1399)].

3.3.33 Remark It is convenient to use irreducible trinomials over Fy when constructing extension
fields. The usage of pentanomials (polynomials with 5 nonzero coefficients) when trinomials
do not exist is in the IEEE standard specifications for public-key cryptography [1567].
However, Scott [2573] shows that some of the recommended irreducible polynomials are not
optimal.



