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Preface

In the emerging era of Web 3.0, securing cyberspace has gradually evolved into a
critical organizational and national research agenda inviting interest from a multidis-
ciplinary scientific workforce. There are many avenues into this area, and, in recent
research, machine-learning and data-mining techniques have been applied to design,
develop, and improve algorithms and frameworks for cybersecurity system design.
Intellectual products in this domain have appeared under various topics, including
machine learning, data mining, cybersecurity, data management and modeling,
and privacy preservation. Several conferences, workshops, and journals focus on the
fragmented research topics in this area. However, transcendent and interdisciplinary
assessment of past and current works in the field and possible paths for future research
in the area are essential for consistent research and development.

This interdisciplinary assessment is especially useful for students, who typically
learn cybersecurity, machine learning, and data mining in independent courses.
Machine learning and data mining play significant roles in cybersecurity, especially
as more challenges appear with the rapid development of information discovery
techniques, such as those originating from the sheer dimensionality and heteroge-
neous nature of the network data, the dynamic change of threats, and the severe
imbalanced classes of normal and anomalous behaviors. In this book, we attempt
to combine all the above knowledge for a single advanced course.

This book surveys cybersecurity problems and state-of-the-art machine-learning
and data-mining solutions that address the overarching research problems, and it is
designed for students and researchers studying or working on machine learning and
data mining in cybersecurity applications. The inclusion of cybersecurity in machine-
learning research is important for academic research. Such an inclusion inspires fun-
damental research in machine learning and data mining, such as research in the
subfields of imbalanced learning, feature extraction for data with evolving character-
istics, and privacy-preserving data mining,

XVii
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Organization

In Chapter 1, we introduce the vulnerabilities of cyberinfrastructure and the
conventional approaches to cyber defense. Then, we present the vulnerabilities of
these conventional cyber protection methods and introduce higher-level method-
ologies that use advanced machine learning and data mining to build more reliable
cyber defense systems. We review the cybersecurity solutions that use machine-
learning and data-mining techniques, including privacy-preservation data mining,
misuse detection, anomaly detection, hybrid detection, scan detection, and profil-
ing detection. In addition, we list a number of references that address cybersecurity
issues using machine-learning and data-mining technology to help readers access
the related material easily.

In Chapter 2, we introduce machine-learning paradigms and cybersecurity
along with a brief overview of machine-learning formulations and the application
of machine-learning methods and data mining/management in cybersecurity. We
discuss challenging problems and future research directions that are possible when
machine-learning methods are applied to the huge amount of temporal and unbal-
anced network data.

In Chapter 3, we address misuse/signature detection. We introduce fundamen-
tal knowledge, key issues, and challenges in misuse/signature detection systems,
such as building efficient rule-based algorithms, feature selection for rule match-
ing and accuracy improvement, and supervised machine-learning classification
of attack patterns. We investigate several supervised learning methods in misuse
detection. We explore the limitations and difficulties of using these machine-learn-
ing methods in misuse detection systems and outline possible problems, such as
the inadequate ability to detect a novel attack, irregular performance for different
attack types, and requirements of the intelligent feature selection. We guide readers
to questions and resources that will help them learn more about the use of advanced
machine-learning techniques to solve these problems.

In Chapter 4, we provide an overview of anomaly detection techniques. We
investigate and classify a large number of machine-learning methods in anomaly
detection. In this chapter, we briefly describe the applications of machine-learning
methods in anomaly detection. We focus on the limitations and difficulties that
encumber machine-learning methods in anomaly detection systems. Such prob-
lems include an inadequate ability to maintain a high detection rate and a low
false-alarm rate. As anomaly detection is the most concentrative application area of
machine-learning methods, we perform in-depth studies to explain the appropriate
learning procedures, e.g., feature selection, in detail.

In Chapter 5, we address hybrid intrusion detection techniques. We describe how
hybrid detection methods are designed and employed to detect unknown intrusions
and anomaly detection with a lower false-positive rate. We categorize the hybrid
intrusion detection techniques into three groups based on combinational methods.
We demonstrate several machine-learning hybrids that raise detection accuracies in
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the intrusion detection system, including correlation techniques, artificial neural
networks, association rules, and random forest classifiers.

In Chapter 6, we address scan detection techniques using machine-learning
methods. We explain the dynamics of scan attacks and focus on solving scan detec-
tion problems in applications. We provide several examples of machine-learning
methods used for scan detection, including the rule-based methods, threshold
random walk, association memory learning techniques, and expert knowledge-
rule-based learning model. This chapter addresses the issues pertaining to the high
percentage of false alarms and the evaluation of efficiency and effectiveness of scan
detection.

In Chapter 7, we address machine-learning techniques for profiling network
traffic. We illustrate a number of profiling modules that profile normal or anoma-
lous behaviors in cyberinfrastructure for intrusion detection. We introduce and
investigate a number of new concepts for clustering methods in intrusion detection
systems, including association rules, shared nearest neighbor clustering, EM-based
clustering, subspace, and informatics theoretic techniques. In this chapter, we
address the difficulties of mining the huge amount of streaming data and the neces-
sity of interpreting the profiling results in an understandable way.

In Chapter 8, we provide a comprehensive overview of available machine-
learning technologies in privacy-preserving data mining. In this chapter, we
concentrate on how data-mining techniques lead to privacy breach and how privacy-
preserving data mining achieves data protection via machine-learning methods.
Privacy-preserving data mining is a new area, and we hope to inspire research
beyond the foundations of data mining and privacy-preserving data mining.

In Chapter 9, we describe the emerging challenges in fixed computing or
mobile applications and existing and potential countermeasures using machine-
learning methods in cybersecurity. We also explore how the emerging cyber threats
may evolve in the future and what corresponding strategies can combat threats.
We describe the emerging issues in network monitoring, profiling, and privacy
preservation and the emerging challenges in intrusion detection, especially those
challenges for anomaly detection systems.
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Chapter 1

Introduction

Many of the nation’s essential and emergency services, as well as our criti-
cal infrastructure, rely on the uninterrupted use of the Internet and the
communications systems, data, monitoring, and control systems that
comprise our cyber infrastructure. A cyber attack could be debilitating
to our highly interdependent Critical Infrastructure and Key Resources
(CIKR) and ultimately to our economy and national security.

Homeland Security Council
National Strategy for Homeland Security, 2007

The ubiquity of cyberinfrastructure facilitates beneficial activities through rapid
information sharing and utilization, while its vulnerabilities generate opportuni-
ties for our adversaries to perform malicious activities within the infrastructure.*
Because of these opportunities for malicious activities, nearly every aspect of cyber-
infrastructure needs protection (Homeland Security Council, 2007).
Vulnerabilities in cyberinfrastructure can be attacked horizontally or vertically.
Hence, cyber threats can be evaluated horizontally from the perspective of the
attacker(s) or vertically from the perspective of the victims. First, we look at cyber
threats vertically, from the perspective of the victims. A variety of adversarial agents
such as nation-states, criminal organizations, terrorists, hackers, and other mali-
cious users can compromise governmental homeland security through networks.

* Cyberinfrastructure consists of digital data, data flows, and the supportive hardware and soft-
ware. The infrastructure is responsible for data collection, data transformation, traffic flow, data
processing, privacy protection, and the supervision, administration, and control of working envi-
ronments. For example, in our daily activities in cyberspace, we use health Supervisory Control
and Data Acquisition (SCADA) systems and the Internet (Chandola et al., 2009).
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For example, hackers may utilize personal computers remotely to conspire,
proselytize, recruit accomplices, raise funds, and collude during ongoing attacks.
Adversarial governments and agencies can launch cyber attacks on the hardware
and software of the opponents” cyberinfrastructures by supporting financially and
technically malicious network exploitations.

Cyber criminals threaten financial infrastructures, and they could pose threats
to national economies if recruited by the adversarial agents or terrorist organiza-
tions. Similarly, private organizations, e.g., banks, must protect confidential busi-
ness or private information from such hackers. For example, the disclosure of
business or private financial data to cyber criminals can lead to financial loss via
Internet banking and related online resources. In the pharmaceutical industry,
disclosure of protected company information can benefit competitors and lead to
market-share loss. Individuals must also be vigilant against cyber crimes and mali-
cious use of Internet technology.

As technology has improved, users have become more tech savvy. People com-
municate and cooperate efficiently through networks, such as the Internet, which
are facilitated by the rapid development of digital information technologies, such
as personal computers and personal digital assistants (PDAs). Through these digital
devices linked by the Internet, hackers also attack personal privacy using a vari-
ety of weapons, such as viruses, Trojans, worms, botnet attacks, rootkits, adware,
spam, and social engineering platforms.

Next, we look at cyber threats horizontally from the perspective of the victims.
We consider any malicious activity in cyberspace as a cyber threat. A cyber threat may
result in the loss of or damage to cyber components or physical resources. Most cyber
threats are categorized into one of three groups according to the intruder’s purpose:
stealing confidential information, manipulating the components of cyberinfrastruc-
ture, and/or denying the functions of the infrastructure. If we evaluate cyber threats
horizontally, we can investigate cyber threats and the subsequent problems. We will
focus on intentional cyber crimes and will not address breaches caused by normal
users through unintentional operations, such as errors and omissions, since education
and proper habits could help to avoid these threats.* We also will not explain cyber
threats caused by natural disasters, such as accidental breaches caused by earthquakes,
storms, or hurricanes, as these threats happen suddenly and are beyond our control.

1.1 Cybersecurity

To secure cyberinfrastructure against intentional and potentially malicious threats, a
growing collaborative effort between cybersecurity professionals and researchers from
institutions, private industries, academia, and government agencies has engaged in

* We define a normal cyber user as an individual or group of individuals who do not intend to
intrude on the cybersecurity of other individuals.



