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Chapter 1 

The Human Contribution: 
Hazard and Hero 

Introduction 

The purpose of this book is to explore the human contribution 
to both the reliability and resilience of complex well-defended 
systems. The predominant mode of treating this topic is to consider 
the human as a hazard, a system component whose unsafe acts 
are implicated in the majority of catastrophic breakdowns. But 
there is another perspective, one that has been relatively little 
studied in its own right, and that is the human as hero, a system 
element whose adaptations and compensations have brought 
troubled systems back from the brink of disaster on a significant 
number of occasions. 

After studying human unsafe acts within hazardous 
enterprises for more than three decades I have to confess that I 
find the heroic recoveries of much greater interest and – in the 
long run, I believe – potentially more beneficial to the pursuit of 
improved safety in dangerous operations. since most observations 
of people in high-risk systems are event-dependent; that is, they 
generally emerge from well-documented accident investigations, 
it is inevitable that we should know far more about the hazardous 
human than the heroic one. 

But there is a stark contrast between unsafe acts and these 
intrepid recoveries. errors and violations are commonplace, 
banal even. They are as much a part of the human condition as 
breathing, eating, sleeping and dying. successful recoveries, on 
the other hand, are singular and remarkable events. They are 
the stuff of legends. But these abilities are not unattainable. A 
few people are born heroic, but most of us can acquire the skills 
necessary to give a better than an evens chance of thwarting a 
disaster scenario. However, it must be acknowledged that such 
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heroism is not necessarily an enduring characteristic. even the 
best people have their bad days. 

The Structure of the Book 

The book is organised into five parts. The present chapter 
introduces the subject matter. Chapter 2 offers an inside-out 
guide to being a mind user. We all know what it feels like to 
have a mind, but we don’t always appreciate that ‘feelings-of­
knowing’ can sometimes be very misleading. There are things 
you think you know about how your mind works, but don’t. And 
there are things you think you don’t know, but actually do. To 
realise your mind’s full potential, you need to understand when 
these feelings of knowing (or not knowing) are useful and when 
they are deceptive. I will be discussing these mental processes 
from a user’s perspective: from the inside looking out, not from 
the outside looking in – hence an inside-out view. 

I’m not denying the intimate connection between the mind 
and the brain. It is just that this book is not about brain scans and 
neural wiring diagrams. While modern techniques can tell us a 
great deal about the brain’s structure and function, they never 
wholly capture the moment-to-moment experiences of being 
a mind user, and none can track all of the subtle interactions 
between the conscious and automatic control processes. And that 
is what interests me here. 

Part II is concerned with unsafe acts: errors and violations, 
and how they are perceived by those upon whom they impact. 
Unsafe behaviour may be less fascinating than heroism, but it is 
no less important. 

Chapter 3 focuses on the nature and varieties of human error. 
In order to limit the damaging occurrence of errors and improve 
their chances of detection and recovery, we need to understand 
something of their cognitive origins and the circumstances likely 
to promote them. This understanding can translate into ‘error 
wisdom’ at the sharp end – what has been termed ‘individual 
mindfulness’, to be discussed in Part V. 

Chapter 4 deals with rule-related behaviour. I begin by 
considering the various types of violation, and then discuss 
the social, emotional and systemic factors that lead people to 
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choose not to comply with rules, regulations and safe operating 
procedures. However, such acts of non-compliance are not 
universally bad. They can have beneficial as well as unwanted 
consequences. This becomes evident when we look in detail at 
the 12 varieties of rule-related behaviour. 

Chapter 5 examines a number of different perceptions of 
human unsafe acts, of which the two most dominant are the 
person and the system models. each has its own theory of how 
these unsafe acts arise, and how they might be remedied and 
managed. The person model, asserting that errors originate within 
the minds of the people concerned, is intuitively appealing and 
still holds sway in many domains. However, over recent years, 
the system model has gained increasing ascendancy. This argues 
that the people on the frontline are not so much the initiators 
of bad events as the inheritors of long-term system failings. my 
thesis is that the extremes of both views have their shortcomings. 
We need to strike a balance between the two. 

Part III deals with accidents and their investigation. one 
fact that lends strong support to the system approach is that 
similar situations keep provoking the same kinds of unsafe acts 
in different people. These recurrences, discussed in Chapter 6, 
indicate that a substantial part of the problem is rooted in error-
provoking situations rather than in error-prone people. A primary 
function of error and incident reporting systems is to identify 
these ‘error traps’. Eliminating them becomes a priority task for 
error management programmes. 

Complex hazardous systems are subject to two kinds of bad 
event: individual accidents, resulting in limited injury or damage, 
and organisational accidents that occur relatively infrequently 
but whose consequences can be both devastating and far-
reaching. one of the features that discriminates between these 
two kinds of adverse event is the degree of protection available 
against the foreseeable hazards. Whereas individual accidents 
usually result from the failure of very limited safeguards (or 
their absence), organisational accidents involve a concatenation 
of breakdowns among many barriers, safeguards, and controls. 
It is this combined failure of the many and varied ‘defences-in­
depth’ that characterises the organisational accident and it is this 
type of event that will be the main concern of this book. 



�	 The Human Contribution 

Chapter 7 focuses on two pioneering accident investigations 
that fundamentally changed the way the human contribution to 
bad events is regarded. In particular, they spelled out how unsafe 
acts and latent organisational conditions (resident pathogens) 
interact to breach the multi-layered system defences. It also 
traces how the emphases of investigations have shifted from 
technical and human failures at the sharp end to examining the 
effects of ‘upstream’ factors such as organisational processes, 
safety culture, regulation and even the economic and political 
climate. It is suggested that perhaps the pendulum has swung 
too far towards identifying causal factors that are remote in time 
and place from the local events. This chapter also looks at some 
of the problems facing accident investigators, and others who 
seek to make sense of the past. One such problem is the failure to 
differentiate between conditions and causes, thus falling foul of 
the counterfactual fallacy 

For these and related reasons, it is argued that continual 
tensions between production and protection lead to resident 
pathogens being seeded into the system, and this is true for all 
systems. But such organisational shortcomings are conditions 
rather than causes. Although they contribute to defensive failures, 
they are not in themselves the direct causes of accidents. The 
immediate triggers for such bad events are local circumstances: 
human and technical failures that add the final ingredients to 
an accident-in-waiting that may have been lurking in the system 
for many years. All systems, like human bodies, have resident 
pathogens. They are universals. It is usually only the proximal 
factors, immediate in both time and space to the accident, that 
distinguish between a system suffering a catastrophic breakdown 
and those in the same sphere of operations that do not. 

Up to this point, the book deals mainly with the human as 
a hazard. In Part IV, we look at the other side of the coin: the 
human as hero. eleven stories of heroic recovery are told. They 
are grouped into four chapters: 

•	 Chapter 8 (training, discipline and leadership) examines two 
military case studies: the retreat of Wellington’s Light Brigade 
on the Portuguese–Spanish border in 1811; and the retreat of the 
Us 1st marine Division from the Chosin Reservoir in 1950. 



The Human Contribution: Hazard and Hero	 � 

•	 Chapter 9 (sheer unadulterated professionalism) deals with 
Captain Rostron and the rescue of the Titanic survivors in 
1912; the recovery of Apollo 13 in 1970; the Boeing-747 Jakarta 
incident; the recovery of the BAC 1-11 in 1990; and surgical 
excellence as directly observed in 1995–96. 

•	 Chapter 10 (luck and skill) looks at the near-miraculous escapes 
by the ‘Gimli Glider’ on the edge of Lake Winnipeg in 1983 and 
United 232 at sioux City in 1989. 

•	 Chapter 11 (inspired improvisations) discusses General 
Gallieni and the ‘miracle on the Marne’ in 1914; and the saving 
of Jay Prochnow lost in the South Pacific by Captain Gordon 
Vette in 1978. 

•	 What, if anything, did these heroes have in common? Chapter 
12 seeks to identify the principal ingredients of heroic 
recovery. 

Part V (Achieving Resilience) has two chapters. Chapter 
13 elaborates on Karl Weick’s notion of ‘mindfulness’. In its 
broadest sense this involves intelligent wariness, a respect for the 
hazards, and being prepared for things to go wrong. mindfulness 
can function both at the level of the frontline operators and 
throughout the organisation as a whole. The former we term 
‘individual mindfulness’ and the latter ‘collective mindfulness’. 
Both are necessary to achieve enhanced systemic resilience. We 
can’t eliminate human and technical failures. And no system can 
remain untouched by external economic and political forces. But 
we can hope to improve its chances of surviving these potentially 
damaging disruptions in its operational fortunes. 

The last chapter deals with the search for safety, the broadest 
part of the book’s spectrum. Two models of safety are described: 
the safety space model and the knotted rubber band model. The 
former operates at the cultural and organisational levels; the 
latter has a more tactical focus and deals with keeping some 
continuous frontline process within safe boundaries. Together, 
they have implications for re-engineering an existing culture 
to improve safety and resilience. or, to put it another way, this 
concluding chapter is concerned with the practical measures 
necessary to achieve states of both individual and collective 
mindfulness. 
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About the Book 

I should end this introduction by saying something about the 
readership and style of the book. Perhaps I should begin by saying 
what it is not. It is not a scientific book, even though it touches 
upon scientific and technological issues. It is written in the first 
person. That means that these are my personal views – and 
prejudices. It is written for real people, even though academics 
and students may find parts of it of interest. But it does not require 
any prior knowledge of academic psychology, although these 
issues are touched upon in the first chapters. nor is it a ‘how-to­
do’ book. If there is any way of describing the content, I would 
say it was about the philosophy of managing complex hazardous 
systems. Philosophy is a daunting word, but in this book it simply 
means a way of thinking about the issues. In short, it is a way of 
confronting the problems of conducting a hazardous operation 
so that you keep your risks as low as reasonably practicable and 
still stay in business. It is this latter injunction that, for me, is the 
most important one. 



Chapter 2 

A Mind User’s Guide


After using a mind for seventy years, I realise that I know very 
little about it, and the older I get the more this conviction grows. 
It is true that after nearly forty years of researching and teaching 
psychology, I do have an inkling of what I do and don’t know. It 
is also the case that I have some understanding of what I think I 
know, but really don’t. And, if I ask myself the right questions, I 
can occasionally come up with things that I didn’t think I knew, but 
actually did. For all that, though, much of my mental functioning 
remains secretive, seemingly out of reach and full of surprises. 

But – you might be thinking – Sigmund Freud told us that 
over a hundred years ago.1 So what is new? Quite a lot, as I will 
hope to show later. Freud is closely linked with the idea of an 
unconscious mind, but he did not invent the term, nor is his rather 
narrow view of the unconscious widely accepted by contemporary 
psychologists. I do not reject the idea of an unconscious mind – 
indeed, its existence is the main reason for including this chapter 
– but I do dispute the strict Freudian interpretation of its role in 
our mental lives. 

My purpose here is to make you, the everyday mind user, 
more familiar with the mysteries of your own mental life, and 
– once in a while – to tell you something that you did not already 
know. This chapter is also intended to act as an introduction to 
the discussion of errors and violations in the next two chapters. 

Tip-of-the-Tongue State 

Let’s start with a commonplace experience. There’s nothing quite 
like the ‘tip-of-the-tongue’ (TOT) state to expose the subtleties 

1 Freud, s. (1914) Psychopathology of Everyday Life. London: ernest Benn. 
(originally published in 1901). 
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of knowing and not knowing the things that go on in your own 
mind. A ToT state begins with an attempt to retrieve from memory 
something that you are sure you know, but then the search fails 
to yield an immediate, felt-to-be-correct response. Instead, it 
produces a name or a word that you recognise as being ‘warm’, 
but you also know that this is not the sought-for item. 

When you persist with the search, the same wrong item keeps 
coming to mind in an irritatingly obtrusive fashion. What makes 
the whole experience so frustrating is that this recurrent blocker 
is felt to be very close to the target item. We appreciate that it 
might have similar properties, like sound, structure or meaning, 
but yet we are certain it’s wrong. How do we know these things 
when we can’t directly access the right word or item? Some part 
of the mind knows, but it’s not the conscious part. 

Here is an actual example. I was searching for the name of 
D.W. Griffith’s silent film Intolerance. every time I made an active 
memory search I came up with ‘intemperance’. I knew this was 
wrong, but it felt very close. I had some conscious information 
about the sought-for word – I knew it was a single-word title, I had 
a rough idea of the number of syllables, and I had a strong feeling 
that it began with ‘I’. But what I did not know at the outset was that 
the word had an ‘-erance’ ending, though it was clear that some part 
of my mind knew this by the repeated retrieval of ‘intemperance’. 

The search experience was rather like standing on a small stage 
– equating to my conscious awareness – with large wings on either 
side. I would go to one of the wings and call out the search cues: 
it’s the title of a classic film; it begins with ‘I’; it has many syllables; 
it covered a wide historical sweep of man’s inhumanity to man; 
and so on. Then ‘intemperance’ would be repeatedly thrown on to 
my conscious stage, and a voice from the other wing would call 
‘no, but you’re very close’. somewhere off-stage was the correct 
template for the sought-for word, but I couldn’t access it directly. 
I only recognised it when the search finally produced the right 
answer, Intolerance, which I immediately knew was correct. 

The Conscious and the Automatic Modes of Control 

This ToT experience shows that one of the main problems with 
the human mind is that the user is only in direct conscious 
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contact with a fraction of the whole. The conscious part seems 
to be located somewhere between the ears and behind the eyes. 
At any one moment in this very limited space the larger part of 
our current waking thoughts and feelings are experienced, our 
sense data interpreted and our present actions planned, initiated 
and monitored. It is also this tiny space that feels at that instant 
most closely identified with our innermost selves – our personal 
beliefs, attitudes, values, memories, likes and dislikes, loves 
and hates, and the other passing clutter and baggage that goes 
to make up one’s mental life. But we are only aware of a very 
restricted amount at any one time. The ideas, feelings, images and 
sensations seem to flow like a stream past a blinkered observer 
standing on the bank. We can’t see far upstream or downstream, 
but we can take in between one to two seconds worth of what 
goes past. This is what comprises the conscious workspace, the 
experiential here and now. 

Beyond this present awareness lies a vast and only partially 
accessible knowledge base. Some of the information contained 
there is in the form of previous life events (episodic memory), 
though this becomes very patchy for the time before we were five 
years old, maybe even later. Other parts of it are used to make 
sense of the world (semantic memory). And yet other knowledge 
structures (called schemas) control our routine perceptions, 
thoughts, words and actions. 

We have a rough idea of the contents of this long-term 
knowledge base – not all of them, of course, but enough to be 
aware of the general headings. But what we don’t know is how 
stored items are called to mind. such retrievals can be so accurate 
and so immediate as to convince us – incorrectly, as I hope the ToT 
example has shown – that we have direct voluntary access to all 
parts of the store. The reality is that while we are conscious of the 
products of such retrievals – the words, feelings, images, thoughts 
and actions – we have little or no awareness of the processes that 
seek them out and call them to mind. Understanding this is very 
important since most of our mental lives involve a continuous 
interaction between the conscious workspace and the long-term 
memory store. sometimes we deliberately call items to mind, but 
at other times they simply pop up unbidden. 
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The continuous interplay between the conscious workspace 
and long-term memory or knowledge base will occupy us for the 
remainder of this chapter. These two co-existing, and sometimes 
competing controllers of mental life have markedly contrasting 
properties. These properties are summarised in Table 2.1. 

Though these two mental components work in harmony for 
much of the time, they can also compete for command of the 
body’s output mechanisms, both in the observable physical world, 
through unintended words and actions, and in the conscious 
workspace, into which items may be delivered without conscious 
intent. This is hardly surprising given their radically differing 
properties and the power of familiar environments to evoke 
habitual responses. 

Table 2.1	 Comparing the properties of the conscious 
workspace and the long-term knowledge base 

Conscious Workspace Long-term Knowledge Base 

Accessible to consciousness. 
Closely linked with attention 

and working memory. 

While the products (actions, 
thoughts, images, etc.) are available 

to consciousness, the underlying 
processes are largely outside its reach. 

selective and resource-limited. Apparently unlimited in both the 
amount of stored information and the 
length of time for which it is retained. 

slow, laborious and serial 
(one thing after another). 

Fast, effortless and parallel 
(many things at once). 

Intermittently analytical. sets 
intentions and plans and can monitor 

their progress at the various choice 
points. But this often fails. 

Automatic in operation. 

Computationally powerful. 
Accepts inputs from nearly all 

senses. Vision dominates. 

Behaviour governed by stored 
specialised knowledge structures 

(schemas) that respond only to related 
sensory inputs and do their own thing. 

Accesses long-term memory by 
generating ‘calling conditions’ 

or retrieval cues. 

Two basic retrieval processes: similarity-
matching (like with like), and frequency-

gambling (resolving possible conflicts 
in favour of the most frequent, recent 

or emotionally charged items). 
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Three Levels of Performance 

The extent to which our current actions are governed either directly 
by conscious attention or more remotely by pre-programmed 
habit patterns gives rise to three levels of performance: 
knowledge-based, rule-based and skill-based. Their contrasting 
characteristics are summarised in Figure 2.1. 

All human performance – with the exception of what comes 
‘hard-wired’ at birth – begins at the knowledge-based level in 
which our actions are governed online by the slow, limited, and 
laborious application of conscious attention. This level relies very 
heavily upon conscious images or words to guide our actions, 
either in the form of inner speech or through the instructions of 
others. While this type of control is flexible and computationally 
powerful, it is also highly effortful, enormously tiring, extremely 
restricted in scope and very error prone – and we don’t like it 
very much. 

Although we all know what attention feels like, its precise 
function in mental life is not at all obvious. An optimum amount 
of attention is necessary for successful performance in all spheres 
of activity; but too little or too much can be highly disruptive. 
The consequences of inattention are clear enough, but if you 
need an example of over-attention, try using a keyboard while 
thinking about what the index finger of your right hand is doing 

Cognitive control modes 

Conscious Mixed Automatic 

Situations 

Routine 

Trained-for 
problems 

Novel 
problems 

Knowledge-
based 

Rule-based 

Skill-based 

Figure 2.1 Three levels of performance control 
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– the greater your typing skills, the more likely it is that this will 
cause problems. As in many other areas of psychology, we can 
learn a good deal about the function of attention by observing its 
occasional failures. 

At the other end of the spectrum there is skill-based 
performance. By dint of practice, self-discipline and the reshaping 
of our perceptions, we can gradually acquire the rudiments of 
a skill – that is, the ability to mix conscious goal-setting and 
guidance with the largely automatic control of our individual 
actions. Instead of agonising over each separate movement or 
word, we are able to run them off in pre-packaged sequences. 
This is the stuff of which habits are made, and it is the essence of 
skill-based performance. William James wrote: ‘Habit diminishes 
the conscious attention with which our acts are performed.’2 

This gradual automatisation of performance is universal; 
it occurs in all areas of mental performance. even our social 
interactions become more and more automatic with time and 
experience. Without this ability to delegate control to non-
conscious habit sequences, or motor programmes, we would 
consume all our limited attentional resources in dealing with 
the present moment and have nothing left to review the past or 
plan for the future. such perpetual ‘present-mindedness’ would 
be insupportable; we could spend all day trying to tie our shoe
laces. But nothing comes free. Automatisation carries the penalty 
of occasional absent-mindedness when our actions do not go as 
planned. 

Intermediate between the knowledge-based and skill-based 
levels lies rule-based performance. This arises when we need 
to break off from a sequence of largely habitual (skill-based) 
activity to deal with some kind of problem, or in which our 
behaviour needs to be modified to accommodate some change of 
circumstances. The commonest kinds of problems are those for 
which we have a pre-packaged solution, something that we have 
acquired through training, experience or some written procedure. 
We can express these solutions as ‘rules’: If [problem X] then [apply 
solution Y], or If [indications A and B are present] then [it is a type-
C problem]. These ‘rules’ are acquired as the result of experience 
and training and they are the stuff of which expertise is made. 

2 james, W. (1889) Principles of Psychology. New York: Holt (p. 114). 
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However, as we shall see in the next chapter, this level of 
performance is associated with a variety of errors. We can 
misapply a normally good rule (i.e., one that usually works in 
this particular situation) because we have not noticed the contra-
indications; we can apply a bad rule; or we can fail to apply a 
normally good rule – a mistaken violation. 

When we run out of pre-programmed problem solutions, as 
in some novel or unexpected situation, we are forced to resort 
to working out a solution ‘on the hoof’ using the slow, effortful, 
but computationally powerful conscious control mode. This is a 
highly error prone level of performance and is subject to a range 
of systematic biases. These knowledge-based mistakes will be 
considered in the next chapter. 

Interacting with the Long-term Knowledge Base 

The secretive properties of long-term memory and, in particular, 
the processes by which stored items are called to mind lie at the 
heart of the mind-user’s misunderstandings of his or her mental 
function. There appear to be a number of different mechanisms 
involved in memory retrieval and two of them – similarity-
matching and frequency-gambling – are automatic, unconscious 
and continuously operative. since we cannot introspect upon 
these processes directly, we can only guess at their nature by 
observing the recurrent patterns shown by our errors, and by 
which of these processes, similarity or frequency, dominates in 
different kinds of memory search. 

When the initial search cues are detailed or highly specific, 
matching these calling conditions to the characteristics of stored 
memory schemas on a like-to-like basis is the primary retrieval 
process. However, when the search cues match several stored 
knowledge structures, the mind gambles that the most frequently 
used knowledge item in that particular context will be the one 
that is required. Two examples will make the point clearer. If we 
were asked what is it that barks, has four legs, wags its tail, cocks 
it leg at lampposts and is regarded as man’s best friend, most of 
us would quickly retrieve the knowledge item that matches all of 
these characteristics uniquely – namely a dog. Here the retrieval 
is based almost entirely on similarity matching and converges 



1 � The Human Contribution 

upon a specific stored item. The process is so rapid that we feel 
we have reached out and retrieved the item in a conscious and 
deliberate fashion. 

However, if we were asked to generate exemplars of the 
category ‘four-legged animal’ in no particular order, it is 
highly likely that, on average across a group of people, the first 
items coming to mind would be dog, cat, horse and cow. once 
again, the item ‘dog’ is called to mind, but the search process 
was not similarity-matching. In this case, the order of retrieval 
is dominated by the familiarity of the animal. Familiarity is a 
function of frequency of encounter, so, in this divergent memory 
search, frequency-gambling is the primary search process. 

memory searches are strongly influenced by ‘feelings of 
knowing’. We do not strive to retrieve things that we know we 
don’t know. But we doggedly continue searching for something 
that we are sure we know, even though, as discussed earlier, we 
keep coming up with the wrong item. So, from the mind-user’s 
point of view, these feelings about the contents of memory are of 
considerable value. They are not always right, of course, but they 
are correct often enough for us to treat them as handy guides 
to whether or not we should invest mental effort in a memory 
search. There are also things we don’t always realise we know, 
but actually do – if only in a very approximate way. 

A good example of this is frequency of encounter. The research 
evidence suggests that people automatically log how often they 
come across any reference to a particular person or topic. This 
logging process does not involve an actual numerical count; it 
is best captured by asking people to rate how often they have 
encountered some person or thing on a graded 0–6 scale ranging 
from ‘never’ (0) to ‘nearly all the time’ (6). By the same means, we 
can also obtain a fairly good assessment of co-occurrences. That 
is, we can gauge in very general terms how often X has occurred 
with Y with a moderate degree of accuracy. Understanding and 
exploiting these feelings of knowing is very useful, though not 
always appreciated by the mind user. 

The human mind is exceptionally good at simplifying 
complex information-handling tasks. It does this by relying as 
far as possible upon the automatic mode of control and using 
intuitive ‘rules of thumb’ or heuristics. These are unconscious 


