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Foreword

Effective risk management is at the heart of good cybersecurity practice. Adopting
a risk-based approach allows managers to assess the relative strengths and weak-
nesses of different security decisions within the context of a complex operational
environment where a maze of laws, policies, and directives, along with an evolving
threat landscape, can stymie even the most experienced professionals.

In an emerging area like cybersecurity, where various governments and profes-
sional entities are racing to establish protocols of professional practice, standards—
such as the National Institute of Standards and Technology (NIST) Risk Management
Framework detailed in this book—can assist security professionals in navigating
through the challenging environment. As I have observed through my years of iden-
tifying, developing, and implementing cybersecurity best practices, when done right,
standards provide a common foundation upon which practitioners can build holistic
security operations. Standard frameworks offer a structure to support the full range of
activities needed to secure enterprise operations. Standards also define common ter-
minology used to support communication within single organizations and collabora-
tion across multiple entities. Through these frameworks, practitioners can improve the
efficiency of critical processes and system integration activities. By identifying a clear
set of desired outcomes for security operations and the methods needed to measure
progress toward meeting those goals, standards can support the assessment of security
tools, services, and practices.

While consistency is a desirable state, the role of standards is not to estab-
lish uniformity. On the contrary, properly articulated standards should not lead to
monolithic structures. Rather, proper standards support the application of coor-
dinated strategies by providing a roadmap to guide organizations toward areas of
alignment and by allowing for enough flexibility that individual entities can adapt
internal practices to meet specific environmental constraints. The importance of
having both alignment and flexibility cannot be overstated, which is critical to
establishing the resilience needed as organizations face a dynamic threat environ-
ment. To ensure that standard frameworks meet both of these objectives, the devel-
opment process must be conducted at a time when the core knowledge of the field
has developed sufficiently to serve as a stable foundation. In addition, the data
gathering process should be broadly inclusive of stakeholders across the spectrum.

xiii
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Public agencies and private business of all sizes and across sectors, ranging from
critical infrastructure to entertainment, should be included in the requirements
gathering phase. The synthesis of these disparate inputs should be no less compre-
hensive and must be performed with rigorous analysis and objective processes. This
is setting a high bar—one that the NIST Risk Management Framework has met.
The framework was developed through 4 years of intensive and coordinated efforts
to gather and synthesize expert advice. The resulting framework provides a practi-
cal, easily applicable, and understandable approach to the management of risk in
any organization. As such, it serves as a valuable resource for those charged with
securing the enterprise.

This book provides general guidance on applying the NIST Risk Management
Framework. The text walks the readers through the central concepts, relationships
between steps, and general recommendations for application across a variety of
organizational types. The authors have vast experience in translating federal cyber-
security standards for both the lay reader and the seasoned professional. As with
their prior efforts, see A Guide to the National Initiative for Cybersecurity Education
(NICE) Cybersecurity Workforce Framework (2.0), the authors construct a detailed
picture that will bolster the reader’s ability to use the standards. Structured as a
common sense guide that addresses each component of the Risk Management
Framework, managers ranging from strategic to operational levels will gain practi-
cal insights from this book.

Diana L. Burley, PhD

Professor, Human and Organizational Learning

Executive Director, Institute for Information Infrastructure Protection
The George Washington University



Preface

This book will help the reader to understand and apply the federal risk manage-
ment framework (RMF). The RMF was developed and promulgated by the National
Institute of Standards and Technology (NIST) in 2014. Its aim is to define a detailed
and practical end-to-end process and provide an explicit methodology to manage
the risk to information and communication technology (ICT) systems. The RMF
is specifically oriented toward the compliance requirements of the 2002 Federal
Information Security Management Act (FISMA). Thus, it provides a strategy and
operational steps for installing the controls called out by Federal Information
Processing Standards (FIPS) 199 and 200. The controls themselves are specified in
NIST SP 800-53, Revision 4. Given the comprehensive risk management focus of
the NIST RME, the recommendations that are contained in this book will support
any form of organizational risk management process.

Using the NIST RMF, it is possible for an entity to define and implement
persistent day-to-day organization-wide policy—based strategic risk management
control over its operations. So, the attendant stages and associated specifications
of the model comprise a collection of commonly accepted, practical, and easy to
implement steps to ensure systematic risk management. Thus, the NIST RMF can
be seen as the detailed roadmap for implementing practical risk management in any
setting. More importantly, the real-world realization of the NIST RMF’s recom-
mendations can also establish coordinated risk management across a range of orga-
nizations, which will help to ensure a robust and properly coordinated approach to
the overall problem of risk management nationally.

In addition to the overall architecture of the substantive risk management process,
this model also specifies an approach for creating the control set. These controls are nec-
essary to ensure best-practice risk mitigation. The contextual control framework gener-
ated by the standard underwrites the comprehensive risk management program and it
will mitigate and manage organizational risk specifically as it applies to information.

The NIST RMF framework is generally considered to be authoritative because
it was prepared through a broadly inclusive, 7-year, highly rigorous process spear-
headed by the federal government through NIST. However, it involved a number
of other constituencies including industry and academia. The ability to put the gen-
eral shape of the risk management process into an explicit and commonly accepted
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frame of reference underwrites the practical management of across-the-board risk.
Additionally, it underwrites the standardization of the risk management process
throughout all sectors of the economy.

Why the NIST RMF Is Important

The NIST RMF is a key component of the general compliance requirements of
the Federal Information Management Act (2002). 'The aim of the NIST RMF
project was to develop a strategic, risk-based approach to the deployment of real-
world cybersecurity controls, which are appropriate to address latent and active
risks within a given ICT situation. As a result, the NIST RMF comprises a major
national influence on the overall state of cybersecurity practice. In addition to the
effectiveness of its general application, the NIST RMF is the first fully sanctioned
specification of a complete cybersecurity risk management process.

Comprehensive risk management is a key element in the planning, design, and
implementation of any organization’s operational cybersecurity program—not just
that of the federal government’s. This is because the unequivocal understanding of
the risk environment serves as the starting point for the selection of an appropriate
set of corporate security behaviors. These behaviors are always needed to protect the
users and the information assets of any ICT system.

Given its intended national role, the NIST RMF initiative is understandably
very ambitious in scope. To provide a comprehensive demonstration of the recom-
mendations of the framework, we have adopted a presentation model that is based
around discussions of how to embed each of the standard elements of the NIST
RMEF process in a tailored cybersecurity risk management process for any organiza-
tion. Accordingly, this text will focus on how the relevant aspects of risk manage-
ment will interact together to ensure suitable control selection in a practical setting,

Practical Benefits of Implementing the Risk
Management Model

The NIST RMF provides a carefully researched specification of each element of the
risk management process. It embodies the steps required to identify and evaluate
cybersecurity risk. Thus, the time and effort that NIST expended in developing
the framework comprises an all-source picture of the accepted principles of the
practice of risk management. And as such cybersecurity risk management practice
can be improved by building a detailed picture of the NIST RMF process and
tailoring it to a specific setting. The level of detail that NIST provided for each
of the steps in the RMF implementation process makes it possible to structure
either a single tailored application for a given setting or an entire organization-wide
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strategic framework. Thus using the NIST RMF, managers and even academics
can be brought to a common understanding of risk management.

The government-wide scope of the NIST RMF is necessary because compliance
with information assurance best practice is mandated for all governmental entities
by law. So in essence, this is a survey book. It will provide the complete strategic
understanding requisite to allow a person to create and use the NIST RMF pro-
cess along with recommendations for risk management. This will be the case both
for applications of the NIST RMF in practical corporate situations, as well as for
any individual who wants to obtain specialized knowledge in organizational risk
management.

The NIST RMF is by necessity generally applicable, and therefore an initial
all-in-one book seems like the most practical way to introduce the concepts of the
model. In effect, what we are providing is an end-to-end explication of the six pri-
mary stages of the process. In each stage, we will introduce the central concepts and
the underlying relationships with each of the steps in the prior stages, and itemize
the standard process performance and task recommendations for each step. The
focus of this book is to explain how to use the framework in a general organizational
application rather than illustrate how it applies in an explicit sector.

Who Should Read This Book

The knowledge that is contained in this book would support managers at both
the strategic as well as the project management level. It would also help to ensure
specific control compliance in support of the FISMA requirements. FISMA, along
with the Paperwork Reduction Act of 1995 and the Information Technology
Management Reform Act of 1996 (Clinger—Cohen Act), explicitly emphasizes a
risk-based policy for cost-effective security.

The management responsibilities presume that responsible executives under-
stand the risks and other factors that could adversely affect their organization’s
mission. Moreover, these managers must understand the current status of their
security programs and the security controls planned or in place to protect their
information and information systems and must be guided by informed judgments
that appropriately mitigate risk to an acceptable level.

This book is designed to give the reader a comprehensive understanding
of the risk management process for all organizations. Its recommendations are
relevant to every type of organization and the recommended approach must
be tailored to the application. Nevertheless, it is recommended that tailoring
should take place within a common framework. Therefore, the NIST RMF is
also potentially applicable to risk management in all corporate settings. Thus,
this book can serve as a roadmap of sorts, aimed at the practical understanding
and implementation of the risk management process as an ordinary entity in the
business process.
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NIST is authoritative, both in the standard knowledge requirements that it
specifies, as well as in terms of the definition of the specific elements of the organi-
zational risk management process for a particular organizational application. This
book is a comprehensive explication of the topic of risk management and it will
allow a person to understand the application and uses of the RMF content. This
also holds true for application of this book in education and training situations. The
people who would benefit from this knowledge range from managers to all types of
technical workers and specialists.

Organization of This Text

The chapters follow the model in a logical fashion. Some of the content of these
chapters touch on concepts that are brand new; however, the general structure and
approach of this model have been well established over time. And because of the
extensive vetting process that was conducted by NIST in its preparation, the cor-
rectness of the approach is difficult to question. Accordingly, this book is based on
nine chapters and an appendix.

Chapter 1: Introduction to Organizational
Security Risk Management

This chapter presents an overview of organizational risk management through an
exploration of the types of organizational risks that senior leaders must identify, the
necessity and benefits of managing those risks, and the information security regula-
tion that senior leaders must consider as they manage risk. The discussion continues
with an overview of security risk management. Finally, the chapter provides an
introduction to the NIST RMF.

Chapter 2: Survey of Existing Risk Management Models

This chapter briefly breaks away from the main objective of the book in order to
discuss various models that can be used to implement the NIST RMF. The goal
is to provide a comparative assessment of existing models and demonstrate how
the NIST framework sets itself apart from other models. The models discussed
include: I1SO 13335, Information Technology—Security; Technigues—>Management
of Information and Communications Technology Security; HITRUST, AS/NZS, ISO
31000:2009, Standard: Risk Management— Principles and Guidelines; and NIST SP
800-30, Guide for Conducting Risk Assessments, and NIST SP 800-37, Revision 1,
Guide for Applying the Risk Management Framework to Federal Information Systems:
A Security Life Cycle Approach. This discussion will serve as the basis for the ideas
that will be presented in the next seven chapters.
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Chapter 3: Step 1—Categorize Information
and Information Systems

This chapter begins with a definition of security impact analysis. CNSSI 1253
Security Categorization and Control Selection for National Security Systems and FIPS
199 Standards for Security Categorization of Federal Information and Information
Systems are explored, compared, and contrasted as a source of guidelines for organi-
zations to perform the information system categorization process. The major focus
of this chapter centers around understanding the tables available in NIST SP 800-
60, Guide for Mapping Tipes of Information and Information Systems; the security
categories; and utilizing FIPS 199 as a means of implementing the security catego-
rization; and the information classification process of the NIST RMF.

Chapter 4: Step 2—Select Security Controls

This chapter begins with an introduction of FIPS 200, Minimum Security
Requirements for Federal Information and Information Systems. Further, this guide-
line is used to provide a basis for discussion of establishing security boundaries and
the identification of minimum security requirements. This chapter also provides a
discussion related to the contents of the security plan, and continuous monitoring
strategy (which are two of the underlying outputs of the control selection process).

Chapter 5: Step 3—Implement Security Controls

This chapter starts with a review of the system development life cycle (SDLC) using
ISO 12207:2008 as a basis for discussion of when activities and tasks associated with
security control implementation get performed. Emphasis is placed on the standards
development and acquisition processes as a means for providing details related to
the development of an organizational information security architecture while at the
same time integrating it into the organization’s enterprise architecture.

Detailed discussion is also provided about the types of security controls (i.e.,
common, hybrid) together with the proper approaches to allocation of each type.
This chapter concludes with a discussion of the proper procedures for documenting
control implementation at the functional level and within the existing security plan.

Chapter 6: Step 4—Assess Security Controls
This chapter begins by using NIST 800-30, Guide for Conducting Risk Assessments,

as a directive for a discussion of the process of security risk assessment. Through
this discussion, the reader will understand that security risk assessment and
security control assessment are not only different processes but also complimen-
tary in nature. The major focus of this chapter is on how to use NIST SP 800-
53A, Assessing Security and Privacy Controls in Federal Information Systems and
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Organizations—Building Effective Assessment Plans. This serves as a basis for dis-
cussing the approach toward development of a security control assessment plan. An
underlying objective of this chapter is to demonstrate that through security control
assessment based on an established plan, the reader will be able to identify and
further disclose security risks that may exist within the organization.

Chapter 7: Step 5—Authorize Information Systems

The first major component of this chapter provides a detailed discussion of the
creation and dissemination of the security authorization package (security plan,
security assessment report, and plan of action and milestones). This chapter
begins with a discussion of the criteria included and creation of a plan of action
and milestones. The reader will appreciate that the plan provides the strategies
for how the organization will correct security weaknesses or deficiencies identi-
fied through security control assessment. The second major component that is
discussed is the use of NIST SP 800-39 Managing Information Security Risk:
Organization, Mission, and Information System View, as a basis for risk determina-
tion and risk acceptance.

Chapter 8: Step 6—Monitor Security State

This chapter starts by using ISO 12207:2008 as a basis for discussion of the opera-
tions and maintenance phases of the SDLC. The thrust of this discussion is on the
activities associated with monitoring the security state during these two life cycle
phases.

This chapter emphasizes the strategies associated with the ongoing security con-
trol assessments, remediation action strategies, procedures for implementing docu-
mentation and plan updates, implementing security status reporting procedures,
strategies associated with ongoing risk determination and acceptance, and secure
procedures for information system removal and decommission.

Chapter 9: Practical Application of the NIST RMF

This chapter provides specific examples of the implementation process for small-,
medium-, and large-scale organizational applications. This is in the form of case
studies that will be presented as model representations of the practical advantages
and pitfalls of implementing the RMF as an end-to-end process. The aim of this
final chapter is to give readers a concrete understanding of the real-world issues
associated with enterprise risk management, as well as to suggest pragmatic strate-
gies for implementation of the RMF within a range of settings.
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Appendix: (ISC)? Certified Authorization
Professional (CAP) Certification

The discussions that take place within this book have a direct relationship to the
five domains of the (ISC)> CAP certification. The appendix will provide a brief
introduction to (ISC)? followed by a discussion of the CAP domains, the value of
this certification, its relationship to DoD 8570 standard, and the requirements to
obtain certification for Information Assurance Manager Levels I and II.
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Chapter 1

Introduction to
Organizational Security
Risk Management

At the conclusion of this chapter, the reader will understand:

The role and importance of risk management in the cybersecurity process
The issues associated with risk and generic risk management

The form and content of the risk management process

The general structure and intent of risk-oriented frameworks

The general application and development of a risk-based strategy

The generic elements of the risk management process

1.1 Introduction to the Book

The goal of this book is to provide a comprehensive understanding of the strate-
gic risk management process as well as the underlying principles and a standard
risk management framework. Risk management entails a formal set of steps that
are carried out to protect an organization’s assets from harm that may be caused by
inadvertent or deliberate acts of destruction. Risk management involves a systematic
architecture comprising all the necessary controls to prevent unauthorized use, loss,
damage, disclosure, or modification of organizational information. Specifically, this
chapter discusses the formal processes for identifying, managing, and mitigating risk
as prescribed by the National Institute of Standards and Technology’s (NIST) risk

1
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management framework (RMF). In this chapter, we also discuss the general uses for
the framework and the contexts in which it applies.

In some respects, this book is as much about standardization as it is about risk
management. Hence, Chapters 2 and 3 present an overview of the role of the stan-
dardization process in ensuring a consistent response to a given issue of importance.
This includes a discussion of why information assets are difficult to protect as well
as the part in which commonly acknowledged best practices apply in ensuring
an informed response. The discussion will also center on how to use the NIST’s
RMEF as a standard means of deploying an appropriate set of information technol-
ogy security controls. We lay out the issues involved in implementing a standard
process, including the benefics that derive from it, as well as potential pitfalls. We
also try to give you an understanding of the implementation process, which is best
demonstrated by applying the RMF to a specific context.

1.2 Risk Is Inevitable

Risk is a fundamental element of human life in the sense that risk is always a factor
in any situation where the outcome is not precisely known (Figure 1.1). In addi-
tion, the necessary calculations that we make about the probability of some form
of harm resulting from an action that we take are generally a given in our decision
processes. Whether the risk assessment involves decisions about a major corporate
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Figure 1.1 Security risk management.
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initiative or just making the decision to walk down the street, we are always antici-
pating, identifying, and evaluating the potential risks involved. In that respect, we
can be said to be constantly managing risk in everything we do.

The reason why risk management is a particularly important aspect of the cyber-
security body of knowledge (BOK) is that information and communication tech-
nology (ICT) and information assets are more difficult to account for and control
than most conventional physical assets, because ICT involves the production and
management of virtual, highly dynamic products, which makes it difficult to iden-
tify what to secure, let alone how to do it. That puts risk management center stage
in the consideration of how to establish and maintain a secure ICT environment.

By definition, ICT assets are something of value to the business. The risk man-
agement process specifically ensures the assurance of three generic protection cri-
teria, as shown in Figure 1.2. These three criteria assure against meaningful loss of
confidentiality, loss of integrity, and loss of availability (CIA).

From a security standpoint, the most logical generic criterion might be assur-
ance against a loss of confidentiality. Confidentiality is a security principle that
encompasses an organization’s requirement to restrict access to any sensitive infor-
mation or data that it keeps. Obviously, if the organization’s data and information
could be made public without risk, there would not be a need for this attribute;
however, this is rarely the case.

From an operational point of view, confidentiality is founded on establishing and
adequately enforcing access control. Data and information are essential to the business
operation. And in many information-intensive organizations, it might be the only real
asset that is kept. For instance, most financial data within a company is sensitive and
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Figure 1.2 The confidentiality, integrity, and availability (CIA) triad.
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access is almost always rigorously safeguarded. So, one way to view the monetary value
of confidentiality is to imagine how much competitors might pay to have access to the
data and information of a company or the cost of litigation if a legal requirement was
violated. Thus, in that respect, the organization has a legal and ethical requirement to
protect its sensitive business information as well as employee and customer privacy.

The second characteristic is integrity. The integrity of data or its attended pro-
cesses is determined based on how authentic, accurate, and complete the data is. It
is easy to appreciate the value of integrity in the context of financial business trans-
actions. For example, if a bank could not depend on its account balances, it could
potentially sustain a large loss by disbursing checks not covered by actual funds. In
an inventory system, there is the potential to lose expensive materials if the counts
were inaccurate due to faulty data. Or publically, the release of unreliable data that is
used as background for a damaging story might expose a newspaper to legal action.

The third characteristic, availability, ensures that information is provided to
an authorized user when it is required. The best way to understand the value of
availability is to ask, “What would happen if the information was not available to
support a given action or decision?” For example, what would happen if the busi-
ness’ payroll data were erased on payday? If the payroll program were suddenly
inoperative, no one in the organization would be paid as expected. Imagine the
chaos in a company the size of General Motors or IBM if they were unable to pay
their employees or suppliers when they needed to. Given the potential harm that
each of these principles might represent, all of the meaningful risks in each of these
areas must be rationally managed.

Because every organization is unique and implements security differently, the
actual process to identify, evaluate, and ensure that the meaningful risks in each
of the CIA areas are properly managed generally involves the same eight require-
ments, which are as follows (Figure 1.3):

Actions must
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ensure CIA

All areas of
risk must be
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Ensure that
risk is ethically
managed
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be proportionate General requirements for must be
to impact and managing CIA assigned and
understood

likelihood

All members must Accountability

Regular

b.e eng:aged to e and
identify and must be enforcement
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Figure 1.3 General requirements for meaningfully managing CIA.
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1. Identifiable actions must be taken to ensure correct, confidential, and avail-
able information.

2. All relevant areas of risk must be considered in any given solution.

3. The responsibility for risk management must be explicitly assigned to indi-
viduals and understood.

4. A system of accountability and enforcement for risk control must exist and be

documented.

. Regular and systematic assessments of risk status must be performed.

6. All members of the organization must understand the importance of and
work to identify and mitigate risk.

7. Investment in risk management must be kept proportionate to the impact
and likelihood of the risk occurrence.

8. The organization must ensure that risk is ethically managed.

N

In practice, organizations should design, implement, and follow a systematic
process to establish a persistent operational risk management process. This design
and management process is a strategic activity in that it involves short- and long-
range considerations. Thus, planning for strategic risk management is necessary in
order to ensure continuous risk assurance. And a formal strategic planning process
is necessary to implement an organization-wide risk management process. Risk
management itself must incorporate all of the elements of the business within its
scope and the process should reach to the boundaries of the organization.

The outcome of the implementation of a risk management process is a concrete
organization-wide risk management scheme that is documented. The risk manage-
ment scheme will balance the aims of a long-term risk control policy with real-world
conditions and constraints. The atomic-level components of the risk management
process are a set of substantive security controls that ensure the requisite level
of assurance against loss. These security controls should be traceable directly to
the individual policies that defined their need. This is a closed-loop process in that
the ongoing alignment of risk security controls to individual policies fine-tunes the
evolution of the substantive risk management process and ensures its effectiveness
in the operational setting.

One problem is that the term “risk management” is rather nebulous. So, the
overall process itself requires a definition of what risk management means. A con-
cise statement and commitment to the work is needed in order to make the prac-
tice standard. Standardization is important because a lack of effective, coordinated
implementation and execution of the process has made overall risk management
efforts ineffective. Worse yet, employees might feel the effort is the “flavor of the
day” and not take it seriously. One does not need to look any further than the
increasing number of incidents in cyberspace to confirm that.

The lack of coordinated action has been so pervasive that a logical response is
the formulation of a comprehensive and coherent specification of the commonly
accepted best practices for risk management. The specification could then be used
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to guide the creation of an effective risk management scheme for all organizations.
In that respect, steps were taken by the federal government to formally research and
develop a standard and comprehensive risk management process.

The specification of commonly accepted standard processes is the role of the
NIST, the U.S. government’s standards making body. Of specific interest here, the
NIST has developed and published a formal reference model for the management
of risk simply called the RMF, as shown in Figure 1.4.

This large-scale standard model serves as both the specification of a fundamen-
tal process for understanding the risks involved in assuring information and ICT
organizations and the foundation for deploying the common control mechanisms
required to manage the risks that exist within them. It has the additional advan-
tage of providing the umbrella definition of the processes for achieving Federal
Information Security Management Act (FISMA) and NIST certifications.

An important justification for this standard is that the RMF also defines the
basis for a comprehensive strategic governance approach to risk. A governance
rather than a technical approach is a highly advantageous strategy because, not-
withstanding the issue of whether the cybersecurity function itself can ever fully
embrace all of the issues associated with assurance, a governance-based solution is
more easily understood and acceptable to the managers and nontechnical people
who comprise the majority of the organization.
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Figure 1.4 The National Institute of Standards and Technology’s risk manage-
ment process overview.
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A governance approach is appropriate for any organizational setting. In essence,
a generic governance model constitutes a flexible top-down organizational process
for establishing persistent risk management actions and the formal selection and
maintenance of appropriate security controls. Moreover, since the RMF is founded
on an established policy and procedure approach, it is able to capture and com-
municate the nature of the specific risks that an organization may encounter. And
finally, since the framework itself is built and maintained through a comprehensive
identification and assessment process, it can assist in rationally and systematically
identifying changes in the threat environment as they occur.

1.3 Strategic Governance and Risk Management

Starting from the assumption that a standardized risk management process should
be applied organization-wide (which is what we believe), risk management is a
strategic issue, rather than a narrow technical concern. The reason to adopt an
organization-wide risk management approach is to avoid the dysfunctional effects
of a typical piecemeal solution where every department is managed by its own
commonly accepted business practices. These are often based on an individual unit
or manager’s ideas about the proper way to accomplish a particular organizational
goal. And regardless of whether they are universally standard or documented, these
become the corporate way of doing business. One problem is that those approaches
are often not coordinated effectively in the operational environment. In some cases,
they can actually cause dysfunctional conflicts. And corporate risk management
has often evolved this way. Organizations develop specific one-at-a-time responses
as risks present themselves, rather than addressing them by employing a single,
coordinated management strategy. Moreover, as new risks appear in the corpo-
rate threatscape that have not been seen before, they are not incorporated into
any specific management techniques that the organization employs to mitigate and
contain them.

The alternative approach to piecemeal risk management is a formally defined
and instantiated architecture of comprehensive risk management best practices,
which are specifically aimed at optimizing risk controls within the company. As
with any complex system, formal risk management practice can only be imple-
mented through a rational and explicit planning process. The planning activity fits
the strategic purposes and responsibilities of standards-based risk management to
the security needs of the organization. From the standpoint of the rest of this text,
it is the creation of that strategic risk management capability, which the RMF lever-
ages, that will drive the presentation and discussion of the framework.

Risk management is basically built around information. In effect, risk manage-
ment gathers and utilizes information from all sources, in order to decrease the
possibility of future risks. The information-gathering activity is aided by a set of
formal processes and technologies. And, at its core a successful risk management
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function relies on the ability to assure that the processes, practices, knowledge, and
skills of risk management are incorporated as quickly and efficiently as possible into
the organization’s substantive decision-making processes.

In addition to providing the information that helps guide strategic decision-
making about risks, the risk management process also makes certain that a com-
monly accepted and systematic set of policies and procedures are in place to
handle known risks. That responsibility is operationalized through a standard set
of operating procedures. Those procedures ensure that the risk planning, analysis,
response, and process management function are always directly aligned to the goals
of the business operation. Nevertheless, the primary purpose of risk management
is to ensure a disciplined and systematic response to the risks that the organization
considers a priority.

1.4 Elements of Risk Management

In simple terms, the risk management process assesses the likelihood that any given
action will adversely impact something of value to any given entity. That includes
things of personal value such as money, health, or even life. Once those risks are
known, the risk management process deploys all of the measures that are necessary
to ensure that consequent harm does not occur.

Some organizations manage risk in a highly quantified and data-driven way, for
example, corporations that require high levels of integrity in their products as well
as the segments of the critical infrastructure where the potential failure of a crucial
system could result in a set of highly unwelcome consequences. Others tend to spend
less on risk management and spending levels are influenced by the nature of the
threat environment and the value and sensitivity of the assets that are being protected.

Because identification and understanding are such important aspects of risk
management, assessment provides the fundamental focus of the process. Risk man-
agement is operationalized by a continuous process of assessing the organizational
environment aimed at identifying and understanding all of the potential threats
and the negative impacts that might affect the business. Once these have been
identified and characterized, specific steps are then devised and implemented to
mitigate any adverse outcomes.

Given its focus on the support of substantive decision-making, an important
underlying factor in risk evaluation is the uncertainty principle. Uncertainty is a
key element in assessing threats because risk entails future consequences. In essence,
the outcomes of any given threat have to be fully understood in order for an intel-
ligent decision to be made about the way forward in addressing it. However, there
are usually a number of unknown, and therefore unevaluated, factors that might be
associated with a given threat. Thus, the institution of standard and persistent iden-
tification, understanding, and response practices becomes an important element in
the risk management process.



Introduction to Organizational Security Risk Management ® 9

It goes without saying that it is easier to identify and evaluate risk in less
complex environments. Yet, every aspect of cyberspace is abstract and complex.
Therefore, risk management for cybersecurity requires a much different approach
to the understanding and evaluation of risk. The process in the virtual world has to
touch on factors than would normally not be part of the decision-making processes
in the conventional physical world—such as how to authorize the acceptance of
an invisible product. Accordingly, the sheer virtuality of ICT environments alone
poses a threat.

The issue of threat management is important to our existence as a nation
because ICT is the platform on which our modern society rests. Consequently,
the huge increase in the number of strategic threats to computers and networks
is a compelling danger to our modern way of life. The generic areas of threat have
been variously categorized into terms such as “cyber-crime,” cyber-terrorism, and
“cyber-war.” And in response to all of this turmoil, the past 15 years have wit-
nessed the creation and evolution of a specialized new profession that is dedicated
to addressing the many novel risks of the virtual world. The aim of that profession
is to assure that ICT systems and the information that they contain, process, and
communicate are protected against all logical forms of unauthorized access, use,
disclosure, disruption, modification, perusal, inspection, recording, or destruction.
That profession is presently termed “cybersecurity.”

Cybersecurity evolved out of the practices and procedures of the older discipline
of information assurance. One aspect of the original discipline was the respon-
sibility to manage all risks related to the use, processing, storage, and transmis-
sion of information or data and the systems and processes used for those purposes.
Cybersecurity incorporates a holistic approach to protection in that all aspects of
risk mitigation in virtual and physical space have to be included in the protection
scheme. This includes the creation and deployment of a complete and appropriate
set of electronic and behavioral countermeasures.

This requirement is not simply a computer science challenge. It requires
knowledge and practices from a wide range of traditional security fields, such
as continuity management, forensics, audit, management science, software, and
systems engineering, and even fields such as law and criminology. Consequently,
what is required to manage cybersecurity risks is a complete and provably effective
framework that ensures the proper coordination and use of all appropriate methods
in the execution of the process. The framework should be expected to consolidate
provably correct approaches into a single logical and coherent model of operation.
The model contains all of the commonly accepted security best practices necessary
to provide effective mitigation and management of all known risks to individuals,
operations, and assets of the organization.

The key concept is “commonly accepted.” A commonly accepted model of best
practice establishes a standard point of reference. A unified vision is necessary to
establish coordinated actions in the management of risk. Comprehensive coordi-
nation is a necessity because a// potential risks must be identified, assessed, and



