[image: Cover: Risk Management in Port Operations, Logistics and Supply-Chain Security, Lloyd’s Practical shipping guides, edited by Khalid Bichou, Michael G.H. Bell, Andrew Evans, published by Informa Law from Routledge, Taylor and Francis Group. ]

RISK MANAGEMENT IN PORT OPERATIONS, LOGISTICS AND SUPPLY-CHAIN SECURITY



 LLOYD’S PRACTICAL SHIPPING GUIDES

Other titles in this series are:

Port Management and Operations

 2nd edition

by Professor Patrick M. Alderton

ISM Code: A Practical Guide

to the Legal Insurance Implications

 2nd edition

by Philip Anderson

The Handbook of Maritime Economics and Business

by Costas Th. Grammenos

Maritime Law

 6th edition

by Chris Hill





RISK MANAGEMENT IN PORT OPERATIONS, LOGISTICS AND SUPPLY-CHAIN SECURITY

BY

KHALID BICHOU

MICHAEL G.H. BELL

AND

ANDREW EVANS

[image: Logo: Published by Informa Law from Routledge, Taylor and Francis Group, London and New York. ]


First published 2007 by Informa Law

Published 2014

by Informa Law from Routledge

 2 Park Square, Milton Park, Abingdon, Oxon OX14 4RN

and by Informa Law from Routledge

 605 Third Avenue, New York, NY, 10017, USA


Informa Law is an imprint of the Taylor & Francis Group, an informa business

© Khalid Bichou, Michael G.H. Bell and Andrew Evans 2007

All rights reserved. No part of this book may be reprinted or reproduced or utilised in any form or by any electronic, mechanical, or other means, now known or hereafter invented, including photocopying and recording, or in any information storage or retrieval system, without permission in writing from the publishers.

Whilst every effort has been made to ensure that the information contained in this work is correct, neither the authors nor Informa Law from Routledge can accept any responsibility for any errors or omissions or for any consequences arising therefrom.

Product or corporate names may be trademarks or registered trademarks and are used only for identification and explanation without intent to infringe.

[Lloyd’s is the registered trade mark of the society incorporated by the Lloyd’s Act 1871 by the name of Lloyd’s]

British Library Cataloguing in Publication Data

A catalogue record for this book is available from the British Library

ISBN 13: 978-1-843-11655-4 (hbk)

DOI: 10.4324/9781315850504

Text set in 9/11pt Plantin by Interactive Sciences Ltd, Gloucester



Preface

The 9/11 attacks and other subsequent events have fostered further dimensions to port, maritime and supply-chain security with a raft of compulsory and voluntary measures being put in place at both domestic and global levels. However, while much of the academic and the industry’s attention was paid to the deadlines and prescriptive mechanisms for compliance, few or no attempt(s) was made to analyse the frameworks, models and applications of port and supply-chain security regulations and the interplay relationships between the regulatory framework, the risk element and the appropriate operational and management systems.

This book, based on the papers presented at a workshop on risk management in port operations, logistics, and supply-chain security at Imperial College London in 2006, offers a first and unique insight into the complex world of port and supply-chain security by combining selected peer-reviewed contributions from an international line-up of top-tier academic and professional experts in the field. In particular, the book addresses operational and management challenges that port, international logistics and supply-chain operators face today in view of the new security regulations and the requirements of increased visibility throughout the supply chain.

The book also offers a rare blend of academic and practitioner contributions covering a wide collection of security models and applications ranging from operational and functional subjects to management and policy issues. Both the structure and content of the book were carefully planned and drafted to encompass the multi-faceted nature and components of the global port and supply-chain security system, including the international maritime and trading systems.



Introduction

Khalid Bichou, Michael G.H. Bell and Andrew Evans



Port and Supply-Chain Security, Risk and Reliability

The events and aftermath of 9/11 have not only fostered further dimensions to global port, logistics and supply-chain security but have also triggered a fundamental shift in the way policy and regulatory instruments are drafted, managed and implemented. On the one hand, the interplay of relationships between trans(port), logistics and supply-chain networks has led to a system of layered security whereby a combination of multi-level/multi-layer contractual and voluntary arrangements is being operated for each pattern of port, logistics, trade and supply-chain configurations. On the other hand, the complexity and multi-dimensionality of the security-risk factor may require new models and frameworks of risk assessment and management. This is because probabilistic models for the analysis of safety presume that accidents are unwanted unintentional events, and that data on past accidents and precursors provide useful information about future accidents. In the case of security, the unwanted events are intentional. In that case, the past may be a poorer guide to the future, and the characteristics of the events may be very different.

In advocating a shift (i) from facility security to supply-chain security and (ii) from safety-based to security-based risk models, both operational and strategic decisions across port, logistics and supply-chain settings must be adjusted. Operational challenges stemming from the new security framework involve far-reaching issues ranging from operational planning and execution, ICT and technology applications, quality standards and processes, cost and performance models, and reliability and recovery options. Strategic challenges brought about by the new security regime include such aspects as strategic management and competitive models, policy making and implementation, information reporting and co-operation arrangements, economic evaluation and impact analysis, and financing mechanisms and cost recovery schemes.

This book addresses operational and management challenges that port, international logistics and supply-chain operators face today in view of the new security regulations and the requirements of increased visibility throughout the supply chain. The book provides a structured selection of contributions covering a wide collection of security models and applications ranging from operational and functional subjects to management and policy issues. The focus on ports in this book is rightly justified because although security measures have targeted a variety of entities and facilities across the international logistics and supply-chain community, ports stand as the only node/link that can bring together all these institutions, functions, assets, processes and flow-type elements.


An Overview

The focus of this book is on security, risk and reliability in supply chains which are having a major impact on the port and logistics industries. The chapters can be grouped into four sets, reflecting different issues associating risk and reliability with port, logistics and supply-chain security.

The first set reviews current security programmes and initiatives in port, logistics, and trade settings, highlighting in particular the increasing shift from physical and facility security to the wider supply-chain security. The first chapter thoroughly discusses the interface between marine reporting and maritime and port security, highlighting in particular the lack of information available for both cargo and passenger manifests, as well as the ability of both maritime and port stakeholders to report and share such details with maritime authorities throughout the world. The second chapter reports on the global trade system, an industry initiative that seeks to meet both the need to improve the logistics processes to handle increasing global trade and the requirement to enhance global trade security both to and from all participating nations. This concept has, since it was first presented to the United Nations in 2003, progressed to the implementation and review phase. The third chapter analyses different systems of container security from box standardization and packaging to container loading and unloading, including while in-transit or on delivery processes. It goes on to show how container security is a complex system of interrelated activities in information and data capture and controlled re-distribution, physical surveillance of the container, and inquiries into the various actors in the supply chain.

The second set suggests different methods and applications for enhancing port security and operational efficiency. The fourth chapter investigates the use of RFID systems to enhance port operations security and uses process modelling to analyse the implementation of RFID technology in yard operations. The fifth chapter uses discrete-event simulation to investigate port recoverability from security incidents. The results from a hypothetical scenario show an increase in the number of chassis and containers in the yard, as there were not enough trucks to pick them up, as well as a large increase in the gate queue. The sixth chapter examines the security and reliability of the global container-line shipping network through simulation and mathematical modelling. The study goes on to illustrate a case study of shipping networks plying the West European and North American continents and shows how a disruption in a regional network could have wider cascading effects in global shipping networks. The seventh chapter deals with the stability and reliability of container-line schedules in the context of random events and successive ports of calls. Throughout the study, mathematical models supported by hypothetical case studies are developed to show the variability of schedule stability as the number of port calls increases. Chapter eight applies artificial neural networks to predict and test the efficiency of container-port operations. Using Hong Kong container terminals as a case study, the results show small prediction error, hence the suitability of the method in reducing operational risks and increasing reliability. The ninth chapter discusses the links between shipping alliances and terminal operations and examines how such strategic alliances could reduce operational and performance risks of port operations.

The third set of chapters provides several empirical frameworks for managing the security of global trading and supply-chain systems. The tenth chapter empirically investigates how the Business Alliance for Secure Commerce (BASC) programme, a privately-driven voluntary security initiative created in Latin America in 1996 to initially prevent legal cargo from being used to smuggle drugs, has evolved towards an integrated security management system. The eleventh chapter presents trade disruption insurance (TDI), a risk management framework, and evaluates its effectiveness along with other complementary programmes such as C-TPAT and the ISO/PAS 28000 to tackle the risk management of external security threats to supply chains. Chapter twelve uses a combination of primary and secondary data sources from maritime and related industries in Europe and the Asia-Pacific region to look at the requirements for designing, developing and implementing safety and crisis management cultures that enhance vulnerability analysis in maritime trading systems and the security assurances of supply chains. Chapter thirteen presents, through a survey of senior US executives in manufacturing and retail operations, the cargo-interest perspective of the maritime container security framework. Chapters fourteen and fifteen both provide quality management frameworks to ensure regulatory compliance and quality assurance for new security initiatives, and present case studies for implementing and managing the 24-hour rule and the ISO 28000 programme, respectively.

The final set of chapters presents different models for analysing the security risk element with a policy perspective. The sixteenth chapter reviews and critically analyses current maritime security and regulatory-based models and highlights the limitations of the current framework in providing an integrated approach to risk assessment and management, including supply-chain security. The seventeenth chapter presents the full and detailed results of the UNCTAD global survey on the implementation costs and financing mechanisms of the ISPS code in ports, including such aspects as cost-factor distribution and cost-recovery schemes. Chapter eighteen analyses the implications of the enactment of EU policy measures for European ports, and discusses several related issues including such aspects as the distribution of responsibilities among port stakeholders, the search for a balance between risk and regulatory policies, and the emerging cost and financial implications. Chapter nineteen discusses the wider topic of strategic risk management in ports and presents a case study that associates strategic risk management with port security. Finally, the last chapter, chapter twenty, analyses the implications of port security on the competitiveness of short sea shipping (SSS) in Europe, which appears to be an overlooked and forgotten issue in the current EC policy framework, and mechanisms for implementing and enhancing SSS networks.
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PART I Background



Chapter 1 Marine Reporting and Maritime Security

Mark Rowbotham

Portcullis ISC Marine, UK

DOI: 10.4324/9781315850504-2

 Abstract: 

Much is being studied about the prevalent issue of maritime security, especially from the point of view of landside operations at sea ports. However, although the issues concerning the overall security of port operations and how these relate to the security of vessels entering, berthed at and leaving port have been investigated, less has been studied concerning the actual security of those vessels at sea, especially in relation to their complements, such as cargo or passengers. The US maritime security issues in the wake of 9/11 imposed significant compliances upon overseas traders sending goods to US shores. These security issues highlighted the lack of information available in many cases concerning both cargo and passenger manifests, as well as the ability of the vessel and its crew to effectively report their details to the US national authorities. How much less, therefore, is the ability of the same or similar vessels to report the same kind of information to other national maritime authorities throughout the world. This study, part of a larger study into the issues of maritime reporting and territorial controls, seeks to address some of the issues at stake, and to shed some light on the overall subject of marine reporting and how it could be better managed and developed.



1 A View From the Bridge

The state-of-the-art marine freighter or passenger liner bears little relationship to its forebears in terms of the technology of its control systems. Gone are the telegraphs between bridge and engine room, as are the conventional wheel-houses with their huge steering wheels. Everything is controlled by complex on-board computer systems, from steering and navigation to engine control and position monitoring. Even the marine propulsion systems have changed, from the combinations of conventional stern-mounted screws linked to huge marine engines and bow-thrust mechanisms, to azymuth propulsion systems, where the propulsion systems can revolve through 360 degrees and are connected to smaller, more efficient diesel engines by an adjustable link mechanism, which eliminates the need for a conventional rudder steering mechanism. The one main link with more traditional times is the vast array of Admiralty charts ranged across the available desk space, although even this is giving way to a large extent to the ECDIS computerized charts. Today’s control systems rely heavily on a mixture of GPS, VTS, AIS and conventional radar systems. From port of departure to port of destination, the vessel monitoring process from a navigation point of view revolves around the following systems:


	Leaving port—VTS/AIS;

	Open sea—AIS/GPS;

	Entering port approaches—AIS/VTS;

	Port arrival—VTS.


The VTS systems allow for the close monitoring of vessels within port approaches and port areas themselves, while AIS allows for the monitoring of vessels throughout their voyage, and indeed while the vessel is in port as long as the AIS transponder is switched on. The drawback with any of these systems is that they identify the ship, but not its crew or its cargo or complement of passengers. Equally, the AIS system is still subject to a slight delay between the time the transponder emits the signal and the time this registers on the system and thus registers the ship’s position. All this may be good insofar as it exists, but it does not tell the full story. There are considerable gaps in the whole process, mainly because of the issue of cargo reporting, and these gaps are the issues of the greatest importance owing to the risks posed by unreported cargo and other security considerations. Other risks also prevail, in particular the lack of monitoring of vessels outside the remit of the VTS and AIS systems, which could have an adverse effect on the security and safety of vessels covered by these systems. Despite the evident technological tools available to the ship’s master and his crew, the view from the bridge may still be obscured by many external factors beyond the master’s control.

The synopsis of procedures concerning the voyage of a cargo vessel may be loosely categorized as follows:


	the ship’s agent and the freight forwarders verify specific documentation (e.g. dangerous goods notes etc.) to ensure compliance with IMO requirements;

	the cargoes destined for loading aboard vessel are declared to Customs by electronic input;

	Customs clearance is given for the consignments to be loaded aboard vessel;

	the ship is loaded at port with the cargoes (e.g. containers);

	bills of lading are issued for all cargoes loaded aboard vessel, and the cargo information is also entered on the cargo manifest;

	a copy of the ship’s manifest is given to the ship’s master by the ship’s agent (the port agent) and a further copy of the manifest is also submitted to Customs;

	the ship’s master notifies the port and the Customs authority that all cargoes are loaded aboard vessel;

	the ship is given clearance to sail;

	the master maintains contact with the port VTS concerning the ship’s movement out of the port, through the channel and into the open sea;

	the ship maintains electronic contact with other vessels and land through the use of the AIS system;

	the ship sails across the ocean to its destination. Upon the approach to the port of destination, the following action is undertaken:

	the vessel’s agent notifies the port of destination of the arrival of the vessel;

	the ship notifies the port of destination 24 hours in advance with details of the ship, its crew and any hazardous or dangerous cargoes aboard vessel in accordance with the IMDG Code, and its intention to dock;

	the ship enters national territorial limits and notifies the port of details of its crew, its stores and any other information required by the national authorities;

	the ship maintains contact with the port through the VTS system from the time it enters the port approaches, and proceeds to enter the port;

	a copy of the cargo manifest is submitted by the port agent to the port authority and the Customs authority prior to the ship’s arrival at port;

	the ship’s master submits a FAL Declaration to Customs of all details of crew and stores on board; and

	the ship’s master gives a detailed report to the port authority complying with the regulations set down by the ISPS Code.


Although details of cargo reporting may have been covered earlier in this section of the study, they still have an overall bearing upon the safety and wellbeing of both the vessel and its crew. It should be noted that the ship’s master can only report details of the cargo if he is fully aware of that cargo aboard the vessel according to the cargo manifest. In many cases, the cargo may only be known by its groupage description, i.e. a generic description of the consolidated cargo in a LCL container load, and not by details of each individual consignment within that consolidated cargo. This absence of information may not yield vital information, such as the hazardous nature of an individual cargo, or whether such a cargo was (in)correctly stowed aboard vessel. It is this lack of information which may mask a much greater risk to the ship, its crew and its location depending upon the location of other vessels close by, e.g. within the confines of port approaches, or where adverse weather conditions such as fog may be prevalent. It is this anomaly which may prejudice or compromise the safety and security of not only the ship and its crew, but also the safety of the surrounding environment including the port itself. There is a further risk prevalent if the exact nature of the crew is not fully known, concerning their professional competence to crew the vessel or their nationality or even their motives for being aboard the vessel at the time of the voyage.

A major problem arises where the buyer (i.e. the importer) arranges groupage shipments and has the cargo consolidated at a point in the country of departure under an ex works (EXW) basis. Given that the buyer initiated the transport of the various consignments, the shipping line will still issue both a master bill of lading for the LCL groupage shipment as well as a set of house bills of lading, but may not necessarily issue the house bills to the buyer unless specifically requested. Thus, the exporter may never receive a copy of the house bills of lading relating to their consignment since they did not arrange the shipment. Nor will the exporter receive a copy of the export Customs declaration for that consignment, assuming that an individual export declaration has been physically raised by the freight forwarder, which may not be the case in the event of a consolidated consignment. In many cases, this does not happen. There is thus no audit trail available to the exporter to show that their particular consignment was shipped. Furthermore, where a groupage consignment simply shows “freight of all kinds” (FAK) or a generic description such as “cosmetic products” or “automotive equipment”, there is no specific means of verifying the individual consignments grouped within the container in question, as there may be the risk that no specific house bills of lading were raised for each individual consignment as far as the exporter is concerned. Furthermore, this lack of detailed information will also reflect on the cargo manifest issued to the ship’s master and to Customs at the point of export.

The problem is compounded by the fact that the forwarding agent notifies the port agents about the cargo once the shipment has been arranged for loading aboard the vessel. The freight forwarder is responsible for sending full details of the cargo to the port agent for the latter to incorporate the details of the consignment and the container in which it is loaded on the cargo manifest. The port agents are responsible for dealing with all affairs relating to the vessel while it is berthed at port, including the loading and unloading of the vessel, and the liability for conservancy and port handling charges. It is thus the responsibility of the port agent to ensure that the ship’s master is made aware of all cargoes loaded aboard the vessel, and that all hazardous or dangerous cargoes are notified in advance to the master of the vessel in order to ensure compliance with port regulations, SOLAS regulations and the general regulations concerning the correct stowage of all cargoes aboard the vessel. If a freight forwarder does not submit the correct information concerning cargoes, especially those of a groupage or consolidated nature, to the port agent, the freight forwarder could be made liable for any accident or damage which could occur as a result of the failure to inform the port agents or the ship’s master or even the port itself of the nature of the cargo being loaded aboard the vessel. In reality, the responsibility for correctly divulging information pertaining to the cargo lies with the exporter. If the exporter does not inform the freight forwarder of the true nature of the consignment, the rest of the chain of reporting is severely prejudiced, including the ramifications for insurance of the cargo in question.

In short, the neither the ship’s master nor the shipping line nor the port authority may be entirely knowledgeable about the crew of the vessel or its cargo. Although the ISPS Code goes a long way towards tightening up security measures aboard vessels as well as providing information about the crew, it only covers that which is known or is divulged in the company’s interests. In the case of the ISPS Code, there are, however, likely to be cases where although the crew’s nationality may be known, other information about each crew member may not be known because of the withholding of personal information by certain crew members for personal or other reasons. Furthermore, there is no internationally-binding code obliging the exporter or the freight agent to correctly declare all freight being loaded into a container, and in this way the cargo considerations are completely divorced from the issues of the nature of the vessel’s crew. Even the recently introduced ISO 28000 and 28001 standards allow the trader to compile and implement their own set of checklists and procedures concerning cargo security, and do not dictate the exact details of such procedures. The underlying principle is still one of uberrimae fidei. Thus, in an age of information technology and access to information, the data held by the shipping line pertinent to the cargo on any of its vessels may only be as accurate as the organization inputting that information to the shipping line, such as a freight agent. With large-scale cargo consolidations, the risk of inaccuracy and heightened risk on this basis is greatly increased. A ship will not report in either to a sea port or a control centre overlooking a narrow strait concerning the nature of its cargo if it is not aware of any hazardous or dangerous cargo on board, especially since the 24-hour reporting mechanisms in place at many ports, particularly those in the UK, are still voluntary and not fully mandatory. The ship is entirely at the mercy of the shipping line’s agents and the freight agents responsible for shipping cargo consignments. This level of uncertainty only adds to the risk of accidents or catastrophes occurring as a result of marine accidents, and thus severely compromises marine safety for the vessel, its crew and other cargoes aboard the vessel.


2 A View From the Shore

The aspect of maritime reporting is naturally important from the onboard vessel perspective. However, from the port perspective, there are many issues which beset port and landward activity which need to be addressed on a long-term basis, mainly as a result of recent maritime legislation which affects worldwide maritime activities.

The EU Directives covering vessel monitoring and tracking have meant that more sea lanes must be covered by some form of VTS system. The waters around southern Scandinavia are being increasingly brought under some form of VTS activity, with the most recent being the Storebaelt (Great Belt) within Danish territorial limits. Invitations to tender have also been submitted for the purpose of the provision of a VTS system to cover the Öresund, between Denmark and Sweden. And yet, there are still many sea areas, including much of the coastal waters surrounding the UK, which are not yet covered by an interactive VTS system similar to that at the Strait of Dover. Only the AIS system is being actively used around all UK waters, and even this is only effective if the vessels have their AIS transponders switched on. There are various AIS websites for public use, and these are in some ways the only way in which many organizations can monitor maritime activity around the UK coast. However, there is no fully-integrated VTS system for the whole of the UK, and every port manages its own affairs concerning vessel control activity. Indeed, there are still major ports in the UK which are not yet equipped with a VTS system, inferring that they have little, if any, monitoring or control facility over inward and outward vessel movements, despite the incidence of marine accidents close to their domains. Ports do not divulge information to other ports for a variety of reasons, and there is therefore no way of knowing a vessel’s circumstances without being located at the port of arrival or departure. In short, the UK system of vessel control is severely fragmented, with information concerning a vessel’s movements restricted to the authorities located at the vessel’s port of arrival, unless it is passing through the Strait of Dover, in which case that information is also known to the MCA’s CNIS operations. Other than this, only the vessel’s agents will retain information concerning a particular vessel, its cargo and movements, and they will only convey that information to the port of destination.

Such information concerning the vessel’s cargo is also becoming less manageable because of the increasing sizes of vessels. The latest vessels entering service with shipping lines such as Maersk, CMA CGM and COSCO are well in excess of 100,000 grt and can carry some 9,000–10,000+ TEUs (twenty-foot equivalent units). The increasing number of containers carried aboard vessels inevitably results in a greater difficulty in managing such information as the compilation and transmission cargo manifests, as well as the problems associated with the loading and unloading of containers at any port visited. This additional burden of loading and unloading will also result in increased pressure on the ports to manage their infrastructural facilities, which inevitably leads to increased congestion of land-based traffic entering and exiting the ports.

Another area of concern stems from the fact that in the UK the Maritime & Coastguard Agency (MCA) has already rationalized its structure to the point where it no longer maintains the number of coastguard stations around the UK coastline that it once did. Many of the MCA operations are not even controlled from coast-based stations, but are managed from inland-based centres. Even MCA operations concerning the North Channel, the Firth of Clyde and the Scottish West Coast are controlled from one building based at Gourock, on the upper reaches of the Firth of Clyde, far removed from such sea areas. It is assumed that in the event of a maritime emergency or incident, all operations can be controlled from this one centre. It has been confirmed by the MCA office on the Clyde that it does not use a VTS system for these areas, but relies on the AIS systems and information available. This approach is hardly contributing to compliance with the VTMS Directives issued by the EU Commission.

It is appreciated that legislation is designed to formalize and direct activities in a variety of sectors, but there are occasions where such legislation has led to increasing burdens being placed upon those activities leading to questions being asked concerning the efficiency of those operations. The ISPS Code has been introduced by the IMO, and is being implemented by all ports worldwide. However, the smaller the port, the more difficult it is to incorporate the Code’s requirements within an already stretched scope of resources. Larger ports find it less difficult to comply with the regulations as they already have a security-based system within which to operate. Small ports have to find the resources to incorporate such changes to their operating structures, and this inevitably leads to greater expenditure and other strains on such resources, as well as the burden of added levels of bureaucracy required to administer such changes and activities. Add to this any port-based activities associated with the impact of the IMDG Code on HAZMAT movements and VTS requirements, and the system moves closer to overload. Additional burdens may now be placed on the system by the introduction of ISO 28000 and ISO 28001 standards, and this will inevitably stretch already limited resources yet further.

In summary, the main codes, regulations and standards which a port must adhere to include the following:


	VTS (seaward);

	AIS (seaward);

	ISPS (landward and seaward);

	IMDG (landward and seaward);

	SOLAS (seaward);

	FAL (landward);

	ISO 28000/28001 (landward).


Other issues, such as port state controls and the presence of both MCA and Customs are also prime issues in port management, as these controls refer equally to both vessel and cargo security. The port authorities are now so enmeshed in such regulations that they appear to need to spend more time complying with them than in actually managing maritime activities. However, despite such regulations and controls it is often the case that the port’s harbourmaster is the last point of contact concerning the arrival of a vessel, as the shipping agents will already have arranged berthing formalities with the port authorities in advance, and the vessel does not necessarily report its arrival until it passes through the breakwaters and enters port, thus negating in part the whole rationale behind the reason for many of the regulations concerning vessel movements and port controls.

The question must ultimately be asked as to whether the smaller ports will be able to maintain their operations for much longer in the light of the implementation of such regulations and the costs associated with such changes. As the threat of terrorism and the general concerns over maritime security increase, so too does the requirement for increasing levels of security at the ports. This inevitably costs time, effort and money and many of the smaller ports are finding it difficult to keep up with the necessary changes imposed as a result of such requirements. Even the larger ports are required to adopt more stringent measures with regard to port, vessel and cargo security, and this is creating an atmosphere of radical change within the port environment from both a landward and a seaward perspective.


3 Customs Maritime Cargo Reporting and Controls

In the UK, HM Customs & Excise, the Government department responsible for indirect taxation, merged with HM Inland Revenue in May 2005 to form an expanded revenue department called HM Revenue & Customs. Although the main activity of the newly-merged department is the levying of national taxes, both direct and indirect, the other primary function still paramount in the department’s role is that of the economic defence of the realm from a maritime point of view.

Customs controls are those controls exercised over the process of international trade with relation to specific control over the following areas:


	imports of goods (personal or commercial);

	exports of goods (personal or commercial);

	illicit trade, i.e. smuggling;

	prohibitions and restrictions of the import and export of certain commodities and products;

	trade statistics; and

	duties and indirect taxes.


Customs controls are defined to start at the baseline defining the area of internal sea, and also pertain to control over ports, harbours and wharves which may serve the purpose of international trade. Every sea port must seek the approval of the national Customs authority prior to becoming operational, and thus becomes a Customs port. The Commissioners of Customs & Excise are empowered by section 19 of the Customs & Excise Management Act 1979 to appoint any area of the UK as a Customs port, and to appoint boarding stations for Customs officers to board ships (originally known as the water-guard), although with the changes in import and export procedures to allow for more electronic-based regimes, the facility for boarding ships has decreased to a bare minimum, if not zero, thus allowing for little or no waterborne Customs control over inward or outward shipping movements.

The ports comprise the “internal and territorial waters of Her Majesty’s dominions” and extend inland up to the “mean high water line”. The Commissioners also appoint “approved wharves” for the loading or unloading of cargoes (section 20 of the Customs & Excise Management Act 1979).

Customs officers have a general power to board ships inside the limits of a Customs port (section 27). They may have access to every part of a ship, and any goods found concealed or undeclared are liable to seizure and forfeiture, along with the ship itself on certain occasions, especially where the illicit trade in drugs is concerned (section 28). A ship which is constructed or adapted or simply used for the purposes of concealing or smuggling goods may itself be forfeit and seized by Customs officers in UK waters (section 88), generally by way of securing the “writ of assistance” to the ship’s mast.

A report must be made by every ship, other than authorized regular shipping services such as cross-Channel or North Sea ferry services, arriving at a Customs port from any place outside the UK, or vessels carrying uncleared goods (i.e. goods not in UK/EU free circulation and thus duty-paid) brought in that vessel from any place outside the United Kingdom (section 35), including third-country (i.e. non-EU) goods which have crossed the European Union under Community Transit (CT) conditions (i.e. undeclared up to the point of entry into the UK). The Ship’s Report, Importation and Exportation by Sea Regulations 1981, SI 1981/1260, amended by SI 1986/1819, specify that a report (the Customs Cargo Report—CUSCAR, generally comprising the ship’s cargo manifest) must be made immediately to a boarding officer if he requests it. Otherwise, the report must be made within three hours of the ship reaching her place of unloading or loading, or within 24 hours after entering the limits of the Customs port if she has not then reached that place. There must be no interference with goods after the ship has come within UK internal waters until a report is made. On arrival, a ship must be immediately brought to the boarding station, unless public health regulations require her to be taken to a mooring station pending examination and clearance to dock. Goods imported by sea must be landed at an approved wharf. If chargeable or dutiable goods are unloaded from a ship without payment of the appropriate duties and taxes, or prohibited goods are imported, or imported goods are concealed or otherwise not correctly declared, they are liable to seizure and forfeiture (section 49). With the move from manual to electronic import declarations, however, there is little evidence of Customs landing or import controls at the port, as there is intense pressure on the port authorities to ensure that containerized consignments are moved from the port to an inland destination as quickly as possible following unloading from the ship, especially given the limited space available at the port for the detention or storage of goods.

No ship may depart from a port on a voyage to an eventual destination outside the UK unless clearance has been obtained. A Customs officer may board a cleared ship while the vessel is still in UK waters and require documentary production of her clearance. A ship departing from a Customs port must bring to at a boarding station if required (section 64). Consignments for exportation and stores must be loaded at an approved wharf and must be correctly declared, using the new export system (NES) electronic procedures. The ship can only be cleared for departure once the Customs CHIEF (Customs Handling of Import & Export Freight) computer has given clearance for all goods declared for export to be loaded aboard vessel and those goods correctly loaded and recorded on the ship’s cargo manifest, including manifests concerning the shipment of consignments to the North Sea continental shelf.

Although it is accepted that a regime exists for Customs cargo reporting in line with the requirements laid down by the 1979 Customs & Excise Management Act, the information contained in such reports may not necessarily be sufficient to satisfy the Customs CHIEF computer or officers perusing such details. Containers unloaded from aboard ship will be classified in either of two categories—FCL (full container load) containing cargoes pertaining to one single importer—or LCL (less-than-full container load) containing a variety of consolidated or grouped cargoes pertaining to a variety of importers. Whereas an FCL will define the exact nature of the cargo contained therein, which can then be easily defined and declared by the clearing agent, an LCL will simply be defined to HM Customs & Excise as “groupage” or FAK. At the point of reporting, it will thus be impossible for the examining officer, or the CHIEF computer, to define exactly the nature of each consignment carried within the container until such time as the clearing agent makes the individual Customs import entry declaration for each deconsolidated consignment. By this time, the container may well have left the port for a determined inland destination, and will not have been examined by an HM Customs & Excise officer other than if it has been subjected to an x-ray examination at the port, in which case a full out-turn of all consignments may be required by a Customs officer. Given this lack of control, there is no certainty that an officer would pick up any irregular details pertaining to cargoes such as the illegal import of drugs, firearms, weapons of mass destruction or even illegal immigrants.

The issue of the exemption of authorized regular shipping services from Customs reporting regimes (JCCC Papers (04)10 and (04)27, HM Customs & Excise 2004) gives rise to anomalies in the reporting of cargoes, as it is very likely that such vessels are not only carrying goods of EU origin but also consignments under Community transit (CT) Customs control, i.e. goods which are not in EU free circulation and are hence uncleared. They may also be carrying consignments on a consolidated basis, i.e. consignments grouped together in one consolidated trailer load, and for which there is only brief summary details referring to the consolidation, and not necessarily for each individual grouped consignment. There is a clear need for Customs to know what such consignments are and where they are to be cleared through Customs controls, as national revenue is at stake. There is a significant risk that since vessels pertaining to authorized regular shipping services (including ferry services from Norway such as the sailings of DFDS and Fjord Line into the River Tyne) are not required to report into Customs prior to or upon arrival at a UK Customs port, such cargoes will not themselves be reported to Customs in an adequate form to enable Customs to establish the nature and status of such consignments. In one case, however, an anomaly exists concerning the DFDS sailings between Gothenburg (Sweden) and the UK via Kristiansand (Norway), as the voyage is essentially an intra-EU sailing with a non-EU intermediate stop added in. The rules applying to such authorized services also apply to those sailings between Norway and Denmark, also operated by DFDS and Fjord Line. Indeed, there could also be the risk that if the vessel concerned were carrying consignments or passengers of a nature deemed a threat to national security or the economic security of the nation, these contents could pass unnoticed into national territory without any form of verification or checks given the nature of the voyage within EU waters.

However, the fact that because a vessel sails within EU territorial waters between ports of two member states does not imply that the information pertaining to its cargoes is automatically passed from the despatching party to the receiving party.
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