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Foreword


Complexities in the cyber supply chain have introduced new avenues for exploitation and manipulation attracting numerous U.S. adversaries.

Megan Mance
Cyber Supply Chain Security and Potential Vulnerabilities within U.S. Government Networks (June 15, 2016)



On November 19, 2015 Admiral Michael Rogers, the Chief of the National Security Agency and U.S. Cyber Command, told an audience that his principal concern is data manipulation through network intrusion. U.S. adversaries are continually looking for new and creative ways to gain access to U.S. government networks. One specific cyber threat that deserves greater attention is the cyber supply chain security within the federal government and the vital role of government contractors in this area.

The 2017 U.S. Presidential Executive Order on Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure (dated May 11, 2017) calls for the U.S. government departments and agencies to report “on cybersecurity risks facing the defense industrial base, including its supply chain, and United States military platforms, systems, networks, and capabilities, and recommendations for mitigating these risks.”

Even a trusted supplier can unwittingly integrate components that might be obtained from untrustworthy sources. Unfortunately, this is the likely situation given the globally sourced commercial off-the-shelf (COTS) strategies popular in our current national security and information and communication technology (ICT) business organizations.

It is too difficult to provide across-the-board assurance for all tiers/levels of all products, because most products are agilely sourced in a global environment; if we cannot do it all, the key concept here is to take a risk-based approach to secure what we can, to at least provide across-the-board assurance for some critical capabilities. Therefore, it will be necessary for enterprises to identify their most critical capabilities or functions, and for those mission-essential functions, they will seek to ensure trustworthiness of every product, component, and subcomponent enabling that capability/function.

Planning for the tracking of subcomponents and components brought together in a select product or system is required, because it would be nearly impossible to trace back after the fact. So, a big part of ensuring a trustworthy sourcing process rests on the ability of the supplier to prove that they can deliver the knowledge of their supply chain processes: what is planned and how they will manage deviations from predicted plans. This type of detailed supply chain planning (SCRM) also leads to on-cost, timely delivery of these trusted components. This is an especially difficult requirement with complex technology projects, due to their layers of design complexity and a multitiered global supply chain.

Currently, given this complexity of most ICT projects, it is difficult for any supplier to provide this sort of assurance/supply chain guarantee. Part of the problem is that until recently there had been no defined requirement for this type of process/system or any adequate description of what it takes to plan and provide end-to-end technology supply chain assurance. That has changed recently, primarily due to the recognition that elements of our critical infrastructure and national security systems may already contain poor quality and/or malicious items placed through insecure supply chains and slipshod sourcing.

Currently, efforts are increasing to address problems with embedded malware and counterfeits due to supply chain breakdowns and ultimately enabling compromised functional capabilities. These efforts are driving a need for supply chain assurance for select systems/capabilities. Coordination of this complex work requires a common and coherent set of control processes and activities, which will allow managers to understand the precise security status of any given component as it moves through design, manufacture, final product integration, testing, and assurance of a well-documented build of materials (BOM), which become well-maintained and dynamic BOM, due to strong configuration management for both hardware and software, throughout the life cycle. In that respect, an authoritative, mutually agreed-upon process for independently assuring organizational trust in sourced products becomes a necessity.

This is not a common situation today because of the distances and global elements of business. The ideal would be a well-defined (risk-based) process, with agreed-upon taxonomy, to evaluate and verify trust at all levels up and down the supply chain, to ensure that control is maintained through a formal and disciplined process. This overall control framework with well-defined processes, activities, and tasks has a good start in NIST 800-161 standards, practices, and controls for supply chain assurance. This is a critically enabling first step in the process of assuring globally sourced products, enabling trusted mission essential functions, through ICT SCRM.

Donald R. Davidson Jr.
Director, Cybersecurity (CS) Risk Management




Preface

Today’s information and communication technology (ICT) organizations increasingly find themselves relying on others for their success. Historically, medium- and large-size organizations have spent less than a third of their budgets on purchased goods and services, having relied on internal sources for these. Today, those same organizations spend most of their budget on purchased commercial off-the-shelf (COTS) goods and services. This is in large part because of the advantages ICT organizations have found in strategies such as globalization, outsourcing, supply-base rationalization, just-in-time deliveries, and lean inventories. Additionally, many companies have consolidated operations both internally and externally to achieve economies of scale.

While globalization, extended supply chains, and supplier consolidation offer many benefits in efficiency and effectiveness, they can also make supply chains more brittle and can increase information security risks that can lead to supply chain disruption. Historic and recent events have proven the need to identify and mitigate such risks. Recent political accusations have shown how security breaches can extend well beyond domestic boundaries and interfere with international trade and disrupt many elements of global supply chains, including supply, distribution, and communications. In extreme cases, a single security breach at one location can severely interfere with the capabilities of an organization.

Effective supply chain risk management (SCRM) is essential to a successful business. It is a competence and capability many enterprises have yet to develop. In some areas, both problems and practices are well defined. In others, problems are defined, but practices are developing. In still other areas, both the definition of the problems and the practices needed to address them are developing. In sum, SCRM is an evolving field.

It is important to note that ICT security risk cannot be eliminated. Because of its complex nature, various tools can be used to give organizations and governments the ability to build up an overall picture of the risk situation and plan a mitigation strategy to address critical areas. Likewise, with the growing emphasis on globalization, business process outsourcing, and the need to control terrorism, there is a greater need to understand and handle supply chain vulnerabilities throughout the entire life cycle from agreement to procurement and operation.

Guidelines for managing information security risk were developed by the National Institute of Standards and Technology (NIST) in March of 2011; they propose risk management practices at all levels of the organization and should be followed to facilitate adequate risk assessment, response, and monitoring (NIST SP 800-39). In 2015, NIST expanded the scope of the guidelines in the development of new guidelines (NIST SP 800-161) that address the ever-increasing implications of SCRM while incorporating the requirements of specific management, operational, and technical ICT security controls under the Federal Information Security Management Act. Until now, however, there has not existed an “easy-to-understand” approach for implementing NIST SP 800-161 parallel to the definitions of other international standards, such as ISO/IEC 12207, for the purpose of providing security mechanisms within end-to-end ICT supply chain agreement, procurement, and operation that lead to a comprehensive capacity maturity model.

This book is based upon the belief that the acquisition process is a strategic planning and governance concern. The solution is a formally defined and implemented infrastructure of best practices aimed at specifically optimizing the coordination and control of the acquisition process across the organization. As with any complex process deployment, this can only be substantiated through a rational and explicit framework of auditable procedures. The creation and deployment of those procedures is at the core of what is being presented.

One of the underlying premises of this book is to detail the reasons why formal organizational processes and methods for acquiring secure products are valuable. You will see how fundamental security activities provide the basis for the most effective assurance of the technology used. You will also discover the importance of expert advice concerning the best practices for building these formal processes. Since continuous capability improvement is the essence of maintaining an effective security posture, we will describe a maturity model-based approach to acquisition process improvement.


Who Should Read This Book?

This book will provide a valuable insight to anyone who acquires technology products. This includes COTS and government off-the-shelf products as well as the participants in the supply chain at any level. However, given the management focus, it would be particularly useful to process architects and higher level executives responsible for assurance of the technology infrastructure.

This book can also serve as a good general knowledge text for general interest practitioners. Since the ideas have practical business application, they seem highly attractive to any manager responsible for acquiring any form of complex products. The inclusion of a maturity model in Chapter 7 makes it especially attractive to strategic planners and any other type of security policy manager or upper level strategic decision-maker.

In a very detailed and organized fashion, this book presents the concepts of secure acquisition and ICT SCRM operations as an all-in-one concept. As such, there is no assumption about specialized knowledge. You will learn how to create a systematic and secure acquisition process as well as how to create a risk-based control structure for all levels of the supply chain. You will learn how to establish systematic sustainment and reporting within this structure and how to increase its capability.

This revolves around the steps to define the standard processes, activities, and tasks for the customer–supplier relationship, the attendant control objectives, and the auditing and reporting systems for the supply chain. Guidance for carrying this out is supported by expert standards of best practice, which are commonly accepted in the field and easily understandable.

At the end of this book, you will be able to


	Implement a formal, organization-wide, standards-based trust in sourced products.


	Define a comprehensive control structure to ensure continuous assurance.


	Create a standard process to achieve higher stages of requisite capability.
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Chapter Structure and Summary


Chapter 1: Why Secure Information and Communication Technology Product Acquisition Matters

The goal of this chapter is to demonstrate how a formal approach to acquisition security can be used to ensure the integrity of the technology base of an organization. The key concept here is “across-the-board trust.” Because ALL of the potential components of the technology base are involved in the secure functioning of the system, every aspect of that base must be trustworthy. The reader will discover how formal processes and a standard point of reference are necessary to establish adequate trust.



Chapter 2: Building a Standard Acquisition Infrastructure

Two standards are relevant to the definition of a robust acquisition assurance infrastructure. At the concept level, this is the customer–supplier process defined in the “Agreement” processes of the ISO/IEC 12207 Standard. This standard has been widely accepted for over 20 years as the authoritative definition of what, at a minimum, must be undertaken to achieve proper technology acquisition. These standard recommendations can then be tailored into a specific process for any given organizational application. Thus, the need for a single, fully defined infrastructure is a precondition for the definition of the body of knowledge for secure supply chain risk management. As such, the remainder of this book will outline the means to specifically implement the recommendations of the NIST IR 800-161 model within the larger ISO/IEC 12207 Agreement process. The aim is to detail how these explicit recommendations for customer, integrator, and supplier performance fit and work with the 12207 requirements for proper customer–supplier relationships.



Chapter 3: The Three Building Blocks for Creating Communities of Trust

In this chapter, you will learn why a formal, comprehensive, standards-based definition of the activities and tasks necessary to ensure trust is critical to the process. The elements of the product supply chain are hard to identify, let alone ensure. Due to its layers of complexity, this is a difficult task to perform with complex technology development and integration projects, particularly given the fact that most products are integrated up a multilevel supply chain that is often offshore based.

The aim of this chapter is to give an overview of the only existing standard framework for the practice of comprehensive control over complex builds. Most products are developed in multilayered, multivendor, and even multicultural team settings. In order to ensure trust, all of this must be fully coordinated and controlled up and down the supply chain. Coordination of this degree of complex work requires a common and coherent control process and control activities, which will allow managers to understand the exact security status of any given component as it moves to final product integration, testing, and assurance.



Chapter 4: Risk Management in the ICT Product Chain

The process of risk management (identifying and controlling information as it is created within the supply chain), risk identification (examining, documenting, and assessing the security concerns represented by a given component within the supply chain), and risk control (applying controls to reduce identified risks), as well as prioritizing its importance will be described here. It is hard to ensure against threats to the components of an evolving product because the development process is normally dispersed across a number of organizations at various levels of integration. That is potentially risky because any breach of the product development chain can compromise the entire product. The term “weakest link” applies here. Also, there is the issue of offshore development of COTS products. Work across organizational boundaries as defined by agreement is the basic approach to the development of most complex technology products. But most of these relationships are undefined. Software in particular is intangible and dynamically changeable. Thus, it is almost impossible to get an exact understanding of product status as it moves up the development chain. Consequently, explicit and trustworthy risk control processes have to be applied at all levels of the supply chain.



Chapter 5: Establishing a Substantive Control Process

It might seem a little simplistic to say that the problem with developing any complex technology is that it is too complex. But the fact is that control must be established at all levels up and down the supply chain in order to be able to say with certainty that the product can be trusted. The only way to ensure that control is through a formal and disciplined process of assurance. This is the role of a formally constituted and organizationally sanctioned set of processes, activities, and tasks, which have been formulated into a standard acquisition control structure. The problem lies in knowing exactly what constitutes the elements of proper behavior. Thus, this text will present the only existing standard recommendations for the activities needed to ensure the acquisition process. This includes the description of the overall control framework itself as well as the processes, activities, and tasks that the organization must undertake to establish actionable behaviors that can be audited for compliance with the recommendations of standard best practice. In this respect, the ISO 12207 Agreement process will be mapped to the recommendations of NIST 800-161 in order to describe a top-to-bottom concept of secure acquisition assurance. The aim is to help you understand how to establish a standard and auditable secure acquisition process. This includes methods for initiating, planning, executing, and following up/remediating active behaviors for the purposes of systematic control. It includes the definition and assignment of all roles and responsibilities for every participant in the supply chain—customer, supplier, and integrator—and the best practices for documentation and reporting of control information to appropriate sources.



Chapter 6: Control Sustainment and Operational Assurance

The only way to ensure proper implementation of a critical process is through the routine operational sustainment of the active controls that constitute it. This in essence involves tailoring, deploying, and validating a suitable set of behavioral controls and then monitoring their integrity and effectiveness throughout the life cycle of the acquisition process. Basic steps must be carried out to ensure systematic integrity no matter what the actual situation might be. It is necessary to validate the selected control set to assure the effectiveness as well as confirm the accuracy of the defensive scheme. Thus, it is necessary to conduct regular monitoring testing and analysis of the complete set of acquisition assurance activities to understand its status and functioning. This includes steps to detect any malfunctioning within the control set and procedures to ensure that subsequent corrective action will be undertaken.

Sustainment operations begin after the acquisition process is operationally deployed. The sustainment process is planned, implemented, and monitored in the same fashion as any other organizational-level activity. It normally embodies the criteria and factors for judging success. The intention is to be able to say with assurance that the aggregate controls for any given acquisition are effective given the aims of the organization. Operationally, this should take place within a defined reporting and decision-making structure. Because the overall purpose of assurance is to produce a trustworthy assurance outcome, the outcome of sustainment is continuous assurance of process correctness.



Chapter 7: Building a Capable Supply Chain Operation

The role of any form of assurance process is to ensure continuing confidence in the products that are being acquired. However, since managers do not actually do the work, and the product is normally too complex to understand anyway, the organization has to adopt and utilize some form of standard control process in order to ensure product integrity. A capability-based process ensures that reliability and integrity are designed for and built into the products in the first place rather than added on at the end.

The assurance of the proper functioning of the control process is what actually certifies the correctness of the product. In that respect, the aim of all technology assurance activity is to ensure the continuous trustworthy and reliable functioning of all of the deployed controls. Process capability improvement provides a given organization with a template for continuous adaptation and improvement. The assumption is that a technology management system that is based on and follows a commonly accepted model of best practice ensures best-of-breed acquisition assurance. The problem is how to get there. The objective of this chapter is to provide a standard model for capability maturity development for any organization. The assumption is that capability is attained in easy-to-accomplish stages rather than in one impossible leap. Capability maturity models have been utilized in a number of high-technology settings for years. Their general form is well understood and adaptable to the standard practices we are discussing here. Thus, we will specify and describe what needs to take place in a practical sense in order to implement such an approach to acquisition security.





Chapter 1

Why Secure Information and Communication Technology Product Acquisition Matters

At the conclusion of this chapter, the reader will understand the following (Figure 1.1):


[image: Images] The role and importance of a formal sourcing process in ensuring organizational security

[image: Images] The standard elements of acquisition management practice

[image: Images] The concerns and issues associated with insecure supply chains

[image: Images] The general structure and principles of the ICT supply chain risk management (SCRM) process

[image: Images] The nine large elements of formal ICT SCRM

[image: Images] The role and importance of standard models of best practice




Introduction to the Book

The purpose of this book is to ensure an understanding of the strategic process of trusted product acquisition, which is directly associated with the discipline of SCRM. This chapter will introduce the concepts and principles of formal trusted product acquisition governance as well as the standard principles and underlying activities that define best practice in the performance of secure product sourcing.

[image: Images]

Figure 1.1 Objectives of the book.



This book will also detail a standard SCRM process that is integral to securing ICT acquisition in a global business environment. It will identify the common points of failure in acquiring adequately secure sourced products, and it will explain the factors that drive those failures. Readers will see how difficult it is to acquire ICT products that are trustworthy and secure, and they will understand the fundamental causes of that difficulty. Readers will discover the role of communities of practice in the overall process of building a complex ICT product, and since continuous capability improvement is the essence of maintaining an effective security posture, Chapter 7 will describe a maturity model for Acquisition Process Improvement.

The goal of this chapter is to demonstrate how a formal approach to acquisition and supply chain security can be used to assure the integrity of the technology base of any organization. The key concept here is “across-the-board trust” because all of the potential components of the technology base are involved in the secure functioning of the system. Consequently, every aspect of that base must be dependably secure or “the weakest link” applies. The reader will discover how formal processes and a standard baseline reference are necessary to establish that requisite level of trust.



Underwriting Trust and Competence

The vast range of ICTs have created our digital culture. Consider that 30 years ago you could not shop, bank, buy stocks online, play games, or interact with people on a mobile device. Now that is all possible, and new opportunities seem to pop up at an unthinkably frantic rate. At the same time, because of the dependence on the Internet, it is critically important to be able to trust the security and integrity of all of our ICT products, and that is demonstrably not the case.

According to the Privacy Rights Clearing House, close to one billion consumer records have been lost or stolen over the last decade. According to McAfee and the Center for Strategic and International Studies, that translates to $300 billion to $1 trillion in annual loss. Therefore, it is not surprising that industry and government have decided to address the problem of ICT product security. Just like buying a suit off the rack rather than having it bespoke tailored means that the customer will get it faster and cheaper, the business logic makes it inescapable for most modern companies to purchase rather than develop their own ICT products. Businesses want their solutions now, not at some time in the indeterminate future, and they do not want to spend the R&D money to back the development of custom packages. In many respects, because solutions are purchased rather than built, the procurement staff is as critical to the security of the ICT operation as the technical staff.

An organization’s ICT procurement process is no different from any other purchasing function in that the purpose of any procurement activity is to acquire an effective product for the organization. Consequently, whether the product is a video game or a piece of sophisticated military hardware, the activities that take place within the acquisition process have to be logically related, controlled, and coordinated. A standard model of the best practices to be carried out within that process simply ensures that the control is implemented systematically and is effectively maintained through the specific actions of the individuals who are responsible for performing the assigned task.

From a security and integrity standpoint, what this implies is that every individual action in the overall process has to be rationally and properly placed in the timeline for execution. Additionally, each task must be fully and correctly integrated into the overall activity. Therefore, at its core, the acquisition process that will be discussed here must be well defined and properly executed. It must ensure that proper relationships are maintained among the larger set of actions that have been arrayed to achieve a given purpose.



Justification and Objectives of the Book

Perhaps the best way to justify this book is the statement that it has been long overdue. Technology systems are complex and their elements are indistinguishable by normal inspection. Thus, the usual way to acquire trustworthy ICT products has been to only deal with suppliers who are “known and trusted” over a reasonable period of time. Even so, in a modern global sourcing environment, a trusted supplier has the potential to integrate subcomponents that are obtained from untrustworthy sources into a system. Therefore, when it comes to acquiring the technology needed, any purchaser of an ICT product is essentially “buying a pig in a poke,” so to speak. This is a particularly egregious situation given the “faster-cheaper-better” mentality of current companies, and it has led to an overreliance on suppliers’ commercial-off-the-shelf (COTS) system security to leverage development strategies.

The problem is that until recently there has been no common body of knowledge that can be relied on to provide a standard set of practices for executing secure, end-to-end technology purchases. Fortunately, this has changed primarily due to the dawning recognition that elements of our critical infrastructure may already contain malicious items, which have been placed there as a result of insecure supply chains and a slipshod open-source acquisition process.

The ideas presented in this book are well-established aspects of a single process that has been developed and promulgated by the federal government to ensure trusted product acquisition in its particular space. Specifically, this book presents the concepts of ICT SCRM from the perspective of NIST SP 800-161, which is the first standard body of knowledge for secure SCRM (NIST, 2015). In this book, you will learn how to create a verifiable audit-based structure of controls, which will ensure comprehensive security for all types of sourced ICT products. We will explain how to establish systematic security within the supply chain as well as how to build auditable trust into the products and services that are acquired by the organization.

In addition, we will detail a unique capability maturity development process that will help foster an increasingly competent process. The overall aim of this book is to define a complete and correct collection of highly related processes, activities, and tasks as well as the attendant monitoring and reporting systems to ensure a trustworthy product. A practical and standard means of leveraging the acquisition process to higher levels of capability maturity is also explained in this text. The details of this process are captured in a very well-known and widely accepted approach to capability maturity development. Thus, the information in this book is both authoritative and commonly agreed upon.



The Five-Part Problem

As we said in the last section, this book centers on the belief that SCRM is a strategic governance concern. Thus, the practical governance solution to the acquisition process is a formally defined and concrete infrastructure of best practices, which are aimed at ensuring sufficient coordination and control over the entire process. The objective is to ensure that all sourced products fall within certain levels of trust. As with any complex goal, the assurance of product trustworthiness can only be substantiated through activities that take place within a rational and explicit framework of auditable procedures. Thus, the basis for creating and deploying these procedures is presented in this chapter.

The General Accounting Office (GAO) summarized the concerns associated with organizational ICT SCRM in a March 23, 2012, report. ICT risk issues fall into five categories, each of which has a slightly different implication for product integrity: “installation of malicious logic on hardware or software; installation of counterfeit hardware or software; failure or disruption in the production or distribution of a critical product or service; reliance upon a malicious or unqualified service provider for the performance of a technical service; and installation of unintentional vulnerabilities on software or hardware” (GAO, 2012, p. 1) (Figure 1.2).

Malicious logic is embedded in a product to fulfill some specific purposes. Malicious objects are by definition not part of the intended functionality; therefore, in order to find and eliminate any instance, rigorous testing and inspection is required. Embedding a malicious object in a product is always a hostile act, and assurance that a product is free of malicious code should be a high priority with any ICT customer. Nonetheless, since it is hard enough to ensure the quality and security of the functions that ought to be present in a piece of software, it is asking a lot to expect that functions that should not be present should also be identified and eliminated. Therefore, it is almost impossible to estimate how much malicious code currently resides in ICT products. Because the decision to embed a piece of malicious logic in a product is intentional, one of the most effective ways to ensure against the presence of such objects is to maintain strict oversight and control over ICT development, sustainment, and acquisition work.

Counterfeits are not just an acquisition issue. Counterfeit parts can appear at any stage in the development and sustainment of ICT products. Counterfeits execute product functions as intended and threaten product security and integrity because they are not the same as the actual part. Generally, the purpose of a counterfeit is to save money or supply a feature that the maker is otherwise incapable of providing. As a result, counterfeits embody shortcuts in product quality or security that can fail in many ways. Because they function like the original part, it is often hard to spot a counterfeit in a large array of legitimate components. Therefore, it is critically important that customers fully and completely understand their supplier’s business and technical practices prior to engaging in any use of the products. A capability model is particularly helpful in enforcing that understanding since it establishes a common and auditable basis between organizations.

[image: Images]

Figure 1.2 ICT risk issues.



The problems caused by breakdowns in the supply chain mirror the problems encountered in conventional manufacturing, in that the failure lies in the inability to do the work due to the lack of a component. The same is true with the technical service concern. From the standpoint of product security, a failure to deliver a critical part prevents the ICT product from being used, which is the equivalent of a denial of service in conventional security terms. Thus, efforts to mitigate security risks or risks to product integrity tend to concentrate on identifying and managing single points of failure. Capability models help in that respect because they establish common management functions designed to monitor and control the overall process of construction or maintenance.

From a technical service standpoint, the focus is on learning whether the supplier’s operation is capable of delivering the product as specified. Since supplier capability is at the center of any acquisition or outsourcing decision, it is important to find out in advance whether the contractors that comprise the supply chain possess all of the capabilities required to do the work. Specifically, suppliers have to prove that they are capable of developing and integrating a secure product. Overall capability is usually demonstrated by the supplier’s past history with similar projects as well as their documented ability to adopt good software engineering practices. A commonly accepted and fully auditable model of best practice shared by the customer and the supplier helps to cement that assurance.

The issue of unintentional vulnerabilities is just a specific application of the overall development and sustainment problem in that defects in software and hardware occur because of failure in the process. By definition, the installation of unintentional flaws is not a hostile act; however, since the problem is so pervasive, the sheer number of exploitable vulnerabilities placed in ICT products makes unintentional flaws and defects a major concern.

There is an extensive body of knowledge in ICT product assurance; however, since the steps necessary to ensure product integrity have to be instituted, managed, and sustained in a logical way, best practices are often not followed or performed half-heartedly. The result is that common defects in ICT products are exploited by a growing array of criminal and other bad actors. The installation and sustainment of a commonly accepted capability model addresses this concern directly. Nevertheless, it is critical that the activities in that model be executed in a continuous and disciplined fashion.



Putting Product Assurance into Practice

It should also be clear from the GAO report that the assurance of trustworthy products calls out three commonsense principles: control the development and sustainment work using common best practice, adopt rigorous assurance practices at the component level, and rationally plan for failure (Figure 1.3).

A very large percentage of the counterfeiting, supply chain critical point of failure breakdown, and capability concerns can be mitigated by simply ensuring that every one of the entities up and down the supply chain is under strict management control. Unwanted functionality and development failures must be addressed by strict product assurance from the time of inception to the time of acceptance. Then, when the inevitable failure does occur, there is a well-defined strategy in place to ensure that the problem is properly addressed.

An authoritative, mutually agreed-upon basis for the rational management of the project has to be available in order to independently assure organizational competence, while building commensurate trust. This requirement has two practical conditions associated with it. First, the supplier must be demonstrably competent, and second, the buyer must be able to reliably identify a competent supplier. If an acquirer has a long-standing history with a given supplier, that organization will know whether that supplier is competent. However, given distances and the global elements of business, this is not a common situation. As such, a defined process or standard is implicitly necessary to assess and certify competence, and the national standard for doing that will be presented in this book.

The common requirement for properly executing this standard is that the trust element be consistently enforced by some sort of universally recognized common management assessment or audit function. A standard and audited assurance of the proper execution of a set of formal practices underwrites two of the most important factors in global business, namely, trust and competence. More specifically, a tangible and effective SCRM system can enhance the level of trust that exists between a supplier and a customer as well as provide the customer with documented assessment assurance that the supplier is competent.

[image: Images]

Figure 1.3 Three commonsense principles.



Obviously, a big part of ensuring trust relies on the ability of the supplier to guarantee that it can deliver on cost, timeline, and integrity commitments. The issue is that given the complexity of most ICT projects, it is difficult for any supplier to provide that sort of guarantee. According to Watts Humphrey (1989), the three variables that serve as the basis for trust in business are history, understanding, and awareness. All ICT organizations have difficulty assuring any of these three factors because companies will normally deal with each other electronically over continents and oceans. Therefore, unless the acquirer and supplier have done business with each other before, those companies often have little basis for gauging performance. Additionally, even if two companies have experience with each other’s work, there is no guarantee that a customer can rely on similar results in a succeeding project, given all of the factors involved in technology product manufacture.

The need for a single, fully defined, standards-based process infrastructure is a precondition for any subsequent execution of the SCRM process. The role of ICT management is to ensure that supply chain violations do not occur in the first place. However, since work is outsourced, the acquirer does not actually have hands-on access to it. Therefore, acquirers have to utilize some form of generic assessment-based management process in order to ensure product integrity. The aim of a management process is to establish a systematic approach to the way the organization goes about its ICT work.

An orderly process is important because it will ensure corrective action is built into the product development in the first place rather than tested at the end. Therefore, the insistence that an ICT management system conform to a commonly accepted model of best practice ensures best-of-breed management. Most leading-edge corporations have had such a management system in place for years. Now, with the current set of generic ICT best practice standards, any organization can implement the successful practices that more advanced corporations employ.



The Supply Chain and the Weakest Link

The software and services supply chains that underwrite our way of life constitute a significant avenue of attack. This is because the supply chains are probably insecure and nobody really knows for sure how secure any sourced product derived from a supply chain is (GAO, 2015). This fact alone is the justification for a comprehensive ICT SCRM practice and the mechanism for deploying ICT SCRM is built around enterprise-level strategic planning. ICT SCRM strategy ensures the integrity of complex product and service supply networks and ensures that all risks and single points of failure are mitigated for each supplier network to a sufficient level of satisfaction for all stakeholders present in a sourced-product supply chain. This book incorporates recommendations from four international standards:


	ISO/IEC 12207-2008, Software Life Cycle Processes


	ISO/IEC 27001:2013, Information Technology-Security Techniques-Information Security Management Systems (ISMS)-Requirements & 27002, Code of Practice for Information Security Management


	ISO/IEC 31000:2009, Risk Management-Principles and Guidelines


	NISTIR 7622, Notional Supply Chain Risk Management Practices for Federal Information Systems (NIST, 2012), NIST SP 800-37, Rev.1, Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach (NIST, 2014) & NIST Special Publication 800-161, Supply Chain Risk Management Practices for Federal Information Systems and Organizations (NIST, 2015)




We will present the knowledge necessary to deploy a complete SCRM system (SCRMS) with the aim to outline both the context and the detailed practices that underlie that context. Starting from the conceptual framework, we will move down to the requisite activities and tasks. At the end of this book, the reader will understand how to


[image: Images] Implement a comprehensive, well-defined, and organization-wide standards-based SCRMS

[image: Images] Customize an appropriate set of SCRM activities for a given organization or project at the requisite level of process capability

[image: Images] Organize, implement, and manage effective SCRM operations for a complex supply chain





Visibility and Control

We build systems out of components, which are derived from global sources outside of our direct control. Thus, a nation-state, terrorist group, or even individual who wants to compromise a supposedly secure system can easily and surreptitiously succeed through a third- or fourth-tier supplier. Thus, nobody knows for sure whether the parts that comprise our national infrastructure are actually what they were intended to be or whether they are counterfeit and possibly contain maliciously inserted objects (GAO, 2012).

ICT products are developed through a global supply chain with the purpose of supplying a product or service through coordinated work involving several organizations. The problem is that ICT supply chains produce products that are either abstract like software or so infinitesimally complex that they cannot be overseen and controlled by conventional means. Thus, ICT supply chains create a different set of assurance problems for managers. Proper ICT SCRM practices address those assurance problems by providing a consistent, disciplined environment for (Figure 1.4)


[image: Images] Developing the product

[image: Images] Assessing what could go wrong in the process (i.e., assessing risks)

[image: Images] Determining which risks to address (i.e., setting mitigation priorities)

[image: Images] Implementing actions to address high-priority risks and bringing those risks within tolerance



Typically, supply chains are hierarchical, with the primary supplier forming the root of a number of levels of parent-child relationships. From an assurance standpoint, this implies that every individual product for each individual node in that hierarchy has to be secure as well as correctly integrated with all other components up and down the production ladder. Because the product development process is distributed across a supply chain, maintaining the integrity of the products moving within that process is the critical part. The weak link analogy is obvious here.

Consequently, the activities within that product’s supply chain have to be consistently rational and precisely controlled in order to ensure against sabotage or unintentional harm. This requires a coordinated set of consistently executed activities to enforce visibility in the process. In this respect, the purpose of the ICT SCRM function is to ensure the integrity of disparate objects as they move from lower-level construction up to higher-level integration.

[image: Images]

Figure 1.4 Proper ICT SCRM practice.





Building Visibility into the Acquisition Process

Globalization is good for business, and it allows for a more competitive bidding practice. It gives companies access to the best talent available worldwide, but it also brings challenges. Because of the international nature of supply chains, organizations can interact by proxy with suppliers which they may not know about and/or may never see. And less insight into suppliers’ security practices means less control over their business practices, which can mean increased vulnerability to adversaries. Moreover, supply chains must always satisfy stakeholder criteria.

Not only do we have an increasingly globally interdependent supply chain, the complexity of modern ICT products demands a myriad of capabilities. This creates a situation in which attackers from a nation-state, terrorists, criminals, or rogue developers might be able to gain control of systems through supply chain opportunities and intentionally implant logic or create unintentional vulnerabilities that could be maliciously exploited. The traditional consequences are loss of critical data, intellectual property, and/or technologies. The emerging consequences are potentially the intentional exploitation of manufacturing and supply chains that can result in corruption with the resulting loss of confidence in critical organizational capabilities, systems, and networks.

For key systems and networks, the aim is to manage risk to the critical components throughout the acquisition life cycle by installing proactive SCRM key practices to strengthen acquisition operations security, employ technical mitigations, enhance vulnerability detection, and partner with other organizations to drive security manufacturing, engineering, and test and evaluation practices. Mission-critical functions and components have to be integrated into their applicable system at a level of assurance consistent with the criticality of the system and the functions and components’ roles within the system. Then the associated risk for each has to be identified and managed at a level of trust commensurate with the criticality of the component throughout the entire system life cycle.

Risk management is critical to the overall procurement process in that the processes, tools, and techniques deployed for any given organization must protect the quality, configuration, and security of the organization’s systems, firmware, hardware, and systems throughout their life cycles. More importantly, the tailoring process has to include the assurance of components or subcomponents from secondary sources. The implication of this is a single coordinated process to detect vulnerabilities within custom-developed and standard commodity hardware and software by means of rigorous testing and evaluation activities including developmental, acceptance, and operational testing.

The assurance cannot just stop at the door. Because products are placed into day-to-day operation, there must also be a means to detect the occurrence of, reduce the likelihood of, and mitigate the consequences of unwittingly using products that might contain some form of flawed or malicious function or counterfeits. Therefore, a well-defined, designated element of system engineering that applies scientific and engineering principles to identifying security vulnerabilities and minimizing or containing risks associated with those vulnerabilities is required (Figure 1.5). This engineering process should be capable of


[image: Images] Incorporating security requirements into the system engineering concepts and processes of the organization as well as integrating security requirements into all evolving system designs and baselines

[image: Images] Identifying and implementing countermeasures and subcountermeasures to assess risks and determine mitigation approaches to minimize process vulnerabilities and design weaknesses

[image: Images] Performing cost/benefit trade-offs to ensure affordability

[image: Images] Ensuring that secure design considerations are an integral element of life cycle management of the ICT acquisition decisions throughout the full life cycle



Systems operate on a life cycle basis, and evaluation activities like criticality analyses need to be scheduled according to life cycle phase. This includes taking steps to evaluate overall business goals and purposes and identifying functions within the system architectures that constitute mission-critical elements. This also implies the need to maintain and refine a product tree comprising critical candidate hardware, software, and firmware subcomponents in order to ensure that all entities responsible for those functions are fully identified. The product tree of critical system components and subcomponents then has to be maintained and refined over time. This involves reviewing the list of critical system components and subcomponents to confirm that appropriate coverage is maintained in the configuration audits and the life cycle sustainment plan. The aim is to continuously ensure life cycle integrity.

[image: Images]

Figure 1.5 Engineering process.





The Seven Phases of ICT Acquisition Practice

The acquisition of ICT is a strategic business process, not an isolated managerial activity, and is built around a logical sequence of seven managerial phases. The relevant activities in these phases need to be practiced continuously throughout the sourcing and procurement function. The process is also dynamic in that it adjusts its component actions and tasks to changes in the technology or risk picture as those occur in the day-to-day operation of the business. Naturally, the primary cause of that adjustment will be the appearance of new technology or threats.

ICT acquisitions are planned and deployed by means of a strategic management function, and the ICT acquisition operation is always maintained through a set of comprehensive and systematic policies designed to ensure optimum visibility and control. The ICT acquisition process is meant to be carried out as an organizational control process that is performed on a no-less rigorous basis than corporate financial control. That means that all relevant acquisition process documentation is maintained in auditable condition.

The standard ICT acquisition process has a life cycle that embodies seven fundamental stages or areas of practice (Figure 1.6):


	Procurement Program Initiation and Planning


	Product Requirements Communication and Bidding


	Source Selection and Contracting


	Supplier Considerations


	Agreement Monitoring


	Product Acceptance


	Project Closure




[image: Images]

Figure 1.6 Seven phases of the ICT acquisition process.




Practice Area One: Procurement Program Initiation and Planning

Logically, the first stage in the life cycle involves acquisition program initiation and planning and is the point in the process when the actual decision is made to launch the acquisition process. Since the decision to acquire involves justifying a particular purchase decision, the first formal activity in the acquisition process entails identifying and documenting the need for the system, software, or even service product. This includes describing the business purpose(s) of the system and important business contextual factors such as cost benefit and risk. Any major acquisition will involve a huge commitment of time and organizational resources; therefore, from a business standpoint, the initiation and planning stage might be the most critical point in the life cycle. At this stage in the life cycle, the practical business advantage and risks of a future acquisition are evaluated and traded off against the need for a new system or service.

The environment and uses of a product will explicitly shape the form of the purchase. For example, the process for buying a piece of a national security system is going to look entirely different from the purchase of a game program for your home computer. Yet, both of these items are fundamentally just computer code. The source of that difference is that the contextual factors and the context substantively affect the decision-making. Therefore, this stage is driven by a prepared statement of the costs and benefits of the proposed acquisition, which is then developed and approved from a single coordinating control point in the organization.

There is a strong rationale for initiating all acquisitions through a single control point. This is because ICT system purchases can originate from many sources within the organization, and those sources can reside at many levels within the organization. Without a centralized vetting and approval process, it is difficult to ensure that every request for a new system or service is reasonably risk free, cost justified, or even necessary. Additionally, environmental factors often trade off against each other so all of the elements of the business, technical, and security justification have to be described to include the logic that went into the final documented decision. This includes documenting all feasibility and security issues. It should be kept in mind that the requirement to document a purchase decision applies to more than just new development. It should also apply to the decisions about any significant enhancements. For this reason, the first practical step in the software procurement process is for a central analysis function to prepare a fully documented general justification for every procurement.

The documentation itself typically involves a formal statement of the business advantage that will result from acquiring the product or service. More importantly for our purposes here, the documentation must also provide a thorough, contextual threat assessment and risk analysis. In essence, the documentation must provide a rational business and assurance case for the purchase, and it can serve as the context for managerial decision-making regarding whether to develop the product or purchase it off the shelf. Purchasing a product is an attractive option because COTS software represents a considerable business advantage over custom developing a product in house. Because the R&D costs are spread across the customer base, COTS products are generally less costly and are usually immediately available. However, all purchasers should understand the security problems with COTS products.

As we said earlier though, the primary problem with purchasing is lack of visibility into the product itself. Therefore, a well-defined and formally instituted risk identification and threat assessment is an essential part of the assurance case for any proposed COTS purchase. Threat assessment and risk analysis helps to ensure that the issues associated with acquiring a product are identified and criteria for selection that will satisfy all of the basic requirements for product integrity and security are defined. The consideration of risk in the project initiation stage is a key factor in developing the specific actions needed to ensure the security and integrity of the product from the start. From a business benefit standpoint, the identification and analysis of potential threat helps the purchaser make better decisions about the level of investment needed to address known risk.

The next step in the process is the preparation of the acquisition project plan.
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