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FOREWORD


The Fourth Amendment to the US Constitution protects people and their property from government scrutiny. It states: The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.

Translation: If officers of the law want to go rooting through your life, they first have to go before a judge and explain why. They have to establish that they have reason to believe that you might have committed a specific crime, or that they believe specific evidence of a specific crime might be found on or in a specific part of your property. They have to swear that this reason has been given honestly and in good faith.

Only if the judge approves a warrant will they be allowed to go searching—and even then, only for a limited time.

The Constitution was written in the eighteenth century, back before computers were invented. It stands to reason that computer files, whatever their contents, are our version of the Constitution’s “papers.” Data, meanwhile, is our version of “effects,” a catchall term for all the stuff that we own, produce, sell, and buy online.

In the centuries since the original Constitution Day, our clouds, computers, and phones have become our homes, just as personal and intimate as our actual houses nowadays. If you don’t agree, then answer me this: Would you rather let your friends hang out in your bedroom alone for an hour, or let them spend even just ten minutes alone with your unlocked phone?








PREFACE


My name is Edward Joseph Snowden. I used to work for the United States government, but now I work for you, the public. It took me nearly three decades to recognize that there was a distinction. I spend my time trying to protect the public from the person I used to be—a spy for the Central Intelligence Agency (CIA) and National Security Agency (NSA).

The reason you’re reading this book is that I did a dangerous thing for a man in my position: I decided to tell the truth about my country’s secret regime of mass surveillance. A system of near-universal surveillance had been set up not just without the American public’s consent, but in a way that deliberately hid every aspect of its programs from our knowledge. In other words, the government sworn to protect its citizens was also spying on them.

When the program was first created—when I helped build it—I didn’t realize that engineering a system that would keep a permanent record of everyone’s life would turn out to be a tragic mistake. But over time, I came to understand that American citizens were being surveilled in a way that went against not just the Constitution of the United States, but the basic values of any free society. The public had never been granted a chance to voice our opinion about this surveillance.

I love my country, and I believe in public service—my whole family, my whole family line for centuries, is filled with men and women who have spent their lives serving this country and its citizens. I had sworn an oath of service to the public, in support and defense of the Constitution, whose guarantee of civil liberties had been blatantly violated. I realized that coming forward and disclosing the extent of my country’s abuses was critical. I therefore decided to become what’s known as a whistleblower.

In 2013, I collected internal Intelligence Community documents that gave evidence of the US government’s lawbreaking and turned them over to journalists, who vetted and published them. In doing so, I knew I could—and would—be charged with crimes by the US government under the Espionage Act. The penalty for disclosing top secret documents, whether to foreign spies or domestic journalists, is up to ten years imprisonment per document. As a result, I have lived in exile in Moscow, Russia, a country I did not choose, for more than seven years.

This book is about what led up to that decision, the moral and ethical principles that informed it, and the impact that mass surveillance and data collection continues to have on all of us.

It’s also about my life.








PART ONE









ONE

Looking Through the Window


The first thing I ever hacked was bedtime.

When I was young, it always felt unfair that my parents forced me to go to sleep before they or my sister did. I wasn’t even tired. Life’s first little injustice.

Many nights of the first several years of my life ended in civil disobedience: crying, begging, bargaining. Until the night I turned six and discovered direct action.

I had just had one of the best days of my life, complete with friends, a party, and gifts, and I wasn’t about to let it end. So I went about covertly resetting all the clocks in the house by several hours, trying to trick my parents into thinking it was earlier in the evening.

When the authorities—my parents—failed to notice, I was mad with power, galloping laps around the living room. I, the master of time, would never again be sent to bed. I was free.

I fell asleep on the floor, having finally seen the sunset on June 21, the summer solstice, the longest day of the year. But when I awoke, the clocks in the house once again matched my father’s watch.

If you’re like most people these days, you set your watch, if you wear one, to the time on your smartphone. But if you look at your phone, and I mean really look at it, burrowing deep through its menus into its settings, you’ll eventually see that the phone’s time is “automatically set.” Every so often, your phone quietly—silently—asks your service provider’s network, “Hey, do you have the time?” That network, in turn, asks a bigger network, which asks an even bigger network, and so on through a great succession of towers and wires until the request reaches one of the true masters of time, a network time server run by the atomic clocks kept at places like the National Institute of Standards and Technology in the United States, the Federal Office of Meteorology and Climatology in Switzerland, and the National Institute of Information and Communications Technology in Japan. That long invisible journey, accomplished in a fraction of a second, is why you don’t see a blinking 12:00 on your phone’s screen every time you power it up again after its battery runs out.

I was born in 1983, at the end of the era in which people set the time for themselves. That was the year that the US Department of Defense created a computer network for the public called the internet. This virtual space gave rise to the Domain Name System that we still use today—the .govs, .mils, .edus, and, of course, .coms. And yet it would be another six years before the World Wide Web was invented, and about nine years before my family got a computer with a modem that could connect to it.

Of course, the internet is not a single entity, although we tend to refer to it as if it were. I’m going to use the term in its broadest sense, to mean the universal network of networks connecting the majority of the world’s computers to one another via a set of shared protocols.

Don’t worry if you think you don’t know a protocol from a hole in the wall. You’ve used them without knowing it. Think of protocols as languages for machines, the common rules they follow to be understood by one another. Every time you check your email, you use a language like IMAP (Internet Message Access Protocol) or SMTP (Simple Mail Transfer Protocol). And the time-setting procedure on your phone that I mentioned uses NTP (Network Time Protocol).

The takeaway is this: These protocols have given us the means to digitize just about everything. The internet has become almost as integral to our lives as the air through which so many of its communications travel. And to digitize something is to record it in a format that will last forever.

Here’s what strikes me when I think back to my childhood, particularly those first nine internet-less years: I can’t account for everything that happened back then, because I have only my memory to rely on. My generation is the last in American, and perhaps even in world, history whose childhoods aren’t up on the cloud. They’re mostly trapped in analog formats like handwritten diaries and Polaroid cameras. My schoolwork was done on paper with pencils and erasers, not on networked tablets that logged my keystrokes. My growth spurts weren’t tracked by smart-home technologies, but notched with a knife into the wood of the door frame of the house in which I grew up.



We lived in a grand old redbrick house on a little patch of lawn shaded by dogwoods and magnolias. Their flowers often served as cover for the plastic army men I used to crawl around with. The house had an atypical layout: Its main entrance was on the second floor, accessed by a massive brick staircase. This floor was the primary living space, with the kitchen, dining room, and bedrooms.

Above this main floor was a dusty, cobwebbed, and forbidding attic, haunted by what my mother promised me were squirrels, but what my father insisted were vampire werewolves that would devour any child foolish enough to venture up there. Below the main floor was a more or less finished basement.

My bedroom, which was part of an addition to the house, had a view of the den through a window in what had originally been the exterior wall of the house. This window, which once looked outside, now looked inside.

Though the window had a curtain, it didn’t provide much privacy. From as far back as I can remember, my favorite activity was to tug the curtain aside and peek through it into the den. Which is to say, from as far back as I can remember, my favorite activity was spying.

I spied on my older sister, Jessica, who was allowed to stay up later than I was and watch the cartoons that I was still too young for. I spied on my mother, who’d sit on the couch to fold the laundry while watching the nightly news. But the person I spied on the most was my father, who’d commandeer the den into the wee hours.

My father was in the Coast Guard. He sometimes wore a uniform and sometimes didn’t. He left home early and came home late, often with new gadgets, some of which he’d show me and some of which he’d hide. Which would you be more interested in?

The gadget that most caught my eye arrived one night just after I was supposed to be asleep. I was about to drift off when I heard my father’s footsteps coming down the hall. I stood up on my bed, tugged aside the curtain, and watched. He was holding a mysterious box the size of a shoebox, and he removed from it a beige object that looked like a cinder block. Long black cables snaked out of it like the tentacles of some deep-sea monster from one of my nightmares.

Working slowly and methodically—which was partially his disciplined, engineer’s way of doing everything and partially an attempt to stay quiet—my father untangled the cables and stretched one across the shag carpet from the back of the box to the back of the TV. Then he plugged the other cable into a wall outlet behind the couch.

Suddenly, the TV lit up, and with it my father’s face lit up, too. Normally, he spent his evenings sitting on the couch, cracking sodas and watching the people on TV run around a field, but this was different. My father was controlling what was happening on TV.

I had come face-to-face with a Commodore 64—one of the first home computer systems on the market.

At the time, I had no idea what a computer was, as they were not yet widespread like they are today. I knew only one thing: Whatever he was doing, I wanted to do it, too.

After that, whenever my father came into the den to break out the beige brick, I’d stand up on my bed, tug away the curtain, and spy on his adventures. One night I was truly confused by what he was doing—was it for fun or was it part of his job?—when I peeked through the window and saw him flying.

My father was piloting his own helicopter right there, right in front of me, in our den, on the TV screen. He took off from a little base, complete with a tiny waving American flag, into a black night sky full of twinkling stars, and then immediately crashed to the ground. He gave a little cry that masked my own, but just when I thought the fun was over, he was right back at the little base again with the tiny flag, taking off one more time.

The game was called Choplifter! and it was thrilling. Again and again the helicopter landed and lifted off as my father tried to rescue a flashing crowd of people and ferry them to safety. That was my earliest sense of my father: He was a hero.

The first time he landed that helicopter intact with a full load of miniature people, he cheered just a little too loud. His head snapped to the window to check whether he’d disturbed me, and he caught me dead in the eyes.

I leaped into bed, pulled up the blanket, and lay perfectly still as my father’s heavy steps approached my room.

He tapped on the window. “It’s past your bedtime, buddy. Are you still up?”

I held my breath. Suddenly he opened the window, reached in, picked me up—blanket and all—and pulled me through into the den. It all happened so quickly, my feet never even touched the carpet.

Before I knew it, I was sitting on my father’s lap as his copilot. I was too excited to realize that the joystick he’d given me wasn’t plugged in. All that mattered was that I was flying alongside my father.








TWO

The Invisible Wall


Elizabeth City, North Carolina, is a quaint, midsize town built up around the banks of the Pasquotank River. My family has always been connected to the sea, my mother’s side in particular. Her heritage is straight Pilgrim—her first ancestor on these shores was John Alden, the Mayflower’s cooper, or barrel maker. He became the husband of a fellow passenger named Priscilla Mullins, who was the only single woman of marriageable age onboard.

John and Priscilla’s daughter, Elizabeth, was the first Pilgrim girl born in New England. My mother, whose name is also Elizabeth (though she often goes by Wendy), is her direct descendant.

My maternal grandfather, whom I call Pop, is better known as Rear Admiral Edward J. Barrett. At the time of my birth he was deputy chief, aeronautical engineering division, Coast Guard Headquarters, Washington, DC. He’d go on to hold various engineering and operational commands. I wasn’t aware of how high up the ranks Pop was rising, but I knew that the welcome-to-command ceremonies became more elaborate as time went on, with longer speeches and larger cakes. I remember the souvenir I was given by the artillery guard at one of them: the shell casing of a 40 mm round, still warm and smelling like powdered hell, which had just been fired in a salute in Pop’s honor.

Then there’s my father, Lon, who at the time of my birth was a chief petty officer at the Coast Guard’s Aviation Technical Training Center in Elizabeth City, working as a curriculum designer and electronics instructor. He was often away, leaving my mother at home to raise my sister and me. To give us a sense of responsibility, she gave us chores; to teach us how to read, she labeled all our dresser drawers with their contents—socks, underwear. She would load us into our Red Flyer wagon and tow us to the local library. As a kid, my favorite section was the one that I pronounced “big masheens.” Whenever my mother asked me if I was interested in any specific “big masheen,” I was unstoppable: “Dump trucks and steamrollers and forklifts and cranes and—”

“Is that all, buddy?”

“Oh,” I’d say, “and also cement mixers and bulldozers and—”

My mother loved giving me math challenges. While shopping at Kmart or Winn-Dixie, she’d have me pick out books and model cars and trucks and buy them for me if I was able to add up their prices in my head. Over the course of my childhood, she kept escalating the difficulty, first having me round to the nearest dollar, then having me figure out the precise dollar-and-cents amount, and then having me calculate 3 percent of that amount and add it on to the total. I was confused by that last challenge—not by the arithmetic so much as by the reasoning. “Why?”

“It’s called tax,” my mother explained. “Everything we buy, we have to pay three percent to the government.”

“What do they do with it?”

“You like roads, buddy? You like bridges?” she said. “The government uses that money to fix them. They use that money to fill the library with books.”

Some time later, I was afraid that my budding math skills had failed me, when my mental totals didn’t match those on the cash register’s display. But once again, my mother explained, “They raised the sales tax. Now you have to add four percent.”

“So now the library will get even more books?” I asked.

“Let’s hope,” my mother said.

When I wasn’t using my math skills in exchange for prizes, I’d often go to my grandmother’s house, which was a few streets over from us, and lie on the carpet beside the long, low bookshelves. My usual company was an edition of Aesop’s Fables and, perhaps my favorite, Bulfinch’s Mythology. I was in awe of the hero of Greek mythology named Odysseus and liked Zeus, Apollo, Hermes, and Athena well enough, but the deity I admired most had to be Hephaestus: the ugly god of fire, volcanoes, blacksmiths, and carpenters, the god of tinkerers. I was proud of being able to spell his Greek name, and of knowing that his Roman name, Vulcan, was used for the home planet of Spock from Star Trek.

Once, I picked up an illustrated version of the legends of King Arthur and his knights and found myself reading about the fortress of a tyrannical giant named Rhitta Gawr, who refused to accept that the age of his reign had passed and that in the future the world would be ruled by human kings.

The giant lived on a mountain called Snaw Dun, which, a note explained, was Old English for “snow mound.” Today, Snaw Dun is called Mount Snowdon. I remember the feeling of encountering my last name in this context—it was thrilling—and the archaic spelling gave me my first sense that the world was older than I was, even older than my parents were.

Years later, I was obsessed with a new and different type of storytelling. On Christmas 1989, a Nintendo appeared in the house. I took to that two-tone-gray video game console so completely that my alarmed mother imposed a rule: I could only rent a new game when I finished reading a book. Games were expensive, and, having already mastered the ones that had come with the console—a single cartridge combining Super Mario Bros. and Duck Hunt—I was eager for other challenges. I started coming home from the library with shorter books and books with lots of pictures, including visual encyclopedias of inventions and comic books.

It was the NES—the janky but genius eight-bit Nintendo Entertainment System—that was my real education. From The Legend of Zelda I learned that the world exists to be explored; from Mega Man I learned that my enemies have much to teach; and from Duck Hunt—well, Duck Hunt taught me that even if someone laughs at your failures, it doesn’t mean you get to shoot them in the face.

Ultimately, though, it was Super Mario Bros. that taught me what remains perhaps the most important lesson of my life. Super Mario Bros., the 1.0 edition, is perhaps the all-time masterpiece of side-scrolling games. When the game begins, Mario is standing all the way to the left of the legendary opening screen, and he can only go in one direction: He can only move to the right as new scenery and enemies scroll in from that side. He progresses through eight worlds of four levels each, all of them governed by time constraints, until he reaches the evil Bowser and frees the captive Princess Toadstool.

Throughout all thirty-two levels, Mario exists in front of what in gaming speak is called “an invisible wall,” which doesn’t allow him to go backward. There is no turning back, only going forward—for Mario and Luigi, for me, and for you. Life only scrolls in one direction, which is the direction of time, and no matter how far we might manage to go, that invisible wall will always be just behind us, cutting us off from the past, compelling us on into the unknown future.

One day, my much-used Super Mario Bros. cartridge wasn’t loading, no matter how much I blew into it. That’s what you had to do, or what we thought you had to do when a game would no longer load: You had to blow into the open mouth of the cartridge to clear it of the dust, debris, and pet hair that tended to accumulate there. But no matter how much I blew, the TV screen was full of blotches and waves, which were not reassuring in the least.

The Nintendo was probably just suffering from a faulty pin connection, but given that back then I didn’t even know what a pin connection was, I was frustrated and desperate. Worst of all, my father had just left on a Coast Guard trip and wouldn’t be back to help me fix it for two weeks. So I resolved to fix the thing myself. If I succeeded, I knew my father would be impressed. I went out to the garage to find his gray metal toolbox.

I decided that to figure out what was wrong with the thing, first I had to take it apart. Basically, I was just copying, or trying to copy, the same motions that my father went through whenever he sat at the kitchen table repairing other household machines that, to my eye, the Nintendo console most closely resembled. It took me about an hour to dismantle the console, with my uncoordinated and very small hands trying to twist a flat screwdriver into Phillips-head screws, but eventually I succeeded.

The console’s exterior was a dull, monochrome gray, but the interior was a mass of colors. It seemed like there was an entire rainbow of wires and glints of silver and gold jutting out of the green-as-grass circuit board. I tightened a few things here, loosened a few things there—more or less at random—and blew on every part. After that, I wiped them all down with a paper towel. Then I had to blow on the circuit board again to remove the bits of paper towel that had gotten stuck to what I now know were the pins.

Once I’d finished my cleaning and repairs, it was time for reassembly. Our dog, Treasure, might have swallowed one of the tiny screws, or maybe it had just gotten lost in the carpet or under the couch. And I must not have put all the components back in the same way I’d found them, because they barely fit into the console’s shell. The shell’s lid kept popping off, so I found myself squeezing the components down, the way you try to shut an overstuffed suitcase. Finally the lid snapped into place, but only on one side.

I pressed the power button—and nothing. I pressed the reset button—and nothing. Those were the only two buttons on the console. Before my repairs, the light next to the buttons had always glowed molten red, but now even that was dead. The console just sat there lopsided and useless, and I felt a surge of guilt and dread.

My father, when he came home from his Coast Guard trip, wasn’t going to be proud of me: He was going to jump on my head like one of the Goombas in Super Mario Bros. But it wasn’t his anger I feared so much as his disappointment. To his peers, my father was a master electronics systems engineer who specialized in avionics. To me, he was a household mad scientist who’d try to fix everything himself—electrical outlets, dishwashers, water heaters, and AC units. I’d work as his helper whenever he’d let me, and in the process I’d come to know both the physical pleasures of manual work and the intellectual pleasures of basic mechanics, along with the fundamental principles of electronics—the differences between voltage and current, between power and resistance. Every job we undertook together would end either in a successful act of repair or a curse as my father flung the unsalvageable piece of equipment across the room and into the cardboard box of things-that-can’t-be-unbroken. I never judged him for these failures—I was always too impressed by the fact that he had dared to hazard an attempt.

When he returned home and found out what I’d done to the NES, he wasn’t angry, much to my surprise. He wasn’t exactly pleased, either, but he was patient. He explained that understanding why and how things had gone wrong was every bit as important as understanding what component had failed: figuring out the why and how would let you prevent the same malfunction from happening again in the future. He pointed to each of the console’s parts in turn, explaining not just what it was, but what it did and how it interacted with all the other parts to contribute to the correct working of the mechanism. Only by analyzing individual parts could you determine whether a mechanism’s design was the most efficient to achieve its task. If it was efficient, but malfunctioning, then you fixed it. But if it was inefficient, then you made modifications to improve the mechanism. This was the only proper protocol for repair jobs, according to my father, and nothing about it was optional—in fact, this was the fundamental responsibility you had to technology.

Like all my father’s lessons, this one had broad applications beyond our immediate task. Ultimately, it was a lesson in the principle of self-reliance, which my father insisted that America had forgotten sometime between his own childhood and mine. Ours was now a country in which the cost of replacing a broken machine with a newer model was typically lower than the cost of having it fixed by an expert, which itself was typically lower than the cost of sourcing the parts and figuring out how to fix it yourself. Most people used technology daily and yet failed to understand the basic operation and maintenance of the equipment they depended on. It meant when their equipment worked, they worked, but when their equipment broke down, they broke down, too. Put another way, their possessions possessed them.

It turned out that I had probably just broken a solder joint, but to find out exactly which one, my father wanted to use special test equipment that he had access to at his laboratory at the Coast Guard base. I suppose he could have brought the test equipment home with him, but for some reason he brought me to work instead. I think he just wanted to show me his lab. He’d decided I was ready.

What I remember most are the screens. The lab itself was dim and empty, the standard-issue beige and white of government construction, but even before my father hit the lights I couldn’t help but be transfixed by the pulsating glow of electric green. Why does this place have so many TVs? was my first thought, quickly followed up by, And why are they all tuned to the same channel? My father explained that these weren’t TVs but computers.

He went on to show them to me, one by one, and tried to explain what they did: This one processed radar signals, and that one relayed radio transmissions, and yet another one simulated the electronic systems on aircraft. I won’t pretend that I understood even half of it. These computers were more advanced than nearly everything in use at that time in the private sector. Sure, their processing units took a full five minutes to boot, their displays only showed one color, and they had no speakers for sound effects or music. But those limitations only marked them as serious.

My father plopped me down in a chair, and for the first time in my life, I found myself in front of a keyboard.
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