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CHAPTER 1


That was why I loved technology: if you use it right, it gives you power—and takes away other peoples’ privacy. I was on my sixteenth straight hour at the main telcoms data-center for Bltz, the capital of Slovstakia. Those are both aliases, obviously. Unlike certain persons I could name, I keep my secrets.

Sixteen hours, for what my boss had assured the client—the Slovstakian Interior Ministry—would be a three-hour job. You don’t get as high as she did in the Stasi without knowing how to be a tactical asshole when the situation demands it.

I just wish she’d let me recon the data-center before she handed down the work estimate. The thing is, the communications infrastructure of Slovstakia was built long before the Berlin Wall fell, and it consisted of copper wires wrapped in newspaper and dipped in gutta-percha. After the Wall came down, responsibility for the telcoms had been transferred to the loving hands of Anton Tkachi, who had once been a top spook in Soviet Slovstakia. There are a lot of decades in which it would suck to have your telcoms run by an incompetent, greedy kleptocrat, but the 1990s represented a particularly poorly chosen decade to have sat out the normal cycle of telcoms upgrades. Because internet.

After Tkachi was purged—imprisoned 2005, hospitalized with “mental illness” in 2006, dead in 2007—the Slovstakian Ministry of Communications cycled through a succession of contract operators—Swisscom, T-Mob, Vodaphone, Orange (God help us all)—each of which billed the country for some of the jankiest telcoms gear you’ve ever seen, the thrice-brewed teabags of the telecommunications world, stuff that had been in war zones, leaving each layer of gear half-configured, half-secured, and half-documented.

The internet in Slovstakia sucked monkey shit.

Anyway, my boss, Ilsa, She-Wolf of the SS, promised the Interior Ministry that I would only need three hours, and the Interior Ministry had called up the telcoms ministry and given them orders to be nice to the Americanski lady who was coming over to do top-secret work for them, and give her everything she needed. I can tell that they laid it on thick, because when I first arrived at the country’s main data-center, a big old brutalist pile that I had to stop and take a picture of for my collection of Soviet Brutalist Buildings That They Used to Shoot You for Taking Pictures Of—hashtags are for losers who voluntarily submit to 280-character straitjackets (and sentences can too a preposition end with)—the guy on the desk sent me straight to the director of telcoms security.

His name was Litvinchuk and he was tightly wound. You could tell because he had his own force of telcoms cops dressed like RoboCop standing guard outside his door with guns longer than their legs, reeking of garlic sausage and the sweat of a thousand layers of Kevlar. Litvinchuk welcomed me cordially, gave me a long-ass speech about how excited he was to have some fresh foreign contractors in his data-center (again) and especially ones from a company as expensive as Xoth Intelligence.

“Wait, that’s not right word,” he said, in a broad Yakov Smirnoff accent (he had a master’s from the London School of Economics and I’d watched him do a TEDx talk where he sounded like a BBC World Service newsreader). “Exclusive? Illustrious?” He looked to me—specifically, to my tits, which was where every Slovstakian official I’d met addressed his remarks. I didn’t cross my arms.

“Infamous,” I said.

He smirked. “I’m sure. Miss Maximow”—he pronounced the w as a v, as they always did as soon as I got east of France—“we are all very excited to have you at our premises. However, I’m sure you understand that we must be careful to keep records of which contractors work on our sensitive systems.” He slid a paperclipped form across his desk to me. I counted to seven—more efficient and just as effective as ten—and picked it up. Nine pages, smudgily photocopied, full of questions like “List all NGOs and charitable organizations to which you have contributed, directly or indirectly.”

“No,” I said.

He gave me his best fish-face, which I’m sure was super-effective against the farm boys cosplaying Judge Dredd in the hallway. But I’d been glared at by Ilsa, She-Wolf of the etc., etc., and had been inured to even the hairiest of eyeballs.

“I must insist,” he said.

“I don’t fill in this kind of form,” I said. “Company policy. Xoth has negotiated blanket permission to access your premises from the Interior Ministry for all its personnel.” This was true. I hated paperwork, and this kind of paperwork the most—the kind that asked you questions you could never fully or honestly answer, so that there’d always be an official crime to pin on you if you stepped on the wrong toes. Lucky for me, Xoth had a no-exceptions policy that techs were not allowed to fill in any official documentation at client sites. I’d take notes on my own work, but they’d go up the chain to my boss—Ilsa, She-Wolf etc.—who’d sanitize them and pass them back to the Interior Ministry for their own logs, omitting key details so that we would be able to bill them for any future maintenance.

I did my best to look bored—not hard, I was so bored my eyeballs ached—and stared at this post-Soviet phone commissar.

“I will fill it out for you,” he said.

I shrugged.

He worked quickly, pen dancing over the paper. Not his first paper-pushing rodeo. He passed it back to me. “Sign.” He smiled. It wasn’t a nice smile.

I looked down. It was all in Cyrillic.

“Nope,” I said.

He switched off the smile. “Madam.” He made it sound like missy. I could tell we weren’t going to get along. “You will not get into my data-center until we have gathered basic information. That is our protocol.”

He stared at me, fish-face plus plus, clearly waiting for me to lose my cool. Long before Ilsa began her regime of hard-core stoicism training, I had mastered situations like this. You don’t get far in the DHS if you don’t know how to bureaucracy. I turned boredom up by a notch. I tried to project the sense that I had more time to burn than he did.

He held out his hand. I’d assumed he’d be a short-fingered vulgarian, but he had pianist’s fingers, and a hell of a manicure, the kind of thing that made me feel self-conscious about my lack of girly cred. “ID.”

Xoth gives us fancy ID cards to wear on client sites, with RFIDs and sapphire-coated smart chips and holograms, props for impressing rubes. I could knock one up in an afternoon. I unclipped mine from my lanyard and handed it over.

The pen danced again at the bottom of the form, and he turned the paper to show me. He’d added “signed, per, Masha Maximow” to the signature line. Good for you, Boris. You made a funny. What an asshole.

“We done?”

He carefully made a xerox on a desktop printer/scanner/copier—one that I knew five different exploits for, and could use to take over his whole network, if I wanted to—and handed it to me. “For your records.”

I folded it into quarters and stuck it in my back pocket. “Which way?”

He said something in Russki and one of the Stormtroopers struggled in under the weight of his body armor and escorted me to the data-center. I took one look at the racks and racks of hardware, zipped up my fleece against the icy wind of the chillers, and got to work. It was going to be a long three hours.



By the time I finally finished, I was freezing and swearing. My hoodie was totally inadequate and I suspected that my long-fingered vulgarian had ordered one of his Armored Borises to turn the thermostat down to sub-Arctic.

But it was done, and the test-cases ran, and so I got up off the folding chair I’d been hauling around the data-center’s corridors as I moved from one rack to another, tracing wires, untangling the hairball of grifty IT contractor shortcuts and fat-fingering.

Surveying my work, I had a deep feeling of … Well, to be honest, a deep feeling of pointlessness. I’d labored for sixteen hours—fifteen if you subtract meals and pee breaks—getting the Xoth Sectec network appliance installed, and all I had to show for my trouble was an inconspicuous black one-unit-high server box, mounted on the bottom shelf of the furthest rack (this was Xoth policy—put our gear in the most out-of-way place, just in case barbarian hordes topple our dictator clients and storm the gates, looking for mediagenic evidence of collaboration with evil surveillance contractors) (that would be me).

But now I got to celebrate. I looked over my shoulder and made sure I was alone—the RoboCops had made a point of standing behind me, watching my ass, as I dragged my chair around—bent down and touched my toes, feeling the awesome stretch in my hamstrings and the unkinking of my neck and shoulders as my hair brushed the ground. Then I stood, cracked my knuckles, plugged my laptop into my phone, and tunneled out to a network box I’d left in my hotel room that morning, making sure it was all charged up and successfully connected to the hotel’s wifi, which (see above) sucked monkey shit. I fired up a virtual machine on my laptop, choosing a container with a fully patched version of the latest freebie version of Windows, and used its browser to connect to Facebook.

The Slovstakian uprising hadn’t figured out that the only real use for Facebook in a revolution was as a place to teach people how to use something more secure than Facebook. All their communications was in a couple of groups that they accessed over Facebook’s Tor Hidden Service, good old https://facebookcorewwwi.onion, which was pretty good operational security (if I did say so myself).

Their problem was that they were way, way outgunned—as of now, they were facing down the best Xoth had to offer (at least, the best Xoth had to offer in its middle-upper pricing tier). Things were about to get very, very bad for the plucky demonstrators of Slovstakia.

The virtual Windows box in my virtual machine connected through the hotel’s network to Tor—The Onion Router, a system that bounced network connections all over the world, separately encrypting each hop, making it much harder to trace, intercept, or modify its users’ packets—and to Facebook’s hidden service, a darknet site based in a much nicer data-center than this one, in an out-of-the-way corner of Oregon with remarkably low year-round temperatures (ambient chilling is the number one money-saver when it comes to running a building full of superheated computers).

I alt-tabbed into my monitor for the Sectec box beside me, using an untunneled interface on my phone’s native network connection. That Sectec box could handle ten million simultaneous connections, combing through all their packet-streams using machine-learning models originally developed to recognize cancer cells on a microscope slide (fun fact!). Sure enough, it registered the existence of a stock Windows laptop in the Sofitel Bltz, communicating over Tor. It profiled the machine by fingerprinting its packets, did a quick lookup in Xoth’s customer-facing API to find a viable exploit against that configuration, and injected a redirect to the virtual machine on my laptop. I pinned the monitor window to the top of my desktop and flipped back to the VM, watching as the browser’s location bar flickered to an innocuous-seeming error message, and by flipping to a diagnostic view of the VM, I could see the payload strike home.

It used a 0-day for Tor Browser—always based on a slightly out-of-date version of Firefox and thus conveniently vulnerable to yesterday’s exploits—to bust out of the browser’s sandbox and into the OS. Then it deployed a higher-value exploit, one that attacked Windows, and inserted some persistent code that could bypass the bootloader’s integrity check, hooking into a module that loaded later in the process. In less than five seconds, it was done: the virtual machine was fully compromised, and it was already trying to hook into my webcam and mic; scouring my hard drive for interesting files; snaffling up saved password files from my browser, and loading its keylogger. Since all that was happening in a virtual machine—not an actual computer, just a piece of software pretending to be a computer—none of that stuff really happened, thankfully.

Now it was time to really test it. Sectec has a mode where it can scour all the traffic in and out of the network for specific email addresses and usernames, to locate specific people. I gave it Litvinchuk’s email address, and waited for his computer to make itself known. Took less than a minute—he was polling the ministry’s mail server every sixty seconds. Two minutes later, I controlled his computer and I was cataloguing his porn habits and downloading his search history. I have a useful script for this; it locates anything in my targets’ computers that make mention of me, because I am a nosy bitch and they should know better, really.

Litvinchuk was into some predictably gross porn—why is it always being peed on?!—and had googled the shit out of me. He also had a covert agent who’d searched my room; they had put a location logger on my phone using a crufty network appliance I’d already discovered in my epic debugging session in the data-center. I could have fed that logger false data, but I turned it off because fuck him sideways. I downloaded half a gig of videos of Litvinchuk in full-bore German heavy latex, gleaming with piss, then stood, stretched again, and shut my lid.



I’d started my adventure at 4 p.m. the day before. Now it was 8 a.m. and that meant that the demonstrations in the main square would be down to skeleton crews. Anyone interesting only came out after suppertime and worked the barricades in the dark, when the bad stuff always kicked off. That’s when the provocateurs and neofascists came out—often the same people—and the hard-core protesters had to work extra hard.

I called the Sofitel on the way back and ordered room service. All they had was breakfast and I wanted dinner, so I ordered triple, and gave up on explaining that I only needed one set of cutlery.

I arrived at the room’s door at the same time as the confused waiter. I waved at him and carded the door open, then followed him and his cart in. He was one of those order guys you saw around the hotel, someone who’d once had a job in Soviet brute-force heavy industry but ended up pushing room service trolleys when it all went to China. Those guys never spoke English, not like their strapping sons, who spoke gamer-international, the language of Let’s Play videos and image boards. “Dobre,” I said, “Pajalsta,” and took the folio from him and added a ten-euro tip—everything at the Sofitel was denominated in euros, ever since the local currency had collapsed. I hadn’t even bothered to change any cash on this trip, but I had bought a 10,000,000,000-dinar note from an enterprising street seller who’d been targeting the tourist trade. I liked the engraving of the opera house on the back, but the Boris on the front was a unibrowed thick-fingered vulgarian straight out of central casting. I kept forgetting to google him, but I was pretty sure he was being celebrated for something suitably terrible, purging Armenians or collaborating with Stalin.

My alarm went off four hours later. I found my bathing suit and underwater MP3 player and the hotel robe, made sure all my devices were powered down with their USB ports covered, and headed for the pool.

Swimming—even with loud tunes—always churns my subconscious, boredom forcing it to look inward at its neglected corners. So somewhere around the fiftieth lap (it was a small pool), I remembered what was happening that day. I did the time zone calculation in my head and realized there was still time to do something about it. Fucketty shitbuckets. I hauled myself out of the pool and toward a towel.

I perched, dripping, on the room’s desk chair and powered up my phone for a quick peek at the pictures of the screw-heads on my laptop. I had covered all the screws with glitter nail polish and shot clear pics of each one, with a little label beside it, so that I could easily verify whether someone had unscrewed my laptop lid and done something sneaky, like inserting a hardware keylogger or, you know, some Semtex and packing nails. I used an open-source astronomy package designed to match pictures with known constellations to verify two of the seven screws. The glitter patterns had become old friends by this point, since I checked them every time I’d been out of sight of my computer before powering it up again.

I booted it, pulled the towel over my head (to defeat hidden cameras), and keyed in my passphrase while going “AAAAH” medium-loud, just to defeat anyone trying to guess my passphrase from the sounds of my fingers on the keys. Xoth had an airgap room for really sensitive stuff, walls shielded with a Faraday cage, full of computers that undercover Xoth techs bought by walking into consumer electronics stores and buying computers off the shelf without ever letting them out of their sight. After being flashed with a Xoth version of Tails, a paranoid Linux distro, and having their wifi cards and Bluetooth radios ripped out with pliers, their USB ports were covered with 3-D printed snaps that couldn’t be removed without shattering them. You brought your encrypted data in on a thumb drive, requisitioned a machine, broke the seal, plugged in your USB stick and read the data, then handed the machine back to a tech to be flashed and resealed. Compared to that shit, I wasn’t all that paranoid.

Litvinchuk had been a busy Boris: my computer downloaded and sorted his own wiretap orders as he took the Sectec out for a spin. I looked through the list, and yup, I already knew a lot of those names. They were the people I was planning to meet for drinks in a few hours. I made a few quick revisions to my Cryptoparty slides.

It was getting to be time for lunch-ish or dinner-esque, whatever you call a 3 p.m. meal. I was about to phone down for room service when my phone alarmed me, which isn’t something it does often, because I’ve turned off every notifier.

When that chirp goes off it is a pure sphincter-tightener.

“Wedding of Marcus Yallow and Ange Carvelli” and a shortened URL. Because livestreaming. Because Marcus. Because exhibitionist attention-whore. Because shithead.

God, he drove me crazy. I fired up the livestream. They’d made everyone they loved fly to Boston for the wedding, because of the girl’s grad school schedule, and they’d filled the hall with robots they borrowed from the MIT Media Lab to give it some nerd cred. Of course she didn’t wear white. Her dress was ribbed with EL wire that pulsed in time with the music, and Marcus’s suit—Beatles black, with a narrow tie and drainpipe pants that made his legs look even scrawnier than usual—was also wired up, but it only pulsed when they touched, moving bands of light across its surface from the point of contact.

Okay, that was pretty cool.

The officiant was a prominent Cambridge hacker, one of the ones they’d hauled in when they were after Chelsea Manning. She’d been a kid then, but now she looked older, her wife holding their kids on her lap off to one side. She wore a colander on her head, because she was ordained in the Church of the Flying Spaghetti Monster, which was frankly too much.

Marcus and his girlie exchanged vows. Marcus promised to make her coffee, rub her feet (ugh), review her code, and say sorry and mean it; she promised to back down when she was wrong, forgive him when he apologized, and love him “until the wheels come off” (double ugh). They kissed and received their applause. I gave it three minutes, making sure that the ceremony was well and truly done and the reception about to start. I’m not a monster.

Here’s the thing about Cambridge: they have drone delivery there. For a little extra, you can time the delivery to the minute. I checked the time in the corner of the screen. There was a big window right behind the officiant with a view of the Charles River and the snow and the tracks of students’ boots. I checked the time again.

The drone came right up to the window and rapped on it politely. It had four big rotors and a sensor package that fed me all kinds of telemetry on the activity in the room, from Bluetooth device IDs to lidar outlines of all the humans in the space. The wedding livestream showed it tapping on the window from the bride and groom’s POV (the stream ran off about a dozen cameras and was smart enough to switch between them based on which one was capturing the most action); the stream from the drone showed me the opposite view, Marcus and his girl and all their nice nerdly friends and family gaping at the fisheye camera.

Marcus broke the tableau by opening the window, and the drone daintily coasted into the room and deployed its box into his hands. He pulled the ripstrip on the plasticky wrapping and revealed the gift-wrapped box within. She took the card out of the envelope and read it. I admit it gave me a shiver to hear her say my name.

When Marcus heard it, his face did a funny. That gave me a shiver too—a different kind. He and I have a complicated history. I rubbed my fingers, the ones he’d broken when I was only sixteen. He did it in order to steal my phone, because I had a video that exonerated him of being a terrorist. Complicated. Those fingers hurt whenever I thought of him.

He looked at the drone’s sensor package. “Thank you, Masha,” he said. “Wherever you are.” The usual was for this to be a recording that you could watch later, but if you were a creepy stalker chick (ahem), you could watch it in real time. I emojied the drone and it bobbled a curtsey and gave me five seconds to commit another $50 to hold on to it for five more minutes, because it had other packages to deliver. I released it and its feed died.

On the livestream, I watched them unwrap my gift. I’d almost sent them a bag of kopi luwak, which is a kind of coffee bean that’s fed raw to a civet cat, then harvested from its poop and roasted, but then I’d read an animal welfare article about the treatment of civet cats. So I’d given them a Raspi Altair 8080: that is, a 1974 “personal computer” that you controlled with a row of faceplate switches and read using peanut-bulb blinkenlights, which had been painstakingly restored with a Raspberry Pi open-source CPU inside it, giving it approximately eight bazillion times the computing power. Most of the interior was left empty by the refit, and the craftswoman who’d sold it to me had filled the empty space with a bunch of carved wooden automata that cranked a set of irregular gears around in whirring circles while the computer was operating, which you could see if you swapped in the optional transparent case.

Marcus knew exactly what it was (because I’d found it through his Twitter feed) and how much it cost (because he’d moaned about never being able to afford it, not in a million years), and he had a look of profoundly satisfying shock on his face. He told his girlie all about it in that spittle-flecked hyperactive mode he slipped into when he was really, really excited. The expression that crossed her face was even more satisfying: a mix of jealousy and appreciation that I reveled in like the petty, terrible person I am.

I felt like the fairy who curses Sleeping Beauty out of spite when she thinks she hasn’t been invited to her christening, except that this was a wedding and not a christening. Oh, and they invited me, of course.

But I had work to do. Hey, I’d sent a thoughtful gift, even if I totally upstaged their stupid nerd chic wedding. Shoulda had a nerdier wedding, if they didn’t want to get upstaged.

I was still hungry and now it was getting to be time to head out to the square. Room service at the Sofitel sucked anyway. I’d get a doner kebab. Hell, I’d get a sack of them and bring them along.



The vegan café where my pet revolutionary cell met was called the Danube Bar Resto, and they could always be found there before the night’s action, because fuck opsec, why not just make it easy for the secret police to round you all up somewhere far from a crowd? I despair.

Kriztina was already there, chowing down on something that had never had the chance to breathe and live and run and play. I cracked open the crumpled top on my sack of kebab and let her smell the meaty perfume. “Save room,” I said.

She laugh-choked and gave me a mouth-full thumbs-up as I sat down next to her. There were eight of them in Kriztina’s little cell, a couple of graphic designers, two webmonkeys, a poet (seriously), and the rest didn’t even pretend to be employed. Few under-thirties in Slovstakia were, after all.

“You want drink?” Oksana always had spending money. I’d pegged her as a snitch when I first met her, but it turned out she just made good money working for a law firm that did a lot of western business and didn’t mind having a trans girl for a paralegal. Once I’d satisfied myself that she didn’t appear anywhere in Litvinchuk’s master lists of turncoats, I’d come to like her. She reminded me of some of the women I’d known in the Middle East, brave fuckers who’d managed to look like a million bucks even as their cities were being pounded to gravel around their pretty shoulders, fearless beneath their hijabs and glamorous even when they were covered in dust and blood.

“Sure.” It would be something with wheatgrass and live microbes and probably twigs, but mostly orange juice and mango pulp. The guy who ran the place liked to talk about how the chlorophyll “oxygenated” your blood—of course chlorophyll only makes oxygen in the presence of sunlight, and if you’ve got sunlight in your colon, you’ve got big problems. Even if you could get grass to fill your back passage with oxygen, it’s not like your asshole has any way to absorb it. I get my oxygen the old-fashioned way: I breathe.

“Tonight—” Kriztina started. I held up a hand.

“Batteries or bags,” I said. Everyone looked embarrassed. Those of us whose phones had removable batteries removed them. The rest of them put their phones into the Faraday bags I’d handed out when I first started hanging out with these amateurs.

“Before we talk about tonight, I want to walk you through some new precautions.” They groaned. I was such a buzzkill. “First: running Paranoid Android is no longer optional. You have to get the nightly build, every night, and you have to check the signatures, every single time.” The groans were louder. “I’m not fucking around, people. The Interior Ministry now has a network appliance that gets a fresh load of exploits three times a day. If you’re not fresh, you’re meat.

“Second, make sure your IMSI-catcher countermeasures are up to date. They just bought an update package for their fake cell towers and they’ll be capturing the unique IDs of every phone that answers a ping from them. The app your phone used last week to tell a fake tower from a real one? Useless now. Update, update, update. Check every signature, too.

“Third, make sure your smart-meters aren’t sneaking back online. After Minsk, the Interior Ministry’s really looking for a chance to pull the same trick, turn off heat in the middle of February for anyone they suspect of demonstrations.

“Finally, everyone has to wear dazzle, no exceptions.” Again with the groans, but I got the tubes out of my bag and passed them around. The dazzle was super-reflective in visible light and infrared and anyone who tried to take a picture of someone wearing it would just get a lens flare and jitter from their camera’s overloaded sensors. It had been developed for paparazzi-haunted celebs, but the smell of the stuff and the greasy feel it left on your skin—not to mention persistent rumors that it was a powerful carcinogen—had doomed it to an existence as a novelty item used only by teenagers on class picture day and surveillance-haunted weirdos.

I slurped the green juice Oksana had just handed me and was pleasantly surprised to discover that it tanged unmistakably of tequila. She winked at me. Oh, Oksana, you are a hero.

“Get to it,” I said. “Update before we leave. Remember, opsec is a team sport. Your mistake exposes all your friends.”

They got to it. Kriztina and Oksana and I checked everyone else’s work, and then each other’s. Friends don’t let friends leak data. We also smeared each other with dazzle, and they made jokes in Boris about the smell, which I could almost follow, though my Boris was a lot worse than everyone else’s English.

“Nazis tonight,” Kriztina said, looking at her phone. She knew people who knew people, because Slovstakia was so small that everyone was someone’s cousin. That meant that when someone’s idiot skinhead cousin and his friends started boozing and heil-ing and getting all suited and booted, which meant telescoping steel rods (the must-have neo-Nazi fashion accessory of the season) and brass knucks. The neo-Nazis were someone’s useful idiots; they’d come out to the demonstrations and shout about bringing down the government, and then they’d start giving those one-armed salutes and charging the police lines.

It wasn’t that they lacked sincerity—they really did hate immigrants, especially refugees, especially brown ones; as well as Russians, Jews, Muslims, queers, vegans, the European parliament, and every single member of the national congress, personally. They may have even come by those views organically, by dint of their own intolerant knuckleheaded generalized resentment. But these characters also had money, a clubhouse, a source for those nifty telescoping batons, and someone had given them workshops on how to make a really effective Molotov, without which they would surely have removed themselves from the gene pool already.

I’d been inside Litvinchuk’s network for a month, ever since I landed in-country to backstop the sales team that was working him, feeding them URLs of pastebins where hackers dumped sensitive data they’d pulled out of his data-centers, data we also trickled to his political rivals, making him look worse and worse and making the case to give us a shitpile of reserve-currency dollars better and better.

So I knew what his theory was on the skinheads: he blamed the Kremlin. He blamed the Kremlin for everything. It wasn’t a bad strategy—Moscow certainly did like to meddle in the affairs of its former satellite states. But I had figured out which personal accounts his own senior staff were using, and done some digging there, and I thought that maybe the skinheads were actually unwitting skirmishers in the civil service empire-building that Borises excelled at. Which didn’t necessarily mean the Kremlin had clean hands; maybe they were backing one of Litvinchuk’s lieutenants in the hopes of destabilizing things and replacing their canny adversary with someone dumber and more biddable.

“What do we do about it?”

Kriztina and her cell exchanged looks, then muttered phrases in Boris that I couldn’t follow. This turned into an argument that got quieter—not louder— as it intensified, dropping to hisses and whispers that were every bit as attention-grabbing as any shouting match. It was lucky for them that the Danube Bar Resto’s other customers weren’t snitches (I was pretty sure, anyway).

“Pawel says we should back out when they show up. Oksana says we should go to the other side of the square, and move if they go where we are.”

“What do you think?”

Kriztina made a face. “I hear that they’re going to go in hard tonight. Maybe the big one. It’s bad. If we’re in the background when they go over the barricades—”

I nodded. “You don’t want everyone in the world to associate you with a bunch of thugs who crack heads with the cops.”

“Yes, but also, we don’t want to sit by and let cops bust our heads to prove we’re not with them.”

“That’s sensible.”

Oksana shook her head. “We must protect ourselves,” she said. “Helmets, masks.”

“Masks don’t stop bullets,” Pawel said.

“I agree. Masks don’t stop bullets. If they start shooting, you’ll have to shelter or run. Nothing’s going to change that.”

He made a sour face.

The tension was palpable. Kriztina’s pretty face looked sad. Her little cell had been good friends before they’d been “dangerous radicals.” I didn’t have that problem because I didn’t have friends.

“It’s true that you can’t survive bullets and it’s true that the pinheads are going to try to provoke something terrible if they can. It’s true that the cops on the other side are scared shitless and haven’t been paid in a month. There are some factors you can control, and some you can’t. Wishing things were different won’t make them different. It’s okay to call it a night and try again later. Maybe the cops and the Nazis will cancel each other out.”

All of them shook their heads in unison and started talking. Even the bystander vegans couldn’t ignore the racket. Kriztina flushed and waved her hands like a conductor and they quieted down. The staring vegans pretended to stop staring.

“Maybe we can win them over,” Kriztina said, quietly. Everyone groaned. This was Kriztina’s go-to fantasy. None of us had even been alive in 1991 when the tanks rolled in Moscow to put down Yeltsin’s ragtag band of radicals, but of course they all knew the story of how his young, idealistic supporters had spoken to the soldiers about the justice of their cause and then the tank drivers had refused to roll over the revolutionaries. Then there had been borscht and vodka for all the Borises, and the big Boris, Boris Yeltsin, had led the USSR to a peaceful transition.

Pawel broke the tension. “You first.” We all laughed.

I knew what to say next. “It’s been an honor to serve for you. We will drink together tomorrow, here or in Valhalla.” Wrong mythos, but there isn’t a Boris alive who can resist a good Viking benediction.

We paid the bill and I chugged down my wheatgrass margarita, and Oksana linked arms with me as we left the Bar Resto, while Kriztina expertly relieved me of the bag of doners and handed them around. We ate as we walked. I pulled out my phone at a red light, one last slot-machine pull at my social- media feeds, and saw Marcus and his girlie, smiling radiantly as they got on a tandem recumbent bike to ride off to their honeymoon, looking so sweetly in love I nearly tossed my kebab.

Kriztina saw something in my face, and let her hand touch mine. She gave me one of her pretty, youthful sisterly smiles and I smiled back. Once, I’d had female friends who’d been there when some stupid boy did some stupid thing, and even though I didn’t have that anymore, Kriztina let me pretend I did, sometimes.

As we got closer to the main square, we ran into other groups heading the same way. A month ago, the nightly demonstrations had been the exclusive purview of hard-core street fighters in his-’n’-hers Black Bloc/Pussy Riot masks. But after an initial rush of head-beating that rose, briefly, to the notice of people outside of this corner of the world, the police had fallen back and the numbers of babushkas and families with kids went up. There were even theme nights, like the potluck night where everyone had brought a covered dish and shared it with the other protesters and some of the cops and soldiers.

Then the neo-Nazis started crashing the police lines and the cops stopped accepting free chow from the likes of us. Now, nightly skirmishes were standard issue and the families were staying home in growing numbers. But the night was a relatively warm one—warm enough to walk without gloves, at least for a few hundred meters—and there were more kids than I’d seen in at least a week. The older ones bounced alongside their parents, the younger ones were in their arms, dozing or watching videos on phones. Of course the idents of those phones were being sucked out of them by the fake cell towers cutting right through their defenseless devices’ perimeters.

The square buzzed with good energy. There was a line of grannies who had brought out pots and wooden spoons and were whanging away at them, chanting something in Boris that made everyone understand. Kriztina tried to translate but it was all tangled up with some Baba Yaga story that every Slovstakian learned with their mother’s borscht recipe.

We stopped by a barrel fire and distributed the last couple kebabs to the people there. A girl I’d seen around emerged from the crowd and stole Kriztina away to hold a muttered conference that I followed by watching the body language out of the corner of my eye. I decided some of Kriztina’s contacts had someone on the inside of the neo-Nazi camp, and judging from her reaction, the news was very bad.

“What?” I asked. She shook her head. “What?”

“Ten p.m.,” she said, “they charge. Supposedly some of the cops will go over to their side. There’s been money changing hands.”

That was one of the problems with putting your cops on half pay: someone might pay the other half. The Slovstakian police had developed a keen instinct for staying one jump ahead of purges and turnovers—the ones that didn’t develop that instinct ended up in their own cells, or dead at their own colleagues’ hands.

“How many?”

Borises are world-class shruggers, even adorable pixies like Kriztina. If the English have two hundred words for “passive aggressive” and the Inuit have two hundred words for “snow,” then Borises can convey two hundred gradations of emotions with their shoulders. I read this one as “Some, enough, too many—we’re fucked.”

“No martyrs, Kriztina. If it’s that bad, we can come back another night.”

“If it’s that bad, there may not be another night.”

That fatalism.

“Fine,” I said. “Then we do something about it.”

“Like what?”

“Like you get me a place to sit and keep everyone else away from me for an hour.”

The crash barricades around the square had been long colonized by tarps and turned into shelters where protesters could get away from the lines when they needed a break. Kriztina returned after a few minutes to lead me to an empty corner of the warren. It smelled of BO and cabbage farts, but was in the lee of the wind and private enough. Doubling my long coat’s tails under my butt for insulation, I sat down cross-legged and tethered my laptop. A few minutes later, I was staring at Litvinchuk’s email spool. I had remote desktop on his computer and could have used his own webmail interface, but it was faster to just slither into his mail server itself. Thankfully, one of his first edicts on taking over the ministry had been to migrate everyone off Gmail—which was secured by 24/7 ninja hackers who’d eat me for breakfast—and onto a hosted mail server in the same data-center I’d spent sixteen hours in, which was secured by wishful thinking, bubblegum, and spit. That meant that if the US State Department wanted to pwn the Slovstakian government, it would have to engage in a trivial hack against that machine, rather than facing Google’s notoriously vicious lawyers.

The guiding light of Boris politics was “trust no one.” Which meant that they had to do it all for themselves.

Litvinchuk’s cell-site simulators all fed into a big analytics system that mapped social graphs and compiled dossiers. He’d demanded that the chiefs of the police and military gather the identifiers of all their personnel so that they could be white-listed in the system—it wouldn’t do to have every riot cop placed under suspicion because they were present at every riot. The file was in his saved email.

I tabbed over to a different interface, tunneled into the Xoth appliance. It quickly digested the file and spat out all the SMS messages sent to or from any cop since I’d switched it on. I called Kriztina over. She hunkered down next to me, passed me a thermos of coffee she’d acquired somewhere. It was terrible, and reminded me of Marcus. Marcus and his precious coffee—he wouldn’t last ten hours in a real radical uprising, because he wouldn’t be able to find artisanal coffee roasters in the melee.

“Kriztina, help me search these for texts about letting the Nazis get past the lines.”

She looked at my screen, the long scrolling list of texts from cops’ phones.

“What is that?”

“It’s what it looks like. Every message sent from or to a cop’s phone in the past ten hours or so. I can’t read it, though, which is why I need your help.”

She boggled, all cheekbones and tilted eyes and sensuous lips. Then she started mousing the scroll up and down to read through them. “Holy shit,” she said in Slovstakian, which was one of the few phrases I knew. Then, to her credit, she seemed to get past her surprise and dug into the messages themselves. “How do I search?”

“Here.” I opened up a search dialogue. “Let me know if you need help with wildcards.”

Kriztina wasn’t a hacker, but I’d taught her a little regular expressions-fu to help her with an earlier project. Regexps are one of the secret weapons of hackerdom: compact search strings that parse through huge files for incredibly specific patterns. If you didn’t fuck them up, which most people did.

She tried a few tentative searches. “Am I looking for names? Passwords?”

“Something that would freak out the Interior Ministry. We’re going to forward a bunch of these to them.”

She stopped and stared at me, all eyelashes. “It’s a joke?”

“It won’t look like it came from us. It’ll look like it came from a source inside the ministry.”

She stared some more, the hamsters running around on their wheels behind her eyes. “Masha, how do you do this?”

“We had a deal. I’d help you and you wouldn’t ask me questions.” I’d struck that deal with her after our first night on the barricades together, when I’d showed her how to flash her phone with Paranoid Android and we’d watched the Stingrays bounce off it as she moved around the square. She “knew” I did something for an American security contractor and had googled my connection with “M1k3y,” whom she worshipped (naturally). I’d read the messages she’d sent to her cell’s chat channel sticking up for me as a trustworthy sidekick to their Americanski Hero. A couple of the others had wisely (and almost correctly) assumed I was a police informant. It looked like maybe she was regretting not listening to them.

I waited. Talking first would surrender the initiative, make me look weak.

“If we can’t trust you, we’re already dead,” she said, finally.

“That’s true. Luckily, you can trust me. Search.”

We worked through some queries together, and I showed her how to use wildcards to expand her searches without having them spill over the whole mountain of short messages. It would have gone faster if I could read the Cyrillic characters, but I had to rely on Kriztina for that.

When we had a good representative sample—a round hundred, enough to be convincing, not so many that Litvinchuk wouldn’t be able to digest them—I composed an email to him in English. This wasn’t as weird as it might seem: he had recruited senior staff from all over Europe and a couple of South African merc types, and they used a kind of pidgin English among themselves, with generous pastings from google Translate, because opsec, right?

Fractured English was a lot easier to fake than native speech. Even so, I wasn’t going to leave this to chance. I grabbed a couple thousand emails from the mid-level bureaucrat I was planning on impersonating and threw them into a cloud machine where I kept a fork of Anonymouth, a plagiarism detector that used “stylometry” to profile the grammar, syntax, and vocabulary from a training set, then evaluated new texts to see if they seemed to be by the same author. I’d trained my Anonymouth on several thousand individual profiles from journalists and bloggers to every one of my bosses, which was sometimes handy in figuring out when someone was using a ghostwriter or had delegated to a subordinate. Mainly, I used it for my own impersonations.

I’m sure that other people have thought about using stylometry to fine-tune impersonations, but no one’s talking about it that I can find. It didn’t take much work for me to tweak Anonymouth to give me a ranked-order list of suggestions to make my own forgery less detectable to Anonymouth—shorten this sentence, find a synonym for that word, add a couple of commas. After a few passes through, my forgeries could fool humans and robots, every time.

I had a guy in mind for my whistleblower—one of the South Africans, Nicholas Van Dijk. I’d seen him in action in a bunch of flamewars with his Slovstakian counterparts, friction that would make him a believable rat. I played it up, giving Nicholas some thinly veiled grievances about how much dough his enemies were raking in for their treachery, and fishing for a little finder’s fee for his being such a straight arrow. Verisimilitude. Litvinchuk would go predictably apeshit when he learned that his corps was riddled with traitors, but even he’d notice something was off if a dijkhead like Van Dijk were to narc out his teammates without trying to get something for himself in the deal.

A couple passes through Anonymouth and I had a candidate text, along with a URL for a pastebin that I’d put all the SMSes into. No one at the Interior Ministry used PGP for email, because no normal human does, and so it was simplicity itself to manufacture an email in Litvinchuk’s inbox that was indistinguishable from the real thing. I even forged the headers, for the same reason that a dollhouse builder paints tiny titles on the spines of the books in the living room—even though no one will ever see them, there’s professional pride in getting the details right.

Also, I had a script that did it for me.

“Now what?” Kriztina looked adorably worried, like I might grow fangs and tear her throat out.

“Now we give Litvinchuk fifteen minutes to check his email. If he hasn’t by then, we text him from Van Dijk’s phone. Which reminds me.” Alt-tab, alt-tab, paste in the number, three clicks, and I’d disconnected Van Dijk’s actual phone from the network, making sure that Litvinchuk couldn’t reach him.

It was very dark now, and cold, and my ungloved fingers burned. Typing done for now, I tugged on my gloves, turning on the built-in warmers. I’d charged them all day, and they should be good for a full night on the barricades. Kriztina’s gloves had cigarette burns on the fingers that must have let the cold in. Filthy habit. Served her right.

The square was more crowded now. Barrel fires burned, and in their flickering light and the last purple of the sunset, I saw a lot of flimsy homemade armor.

“You guys are in so much trouble.”

“Why?”

I pointed at a young dude who was handing out painter’s masks. “Because those masks won’t do shit against tear gas or pepper spray.”

“I know.” She did fatalistic really well.

“Well?”

She shrugged in Boris. “It makes them feel like they’re doing something.”

“Feeling isn’t enough,” I said. “Maybe in the past, in the Vaclav Havel days or whatever. Back then you had these basket-case Borises who ran their secret police on vodka and purges and relied on their own engineering talent to make listening devices the size of refrigerators that needed hourly repairs and oil changes. Now, spooks like Litvinchuk can fly to DC every couple years for the Snooper’s Ball trade show, where the best-capitalized surveillance companies in the world lay out their wares for anyone to buy. Sure, they’re all backdoored by the Russians, the Chinese, or the Americans, but they’re still about a million times better than anything Slovstakia is going to produce on its own, and they will peel you and your friends like oranges.

“Not just surveillance, either—you should see the brochures from the less-lethals industry these days. Melt-your-face pain rays, pepper spray and nerve gas aerostats, sound weapons to make you shit your pants—”

“I know, I know. You tell me this all the time. What do you want me to do? I try to be smarter, try to make my friends smarter, but what can I do about all these people—”

I could feel the heat rising through my body. “The fact that you don’t have a solution doesn’t mean that you don’t need to find one and it doesn’t mean that one can’t be found. You and your seven friends aren’t going to change shit, you need all these people, and you know something they don’t know, and until they know it, they are going to get creamed.” My hands shook. I stuffed them in my pockets. I shook my head, cleared out the screams ringing in my ears, screams from another place and another time. “You need to be better because this is serious and if you’re not better, you’ll die. You understand that? You can run from these jokers, hide with Paranoid Android and Faraday pouches, but you will make mistakes and the computers they run will catch those mistakes, and when they do—”

There was doner kebab coming up my gullet, and I couldn’t talk anymore without puking, or maybe sobbing, and I couldn’t tell you which would be worse. I’m not an idiot: I was talking to myself more than I was talking to her. Having a day job where you help repressive regimes spy on their dissidents and a hobby where you help those dissidents evade detection is self-destructive.

I get that.

But tell me that you don’t do anything self-contradictory. Tell me that you don’t find yourself dissociating, doing something you know you’ll regret later, something you know is wrong, and doing it anyway, like you’re watching yourself do it.

I just have a more dramatic version is all.

Kriztina must have seen something in my face, which I hated. It wasn’t her business what was going on in my heart or my head.

But she took me in a big hug, which Borises also specialize in. It was a good hug. I snuffled the snot back in, willed my tears away, and hugged her back. She was tiny underneath all those layers.

“It’s okay,” she said. “We know you’re only trying to keep us safe. We will do our best.”

Your best won’t be good enough, I didn’t say. I took her hand. “Let’s stroll.”

The protest crowd was big now, throngs, really, and some of them were singing folk songs in rounds, deep voices and then the high, sweet ones.

Kriztina sang along under her breath. The song floated across the square and it changed the rhythm of the night, made people stamp their feet in time with it, made them lift their heads to the police lines. Some of those cops nodded along with the singers. I wondered if they were the same guys who’d agreed to let the neo-Nazis get through their lines and smash the parliament.

“What do the words mean?”

Kriztina’s eyes were warm when she turned to me. “Most of it is nonsense, you know, ‘Slovstakia, our mother, on your bosom we were fed,’ but the good parts are very good, I think, ‘all of us together, different though we are, will work together always, strong through understanding, invincible unless we forget who we are and attack our brothers—’”

“No way.”

“Seriously. The words were written by a poet in the seventeenth century after a terrible civil war. I modernized it a little in the translation, but—” She shrugged. “It’s our old problem, this kind of infighting. Always someone who wants to build himself a little empire, have ten cars and five mansions, and always the rest of us in the square, fighting about it. Spending blood. But from what you say, maybe this time we lose, no matter how much blood.”

I looked at the police lines, the milling crowds. It was full dark now and there were huge steam clouds sweeping the square, pouring off the barrel fires, lit by the huge LED banks that shone out from behind the cops, putting them in shadow and the protesters in full, photographable glare. Their support poles glittered with unblinking CCTV eyes. The police vans ringing the square sported small forests of weird antennas, ingesting all the invisible communications flying around the square, raiding phones for virtual identity papers at the speed of thought.

“You guys are pretty much fucked,” I said.

Kriztina grinned. “You sound like a Slovstakian.”

“Ha ha. The truth is that it’s a lot harder to defend than it is to attack. If you make one mistake, Litvinchuk and his goons will have you. You have to be perfect. They need to find one imperfection.”

“You make it sound like we should be attacking.”

I stopped walking. Yeah, of course that was what we should be doing. Not just playing around at the edges, pitting one adversary against another with false-flag emails—we should be doing a full-court disruption to their whole network, shutting down their comms when they needed it the most, infecting their phones and servers with malware, making a copy of everything they said and did and siphoning it off to a leaks site on the darknet that we’d unveil at the worst possible moment.

I checked my phone. Nearly fifteen minutes had gone by.

“I think you should,” I said. “But once you do, the game will change. Once they know that you’re completely inside their network, they’ll have two choices: turn and run or crush you like bugs. I think they’ll go for option two.”

“Masha.” My name sounded weird and natural at the same time when she said it. It was a Russian name, once upon a time, and there were Borises in my ancestry stretching back to the Ashkenaz diaspora. Not just Jews, either: in the old photos, my grandmother looked like a Cossack in drag. Cheekbones like snowplows, eyes tilted like a Tolkien elf. I turned to stare at her. “Masha, we are not inside their network. You are.”

Oh.

“Oh.” It was true, of course. I’d taught them a little (“teach a woman to phish…”) but if I packed up and left, as I was scheduled to do in two weeks, they’d be sitting ducks.

“I could provide remote support,” I said. “We’ll encrypt emails, I’ll send you the best stuff.”

She shook her head. “You can’t be our savior, Masha. We need to save ourselves. Look at them,” she said, and pointed.

It was the painters, the Colorful Revolutionaries, who took their inspiration from those nuts in Macedonia who’d gone around splashing all the public monuments and government buildings with brightly colored paint. Long after the “revolutionaries” had been chased away or arrested, the paint remained. It had built up a lot of hope (and made a ton of money for Chinese power-washer manufacturers). In Macedonia, “vandalism” was a misdemeanor and the worst they could do to you is give you a ticket for it. Slovstakia’s parliament hadn’t hesitated to make vandalism a felony, of course. They’d watched Macedonia just as closely as their citizens had.

Slovstakia’s painters had perfected the color wars, loading their slings with cheap latex balloons filled with different colors of long-lasting paint, swollen eggs they whirled in a blur over their heads before releasing them in flight, arcing toward their targets. It was like Jackson Pollock versus Goliath.

Like all the radical cells, they did their own thing, separate from Kriztina and her group. No one was sure where they’d show up or what they’d do when they got there. Litvinchuk had a fat file on known and suspected members, and I’d toyed with joining them when I got to Slovstakia, before deciding that they were too low-tech for me to work with. You couldn’t deny that they were effective: they’d been working their way along the top row of windows, egging each other on with feats of breathtaking long-distance accuracy, bull’s-eyeing each window in succession from left to right. The cops below them on the line, behind their shields and faceplates, flinched every time one of those bright balloons arced over their heads. The floodlights caught the colored mist that spread out from each bursting bladder, and I imagined that it was powder-coating the cops underneath in a rainbow of paint and glitter. Glitter was the pubic lice of the Colorful Revolutionaries, spreading inexorably through even the slightest glancing contact, impossible to be rid of.

The cops. I checked the time on my phone again. It had been sixteen minutes since I’d sent that email to Litvinchuk and there was no sign of the chaos that was supposed to ensue. Shit.

“I think we’ve got to find a place to sit down and plug in my laptop again,” I said, tilting my head at the cops.

“Shit.”

“Yeah.”

We looked around for a place to sit. There’d been benches in the square, two administrations ago. Then the first wave of protests hit, mild ones by day, that involved thousands of people sitting politely in the square on every single bench, eating ice cream. There was no law against eating ice cream, and you’re not loitering if you’re sitting in a designated sitting zone. The last act of the old prime minister—long since deposed after a no-confidence vote and a midnight flight in the presidential jet loaded with bales of paper euros, so much of it that they burned out six bill-counting machines before giving up and weighing it by the ton to estimate its value—had been to remove all the benches and replace them with waist-high “leaning benches” that tilted at a seventy-degree angle. That’ll teach those ice-cream-eating motherfuckers!

But there wasn’t anywhere to sit, so that naughty old Boris had the last laugh, I guess.

“Here,” Kriztina said, taking off her coat, leaving her in nothing but an oversized sweater that made her look even tinier and younger and more vulnerable. She folded the coat and set it down on a clean-ish patch of asphalt.

“You’re such a martyr.” I settled down onto it and dug in my bag for my phone. “And thank you.” Before I had my lid up, there was a commotion from the police line. A flying squad in Vader-chic riot gear had emerged from the parliament building with guns at the ready, and they now stood behind the line of rank-and-file cops, barking orders. “Holy shit.” I put my laptop away and Kriztina pulled me and her coat from the ground. Everyone in the crowd was holding up a phone to capture the commotion; the clever ones had the phones mounted backward on long, telescoping selfie sticks that towered over the crowd.

“I guess Litvinchuk got the email, huh?”

People were streaming past in all directions now, jostling us. The guns the new goons were pointing at their police colleagues were also pointed into the crowd. Any shots that missed (or pierced, I suppose) those cops would be headed straight at us. The crowd was sorting itself into a giant V shape with a clear space behind the police line, protesters crammed in on the side, selfie sticks and phones going like crazy.

We were also crammed in with the crowd, because Kriztina had all but lifted me off my feet and dragged me out of the potential line of fire.

It was a tense standoff. The cops were shouting at the goons, the goons were shouting at the cops, gun muzzles were out. One of the Colorful Revolutionaries stepped out into the empty V of space, a girl barely five feet tall, with that telling coltishness of early adolescence, and fitted a paint balloon to the pocket of her sling. She began to spin. The crowd held its breath, then someone shouted something that I semi-translated as “Don’t do it, you idiot,” in a voice that was half-hysterical twitter. The girl’s eyes were narrowed in concentration and the sling whirled around her head, its whistle cutting through the crowd noise, and she bared her teeth and grunted like a shot-putter as she let it fly, and it flew true, the crowd turning as one to watch it arc through the cold air and the harsh LED light to spatter, perfect dead center, on the ass of one of the riot cops. She pumped her fist and dove for the safety of the crowd as the cop spun with a yelp and instinctively reached for his besplattered ass—then brought his hands unbelieving to his eyes, the banana-yellow glitter paint sparkling on his Kevlar gloves. The goons behind him had, as one, aimed their guns at him and I swear I could see their fingers tightening on the triggers—but miraculously, none of them shot this dumb Boris fuck in the back and sent his lungs sailing over the square. When the paint-spattered cop went for his gun, his comrade had the presence of mind to slap it out of his hand, and it skated across the icy square toward the crowd, skittering and then gliding, revolving slowly.

There followed one of those don’t-know-whether-to-shit-or-go-blind silences as everyone—protesters, cops, elite goons, and let’s not forget the neo-Nazi skinheads—contemplated their next course of action.

The leader of Litvinchuk’s goons was faster than the rest of us. He barked an order and his boys all settled their muzzles back into an even distribution across the police lines, and the cops re-formed themselves back into an uneasy line, facing them. The chief goon barked out names—the names we’d provided—and pulled officers out of their line, one at a time, cuffed them, and led them away.

When the first one went, the crowd’s curiosity, already close to peak, blew through all its limits. But then as more and more were led away, that curiosity and the insistent buzz of people narrating the action into their phones reached a feverish intensity.

By the time it was done, half the cops on the line were gone. A few of the goons moved to fill in the empty spaces, standing shoulder to shoulder with the cops they’d just been pointing their guns at. The remaining cops were more freaked out than the crowd. I looked around for the neo-Nazis, easy enough to spot—skinhead uniforms, always clumped together, always glaring at anyone who glanced their way, always with cans of beer—and couldn’t spot them at first. Ah, there they were, way at the back, talking urgently among themselves, waving their hands, even shoving each other. They must have been in a fury: ready to rush the lines, keyed up for serious out-of-control violence, now trying to master all that psycho energy. Some were doubtless considering the short numbers on the police line and wondering if they could break through even without turncoats ready to help them with it; the others likely remembering the savage reputation of Litvinchuk’s private enforcers, the country’s most fearsome torturers and disappearers of political enemies, the only force whose pay was never delayed, let alone cut.

Alcohol is a hell of a drug. The pinhead who broke free of his friends was so drunk he was practically horizontal, not so much running as failing to completely fall, but his klaxon was working and he opened his big dumb mouth wide enough to let out all the drunksound that was begging to be free. His war-yodel drew the attention of everyone in the square, and he had that nice, big open V-shaped empty space to charge through, holding his piece of rebar up in one hand like a villager with a pitchfork, heading straight for the gun that had gone skittering away.

The leader of the goon squad shouted an instruction at him, just once, loud enough to be heard over the drunkspeak. Then, goon-prime tipped a finger at one of his men, who raised his rifle, aimed, and blew the Nazi’s head off with an expanding round that sent bone fragments and chunks of brain out in a fan behind him.

One thousand camera-phone eyes captured the scene from every angle.

The first scream—a dude, somewhere behind me—was quickly joined by more. Someone jostled me, then again, harder, and then hard enough that I went down on one knee, Kriztina hauling me back up to my feet with her tiny, strong hands. “Thanks,” I managed, before we were swept up by more running bodies, having to run and push ourselves just to keep from being trampled.

Then we couldn’t hear the screaming anymore, not over the sound-weapons that the cops had switched on. These sonic cannons combined very loud sound with very low sounds with gut-twisting efficacy, literally making you feel like you were about to shit yourself even as your ears shut down. The crowd was virtually immobilized as people froze and twisted and covered their ears. After a pitiless interval, the cannons finally switched off, leaving a post-concert whine ringing behind them, the death throes of our inner ear hairs.

I couldn’t see the cops anymore—too many bodies, the neat V erased by a tangle of people, many weeping or holding their torsos or heads. A loud pronouncement, too distorted to make out.

“What did he say?” I said to Kriztina, making sure she could see my face, read my lips.

“He wants us to go.” Her voice sounded like it was coming from the bottom of a well.

“I want to go,” I said.

She nodded. We looked around for the rest of our group, but it was hopeless. People were milling about aimlessly, crying or searching for their friends. I pulled out my phone. No signal. In situations like this, the cops are always trying to strike a delicate balance between keeping the internet service turned on (and spying on everyone) and turning it off (and preventing everyone from coordinating). I guessed that they’d decided they had all the data they needed on the protesters to find them later, so now it was time to get rid of them. There were some who weren’t going to be moving under their own power—people who had been hurt in the stampede and were lying on the frozen cobblestones, either alone or, if they were lucky, in the arms of someone. I remembered all those families I’d seen, all those kids.

Some people get overwhelmed by situations like that. I’ve seen it happen and I understand it. I’m not one of those people, though. My limbic system—the fight-or-flight response—and I are on speaking terms, but we’ve got an arrangement: it doesn’t bother me and I won’t bother it. So what I felt was urgency to get gone, but not fear. I felt for the people lying on the ground, but a foreigner who couldn’t speak their language was going to be less than useless compared to someone who knew where the hospital was and how to talk to the paramedics, and that someone would reach them soon enough.

Kriztina, though, was in rough shape. Her face was so bloodless it was almost green, and her teeth were chattering. Probably a little shock, plus the temperature had dropped another ten degrees. “Come on.” I pulled her toward the ring road around the square, toward a road I recognized as leading toward my hotel. It would be safe.

Kriztina let me lead her along for a few minutes, at first with a big group of crying and scared (former) protesters, then in a thinner and thinner crowd as we moved toward the business district and the Sofitel.

Look: I’m a compartmentalizer. It’s my superpower. Part of me had just watched a guy get killed, sorta-kinda because of me, and had been in a stampede. Part of me knew that I’d done something insanely risky that night, something that could cost me my job and worse. Part of me, though, was thinking about the fact that I was responsible for this little sidekick-slash-sister of mine, a hobby that had metastasized into a moral duty, and that she was as keyed up and adrenalized as I was. Neither of our phones was working, and if Litvinchuk held true to form, they’d stay dead for hours, meaning that no one could get through to us or vice versa for the foreseeable, which meant I’d have to keep her out of trouble. I had a hotel room of my own and the turndown service would have left us chocolates to replenish our blood sugar after that intense experience, which was good first-aid protocol, so it was practically medical advice that said we would have to go into my hotel room and get the fuck away from all that danger that she doubtless wanted to drag me back into.

I took her hand in mine as we turned into the Sofitel’s road, and I felt her trembling. I hoped that was cold, or excitement, because trauma was going to be a pain in the ass. The Sofitel had two big Borises out front with semiautos and body armor. They glared at us as we approached. I glared back. Glaring isn’t personal with Borises: they see smiling as a sign of insincerity.

I held out my room key. One of them took it from me without a word and touched it to an NFC reader on his belt. It lit up green. He nodded. “Welcome.”

I began to lead Kriztina through the door, but Boris #2 put a hand on her shoulder and held a hand out, presumably for a key, though I’m guessing a bribe would have worked just as well. “She’s with me,” I said. Boris 2 pretended he didn’t understand. I took the liberty of moving his hand—I’m no black belt, but I’ve always found jujitsu more relaxing than yoga—and yanking Kriztina into the hotel. I wasn’t in the mood for this. The guard shouted at us and followed us in, slinging his gun and reaching for me. I was not in the mood for this. I sent him sprawling on his ass, and by this time, the check-in clerk had come out from behind her desk. She and I had already crossed swords when I’d checked in and they hadn’t wanted to bill the room to the corporate booker, demanding a credit card from me. I don’t do reimbursement, and so I’d just flipped down the seat attachment on my suitcase and opened my laptop and started answering email, studiously ignoring her until such time as her boss’s boss had spoken to my boss and sorted things out. Sitting on the suitcase’s cool little seat instead of one of the lobby sofas weirded out everyone who came in or out of the lobby, as intended, and kept things moving along.

She recognized me right away and, I’m sure, realized that I would be the world’s biggest pain in the ass if she got in my way.

“My friend is coming with me.”

“She must be on the register.”

“No,” I said, and dragged Kriztina past her to the elevators.

She dogged our heels. “I’m sorry, madam, but all guests have to be on the register, it is a regulation.”

“I’ll add her to the register later, when I check out.”

She followed us into the elevator. “Madam—”

“Does the regulation say when guests have to be added to the register?”

“Madam, it’s our policy—”

“Good, we can discuss the policy in the morning. Good night.”

I felt her eyes burning into my back from the closing elevator doors as I dragged Kriztina toward my room door. She wasn’t going to evict me in the middle of the night, not with all the cops busy somewhere else. I was willing to bet that if I were a dude coming back to the Sofitel late at night with a couple of underage hookers, no one would bat an eye, state of emergency or no state of emergency. But let a lady try and show some sisterly solidarity, and suddenly it was ENFORCE ALL THE POLICIES. Fuck that.

Speaking of which.

In the room, door closed, I kicked my shoes, coat, hat, and gloves into a pile at the bottom of the closet, then peeled out of my thermal tights down to the regular tights underneath them. Kriztina stood in the doorway, leaning against the hotel-room door. She was stare-y and shaking. Mild shock. I got her a cola out of the minibar, wrapped her hand around it.

“Drink, then get some layers off. It’s been an intense night.” I waited until she’d swigged, then took the can from her, set it down, and helped her get her coat off. “Boots, too, don’t want slush on my carpet.” She bent and took them off because her mama raised her right. I sat her on the end of the bed and put the can back into her hand. “Let’s see what Litvinchuk made of all that, shall we?” I got my laptop out of my bag and sat next to her, turning my body to block her view when I typed my passwords. Litvinchuk’s emails were a mix of English and Boris and I speed-read them with Kriztina over my shoulder. They’d taken forty-one cops into custody, and there had been more than fifty arrests of demonstrators as we left the square. The IMSI catchers had conducted a census of all the phones in the neighborhood that night and the back-end had opened tickets with the Ministry of Communications to pull all the calling records to produce a social graph and mark out highly connected nodes, then run an information-cascade analysis: that was a cute machine-learning trick that tried to identify leaders—formal or informal—by looking at people whose communications produced “cascades” of activity: Alice calls Bob, who then calls Carol and Dan and Eve and Faith, so Alice is the boss and Bob is her lieutenant and love-slave.

The best part of these information cascades was that they produced “actionable intelligence”—go and round up all these Alices and you’ll seriously disrupt your adversaries. And since Alice may not even know that she’s the boss—she might just be a “highly connected thought leader” whose words inspired her minions without her having formal authority, you could never prove that you had the wrong gal, which meant you could assume you had the right gal, which meant that companies like Xoth could show that they were adding value to your little authoritarian basket-case republic.

I searched through the records for my number, Kriztina’s, and then the numbers for her radical cell. The anti-Stingray wares we were running should have been able to spoof the IMSI catchers and send back random identities that passed checksum verification so that software wouldn’t be able to tell straight off that the idents were faked. It seemed to have worked: the countermeasure gave a random IMSI to anything it thought was a spoofer, and generated new random numbers for each interaction. Of the tens of thousands of numbers the cops had captured that night, hundreds would be fake.

I paged through the arrest records quickly, letting Kriztina scan the names. She sucked air between her teeth a few times, as she recognized some of her pals who’d be rotting in police dungeons by now, or maybe getting a cattle-prod enema, this being a favored tactic of Litvinchuk’s human intelligence specialists. It was a rough world out there—the sooner young Kriztina learned to compartmentalize, the better.

I resolved to give her some training.

I folded down my laptop and stuck it on the desk, then turned to face her.

“Kriztina, your side could have been slaughtered tonight. You know that, right?”

She looked away.

“Come on, kid, stay with me. That could have been a bloodbath. You said it yourself, without me you won’t be inside their networks anymore.”

She glared at me, an angry Slavic elf. “So what do you want? I can’t become a superhacker in two weeks.”

“No, you absolutely can’t. That’s why you and your little group need to stand down.”

“What the fuck are you talking about?” When she was upset, her accent got stronger. “Fuck” became “fahkh” with a throat-rasp at the end.

“I’m talking about facing reality. The reality is that Litvinchuk and his friends there are in a dangerous state. On the one hand, a single good push could knock them over, you saw that tonight. On the other hand, they know how close they are to collapse and they’re not fucking around. The struggle doesn’t need you. Find somewhere to go, deep underground, another country, I don’t care. Wait—six months, a year—and the government will fall of its own accord.”

She went from confused to furious in an instant and started shivering harder than she had out there in the cold.

“And who will push it over?”

“Someone else.”

“What will become of them?”

I shrugged, feeling like a Boris. “If they’re lucky, they’ll survive.”

“Why them and not me?”

“Because you’re smarter than that.”

She glared at me and then slowly, deliberately, stood and began to dress, putting on her layers.

“Where are you going?”

“My friends are out there. They need help. When someone needs help, I go to them. I don’t run away.”

I wasn’t going to beg. Go ahead, I thought. Not my trouble. I put her in a compartment.

The door closed behind her.

The phone rang.

I yanked it out of the wall. It would be the desk clerk, pissed off about Kriztina still, and she could go fuck herself.

My phone rang.

It was in do-not-disturb mode, but there was a small number of phone numbers it was programmed to override on. Embarrassingly, one of those was Marcus Yallow’s. But it wasn’t him, of course. He didn’t even have that number (but if I ever gave it to him, I wanted to make sure he could get through, because I’m an idiot).

“Masha, we have to talk. Lobby in five minutes. A car is coming.”

Ilsa, She-Wolf of the SS, can turn on the ice water on demand.

I ran a washcloth under the tap and did a bits-and-pits wipe-down worthy of any Frenchwoman, yanked out the drawer where I’d stuffed all my clothes and dumped it onto the bed, found underwear, a clean T-shirt from a tech conference in Qatar, jeans. My thermal tights were too gross to bother with and I was pretty sure I wouldn’t be logging any outdoor hours.

I compartmentalize, but that doesn’t mean I wasn’t aware that something terrible was about to happen. Truth be told, I’d been expecting that call for months, since the first time I’d done a surveillance appliance installment and then walked straight to the first group of dissidents I could find and explained how to defeat it. Quoting 1984 in my line of work is a ridiculous cliché, but George Orwell always got me with this line, “You know what is in Room 101, Winston. Everyone knows what is in Room 101.” I’d known since day one that it would end with someone like Ilsa, over something like this.

Orwell named names, you know that? He fell in love with a British spy, much younger than him, while he was dying of TB and bitter over the Reds who’d betrayed his faction during the Spanish Civil War and shot him in the throat, so he made a list of all the people who trusted him, but whom he didn’t trust, wrote it on a piece of paper in his own handwriting, and gave it to this spook lady. As far as anyone can tell, she never acted on it.

Orwell must have been one hell of a compartmentalizer, is what I’m saying.



In the elevator, I made sure my phone and laptop were powered down with their encrypted drives unmounted. Then I checked my hair in the mirror—it looked, basically, like I’d just been drinking my face off—and remembered that I’d forgotten to put on any eye makeup. Ilsa always looked like she’d come from a salon, and wore these severe suit-y numbers that looked like they’d been made in East Germany and then tailored in Hong Kong by a master couturier. I liked the contrast. My Mr. Robot hoodie/jeans drag made a statement: I am not a lifer, I am the talent, I can’t be easily replaced, and so I can wear whatever I want.

She was in the lobby, standing by the bar, looking at her phone. She slipped it inside her handbag—Faraday fabric; I’d snuck a feel once when we were going through airport security together—and zipped it.

“Ms. Maximow.”

“Ms. Netzke.” Ilsa’s real (ish) name: Herthe Netzke (that was what her ID said, anyway).

“Come.”

The car was waiting out front. No driver. She drove. Better opsec, no need to trust someone not to repeat what they overheard.

“Ms. Maximow.”

“Yes?”

She pulled the car over. We’d only gone a couple blocks. It was very cold out and weird colors swirled through the fog as the bubble-lights of the police checkpoints a few blocks away filtered back to us.

She looked at me.
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