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The psychology of counter-terrorism


Critical issues and challenges


Andrew Silke





Terrorism wins only if you respond to it in the way the terrorists want you to; which means that its fate is in your hands and not in theirs.

Fromkin (1975)



Wars are won when one side breaks the will of the other to fight on. When they capitulate, the defeated almost always still have armies in the field and still have some resources to draw upon. True, these may be greatly diminished compared to what existed at earlier stages of the conflict but it is extraordinarily rare for every soldier to have been slain or imprisoned and every town and city captured before the white flags of surrender are raised. What the vanquished have lost however is the belief that victory is possible or that the cost of the struggle can be borne any further. Victory or defeat then, ultimately boils down to a question of psychology, and terrorist conflicts are no different from other conflicts in this respect.

Indeed, most people understand – even if only instinctively – that there is a special psychological dimension to terrorism that is not always found in other types of violence. Terrorist violence is not simply about physical suffering, it is about making a psychological impact, partly about the creation of a wider sense of terror and partly about winning a psychological battle for hearts and minds. Inevitably, countering terrorism must also grapple with this psychological dimension if it is to be effective. Ignoring the psychology of counter-terrorism is to miss the crux of the problem.

At its core, there is a general acceptance that an act of terrorism is not aimed just at its direct victims but at wider audiences where the perpetrators are expecting and hoping for a diverse range of impacts. Beyond this, there is often fierce controversy over what is and is not an act of terrorism. The word itself was certainly first used to describe the violent repression carried out by a government against its own citizens: the ‘reign of terror’ waged by the government of revolutionary France saw up to 40,000 French citizens butchered in the space of barely a year. The chief architect of the Terror, Maximilien Robespierre, summed up its purpose succinctly: 





We must smother the internal and external enemies of the Republic or perish with it; now in this situation, the first maxim of your policy ought to be to lead the people by reason and the people‘s enemies by terror.



In the decades that followed, however, the term drifted away from the state violence of its origins and was increasingly applied to violence carried out by smaller movements and organisations. As early as 1868, for example, many American newspapers routinely described the violence carried out by the newly emerged Ku Klux Klan as ‘terrorism’ (Hurst, 1993). This shift in seeing terrorism as something non-state groups did gathered pace, and by the end of the twentieth century among the wider public the word was used almost exclusively within the context of non-state groups.

The question as to what constitutes terrorism, and who is a terrorist, however is still deeply problematic. There is no widely agreed definition of terrorism, and some writers have concluded that ‘it is unlikely that any definition will ever be generally agreed upon’ (Shafritz et al., 1991). The failure to find a widely acceptable definition of terrorism is tied to the political use of the word. Fundamentally, ‘terrorism’ is a pejorative term with a range of negative meanings. For this reason, many media organisations such as the BBC and Reuters are extremely reluctant to describe any individual or group in their reports as ‘terrorists’, preferring instead to use terms such as ‘militants’, ‘insurgents’ or ‘guerrillas’. These concerns tie into the long-standing truism that ‘one man’s terrorist is another man’s freedom fighter’. Individuals such as Nelson Mandela, for example, were labelled as terrorists for many years, and yet Mandela went on to become an internationally respected statesman. Indeed, on this point it is worth bearing in mind Audrey Kurth Cronin’s (2009) finding from a review of 450 terrorist groups that the terrorists actually win the conflict against the state in 6 per cent of cases.

Gearty (1991, p. 6) sums up well the major challenge with the definition problem when he notes:




The label itself is inevitably value-laden. Its meaning is moulded by government, the media and in popular usage, not by academic departments. The word resonates with moral opprobrium and as such is, as far as the authorities and others are concerned, far too useful an insult to be pinned down and controlled.



We will not continue further with the definition debate here – though a few of the subsequent chapters will touch on this point again – but in order to give some boundaries to the focus of this volume, we will follow the concise definition provided by Crenshaw (1992) who described terrorism as ‘a particular style of political violence, involving attacks on a small number of victims in order to influence a wider audience’. The claims as to what behaviours fit this definition still vary considerably but the focus here is very much on what could be termed ‘insurgent’ terrorism, which is essentially a strategy of the weak, adopted ‘by groups with little numerical, physical or direct political power in order to effect political or social change’ (Friedland, 1992). 

In practical terms, ‘insurgent’ terrorists are members of small covert groups engaged in an organised campaign of violence. This violence that they commit is often extreme and frequently indiscriminate. The terrorists themselves tend to live isolated and stressful lives and enjoy varying levels of wider support. Groups that fit within this framework have included movements such as the IRA, ETA, the Red Army Faction, the Italian Red Brigades and al-Qaeda.





What is

counter-terrorism

?


By and large, terrorist conflicts are not won by terrorist groups. Sometimes, however, they are lost by the states opposing them. The policies, strategies and tactics that states use to combat terrorism and deal with its consequences are referred to as counter-terrorism. Counter-terrorism is not specific to any one agency or department. It can be carried out by government departments, the military, law enforcement agencies, intelligence agencies, emergency responders and many other groups in society.

States can respond to terrorism with a range of approaches. Traditionally, states will initially attempt to deal with the conflict using existing measures to exert order and control. In Western democratic states, for example, such measures will usually be found within the criminal justice system. Frequently these prove adequate to the situation and the problem is dealt with. The threat is eliminated or else reduced to a broadly acceptable level. When the threat is more prolonged or there has been an especially provocative attack, however, the state faces considerable challenges in determining how best to tackle terrorism.

Counter-terrorism can take a variety of forms. Some of the most common approaches are listed below and it is normal for a state to use a combination of different approaches rather than to rely on just one exclusively:


• Introduction of special counter-terrorism legislation.

• Creation of specialist counter-terrorism units in state services (including police and military).

• Use of repression.

• Use of military intervention and reprisals.

• Introduce Special Incarceration and Detention policies.

• Media management.

• Negotiated settlement.



While the above list outlines some broad ways of reacting to terrorism, one common problem is that the specific aims for these different interventions can vary considerably. For example, in reacting to a terrorist group, veteran terrorism analyst Paul Wilkinson (2001) highlights that the state might be trying to:


• Tackle underlying grievances and problems (the root causes of the violence).

• Deter terrorists by introducing severe penalties and punishments. 


• Increase powers to the state (e.g. to allow search, seizure, detention, international co-operation, etc).

• Address symbolic needs (e.g. being seen to share public revulsion/outrage to an event).

• Enhance public security.

• Suppress terrorist organisations.



These aims are not always easily compatible with each other, and as a result some counter-terrorism policies which do a very good job with regard to one aim might be deeply counter-productive for another. This can give rise to counter-terrorism policy and practice overall being viewed as disjointed and flawed.

Which counter-terrorism policies are the most effective? This is not a straightforward question to answer. To begin with, as we have already touched upon the different policies do not all have the same aim and they are all trying to tackle different issues. In considering the overall impact, it is useful to start by first considering how terrorism itself is actually intended to work. Successful terrorist campaigns – from the perpetrators’ perspective – can be broken down into four general elements:


• Provocation – The terrorists carry out acts of violence, which are intended to provoke a strong reaction from the state and its forces. Normally one of the first reactions is to suspend or sideline the normal methods and operation of law and order. As the violence continues there is an increasing role for the military and special rules and regulations (often classed as ‘emergency powers’) are brought into the play. The terrorists are still referred to as criminals but they are no longer targeted or treated as criminals normally are.

• Escalation – having already convinced the state to abandon the old (and accepted) rule book, the terrorists attempt to increase the severity of attacks. This results in a demand for even greater security and protection. In response, the state takes increasingly severe and exceptional measures – sometimes including blatantly illegal tactics – in the search for victory.

• Blame – In the face of increased atrocities and rule-breaking on both sides, the conflict enters a blame phase where all parties attempt to place the responsibility for all atrocities at the feet of the other. This is the classic battle for hearts and minds.

• Endurance– The final phase. The terrorists aim to break the will and morale of the state to sustain the conflict. Amid the carnage of the escalation and the battle for hearts, the terrorists seek to convince the state and its supporters that the terrorists’ commitment to the conflict and ability to stay in the fight is greater than the state’s ability to continue to pay the mounting costs for the struggle. As belief in final victory fades, the search for ways out and alternative solutions increases.



In order for counter-terrorism to be effective then it somehow has to prevent the terrorists from realising this chain. As we consider different approaches both in this chapter and throughout the whole book is worth returning to this model and considering how does each counter-terrorism policy, strategy or tactic fit into the terrorist’s strategy. How does it hinder the process? Or is it actually facilitating the terrorists’ needs and requirements?







What works in counter-terrorism?


In confronting terrorism, the first question to ask is ‘what works?’ Because terrorist groups are so often relatively weak, the truth is that many things can work in defeating them, but they do not all work equally well. Indeed, it is crucial to recognise the fundamental weakness and frailty of most terrorist groups. They are vastly outmatched by the states that oppose them especially in the opening phases of any conflict. The Provisional IRA is a good example to use here. Widely regarded as one of the larger, more dangerous and more skilled terrorist groups of the 1980s and 1990s, it was still very weak when compared with the state it was fighting against. The average annual budget of the PIRA in the early 1990s had risen to around £11 million – a large sum compared to what most terrorist groups can raise (Horgan and Taylor, 1999). In contrast, the annual budget of the UK government in 1990 was roughly £200.9 billion.
1
 Thus in crude economic terms, for every £1 the PIRA managed to raise and spend that year, the government fighting it raised and spent £18,263.

This massive disparity in economic strength was not surprisingly also seen in manpower. In 1990, the PIRA had about 600 active members. Most of these people were part-timers who fitted in their involvement with the PIRA around other commitments and jobs. Only a relatively small proportion were full-time ‘volunteers’ (Horgan and Taylor, 1997). There were also roughly another 250 PIRA members serving prison sentences.

Opposing this organisation of some 850 members, the state had over 487,000 personnel in the armed services,
2
 162,533 personnel in the police forces,
3
 20,000 prison staff,
4
 and at least a further 7,000 people in the intelligence services. Not only were the PIRA members thus outnumbered almost 800 to 1,
5
 almost all of these 676,533 individuals were better paid, better trained and better equipped than the terrorists.

The reason for highlighting these massive differences in strength is to drive home the point that usually in any conflict between a state and a terrorist group, the state will eventually win. State victories are the rule, not the exception (Cronin, 2009). Most terrorist groups are eventually defeated and indeed most are usually defeated relatively quickly. One survey found that 90 per cent of terrorist groups were defeated within one year of their first attack (Rapaport, 1992). Of those few who managed to survive the first year, nearly half were finished off within ten years. This should not surprise us. If two business companies are competing in the same market, but one has 18,000 times more resources than the other, we would not be surprised to hear that the smaller company is driven out of business. Indeed, the larger company could be very clumsy and wasteful in many of its decisions and yet still eventually overwhelm its small rival. 


Any effort to try to highlight what works in terms of defeating terrorism has to remember this massive discrepancy in strength. A state could use one mediocre policy after another and still crush a terrorist group simply because it is so much stronger. Just because it wins does not mean that the policies used have been extremely effective. On the contrary, even deeply flawed policies can work when they are backed by such overwhelming advantages in resources.

Not surprisingly, there is a tremendous hunger among those working in the security forces for tools and techniques that can help them to counter terrorism effectively. One unfortunate consequence of this hunger, however, is the profusion of fraudulent systems that have been offered up as effective tools for countering terrorist activity. The UK government for example recently banned the export of a device, the ADE-651, which the makers had been claiming could detect explosives. Equipment that can detect the presence of explosives is not new, but the ADE-651 had the formidable selling advantages of being a handheld device that was very quick to use and could be easily carried and operated by one person. The device became popular in many countries with the Iraqi government for example spending US$85m on the devices (at a rough cost of US$40,000 each) where at the time of writing they are still widely used at most checkpoints in Baghdad.

Scandal erupted however when investigations in the UK revealed that the science behind the devices was bogus. The ADE-651 did not use any of the well-established techniques for detecting explosives and indeed the computer cards in the devices appear not to have any relevance whatsoever for such a task. As a consequence, the government stepped in to ban the export of the device and the director of the company making them was arrested for fraud.
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Yet the enormous sales success the ADE-651 enjoyed in some markets before the ban is a telling lesson in the demand that exists for simple and straightforward solutions to terrorist threats. Some similar issues exist with regard to the use of behavioural science to efforts to detect terrorist activity and it is this particular issue that attracts the focus of this chapter.

Efforts to create systems that can detect terrorists by observation alone have accelerated dramatically since 9/11, and this is an area where psychology in theory should play a clear role. At any event or location the ability to spot terrorists before violence has been committed is highly prized. Nowhere has this been more keenly illustrated than at airports and transportation hubs, which have been repeatedly targeted for attack. The attempt by Umar Farouk Abdulmutallab in December 2009 to destroy a passenger jet in flight raised concerns about the ability of the authorities to effectively screen passengers. Abdulmutallab was apparently able to carry explosive material through the screening systems of two airports – including Schiphol, one of the world’s largest and most modern airport hubs. In response to this threat, screening efforts in the UK have been stepped up. In the UK, these measures have included increased restrictions for passengers but have also seen more effort and resources invested in screening activity. The phased introduction of full body scanners – capable of providing detailed images of the body and items hidden under clothes – has been accelerated at UK airports, and the use of sniffer dogs in passenger areas to detect explosives has also been increased. 


Some new approaches have also been adopted. In particular, a further layer of security has been added with the introduction of behavioural screening at Heathrow Airport (and a strong likelihood that this new layer will be rolled out at the UK’s other major airports in due course). Heathrow adopted a behavioural screening approach just weeks after the failed Detroit attack. The system is also being introduced on London’s underground train network. While the Detroit attack itself ultimately was a failure, the bomber did succeed in smuggling explosives on board a passenger jet and was himself able to get on board despite, apparently, possessing a background that should have flagged him as a serious security concern. Behavioural screening – in theory – could have helped in this case as it works on the premise that terrorists on missions act in certain ways and that their behaviour while engaged in illegal activity will unintentionally betray their presence. This type of approach to security has been in operation – in one form or another – for many years in some airports overseas. At Heathrow, the police announced that a specialist unit of airport staff were to be trained in a new screening system referred to as the Behavioural Analysis Screening System (BASS). This new system apparently draws on an existing Israeli model and aims ‘to recognise the body language of potential suicide bombers’.
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 Among the features staff will look for will include individuals avoiding eye-contact, individuals who appear drugged; the wearing of excessively heavy or bulky clothing and the way someone handles their bag or backpack.

The evidence base for some parts of this new system is questionable – particularly with regard to claims about the specific behaviours of suicide terrorists – but in many other respects BASS bears comparison to similar systems that have been in use in the United States since 2003. In particular, US airports have been using the SPOT (Screening Passengers by Observation Technique) system for several years. This system is now used in 161 airports across the USA, and more than 3,000 Behaviour Detection Officers (BDOs) trained in the system now work in these airports.
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 Like BASS, the SPOT approach is primarily designed to detect terrorists. One difference however is that SPOT rests its foundation primarily on detecting anxious behaviour and does not make more esoteric claims with regard to suicide terrorists.

The key question with systems like BASS and SPOT is: do they actually work? The answer is mixed. These systems both assume that terrorists will act in a specific and detectable manner. BASS goes further and says that suicide terrorists will have even more specific behaviours. There is no compelling evidence, however, that terrorists have unique personality traits or genuinely distinctive behaviour profiles (e.g. Taylor, 1988; Borum, 2004; Victoroff and Kruglanski, 2009). Systems that claim that terrorists have specific behavioural signatures primarily rely on anecdotal evidence. Anecdotal cases can be useful and interesting but they are no substitute for more rigorous evidence.

SPOT does not argue that terrorists will have unique behavioural signatures but rather argues that they will display anxious behaviour and this behaviour can be spotted. Put another way, this approach is working on the assumption that terrorists experience stress when they are engaged in operations and that they will display signs of this, signs that can be detected. Despite the indiscriminate and extreme violence of many terrorist attacks, the vast majority of research on terrorist psychology has concluded that they are not mentally or psychology abnormal. On the contrary, many studies have found that terrorists are actually psychologically much healthier and far more stable than other violent criminals. Psychologists have gradually been forced to accept that the outstanding characteristic of the terrorists is their normality. Thus, in short, there is no obvious barrier to their experiencing and displaying emotions and states that are experienced by members of the general population. As a result, they are as capable of experiencing stress, fear and anxiety as everyone else (Silke, 2004).

It is possible of course to reduce the level of stress experienced in any given situation. The main approaches to overcoming stress effects in cognitive processes is to change either how the stressful situation/event is perceived, or, secondly, to engage in training to develop appropriate patterns of behaviour. Experience of similar situations has been found to be very beneficial in reducing the negative impact of stressful/dangerous situations. A major tenet of most organisations that must deal with critical incidents is that staff need to be appropriately trained in order to cope effectively with the stress and anxiety impacts of critical incidents.

The more experience of a stressful situation an individual has the better able they are to cope and the less anxiety they experience. Training plays a pivotal role in managing stress reactions. A range of techniques has been tested for ‘stress-proofing’ individuals, with controlled exposure (especially in the form of simulation training) playing a key-role. Well designed simulation training has generally been found to be an effective rehearsal for real events. Ultimately, learning and training are the cornerstones of the prevention of negative reactions to stress in dangerous situations.

Terrorist organisations however are rarely able to provide their members with extensive training to help them prepare for the stress of carrying out an attack. As a general rule terrorists will often be more vulnerable to acute stress than personnel in the military or police (where resources and opportunities for training are far greater). The issue of relatively limited training can certainly also apply to terrorists who are planning suicide attacks. While the terrorist teams who carried out the 9/11 attacks appear to have had extensive training and preparation in the build-up to the event, most suicide terrorists receive far more limited preparation. For most of the plots in the UK over the past decade, normally only one or two members of each terrorist team had received specialised training overseas and even this was usually restricted to just a few weeks or at most a few months in a camp somewhere like Pakistan or Afghanistan.

In real terms such training is quite limited and would not, for example, meet the basic training requirements for most modern Western militaries. Further, most members of the plots do not even receive this limited preparation.

Limited training is also a common feature of suicide terrorism elsewhere. Speaking before US Congress, Ariel Merari (2000) an Israeli expert on terrorist psychology noted that in the case of Palestinian suicide terrorism: 





Once the … people responsible in the organisation are convinced that the person is serious they put them usually in a training process that may last in most cases from weeks to months.



Indeed, it has been noted by a number of sources that the level of training Palestinian suicide terrorists received in the second intifadeh declined even further compared to what their predecessors received in previous years (e.g. Bloom, 2005). Many bombers appeared to have had only a few days’ preparation and training. In such circumstances, suicide bombers can be expected to be especially vulnerable to stress effects. In the Palestinian case, the terrorist organisation tries to minimise this by having a relatively large support group who guide and direct the bomber and only leave his or her company when they are very close to the intended target.

Such support groups are not generally a feature of al-Qaeda suicide attacks in the West, however, and potential bombers here are much more dependent on their own decision-making, reactions and preparation in carrying out attacks. In such circumstances, it is quite reasonable to argue that terrorists – including suicide terrorists – will generally feel high levels of stress indeed and will show signs of anxiety. Approaches that work on this basis then are on much more solid ground than those that are based on untested anecdotal theories of how suicide terrorists act.

However, even with the anxiety approach, problems remain. The most fundamental one is that while one can spot anxious behaviour, one cannot tell from observation alone why the individual is anxious. Major airports are stressful environments at the best of times. Missed connections, flight delays and cancellations, missing luggage, tiredness, sleep deprivation, crowded environments, long queues and so on all have impacts. Indeed, for many (if not most) being stressed and anxious is an entirely routine experience at a busy airport.

As a result, a system that relies on detecting anxious behaviour is in real danger of being swamped. It is perhaps not terribly surprising then to learn that even though SPOT has been in use in the United States since 2003, the system has not been credited yet with even one clear terrorist detection. This is not for a want of effort. Since 2006, officers using SPOT have identified on average 70,000 passengers each year who are marked for further screening. In 2006 and 2007 this led to between 400 to 600 arrests each year. These numbers rose in 2008, when SPOT identified 98,805 passengers for additional screenings, leading to 813 arrests.
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 To date, SPOT has flagged over 250,000 passengers for further attention and has led to some 2,000 arrests. It has not, however, clearly yet led to even one terrorist conviction. Nevertheless, the system is still primarily seen and sold as a counter-terrorism measure.

Given the relative failure of SPOT to catch actual terrorists, is there really a point in these types of systems and should their introduction in new locations and countries be encouraged? The answer depends on a number of factors. In both the USA and the UK, the authorities have been keen to stress that behavioural detection systems at airports are simply one layer – and by no means the most important – in a multi-layered screening system. Other screening measures – metal detectors, pat-downs, sniffer dogs, body scanners, explosives detectors, etc – all continue to be used. Behavioural detection systems are seen as an adjunct to these other systems and not as a replacement. This is unquestionably sensible.

One value of SPOT and its kin is that it adds an extra level of security for terrorists to contend with. Al-Qaeda, for example, has shown a great interest and ability in developing methods to penetrate traditional screening measures. A system like SPOT or BASS adds an extra layer that the group must contend with. Even if the likelihood of an actual terrorist being detected is extremely low, it is one additional factor that the terrorists must consider in their planning and preparation processes (Clarke and Newman, 2006). How much attention al-Qaeda devotes to this particular issue is debateable but the authorities are certainly hoping that it makes the terrorists’ task at least slightly more difficult.

The fact that these systems have led to the arrest and conviction of other offenders should not be disregarded either. After all, SPOT has helped to catch individuals on charges of murder, kidnapping, drug smuggling, weapons violations, identity fraud, illegal immigration, outstanding warrants and other offences.

Perhaps crucially, these benefits have been achieved at a very low cost. Running the SPOT system cost the USA a very modest $3.1 million in 2008 (though this does not include potential costs caused by the disruptions to the 9,000 passengers who were sent for police questioning but released without charge). It is likely that the system being rolled out at Heathrow and London’s underground systems will also be fairly cheap to introduce and run. Behavioural Detection Officers in the US receive only four days’ classroom training in the system, followed by 24 hours of on-the-job training.
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 Certainly, in comparison with the vastly higher amounts needed to acquire and run other screening systems such as metal detectors and full body scanners, the outlay for behavioural systems is so low that doubts and concerns over its effectiveness are not as critical.

Given the relatively modest costs involved in introducing systems like SPOT and BASS at airports and other transportation hubs, it is likely that we will see the continued spread and expansion of this approach. It allows the authorities to be seen to be taking action with regard to serious threats but does not entail heavy costs and crucially does not significantly impact on passenger experiences or travel times. There are also likely benefits for the morale of staff, who may feel they have a better understanding of the potential threats and now possess more confidence and knowledge about meeting the challenges involved. Whether such systems actually result in terrorist convictions or act as a serious deterrent to terrorist attacks is much less certain, and expecting great results in those terms is not justified. Nevertheless, so long as the relevant authorities have modest expectations and a realistic understanding of the limits of this approach, then there should be no serious problems. Used as a low-cost supporting element in a multi-layered screening effort, behavioural detection can have value. Placing a very heavy reliance on them, however, is simply asking for trouble. 








Counter-terrorism ‘policies’, not ‘policy’


The second critical issue is that states use a range of policies and tactics to defeat terrorism, at least several of which are usually in operation at any one time. If the terrorist group is defeated while a wide series of different policies are in play, it can be impossible to tell for certain what impact any one policy has had on the conflict.

To take an analogy, imagine a doctor administers ten different drugs in the same week to a patient with a troublesome disease. The patient comes back a month later, cured of the illness. How can you tell which drug helped? In hindsight, you simply cannot. However, the drug companies that manufacture the ten drugs will all try and claim that it was their particular drug that had the most positive impact!

Reviews that try to identify ‘what works’ in combating terrorism face this same problem. In reality, most of these reviews say essentially not what works, but rather they simply list what states have tried. Cronin (2009) has provided a variation on this theme by highlighting how terrorist campaigns are ended. She examined the life cycles of 450 terrorist groups and identified six scenarios in which the campaigns were finally halted:


• The terrorists leaders are captured or killed.

• The terrorists are crushed by state repression.

• The terrorists win (which happened in 6 per cent of cases).

• The terrorist group moves away from politics and into criminality.

• The terrorists negotiate and accept a compromise settlement.

• The terrorists lose popular support.



Cronin argues that the state should try to facilitate one of these scenarios in order to bring about the demise of a current group. Let us assume that no state will be particularly keen on option 3 (the terrorists winning the conflict) and focus on the rest. One immediate challenge is which option do you go for? Which works best? Cronin does not say. Indeed she cannot. The evidence does not exist to provide that type of answer. This was simply an assessment of what happened in the run-up to the terrorist groups finally laying down arms.

Another problem is that some of the scenarios are incompatible with each other. Repression and killing the terrorist group leader would probably be very compatible, but a mix of repression and negotiation seems unlikely to work. Thus, if a government favours one scenario it can weaken the ability to also try to incorporate elements of some of the other approaches.

The current UK policy aimed at jihadi extremism – of which there is much more below – is probably primarily focused on a scenario of terrorists losing popular support combined with weaker elements of terrorists being crushed by state repression. There is currently no role for negotiation and no sense of terrorists being encouraged to move into criminality either. 








Case Study: Counter-terrorism in the UK


The UK has certainly had a long history of facing threats from terrorism and politically-motivated extremism. The gunpowder plot in 1605 would clearly – and reasonably – be seen as an act of terrorism if it were attempted today (Bowden and Davis, 2008). The measures taken by the state to counter terrorism threats have evolved steadily over the course of the past two centuries in particular.

In the modern era, though, counter-terrorism in the UK is guided by what is called the CONTEST strategy.
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 CONTEST (COuNter TErrorism STrategy) aims to tackle terrorism in a holistic way. The strategy was first introduced in 2003 and an updated version (CONTEST 2) was added in 2009, though the main principles of both versions are the same. CONTEST focuses not only on identifying and apprehending active terrorists but also on tackling the root causes of extremism in order to deprive terrorist groups of recruits and support from communities. Added to this, CONTEST also acknowledges that terrorist attacks may still occur despite the best efforts of law enforcement and the intelligence agencies, and as a result the strategy incorporates an important resilience strand. This is aimed at ensuring that there will be a capable emergency response if a terrorist attack occurs and that society will be able continue to work effectively in the aftermath.

Four key elements provide the foundation for CONTEST.
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 These are commonly known as the four pillars or four Ps:


• Prevent is aimed at stopping radicalisation and is also the strand most keenly aimed at winning the battle for hearts and minds. The prevent strand aims at deterring people who encourage support for terrorism, and tackling the root causes of extremism.

• Pursue is aimed at identifying and disrupting existing terrorist networks and operations. Intelligence work plays a major role here in efforts to identify and monitor potential threats. This strand is also concerned with the collection of evidence to secure the conviction of terrorists.

• Protect is concerned with reducing the UK’s vulnerability to terrorist attacks. Elements in this strand aim to make it more difficult for terrorists to move in and out of the UK through enhanced border security. This strand is also focused on the protection of the nation’s critical infrastructure, sites and facilities which if attacked could cause massive disruption. Target hardening of such sites against attack is an important aspect of this strand.

• Prepare is the final strand. This recognises that it may not be possible to prevent every single terrorist attack and planning is needed for improving the nation’s ability to respond to an attack if it occurs. Efforts are made to identify potential risks and scenarios and to build up training and capabilities to respond to these as effectively as possible.




Figure 1.1 below provides an overview of how the aims of the Contest process fit together in terms of tackling terrorism. 





[image: ]


Figure 1.1 The aims of the UK CONTEST strategy

Adapted from Weston (2005).





In many respects, insights from psychology are perhaps most obvious when exploring the PREVENT strand. PREVENT is aimed at stopping radicalisation and is also the strand most keenly aimed at winning the battle for hearts and minds. This has been developed with a clear focus on jihadi extremism in the UK, though in theory the principles should apply to any violent extremist movement.

Al-Qaeda has enjoyed little apparent success in the UK in recent years. There have been no successful attacks whatsoever since the bombings in July 2005; the number of plots appears to be declining; and, if court cases and prisoner numbers are reliable indicators, the number of fresh recruits to the cause in the UK are falling as well. Does this then mean that the battle is almost over on these shores and that al-Qaeda is a largely spent force in the UK? Have we entered the beginning of the end?

Victory in any terrorist conflict ultimately depends on two critical factors. One is the intelligence war. Each side must protect its own secrets and plans while uncovering those of the enemy. The second, and arguably the more important, is what has come to be called the battle for hearts and minds. This is a psychological struggle to win and hold support. So long as a terrorist cause enjoys a significant amount of popular support, then a conflict can continue. If that support ebbs away, however, then the terrorists and their cause become fish out of water and their days are numbered.

How then is the battle for hearts and minds going in the UK? PREVENT was for a long time the poor relation in the UK government’s counter-terrorism portfolio. The vast majority of work and funding was applied in other areas. The relatively peripheral nature of PREVENT can be illustrated in looking at the resources invested here. In 2006 the police Anti-Terrorism Branch was merged with the Metropolitan Police Service’s Special Branch to create a new organisation: special operations 15 (SO15) counter-terrorism command (CTC). By 2007, some 2000 police and support staff were involved in running the CTC and its three regional units.

While the CTC is certainly heavily involved in the PURSUE element of CONTEST, very little effort seems to be focused on PREVENT. One notable exception, the Muslim Contact Unit (MCU), has played an important role in building positive links between the police and Muslim communities.
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 Established in 2002, the Muslim Contact Unit aimed to create partnerships with Muslim community leaders who could help tackle the spread of extremist propaganda in London. This helped to facilitate some pioneering counter-terrorism community engagement projects. The Muslim Contact Unit’s remit was then expanded to cover all of England and Wales however resources for this activity have remained extraordinarily limited with in theory a maximum of only eight officers assigned to the work of the Unit (and in practice often less than this) (Thiel, 2009). Eight officers out of a staff of 2,000does not suggest a high priority area for work.

The overall government budget for counter-terrorism work also drives home the relatively peripheral nature of support for PREVENT activity. Investment in counter-terrorism overall has increased enormously since 2001 when roughly £1 billion was spent on UK security costs. By 2009, annual spending on counter-terrorism had reached £2.5 billion and this is expected to rise to £3.5 billion by 2011.
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 Exactly how much was being spent on PREVENT-related work was unclear until the report of the Communities and Local Government Select Committee (2010), which highlighted that for 2008–2009, the government had allocated some £140 million on meeting the key deliverables in this area. Bearing in mind that the total CT budget for 2009 was £2,500 million this tells us something about the relative importance of PREVENT in the government strategy in real terms. Even more ominously, the Home Office has already warned that funding for PREVENT projects is set for a sharp fall in the coming years given the harsh current economic climate.

One reason for the relatively peripheral nature of PREVENT is not necessarily a widespread belief that the hearts and minds battle is unimportant, but rather widespread uncertainty as to what actually works in this arena.
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