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Foreword

Disasters are as old as mankind. In ancient Egypt the Nile flooded at regular intervals, bringing in its wake a swathe of devastation involving great loss of life and ruined crops. The Roman cities of Pompeii and Herculaneum were destroyed, and countless lives lost, when Mount Vesuvius erupted in AD 79, whilst many cities in the middle East have been ravaged by earthquakes. The list is endless, but to confine such events to history would be foolhardy: the volcanic eruption on the island of Montserrat, as well as the recent flooding of China’s Yangtse river, serve as a timely reminder that the devastating forces of nature are forever with us.

However nature is not alone in generating disasters. Man’s ingenuity has seemingly no bounds and ambitious feats of engineering have led for example to faster travel by land, sea and air; the use of nuclear power; projects such as the Channel Tunnel and the World Trade Centre as well as bridges of prodigious span and height. All have been designed or developed to improve the quality of life and in most cases they have. Sometimes, though, things go badly wrong and when they do the effects can be no less devastating than what insurers and lawyers euphemistically describe as an ‘Act of God’.

Occasionally our daily routine is disturbed by a major disaster such as Chernobyl, when millions across Europe were affected by the explosion at the nuclear power plant and the subsequent radiation fallout. Etched, too, on the minds of many people are the King’s Cross underground fire, the explosions on the Piper Alpha platform and at Buncefield and the recent train crashes at Ladbroke Grove, Hatfield and Potters Bar. All such disasters, whether natural or man made, ancient or modern, share certain characteristics: sudden and overwhelming destruction combined with extensive death and serious injury for all in the vicinity.

If we can be certain of one thing it is that other disasters are waiting to happen. The questions are what?, where?, and when? What devastation would result if for any reason a plane faltered on its approach to a major airport, flying over the densely populated city it serves? What if we suffer another Chernobyl-type explosion? Could there be another September the 11th and further terrorist outrages such as those that occurred in Spain, Jordan, England and Egypt? These are questions many dare not contemplate, preferring instead to hope that such events will never happen.

Some, however, do not enjoy that luxury. Those entrusted with the vital roles of disaster management and emergency response must constantly plan to mitigate, so far as possible, the carnage and damage which inevitably follow a disaster and restore normality as soon as possible. There is no place today for the fatalism of earlier times when the view prevailed that little could be done, either before or afterwards, either to prevent or alleviate disaster. Notwithstanding that Noah’s Ark may be regarded as one of the earliest examples of disaster management, it is only comparatively recently that serious attempts have been made to effectively plan, integrate and co-ordinate the efforts of services – public and private – as they address the effects of a major incident.

Disasters do not come much larger than the 11th September atrocity in New York, but the speed and efficiency displayed by the emergency services to firstly save life and, subsequently, clear the site could not have been achieved without an emergency response plan. Furthermore, the speed with which London got back to normal business following the explosions on 7 July 2005 was the result of careful planning for such an emergency. Both events remind us that we all have to be prepared for such incidents, particularly businesses for which major interruption could be fatal.

Matters such as emergency planning, business continuity, crisis management, disaster recovery and medical response need to be considered not only by the emergency services but also within organisations vulnerable to disaster. This book, wide in its scope, carefully pulls together all these issues. Looking at case studies, and the important areas of insurance and loss prevention, the book also reviews the modern scourge of terrorism. It is a timely publication and will be a valuable source of reference for those with responsibility for Disaster and Emergency Planning as well as those studying for the NEBOSH Module.

John Barrell

Leicester, March 2006




 Preface


Tolley’s Handbook of Disaster and Emergency Management: Principles and Practice has been produced to assist those who are either directly or peripatetically engaged in Disaster or Emergency Management issues. In the broadest context the Handbook will be of use to those in Occupational Safety and Health, Emergency Planning, COMAH operations, Civil Defence, Business Continuity and Insurance, Loss Prevention, Risk Management, Fire Safety, Public Health and Environmental Management. It is relevant to both the private and the public sectors.

The publication will also be of interest to practitioners in countries which have a similar approach to that of the UK because of the inclusion of information and case studies relevant to all those with responsibility for Crisis, Disaster and Emergency Management.

The Handbook’s remit is to focus on ‘human-made’ and industrial disasters. The field of Natural Disaster Management is likewise a comprehensive body of knowledge with its own methods and theories that deserves a separate treatment from this Handbook.

As with its previous editions, the third edition emphasises common generic themes that cut across industrial sectors. Topics such as crisis planning, business continuity, insurance, fire safety, construction and design, training to name a few are themes that affect all organisations. Where appropriate, chapters have been updated and the book now incorporates the Civil Contingencies Act of 2004, the COMAH (Amendment) Regulations of 2005, and discusses the draft Corporate Manslaughter Bill for England and Wales. The third edition also has new publishers in Elsevier. Nevertheless, it follows the well-known and respected style of clarity and accuracy that is synonymous with the Handbooks developed by its previous publishers, LexisNexis Tolley.

Essentially, this publication is a reference source written by practitioners in their specialist fields of operation. It forms the starting point for further reading and research rather than a complete treatise on what is a very vast and developing body of knowledge.

Apart from its value as a practitioner’s Handbook, it is also a source for academic and vocational courses in Disaster and Emergency Management such as the new NEBOSH Specialist Diploma in ‘Disaster and Emergency Management’, courses offered by the Emergency Planning College, those of the Emergency Planning Society, Business Continuity Institute, the Institute of Civil Defence and Disaster Studies, the International Institute of Security and Safety Management, the College of Teachers and other professional bodies.

This Handbook is one of many other useful sources in the field of Disaster and Emergency Management. However, it is probably the first compilation by practitioners in the UK of a generic and practical source of information in the field of Industrial Disaster Management.

We would like to thank Elsevier, in particular Doris Funke, for their co-operation and patience in the updating of this Handbook, as well as all the original contributors who generously gave of their time to produce their respective chapters. That having been said, the third edition has been brought up to date solely by ourselves, and any omission or error is solely the responsibility of the co-editors and not that of the original contributor.

We hope that the Handbook continues to provide information and guidance to all those readers who are pursuing academic careers but, more importantly, perhaps, assists those who are tasked with the responsibility of making their organisations safer and more efficient in terms of the emergency management, in its widest context, by providing relevant information and guidance.



Tony Moore and Raj Lakha
March 2006
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In this chapter:


	Historical Background

	Terminology

	Reasons for Business Continuity Management

	Approaches

	Conclusion





Historical Background

1.1


‘The King is dead. Long live the King’
 
‘Business Continuity’ is not a new discipline. Its origin is probably as old as anthropoids battling with natural and socio-economic catastrophes. Humans are not alone in the endeavour to survive as a social entity and to recover from tragedies. Creatures such as bees, hyenas, foxes, elephants and a range of other mammals employ bio-chemical methods of identifying threats, developing collective responses and recovering after loss.

There have been different global traditions to the development of ‘Business Continuity Management’ (BCM), some of which are summarised below.


Machiavelli

1.2

In his book, The Prince, Machiavelli’s answer to the loss suffered by a ruler, his wealth and the state was to behave like a ‘lion’ or ‘fox’ and to grab resources from others; continuity or survival does not have to be via legitimate means.



Russell Dynes

1.3
 
Sociologist Russell Dynes writes that the earthquake in Lisbon, Portugal at around 9.30 am on 1 November 1755, was probably the first instance in post-Enlightenment Europe where the nation-state had to take responsibility for the management of the consequence and the re-establishment of infrastructure, communications and civil defence. With the loss of around 70,000 people, the destruction to property and assets of the nobility and royalty, the State responded by creating continuity for Lisbon and its reputation as a centre for the arts and culture. Whilst this was a sort of reactive and ad hoc Business Continuity Strategy, it was one nevertheless that taught valuable lessons to other European states (International Journal of Mass Emergencies & Disasters, pp 97–115, Vol 18, No 1, March 2000).



Karl Marx

1.4
 
In Das Kapital (Volume 3) and Theories of Surplus Value, Karl Marx makes two key observations. First, he notes that when the markets have failed, the motive of re-establishing the factory is contingent on the entrepreneur and the market having a personal gain from investing. In the language of pre-Turnbull 1980–1990s, this meant the FTSE companies and the market itself will only invest in ‘business continuity’ if a direct, tangible and quantifiable gain can be forecasted. Second, Marx also notes that where there is surplus labour and the market value of labour is low, the entrepreneur does not need to worry extensively about ‘key persons’ being lost or property being destroyed as this can be recovered due to the low cost of re-establishing the enterprise. In both cases ‘business continuity’ will only happen and only work if it assists the particular interests of a group, company or nation state.



Malinowski

1.5
 
The Anthropologist Malinowski in his studies of the South Pacific Trobriand Islanders in the 1920s noted how they had developed rituals and rules that guided them when the fish catch was poor or when nature showed no mercy. These codes explained the event, the impact on other functions of their society, the actions to be taken to restore normalcy and the behaviours to be avoided in the future that displeased the gods.



Kibbutzim

1.6
 
The Israeli Kibbutzim is a model of how social enterprises share risks and if one was to suffer major loss or disaster, a mechanism for the transfer of resources exists from one Kibbutz to another. This reflects the principle of continuity through co-operation.



Continuity strategies

1.7
 
The experience of the USA in the 1800s saw major fires, earthquakes and flooding. For example, the Great Chicago Fire of 1871, The Boston Fire in 1872 (which destroyed 800 buildings) and, in 1886, the Charleston Earthquake in South Carolina which destroyed 90% of buildings in City. There was a growing realisation that without adequate ‘continuity’ strategies there would be dire economic and political implications.



IT recovery strategies

1.8
 
It was in the 1970s in the USA, with the growth of Information Technology (IT) and the large mainframe computers that risks of catastrophic failure were being mooted. The banking sector in particular began to consider IT recovery strategies. Not only was this required for internal financial survival but USA banks formed the basis of national and global financial economic stability. Failures in IT systems in one bank could have chaotic effects worldwide.



‘Year 2000 Bug'

1.9
 
The most recent and important impetus to the formalisation of BCM as a discipline has been the ‘Year 2000 Bug’ (Y2K). The prognostication that failures to back-up data, make alternative IT arrangements and to ensure diagnostics of computers would lead to billions of dollars of losses led banks, governments, industry and professional bodies to develop various advisory documents. For example, the Health & Safety Executive (HSE) and the Department of Trade and Industry (DTI) produced various diagnostic guides, identifying how to ensure that computers could continue to function, back up systems, informing suppliers and customers etc.




Terminology

1.10

BCM is not the same as Disaster Recovery, Emergency Management, Disaster/Crisis Management or Contingency Management. All of these different approaches are dimensions of ‘Major Incident Management’ (managing those catastrophic but rare events that require special arrangements in the mobilisation of human, financial, physical and informational resources) – see Figures 1 and 2 below.

Note: To exemplify the differences, consider an example of a fire in a school.


[image: ]
Figure 1: Different dimensions of Major Incident management
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Figure 2: How BCM differs


Meaning of Business Continuity Management (BCM)


Three elements

1.11
 
The Manual, Emergency Preparedness, which accompanies the Civil Contingencies Act 2004, defines Business Continuity Management (BCM) as ‘a management process that helps manage the risks to the smooth running of an organisation or delivery of a service, ensuring that it can operate to the extent required in the event of a disruption’ (Glossary, p. 215).

The Office of Government Commerce (OGC) (‘A Guide to Business Continuity Management’ (2001) Stationery Office, p 12) tells us that BCM has three main elements:



	prevention;


	planning;


	transfer.




A related document called ‘An Introduction to Business Continuity Management’ (Central Computer & Telecommunications Agency (CCTA) (1995) HMSO, p 7) says:



‘BCM is concerned with managing risks to ensure that at all times an organisation can continue operating to, at least, a pre-determined minimal level’.



The CCTA also adds that BCM is about enhancing corporate performance, open ended, flexible, needs to be integrated into and with other core business functions and is an issue that needs to be lead from by senior management.



Multi-disciplinary process

1.12
 
Others such as the De Montfort University/IDS Study (‘Business Continuity Management: Preparing for the Worst’ (1999) IDS, p 5) say that BCM is an open, proactive, preventative, holistic, multi-disciplinary process involving a variety of stakeholders. It’s not just about ‘response’ but about ‘adding value’.



Preventative and recovery controls

1.13
 
Another definition of BCM is given in BS ISO/IEC 17799:2000 (‘Information Technology – Code of practice for information security management’, BSI, 2000, p 56), ‘Objective: To counteract interruptions to business activities and to protect critical business processes form the effects of major failures or Disasters. A business continuity management process should be implemented to reduce the disruption caused by Disasters and security failures (which may be the result of, for example, natural disasters, accidents, equipment failures, and deliberate actions) to an acceptable level through a combination of preventative and recovery controls’.



A business issue

1.14

The Business Continuity Institute (‘BCM: A Strategy for Business Survival’) says that:



‘BCM is not just about disaster recovery, crisis management, risk management or about IT. It is a business issue. It presents you with an opportunity to review the way your organisation performs its processes, to improve procedures and practices and increase resilience to interruption and loss’.



In addition,



‘Business Continuity Management is the act of anticipating incidents which will affect critical functions and processes for the organisation and ensuring that it responds to any incident in a planned and rehearsed manner’.





Characteristics of BCM

1.15
 
In summary, it can be inferred from these definitions, BCM has the following characteristics:



	Proactive – developing continuity solutions beforehand to be prepared when a Disaster or Emergency strikes.


	Resourcing and ensuring that money, people, machinery etc can be called upon to ensure business survival.


	Efficiency focused – BCM is not a drain on resources. Use cost benefit analysis to show the merits of the approach.


	Value adding – both financial, corporate and social.


	Essential services and personnel need to be deployed to ensure continuity.


	Normalisation being a key goal – to ensure that after the Disaster or Emergency the operation gets back to some element of ‘what it was like before’.


	Time focused – BCM is about realistically setting short, medium and long term plans to achieve that normalcy.


	Information management to key suppliers, contractors and personnel.


	Top management led.




Thus, BCM is concerned with PREVENT IT – the direct and indirect, insurable and uninsurable losses through better continuity preparedness.




Reasons for Business Continuity Management

1.16


Corporate governance reasons

Whilst the Turnbull Report (Institute of Chartered Accountants of England and Wales, 1999) does not overtly comment on BCM, the whole thrust of the Report is to ensure that financial crisis that were prevalent in the 1980s and early 1990 on the London Stock Exchange (largely due to ‘insider dealing’ or lack of corporate governance) can be averted through effective boardroom control. Turnbull noted the financial and human implications of business interruption, employment implications and, indeed, reputational loss. In short, sound business management is not just about finance and marketing, it’s also about Boards being able to ensure long-term corporate survival.

The British Standards Institute (BSI) produced BS PD 6668: 2000 (‘Managing Risk for Corporate Governance’, Robbins & Smith, BSI). This was in response to Turnbull and meant to provide a practical set of actions for managers to ensure effective governance at the ‘shop front’. This document does refer more overtly to continuity and factoring this into decision-making processes at strategic, operational and tactical levels of management. This is an important statement in that BCM is not the exclusive domain of senior management but as a concept and approach, needs to flow through all layers of the organisation.



Insurance and loss control reasons

1.17
 
For those enterprises seeking ‘business interruption insurance’ or ‘key person insurance’, most insurers and brokers will want to see evidence of some BCM in place. The premium is correlated to the risk of interruption or the loss of key person(s) and any mitigation of such risk via BCM is rewarded by the insurer through a reduction in premium.

Effective BCM is one way of mitigating future losses (insurable or uninsurable). For instance, the ability of the organisation to start operating after a Disaster or Emergency will impact on the quantum of financial loss – the longer the delay in becoming operational the greater the financial losses (cash flow, balance sheet, bank credit, etc).



Legal reasons

1.18
 
In the UK, there is now legislation, by virtue of the Civil Contingencies Act 2004 and the accompanying Regulations, which imposes duties on some organisations to develop BCM.


	The Civil Contingencies Act and accompanying Regulations requires Category 1 Responders to maintain plans to ensure that they can continue to exercise their functions in the event of an emergency as far as is reasonably practicable. The Act also requires local authorities to provide advice and assistance to those undertaking commercial activities and voluntary organisations in relation to BCM in the event of an emergency.


	The Data Protection Act 1998 requires organisations to have ‘back-up’ strategies in place as well as the capability to retrieve data. This involves making copies, locating copies in different locations, keeping a balance between electronic and hard copy formats.


	The Control of Major Accident Hazards Regulations 1999 (SI 1999 No 743) (COMAH) and accompanying guidance from the HSE/Environment Agency/Scottish Environment Protection Agency (SEPA) does ask COMAH operators to think about the consequence of a Disaster – the clean up process on and off site, the importance of co-ordination centres, informing personnel of the event, developing recovery strategies and safely re-establishing the operation.




There is no European Directive at the time of writing on BCM. There is also a lack of case law in England and Wales on BCM.



Social reasons

1.19
 
Often ignored in the discussion of BCM is the importance of ‘sustainable businesses’. One often hears of ‘developing sustainable communities’ that are resilient to natural and man-made Disasters. It could be said, resilient and sustainable businesses are the nucleus to ensuring social continuity as businesses become operational, then people get back to work, re-establish their work connections, start interacting with customers and suppliers and in general ensuring that economy and community start to function. Especially where there is the potential for natural Disasters such as flooding and earthquakes, strong business networks, business support from government and banks will yield social dividends. It could be said that in the Turkey or the Gujarat earthquakes there was an imbalance, with a greater focus on ‘Disaster/Crisis Management’, ‘Emergency Management’ and very little by local authorities on getting credit, facilities and infrastructure to their businesses, no activation of pre-developed local BCM strategies etc. Therefore, BCM has a value beyond the organisation – it can contribute (whether overtly or covertly) to social survival.



Humanitarian reasons

1.20
 
Whilst the private sector could argue it does not owe the community a moral duty to possess BCM, the public sector in particular does. As a provider of services to the community, a hospital, school, college, university, power station, road maintenance agency etc will be under pressure to ‘get back to normal’ and ‘start operating as soon as possible’. BCM is not just a private sector preoccupation but also one that public bodies also need to develop separately and fuse collectively. It can be noted the guidance and advice from the CCTA and OGC – both government bodies – that BCM is for organisations irrespective of sector.




Approaches

1.21
 
There are a variety of approaches to the development of BCM for the organisation. The principal ones that shall be examined include the approaches from:



	BCI/BSI PAS 56 (BS 25999 pending);


	the UK’s Department of Trade and Industry (DTI)/Visor Consultants;


	Office of Government Commerce (OGC)/Computer and Telecommunications Agency (CCTA);


	Incomes Data Service (IDS)/De Montfort University;


	Australian National Audit Office (ANAO);


	Disaster Recovery Institute of Canada (DRI);


	BS ISO 17799:2000.





BCI & BSI PAS 56 Approach (BS 25999 pending)

1.22
 
The Business Continuity Institute (BCI) approach is illustrated in Figure 3 below.


[image: ]
Figure 3: The BCI view of BCM as a five-step process


Note: The BCI are suggesting that the organisation needs to appreciate that these steps are guidelines only and need to be made bespoke to one's operation, sector and corporate culture.


Stage I: Understand your business

1.23
 
The starting point is to step back and look at the organisation holistically. This is a business-critical step as most organisations will focus immediately on, say, a Risk Assessment or a Business Impact Assessment before embarking on a ‘health check’ of the organisation. There are four fundamental questions:



	What does the organisation do – what is it all about? — Analyse the organisation as a system of inputs (people, material, time, finances), process (mechanical, human, ergonomic), output (the product and/or service), the feedback (stakeholders). Look at the external and internal factors shaping the organisation and the type of corporate culture prevalent. Also consider the philosophy, mission and values the organisation holds. It is a case of defining the ‘systems boundary’, its goal and objectives. A schematic diagram showing the parts, hierarchies and functions is a helpful aid memoire.


	When will the organisation achieve its goals? — This is a case of delineating time scales and determining what plans will be needed in the ‘short, medium and long terms’.


	Next, identify who are the key stakeholders — both internally and externally to the organisation. That is, the people who make the product or service possible. The range includes employees, contractors, investors, bank, customers, suppliers etc.


	Identify the techniques, methods and strategies the organisation intends to use to achieve its goal and objectives — Is the operation highly dependent on technology or people? Is there a Business Plan? Do adequate finances exist, etc?




The organisation can then ask what types and exactly how would ‘risks’ and ‘business impacts’ affect the four questions/areas examined? The risks can relate to health and safety related, financial, marketing, reputational, legal, corporate governance as well as others. The Business Impact Assessment could quantity the impact of Disasters/Emergencies in a scale of 1–10 or more qualitative (‘low, medium or high’). Likewise, the BCI suggest Risk Assessments could follow a similar approach. The Risk Assessment focuses on internal and external threats whilst the BIA asks how failures in mission critical functions would affect the organisation and its goal. The latter is more holistic and macro.

Stage 1 requires the support of all stakeholders, in particular the Board and the Directors. There has to be a commitment and acceptance of the BCM path entered into as well as any critical findings. Stage 1 can be summarised as a ‘reality check’; know the organisation – its strengths, weaknesses, limitations and delineate/prioritise critical functions without which the organisation cannot survive.



Stage 2: Continuity strategies

1.24

The next step is to determine the options to ensure the organisation can cope with the risks identified and continue operating. These options are summarised below.


‘Do nothing'

1.25
 
This is a form of ‘risk retention’. The Board may perceive that it can ‘take the risk’; that it can cover the risk exposure from either cash flow or liquidating other assets at time of need. This judgement may be due to either the chance of mission critical functions failing as being very low or because retention is more cost effective as against, say, insurance or, indeed, it is custom and practice in that sector to retain risks.



Changing or ending the process

1.26
 
The Board may decide to alter the way it operates and its key policies and procedures. Stage 1 may have indicated the organisation is not keeping apace with industry best practice or reflecting latest legislation. The organisation could consider organisational redesign (ie become more flexible), revaluate its use of technology, consider the volume and quality of its operating procedures, decide if it can operate on a smaller basis without a significant marginal loss of income and also focus on the product and service it offers – quality, quantity and deliverability.



Insurance

1.27
 
Insurance is the main form of ‘risk transfer’. Whilst the organisation cannot transfer the hazard or danger or business threat, it can transfer the associated quantifiable commercial risk. Again, the Board has to consider the cost and benefit of insurance. For example, ‘business interruption insurance’ is an indemnity against unexpected and predefined perils (strikes, natural, electrical failings, non-payment by customers etc). Whilst this sounds attractive, the Board has to consider the probability of the policy ever being activated, the terms and conditions imposed and the total premium payable as against the payout. In short, the BCI suggest that insurance is one option to consider and not the first and only option.



Loss mitigation

1.28
 
Loss mitigation are strategies to cope with the losses when they strike. Such losses can be direct, indirect or uninsurable. This option could consider renegotiating credit with the bank, possible alliance/merger with another, purchasing stock from another, changing markets, assessment of assets and liabilities to dispose of, etc.



 Business Continuity Planning (BCP)

1.29

The Manual, Emergency Preparedness, which accompanies the Civil Contingencies Act 2004, defines Business Continuity Planning as ‘a documented set of procedures and information intended to deliver continuity of critical functions in the event of a disruption’ (Glossary, p. 215). It should be noted, therefore, that BCP is a stage in the BCM process and should not equated with it. BCP is by definition a ‘plan’ that specifies a goal (ensuring the organisation remains resilient and recovers as efficiently as possible from the interruptions) and the tactics to achieve this (resources, time-scales, key persons, logistics, networks to name a few). BCP is analogous to a life support machine that keep the patient functioning until normalcy and equilibrium is achieved.



Stage 3: Developing the response

1.30
 
It must be noted that the choices outlined in Stage 2 above are not mutually exclusive. Organisations will have to decide which one and how many of these to adopt and adapt to their operation. The response package chosen will need to be flexible, costed, and time scaled and also approved by key stakeholders (Board and shareholders in particular).

Assuming BCP was the preferred option, what are the key sections that the BCP need to contain? The BCI advises the following:



	Part 1: General introduction and overview –

	Objectives – of BCP; terms of reference; where and when applicable? The authority of BCP and its authorisation.



	Responsibilities – This is a broad outline of the key elements of the BCP and which part of the organisation has responsibility for it, eg the Board, production management, finance management and so on.



	Exercising the BCP – when, who will be involved, the time and cost involved?



	Maintenance – the BCP needs to be kept up to date, reflecting corporate and economic-social-political realities.







	Part 2: Plan invocation –

	Disaster declaration – when can/should a ‘disaster’ be declared?



	Damage assessment – physical, human, financial, informational.



	Continuity actions and procedures – how to ring-fence critical functions and/or to activate back-up systems (eg anything from a diesel generator through to moving into a new building).



	Team organisation and responsibilities – the ‘who’ aspects of implementation – key personnel and stakeholders both within and outside the organisation.



	Emergency (crisis) operations centre – where it is, facilities it contains (paper, pens, phone, charts, chairs, etc).







	Part 3: Communications –

	Who should be informed – all key stakeholders (employees, shareholders, suppliers, key customers, media, local authority, enforcers, insurers).



	Contacts – list of key corporate officers and contact details.



	Key messages – to be given, the exact wording, the particular use of and who should transmit the message. This section is also important for legal liability reasons.







	Part 4: Suppliers –

	List of recovery Suppliers – up-to-date details of key contractors and support services that can be called to assist.



	Details of contract provision – ensuring that contractual obligations can be met, alternative ways of meeting obligations identified and also arrangements with alternative sources to enable continuity.









The four Parts above are the core of the BCP with other elements added to suit the organisation’s needs. As with all plans, the BCP needs to be flexible and SMART (simple, measurable, achievable, realistic and time-scaled).



Stage 4: Establishing the continuity culture

1.31
 
This step is concerned with effectively communicating, training and educating stakeholders about the BCP and the wider BCM process. It is concerned with the theory of the previous steps into action. The key elements include:



	Implementation – ensuring that all stakeholders, internally and externally, understand BCP/BCM, their own roles and responsibilities and will co-operate in its implementation.


	In-house BCP/BCM training – whether specifically or as a part of other programmes, the training needs to be a fusion of principles, case studies and perhaps a simulation exercise. The training also needs to include Board members or a separate programme to meet their specific needs.


	Education and Awareness – to customers, suppliers, insurers and other contractors. They do not need the full BCP or a detailed insight into the BCM, rather a succinct summary of ‘what to do’, ‘what we expect from you’, ‘how you can assist us’ type information.




If the organisation identified the need, then a BCM Group could be established to oversee the process. The group needs to consist of key stakeholders – Board level director, key functional managers, representatives from health and safety, IT, security, finance, communication/media advisor, perhaps external representatives such as from an insurance company and bank. The group may meet quarterly or semi-annually depending on the size, risk exposure and economic setting of the organisation and its operation.



Stage 5: Exercise, plan maintenance and audit

1.32
 
This step is about reviewing the previous four steps.

Exercising of the BCP could follow a Table Top or live simulation format.

The maintenance of the plan needs to be an on-going activity and not just a year-end task. The BCP is a ‘living document’. This role could be allocated to one individual but reviewed by the BCM group. Given that the BCP could be used in legal proceedings, it may also be advisable to deliver copies to insurers and the bank – perhaps in summary form with the option of the full document.

The BCM Audit will enable the organisation to benchmark its performance against the previous steps in the BCM process and identify the gaps and the corresponding solutions necessary. The Audit needs to follow the ‘golden rules’ of auditing, as is commonly documented in health and safety and management books:



	objectivity;


	recording findings;


	look at the operation and not just the BCP;


	speak to people;


	seek the facts and do not rely on hearsay;


	keep hard and electronic copies;


	keep an audit trail in case of legal or insurance claims etc.







The DTI/Visor consultants BCM approach: ‘Business Continuity Management – preventing chaos in a crisis'

1.33
 
The Department of Trade and Industry (DTI) propose an eight-stage BCM approach. This is illustrated in Figure 4 below.
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Figure 4: Eight stages of BCM


Stages 1 and 2

1.34
 
Stages 1 and 2 are linked and require Board level commitment and a team approach respectively.

The DTI stresses the importance of finding a ‘champion’ to push the BCM cause at Board level.

There is also an earlier emphasis on ensuring the Crisis Management Team (CMT) is in place with adequate resources, personnel, as well as an understanding of the legal, regulatory and compliance issues. One assumes that the CMT will have a similar function to a BCM Team and the terms are being used interchangeably.

This approach emphasises that BCM is a ‘management process’ and that BCM needs to be accepted and integrated into business thinking at action.



Stages 3 and 4

1.35
 
Stages 3 and 4 are also linked. Stage 3 is a case of identifying the key ‘risks and threats’. The guidelines say that, in fact, Stage 3 is a case of determining the range of ‘crisis’ that could impact on the organisation. The classification includes Internal, External, Technical/Economic and People/Social. This yields a 2×2 matrix. Examples of an internal-technical/economic crisis are that of IT systems breaking down or contamination of water supply systems. It is not just a case of predicting the range and types of crisis but also linking them to a broader risk management strategy. This means prioritising and ranking the likelihood and severity of each of the crisis identified. This would yield a ‘high’, ‘medium’ and ‘low’ risk rating for the crisis, enabling the CMT (BCM Group) to determine resource and personnel allocation.



Stages 5, 6 and 7

1.36
 
Stages 5, 6 and 7 are very much related. Stage 5 is similar to the BCI approach of Business Impact Assessment. The difference is that the DTI classify Business Impacts (BIs) into ‘primary’ (critical, revenue-generating tasks and functions without which the organisation cannot survive); secondary (important, but recovery is not that critical as the organisation could still survive); and those that fall in neither category (tasks and functions that can be suspended for a greater duration of time without much adverse impact). The organisation needs to identify and categorise these task/functions and then assess the impact of risk by considering three key variables, namely:



	severity of impact;


	probability of impact; and


	the maximum potential loss (business loss).




The key tasks/functions are then prioritised depending on risk.

Stage 6 is a core element to the DTI approach and stressed throughout the BCM process. There needs be at least three teams/groups, the Senior Management Team (whose focus is long-term sustainability and strategy), the Incident Control Team (focuses on the crisis on site and is more tactical/operational) and finally the Departmental Recovery Teams (department specific with goal of recovering local assets). The three teams need to be working in unison and under a chain of command from the Senior Management Team.

Stage 7 highlights some golden rules concerned with developing a BCP. This includes, keep it simple, know the reader’s needs, be objective and state job/function rather than people’s names, media management, departmental recovery plans need to be mentioned, up to date etc.



Stage 8

1.37
 
Stage 8 is similar to the BCI. This step overtly mentions ‘paper exercises’ and Table Top as tools for testing the BCM.




Approach of the CCTA and OGC

1.38
 
Being Government departments, the Computer and Telecommunications Agency (CCTA) and the Office of Government Commerce (OGC) have an identical approach, although the approaches are delineated in separate documents (see 1.11 above). Figure 5 below summarises the key stages.
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Figure 5: Key Stages in the BCM Process – OGC/CCTA


Stage I: Initiation

1.39
 
This is essentially a stage of introducing BCM into the organisation – whether for the first time or as a part of another project. How does one seamlessly and proactively introduce BCM? What are the key variables to focus on? These are the fundamental questions the OCG/CCTA approach addresses. It considers the following factors:



	Set the Policy – this requires Board level commitment (‘significant and positive’ – see 1.34 above). The Policy is more of a mission and vision statement, stipulating what the Board intends to do (similar in logic to Part 1 of a Health and Safety Policy). Thus, ‘the when, why, how and where’ of the BCM is articulated as well as the commitment to resourcing the process. Note also that the policy will overlap with other policies, in particular, health and safety, security, IT and finance, to name a few.


	Specify terms of reference and scope – what is the extent, range, breadth and domain of the BCM process? What does it exclude? The terms of reference and scope needs to consider which key business processes/functions need addressing? Should external stakeholders be included and which ones? Finally, what are the key risks (eg generic, specific, internal, external, insurable, uninsurable) that need to be addressed?


	Allocate resources –this would be the necessary financial, human, technical and informational resources.


	Define project organisation and control structure –this is a project management issue. It requires consideration of the chain of command, committee and local teams (‘who’) and issues of documentary control, information management, quality control, review and assessment of progress etc (the ‘what’ and the ‘how’). The control of the project could be via a Project Initiation Document (PID) they suggest, eg a summative document of the key aims, objectives, assumptions, terms of reference, deliverables etc of the BCM project.


	Agree project and quality plans –this final part of the initiation process refers to start-review-completion dates, key milestones (drafts, meetings, presentations), performance criteria, key outputs as well as person(s) assigned for quality reviews.






Stage 2: Requirements and strategy

1.40
 
This is a critical stage as it focuses on analysis and decision-making techniques to identify the key risks and threats. Techniques include:



	Business Impact Analysis – It can be noted that whilst BCI and DTI use the terms ‘Business Impact Assessment’, the OCG/CCTA say ‘analysis’; there seems to be no significant variance in actual content between the two. BIA is concerned with identifying 7 key issues:

	What are the critical business processes?



	What is the potential loss that could hit these processes?



	What form the loss may take (monetary, property, human, reputation etc)?



	How may the loss vary (increase) with time following a Disaster/Emergency?



	What is the minimum level of resources required to ensure operation of critical processes at some acceptable level?



	What is the recovery time for such resources?



	What is the recovery time for the business process as a whole.







	Risk Assessment –this is similar to that of the BCI and DTI approaches, although the CCTA has its own ‘Risk Analysis and Management Model’ (CRAMM) available from the HMSO.


	Business Continuity Strategy –the above two techniques will then enable a bespoke, flexible and up-to-date recovery option (IT, facilities, human, systems etc). For example, the BIA may have concluded that worst case scenario of the building being flooded and the Risk Assessment suggest the risk is ‘medium’, then the strategy could include recovery options of working from home, relocation, finding a temporary site or using a contractors facility. The relative benefits, costs and risks will need to be assessed. This also raises issues of risk retention as against risk transfer (insurance) and the relative merits of each.






Stage 3: Implementation

1.41
 
This is more of a practical and ‘doing’ stage; its focus is on developing the relevant recovery plans and procedures to meet local departmental or site needs. Key issues include the following:



	What is the chain of command for the implementation of recovery plans? What is the role of internal and external stakeholders? What are the lines and channels of communication between them? How will recovery strategies be implemented and what are the key issues/challenges?


	What ‘stand-by arrangement’ is in place with regards to IT, accommodation, contractors, key personnel, facilities etc?


	Are there any other risk reduction/mitigation measures that the strategy has identified which need implementation? These would be over and above the stand-by arrangement. They could include activating insurance, use of protective clothing, use of barriers, ergonomic controls to name a few.


	Have the Business Recovery Plans been developed and communicated? Such plans focus on three key dimensions:

	the Key Content (roles and responsibilities of plan activators/doers, the ‘Action List’, Key Data such as contact points and inventories);



	the time dimension – as the Recovery Plans will be used, emphasise and focus on different variables according to the time period after the Disaster/Emergency. These time periods are referred to by the CCTA/OGC as the Alert, Invocation/Recovery and Normalcy Phases;



	the key Recovery Activities – the Recovery Plans will list the key recovery activities (depending on the phases identified). These can range from the immediate Emergency response to the process of creating stability and getting back to ‘normal operations’.







	Apart from the ‘Action Lists’, does the organisation have detailed procedures (mechanical, systems, emergency, communication etc) to give specific guidance to the organisation when Disaster/Emergency strikes? For example, in the event of a major flooding of a building, the Business Recovery Plan will delineate the actions needed to reactivate particular business functions (IT, accommodation, finance etc) but detailed procedures aid management to ensure how to use the facilities of a new but temporary building, how to establish and use new communications, deal with issues of people management as well, for example, the use of limited financial resources.


	Has Business Recovery Tests been carried out? This will help ensure that the business recovery plans, procedures, stand-by arrangement and the wider strategy is likely to succeed when the real event occurs. The CCTA/OGC identify four types of recovery tests, for instance:

	walkthroughs (paper exercise);



	technical component tests (parts of the strategy, eg machinery, IT, accommodation are forensically assessed);



	business component tests (eg finance or production failures); and



	full tests of the strategy.











Stage 4: Operational management

1.42

This stage is concerned with creating an on-going culture of vigilance and alertness. The message from the CCTA/OGC is that producing documents in detail and initial testing is one thing, but keeping systems and strategies live, functioning and taken seriously by organisations requires education, awareness, training, reviews, testing, change control and assurance. This is very similar to the BCI’s ‘Continuity Culture’.



Incomes Data Service (IDS)/De Montfort University (Elliot, Swartz & Herbane)

1.43
 
The diagram in Figure 6 below summarises the key stages in the De Montfort approach:
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Figure 6: Key stages in the BCM process – IDS/De Montfort
Note: Indeed, this is similar to the CCTA/OGC approach. The differences are in terms of examples, extent of analysis and templates provided.


Stage 1: Initiation

1.44
 
The key issues to consider include developing a BCM Policy that is lead by the Board, the key human, managerial and technical structures to enable the policy, ensure that adequate resources exist as well as a mechanism for the initiation and dissemination of BCM across the organisation and its sites (committees, teams, groups).



Stage 2: Planning for business continuity

1.45
 
This stage focuses on the goal and objectives of a BCM process for the organisation (‘what are we trying to protect and continue?’). In addition, issues of the range of crisis that could affect the operation(s) need to be identified. Thirdly, Business Impact Analysis needs to be carried out of the internal and external factors that could affect operations. From this an evaluation is made of:



	key risks;


	what the priority activities are;


	the range of scenarios that can affect operations and key controls.




Finally, after such analysis the BCP can be developed. De Montfort provides a summary (see Figure 7 below) of the key components of a BCP, which are similar to that of the BCI.
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Figure 7: Components of a BCP – IDS/De Montfort


Stage 3: Implementation

1.46
 
The key focus in this stage is on creating new management structures to enable the BCM process where there are teams, groups and committees working in unison.

The advice to achieving this is similar to that of the CCTA/OGC (see 1.38– 1.42 above). In addition, there is a need to create the ‘right’ preconditions to enable the Implementation process. This includes ‘cultural change, communications, performance management and reward, and training should all be used to integrate business continuity into mainstream management processes’.



Stage 4: Operational management

1.47

This stage is similar to the CCTA/OGC approach – see 1.42 above.




‘Business Continuity Management – keeping the wheels in motion' (Australian National Audit Office, 2000)

1.48
 
The approach of the Australian National Audit Office (ANAO) is illustrated in Figure 8 below and the key stages of this approach are examined below.
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Figure 8: The ANAO approach


Stage 1: Project initiation

1.49
 
This is very similar to stage 1 of the approach of CCTA/OGC (see 1.39 above) and IDS/De Montfort (see 1.44 above). The ANAO approach stresses the importance of Board level ‘champions’ to push the BCM cause. Also, much earlier in the process than the other approaches, it calls for a Project Plan. This is a ‘route map’ of the key goal, objectives, targets and milestones to be aimed for. It is similar to the BCM Policy in the other two preceding approaches.



Stage 2: Identify key business processes

1.50
 
This is similar to Stage 1 in the BCI approach – understand your business (see 1.23 above). The key output is a ‘Resource and Activity Schedule’ which highlights the organisation’s current physical, financial, human, informational and technical resources, the quantity and quality of resources, how productive/active, life cycles, source and origin etc.



Stage 3: Business impact analysis

1.51
 
For ANAO, BIA is about asking:



	What if the following system(s) were missing from the organisation for whatever reason?


	Would the organisation be able to survive and function?


	What impact would the removal of the heart or lungs or a limb have upon a person?




BIA is a form of functional analysis.

BIA is about predicting Outage and Maximum Acceptable Outage (MAO). The former refers to some ‘extraordinary event’ (not downtime nor a systems failure) that leads to ‘significant loss’ of primary business processes that results in ‘high impact’ of the resources, functioning and efficiency of the organisation. MAO refers to the period of time a process/function/operation can survive before it has to activate the BCP and associated procedures.

The ANAO approach provides both qualitative and quantitative approaches to BIA. The former is a tick-box approach that triggers a range of questions about business processes (IT, finance, logistics etc) and enables gaps to be identified. The quantitative approach provides a scale as illustrated in Figure 9 below. This then enables a scoring to be given to each of those business processes, attributes and functions (inputs used in production, IT, marketing, admin, personnel, logistics, reputation, finance, compliance, output, stakeholders). This in turn enables ‘Consequence Analysis’ whereby scenarios can be constructed as to which of these listed items has the greater probability and frequency of failure and what is the MAO of each item.
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Figure 9: Quantitative BIA from ANAO


Stage 4: Design continuity treatment

1.52
 
This is similar to Stage 2 of the BCI approach (see 1.24 above). It requires for each of the business processes, attributes and functions a Risk Treatment Plan depending on the MAO identified. For example, it may have been calculated that the MAO is one week of key personnel being inoperable. This has a ‘4’ scoring in terms of BIA. The Risk Treatment Plan may specify, the key skills missing (ie gaps left), the sources of alternative supply of key persons at short notice (arrangements made), the actions to be taken if such persons or, indeed, in-house persons cannot be found or diverted from other activities and the role of ‘key person insurance’. This Treatment Plan can be made bespoke to each business function and site.



Stage 5: Implement

1.53
 
This is a practical and proactive stage with a number of key actions:



	Arrangements for managing documentation and other key resources:

	keys;



	artefacts;



	records;



	reports etc.







	Both in-house and off-site back ups:

	where?



	who?



	why?



	how delivered and retrieved?



	when?







	This involves Record Management:

	hardcopy



	electronic



	archive methods



	data security and information control



	implement guidelines.







	Arrangements with external parties for information and documentary management is stressed, for example:

	contractors;



	suppliers;



	insurers;



	bankers;



	data storage companies; and



	others who can supply missing information.




This leads into Data Protection issues.


	Prepare a BCP – whilst the method/steps of developing a BCP differs from other approaches above, the results are broadly similar:

	develop and define the Recovery Organisation Structure;



	establish a Recovery Team;



	produce and integrate specific Service Area Recovery Plans; also



	have a generic organisation wide Recovery Plan; and



	ensure there is a list of contacts, contracts, useful sources of information.




This then enables the production of a BCP.
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Figure 10: The structure of a BCP (ANAO)


Stage 6: Test and maintain the plan

1.54
 
Again, this follows a very similar approach to the others. The additional point mentioned is the external and internal barriers that can affect the successful implementation of the BCP. These need to be identified for each business process/function or service.



Disaster Recovery Institute (North America)

1.55
 
The approach of the Disaster Recovery Institute (DRI) of North America is illustrated in Figure 11 below.
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Figure 11: DRI's ‘Business Continuity Planning Model'


Stage 1: Project initiation phase (objectives and assumptions)

1.56
 
That is, the aim, objectives, terms of reference, setting a policy and establishing a senior management committee to manage the BCM process. This is very similar to Stage 1 in the BCI approach (see 1.23 above), however, the DRI stage has two other considerations:



	what will the BCM process cost the organisation; and


	how it differs from Disaster Recovery?




This approach stresses the need for careful and realistic budgeting before embarking on the process.



Stage 2: Functional requirements phase

1.57
 
This stage involves the BIA, risk analysis, developing alternative BC strategies as well as the cost benefit analysis of each of the strategies. Again, there needs to be budget appraisals for each strategy. The DRI focuses on developing a management strategy using conventional business management techniques. Effective BCM has to begin with giving those with the authority, power and resources, the kind of information they need to back BCM.



Stages 3 and 4: Design and development phase

1.58
 
The DRI have a two-step approach to the BCP. First, develop the skeleton structure, the key parameters and scope. Secondly, add the arrangements (‘how’ and ‘what’) and the organisation (‘who’). This approach allows flexibility as departments can follow the design template or make it bespoke. They can then reflect local market and cultural conditions to their department or site.

The BCP needs to have 15 key sections and these are illustrated in Figure 12 below.
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[image: ]Figure 12: Components of BCP (Disaster Recovery Institute)


Stage 5: Testing and exercising phase (post implementation plan review)

1.59
 
This stage is similar to the previous approaches in that awareness, training, education, exercising/scenario analysis, dissemination of information etc are all advocated. There is also scope for external scrutiny of BCP and BCM by competent persons and competent authorities.



Stage 6: Maintenance and updating phase (updating the plan)

1.60

The results from regular testing and exercising will enable gaps to be identified and reviews to be conducted. The review needs to ask:



	Have the chances of the BCP failing been minimised?


	Can software be used to audit and check systems?


	Has the BCM process remained within budget?


	How many copies and who gets copies of the BCP?


	Is there any additional advice we need to seek?






Stage 7: Execution phase (declare disaster and executive recovery operations)

1.61
 
This is a ‘putting the theory into practice’ stage. However, it is more than that, as key observations need to be made of how the BCP/BCM operated and what real world factors were overlooked. Also, ‘what were the unforeseen factors during this Disaster/Emergency and how can we internalise these into the revision of the BCP/BCM?’ This, therefore, requires ‘organisational learning’ and an openness to improve.



BS ISO/IEC 17799:2000 ‘Information Technology – Code of Practice for Information Security Management' (2001, BSI)

1.62
 
This is an ISO Standard that focuses on ‘Information Technology’ Security. It is based on BS7799 (ceased) and is a Standard of the International Organisation for Standardisation (ISO) and International Electro-technical Commission (IEC).

The Code has twelve key sections relating to how to mitigate the risks and threats associated with IT hacking, data loss and theft as well as data protection issues. Business Continuity Management forms Section 11 of the Code. Although it is aimed at why and how organisations can recover and continue to operate following an IT disaster/emergency, it is sufficiently broadly written to form best practice for organisations in general (for non-IT functions).

The Code is more of a competency checklist than a systemic model. It follows the same logic as ISO 14001; OHSAS 18001; ISO 9000:2000 series etc. It is a part of the BSI/ISO family of Total Quality Management products.

There are five key ‘competencies’ that the organisation needs to meet in order to conform to 17799, which shall now be discussed:


Business continuity management process

1.63

The Code does not stipulate how the organisation should develop a BCM – rather, the importance of having a ‘managed process’ is stressed. This managed process needs to bring together (the method of doing so lies with the organisation) the following key elements:



	Understand the risks the organisation could face – assess chance and consequence, ‘including the identification and prioritisation of critical business processes’.


	What impact would the interruption have on business? Consider ‘small’ and ‘large’ incidents/impacts.


	Consider suitable and sufficient Insurance cover.


	Formulate a Business Continuity Strategy – aim, objectives, terms of reference etc.


	Develop BC Plans in line with the strategy. This is a broad statement of intent rather than advice as to how to construct the BC Plans (which is shown elsewhere in the document).


	The importance of testing and updating of the Plans.


	Integrate BCM into the broader corporate management systems.




This acts as a checklist for the organisation to benchmark itself against.



Business continuity and impact analysis

1.64
 
This is a two-stage process, first identify those events that can cause business processes and functions interruption – this can range from health and safety risks, IT, financial crisis, natural events etc. Then carry out a risk assessment that can assess the chance and severity of these perils on the organisation. This then leads to a strategy being devised, which then is supported by senior management and activated.

No methodology is being offered as to BIA or Risk Assessment – the choice of which lies with the organisation.


Writing and implementing continuity plans

1.65
 
The Code provides some golden rules of planning:



	Determine, identify, agree key arrangements and organisation relating to Emergency situations.


	The implementation of such Emergency Procedures – these procedures need to be realistic and achievable so that they will enable business recovery in specified time periods. For example, if a fire will destroy documents in one minute, then the plans need to be able to respond in such a time span.


	Key policies, procedures and methods of salvage need to be documented and clearly understood by all.




The importance of Emergency/Disaster training and education to employees is emphasised.

Plans need to reflect the up-to-date internal and external real world factors.



Business continuity planning framework

1.66

The Code allows for bespoke and flexible BCPs to be constructed according to department, site, function and activity. Each separate BCP needs to be managed by a named person(s). However, there needs to be a single control process – of co-ordination and management. The Code highlights the key elements of a BCP:



	Conditions to activate the Plan(s) – when, why and how?


	Emergency Procedures – on-site and off-site issues.


	Fallback Procedures – how to safely remove key assets to another location or to activate existing processes in a given time period (electricity, water, gas, IT).


	Resumption Procedures – how to establish normalcy.


	Maintenance Schedule for testing the Plan(s) – a schedule and log of testing the BCP(s) and updating and Plan Maintenance.


	Awareness and Education.


	Chain of Command – with ‘shadow’ nominee also indicated.






Testing, maintaining and re-assessing BCPs

1.67
 
The methods stipulated are very similar to the other approaches. Testing includes:



	‘table top’ testing;


	simulation;


	testing at an alternative site;


	supplier facilities and services (external); or/and


	complete rehearsal.




A number of factors may necessitate the need to update the BCP:



	changes in personnel;


	relocation;


	changes in legal requirements;


	change of contractors etc.




In short, the BCP needs to be a living document that could be activated at any moment.




Comparative assessment

1.68
 
How do these seven approaches compare with each other and what are the key inferences that can be drawn? Figure 13 below summarises the key issues arising.
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[image: ]Figure 13:  Summary of the key issues arising



Conclusion

1.69

It can be noted that there maybe a need to rationalise these approaches into a fewer number. Users may be confused by the purpose and value of having these (and indeed many other) diverse BCM approaches that broadly, have a common approach. Two points can be made. First, Figure 13 indicates that there is a generic method underlying the seven approaches examined, which can be termed ‘PASPOAR’ (as above in Figure 13). Secondly, there is a move to develop a global standard on BCM that also integrates with Emergency Management, Disaster Management and Contingency Management. This is the USA standard developed by the National Fire Protection Association (NFPA) called ‘NFPA: 1600 – new standard on Disaster Recovery, Emergency Management and Business Continuity Planning’ (2000). It is commonly called ‘NFPA 1600’ and was developed after consulting a number of global agencies (including the BCI and DRI). The main sections are summarised in Figure 14 below.
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[image: ]Figure 14: An integrated and universal business continuity approach

Future development

1.70
 
The key method that binds this NFPA 1600 approach is that of Risk Assessment which also enables a much easier integration with Health and Safety Management. Currently at consultation stage in the USA but there is a move to develop this into an ISO standard.

A key inference from the seven approaches seems to be that the more sites, more extensive the production process and higher the process risks, then the more detailed and involved the BCM process may need to be. Although, there is research that shows (even for larger organisations) that plans and procedures do not guarantee success (improved performance) and in fact may have little direct benefits. The emphasis needs to be on competence and sustainable business rather than complex planning (Kleiner B M, Macro-ergonomic Analysis of Formalisation in a Dynamic Work System (August 1998) Applied Ergonomics, Vol 29, No 4, pp 255–259).
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Introduction

2.1

Human-made and industrial Disasters are a global phenomena. Such events know no political, economic nor geographic boundaries. Disasters such as Chernobyl did not restrict itself to the Ukranian border. Neither do aviation disasters such as Lockerbie or Japanese Airlines Flight 123, as the victims are usually from many countries, thus requiring a multi-national response.

This chapter looks at six case studies from different parts of the globe and from different politico-economic levels of development. The rationale for the six reflects different sectors, cultures and points in time. Usually, the chosen case study reflects a ‘major event’ that sits as a milestone in that country’s disaster history. The case studies do not represent, by any means, a comprehensive list. In other parts of this book treatment has been given to a variety of other significant human-made and industrial disasters.

The six case studies are:



	Nigerian Ammunition explosion;


	Toulouse Ammonium Nitrate explosion;


	the Kursk nuclear submarine;


	Campos Basin P-36 Oil Platform;


	Japanese Airlines Flight 123;


	Ellis Park Football Stadium.





 Case study I: Nigerian Ammunition Dump Explosion

2.2

The event

A series of explosions occurred at the Ikeja Cantonment in the capital city of Lagos at approximately 18.00 hrs on 27 January 2002, which persisted till around 14.00 hrs into the 28 January. Eyewitnesses reported a ‘popcorn effect’ with explosions resulting every 20 to 30 minutes. The Cantonment was surrounded by a sprawling urban district, itself composed of a number of smaller shanty town-like districts, with a combination of residential and commercial activity. The nearest residency to the Cantonment was literally a few metres. The Cantonment contained ‘high calibre bombs’, tank rounds, shells and other ammunition. Whilst Nigeria went through a bitter civil war that ended officially in 1970, there has been religious and ethnic conflict between Christian and Islamic fundamentalist groups. Nigeria has a democratically elected Parliament but regions also follow local laws, eg Sharia law in Muslim areas.

The total blast area was approximately 1.5 km2 with a ‘core’ of 400 m2 where the intensity and severity were the greatest. This core also contained unexploded ordnance that was randomly scattered. The tremors from the blast were also felt some 50 km away.



The loss

2.3
 
This is one of the world’s worst human-made disasters with estimates of 1,100 fatalities; the actual figures according to the UN Office for the Co-ordination of Humanitarian Affairs (OCHA) are as high as 2,000.

There were 4,500 personnel (largely military) that had to be relocated from the Cantonment site and were temporarily displaced. In addition, OCHA says that 20,000 people were directly affected or displaced. These were mainly the inhabitants of the immediate blast area.

OCHA also indicates that the majority of the known fatalities were due not to the series of explosions, rather, firstly the chaos and panic that ensued. This led to people being crushed and young children being trampled on. Secondly, the largely misinformed public thought that political insurgency had resulted and began to move away from the blast area towards the Oke Afa Canal around which they thought they would be safe. Fearing the risk of burns and fire hazards, elements of the crowd jumped into the Canal. This was an erroneous move resulting in around 600 deaths.

There was considerable secondary damage to infrastructure from the explosions:



	some 33 ammunition warehouses were destroyed in the Cantonment area;


	there were also residential flats destroyed with around 100 damaged;


	buildings some 18 km away reported being hit by shells;


	three of the nine schools in the Cantonment were destroyed completely. In the blast area as a whole, some 27 schools had to close due to damage;


	approximately 200 children were displaced due to the chaos and panic;


	the impact on the natural environment has not been fully quantified.




OCHA reports that the Lagos site is not unique and there are ‘many more’ in Nigeria and other developing countries.



Basic cause

2.4
 
This Major Incident was investigated by both the United Nations and local Nigerian authorities (including their military). The full facts of the causative processes are unclear but it is reported by OCHA that most likely a fire in one of the market stalls that had emerged to serve the local population and Cantonment seems the basic cause. The timber made stands and combustible cloth coverings used by the market stallholders resulted in a domino effect with the fire spreading from stall to stall towards the Cantonment.



Underlying causes

2.5
 
Accepting the ‘fire in the market’ as the most plausible hypothesis, OCHA has identified a number of underlying causes that contributed to this Major Incident. These are summarised below.


Hazardous material

2.6
 
The failure to label, segregate and manage hazardous material. The perception of risk indicates that the military and the population did not regard the ammunition dump as HAZMAT. It was in the Cantonment, therefore ‘safe’ – and could not affect the local economy. There seems to have been an erroneous understanding of ordnance issues, i.e. the storage, temperature regulation and quantity of explosive materials at any one location.



Major Incident arrangements

2.7
 
The ‘arrangements’ for coping with Major Incidents by the military authorities has been questioned. Were such scenarios practiced during exercising and training sessions? Were there On-Site and Off-Site Emergency Plans in place by the military? What were the strategic arrangements between the military, Lagos State Government and federal authorities? However, the UN Disaster Assessment team did credit the military for its Emergency response and evacuation of Cantonment personnel and others.



Urban planning and population dynamics

2.8
 
A third underlying cause is that of urban planning and population dynamics. Cantonments in many developing countries attract economic migrants and commercial services. This seems to have developed without planning guidelines, consideration for facilities, community safety and fire safety issues. There are some two million people living in the sprawling developments around the Cantonment and shanty towns that have grown in that part of Lagos.



Communication

2.9
 
Another root cause has been put as a lack of effective communication by the Lagos authorities. There were no immediate public broadcasts, no marshalling of the public to safety, no early warning mechanisms as to community response if disaster strikes and indeed some key public officials were amongst those that were vacating Lagos State buildings. The Nigerian Trade Union Congress has been critical of the lack of information management by State authorities.



Emergency Management

2.10
 
There was no Integrated Emergency Management between the authorities and emergency services according to OCHA. Even though procedures and systems were existing at federal and State level, they were not put into operation with the result that strategic control of the Major Incident was lacking.



Lack of trained personnel

2.11
 
OCHA has also noted the reliance by authorities on international expertise of the Red Cross/Red Crescent, UN disaster bodies, ordnance detection agencies and other European and North American assistance. This dependency is an index of a lack of locally trained personnel with the key competencies to respond and manage such a Major Incident.



Organisational learning

2.12
 
This Major Incident has implications beyond Nigeria and beyond the military. The ‘isomorphic’ issues (that is, comparative learning) that arise for public and private sector organisations include:



	The importance of strategic co-ordination when combustible and hazardous material is on site. In particular the need to check whether the material falls under regulatory parameters such as the Seveso II Directive (see 6.4 and 6.27 below) in the European Union or equivalents elsewhere in the world. This requires the organisation to liaise with the enforcing authorities and seek competent person advice.


	The Lagos Major Incident raises issues of On and Off-Site Emergency Planning by the organisation. ‘Leaving it to others’ is not an option and the organisation needs to initiate, develop, lead and control the Emergency Planning process with external stakeholders (schools, local government, emergency services).


	The centrality of communications by the State authorities to notify the public of Disasters/Major Incidents is also critical. This requires the organisation to develop an in-house media policy, liaise with the local media and ensure that arrangements are in place to disseminate information.


	Exercising and testing plans and procedures by involving as many of the stakeholders in this process. The importance of order and structure during a process of chaos and panic is critical in averting fatalities.





 Case study 2: Ammonium Nitrate Explosion, Toulouse, France

2.13

The event

On 21 September 2001, at approximately 10.15 am, explosions occurred in an ammonium nitrate plant on the outskirts of the city of Toulouse, south-west France. The factory was located some 3 km from the City Centre. Toulouse is regarded as the ‘space and aviation capital’ of France, attracting major transnationals and is noted as France’s leading research centre for aeronautical sciences.

The ownership structure of the enterprise consisted of:



	TotalFinaElf, who were the parent company. They were at the time of the Major Incident the fourth largest oil company in the world. The company is an amalgamation between Total, PetroFina and Elf Aquitaine.


	TotalFinaElf owned Atofina, which is the chemicals part of the overall group.


	Grand Paroisse is France’s largest fertiliser manufacturer and is owned by Atofina. Grand Paroisse trades under the name of Azote de France (AZF). It should be noted that AZF was formerly called ONIA (Nitrogen National Industrial Office).




The factory where the Major Incident occurred was built in 1924. The plant was one of France’s 1,250 Seveso rated sites. The factory was clustered in an industrial area with the Tolochimie chemical works and an explosives maker, Societe Nationale des Poudres et Explosifs (SNPE) nearby.

Ammonium Nitrate (AN) formed the basis of the factory’s operation. It appears as an odourless and colourless crystal as well as white solids. In its liquid form it is a stable compound. It has a melting point of 170 degrees Celsius.

It is reported that 6,300 tonnes of liquefied ammonia were kept at the site. In addition, 6,000 tonnes of AN and 30,000 tonnes of solid fertiliser were stored. The factory had the capacity to produce 400 tonnes per day of industrial grade AN (for explosives use) and 850 tonnes per day of fertiliser AN.

Further to their investigations, the Ministere de l’Amenagement du Territoire et de l’Environnment reported that the factory/AZF was a Seveso II operation. There existed a Safety Management System, Safety Reports (with some 36 worst case/accident scenarios being considered), On and Off Site Emergency Plans and a regime of inspections by the management (twice per annum) as well as the key risks being communicated to the nearby population (the Off Site Plan would affect some 16,000 people if it had to be operationalised).



The loss

2.14
 
At the time of the explosions there were some 470 persons on site including contractors. There were 22 workers killed, as well as a further eight civilians. There were around 2,000 persons (some reports say 2,400) that were hospitalised due to cuts, abrasions and burns with at least seven persons deemed to be ‘critical’.

The explosions that occurred measured 3.4 on the Richter scale. The destruction also included:



	11,177 flats/houses that were ‘severely damaged’;


	glass breakage resulted into the City Centre and the Ministere de l’Amenagement du Territoire et de l’Environnment said that even up to 7 km, breakages were reported.


	some 85 schools/colleges damaged;


	500 homes approximately were uninhabitable;


	there was indirect implications for Toulouse’s economy as flights and travel were affected.


	a crater of 50 m diameter and 10 m deep was created by the explosions.






Basic cause

2.15
 
The basic cause seems to have been the method of storage of the non-conforming industrial and fertiliser AN stored in building 221; around 300 to 400 tonnes was stored. Commercial fertilisers are required to be tested under a European Council Directive 80/876/CE. This enables segregation of acceptable and below quality products to be made. The latter are then stored and either ‘destroyed’ or reconstituted.

AN is usually resistant to detonation but when there are increases in temperature or contamination, then increases in the likelihood of explosion can occur. In addition, improper stacking or loading can increase the likelihood of bubbles being formed which increases the chance of explosion. Also, shock waves (for example due to sudden or improper movement) can increase instability, form bubbles and generate the potential for explosion.

What is certain is that the temperature must have increased creating the instability that triggered the first explosion. The French investigators have mooted the possibility of a second critical explosion after examining the mode of destruction of the plant, where the tower may have been destroyed before the storage facility.

Given the proximity of this disaster to that of September 11th in the US, the initial media and AZF response was to leave open the role of human intervention, namely involving terrorism. The French investigators seem to have focused more on the chemical management as the arena of causation rather than terrorism.



Underlying causes

2.16
 
If the storage of the AN is a basic cause then why did this failure arise? Reasons cited include the following:



	The variance between systems/documentary control and actual inspection and assessment. AZF had quality assurance systems and the management seems to have complied with the requirements of the Seveso Directive. The shortfalls may have been with the frequency and accuracy of the inspections and reporting back into the management cycle.


	There are also issues raised of the competence of the immediate site operators. Did they not know the potential for explosion and detonation if the below grade AN was exposed to higher temperatures or if inappropriately stored? Did the acceptable and below grade become confused in the mind of the operators?


	What of the location of the plant? Whilst it has had a history since 1924, what planning issues and risk assessments were carried out, especially since two other plants were so close to AZF?


	The French authorities and the UK safety media had raised concerns about the depth and value of the existing Seveso II Directive. Is there too much reliance on ‘systems’ and compliance? Should the emphasis be on specific and operational procedures relating to parts of the plant? The whole emphasis on the testing and exercising of On and Off Site Emergency Planning is raised again. Is it possible to ‘test’ Off Site Emergency Plans in particular given the logistical issues involved and the cost implications? Is a paper-based or a ‘snap-shot’ exercise really adequate?


	Finally, should the Threshold Quantity for AN be reduced from 500 tonnes to 150 tonnes? AN had been assumed to be ‘relatively’ safe. Following Toulouse and other incidents in Europe it is being mooted that a lower Threshold means the operator is obligated to report sooner on the storage and management of AN.






Organisational learning

2.17
 
The key isomorphic issues arising from Toulouse include:



	Reliance on a multivariate sources – not just systems and procedures. The importance of ensuring that quality standards are seen as a ‘means’ and not the ‘end’. A regime of visual inspection and assessment with more specific scientific analysis on a regular basis will enable the verification of what is actually happening in reality.


	Competence and training of all key operators with a greater emphasis on retraining at regular intervals. Especially where technical/scientific competence is required, the organisation needs to identify or recruit appropriate personnel.


	Also critical is the liaison with the enforcers and competent authorities to ensure that the operational management is compliant with the law and best practice.


	There are wider issues for local and central government with regards to planning policy and whether ‘industrial estates’ that house many Seveso sites in a cluster is an acceptable planning strategy from a community risk perspective.





Case study 3: The Sinking of the Kursk Submarine

2.18
 
The event

The Kursk Oscar II K–141 nuclear submarine was built in May 1994 and commissioned in January 1995. It was a guided-missile submarine built with the aim of striking at ‘enemy carriers’. It was designed to launch a cocktail of up to 24 nuclear tipped missiles and a range of up to 30 torpedoes. It could reach a dived speed of 28 knots and 15 knots when surfaced. In addition, it could reach a depth of 500 metres. A typical Boeing 747 is 70 metres in length, whilst the Kursk was 155 metres. Its crew capacity was 130 personnel.

The critical features of the physical structure of the Kursk consisted of the following:



	A propulsion at the rear.


	There were two nuclear reactors on board that generated power for both the propulsion and for the facilities for the crew. Russian authorities claimed that both reactors ‘had been’ shut down. It is not clear whether this only prohibited the use of nuclear energy for the weaponry or for the entire submarine. If the latter, then back-up batteries would have been required. Contradictory reports claimed that the Kursk had left without these batteries and, instead, had taken on board liquid fuel that would power the launch of the torpedoes. The fuel was a cost-saving device, more economical than the battery option. However, the risk of combustion were also increased.


	Moving gradually towards the front end, after the nuclear reactors, came the living quarters, located on several levels. This was followed by the Command and Control Centre. This leads to the missile part of the submarine. The damaged part of the Kursk was at the front towards one side.




On Saturday 12 August 2000, the Kursk was taking part in a series of exercises in the Barents Sea when it lost contact with the Northern Fleet Command of the Russian Navy. It is claimed by the Russian authorities that the submarine sank on the following day. On that Sunday, 13 August, a sonic device detected the Kursk some 108 metres on the seabed and approximately 85 miles from Severomorsk and some 184 miles east of Norway’s Artic coast.

The Russian authorities claimed that there were no nuclear weapons on board and the nuclear reactor that powered the Kursk had ‘shut down’. Attempts were made to determine if there were any survivors on 14 and 15 August, but heavy storms, poor underwater visibility and the angle at which the Kursk lay, hindered the search and rescue.

The Kursk was finally dredged to the Russian port of Roslyakova on 10 October 2001. Some 26 giant steel cables were used in the 15-hour lifting operation with the Kursk effectively strapped beneath a giant barge.



The loss

2.19
 
On Monday 21 August, the Russian authorities announced that 118 persons were on board and no survivors were found. The dead consisted of 86 commissioned and warrant officers, 31 non-commissioned officers and sailors and one civilian. Not all the bodies were found.

Whilst dismissed by the Russian authorities, Norwegian environmentalists claimed that there was a risk of nuclear radiation and damage to marine life.

The rescue operation cost in the region of US$65 m.

There were 22 missiles on board when rescuers accessed the Kursk. A news report on 5 November 2001 suggested there were also six cruise missiles on board that needed to be safely removed before further work could proceed. Also, 150 kg of TNT was discovered inside the Kursk’s hull. Further, there were pockets of hydrogen sulphide discovered that hampered efforts to remove bodies.



Basic cause

2.20
 
US authorities had been monitoring the exercises taking place and had detected two explosions in the vicinity where the Kursk sank. Further, NORSAR (a Norwegian seismological body) had registered two explosions as well. The first explosion was registered by NORSAR as equivalent of around 100 kg of TNT or approximately 1.5 on the Richter scale. The second explosion has been reported as more critical than the first and was equivalent to approximately two tonnes of TNT or around 3.5 on the Richter scale. There is some confusion over the time scales between the two explosions; NORSAR suggests it was two minutes 15 seconds. Other reports claim the second explosion occurred approximately 35 seconds after the first.


Underlying causes

2.21

There have been a range of hypotheses as to the ‘cause’. Originally there were 12 versions including the following:



	The possibility of one of the torpedoes exploding, triggering off a series of fires and the more lethal and fatal second explosion that ripped apart the twin pressurised hulls. US authorities have claimed that the first explosion possibly involved fuel from a torpedo.


	There is also the view that the Kursk collided with the seabed which led to the tanks containing pressurised air to explode.


	The hypothesis that the Kursk collided with another vessel in the vicinity. The Russians claim there were two US submarines and one belonging to the Royal Navy in the vicinity.


	It has been suggested that maybe the Kursk hit a World War II mine.


	Was the Kursk hit by a radar-guided granite missile fired by the Peter the Great nuclear cruiser?


	Did the Kursk hit a surface vessel?




A Government Commission was set up by the Russian authorities on 14 March 2000 to investigate the causative processes. It was headed by the Deputy Prime Minister, Illya Klebanov, with a range of military specialists as well as politicians and business persons. An independent parliamentary commission was deemed unnecessary.

The Kursk had a ‘black box’ similar to aeroplanes, which was ‘found’ in late October (reported on 30 October 2001). The evidence from this has been ‘classified’.

There have been a range of claims made in the media that the Russian Navy has been under funded, that personnel were not appropriately trained and that the exercise was poorly planned. This is difficult to verify other than possibly looking at historical evidence. This shows that the former Soviet Union and the emerged Russia had a poor incident rate with submarine disasters. There have been in total nine reported Major Incidents mostly involving fatalities throughout the 1980s and 1990s.Most have involved collisions or explosions.




Organisational learning

2.22
 
The Kursk raises a number of lessons for both industry and the public sector:



	The importance of careful pre-planning of exercises (see further Chapter 20: TRAINING AND EXERCISING FOR EFFECTIVE PREPAREDENESS AND RESPONSE). Critical actions for the exercise planners are:

	the health and safety of those taking part;



	issues of dynamic risk assessment;



	having back up communications technology; and



	knowing where the key human and physical resources are.





In addition, the importance of taking insurance and legal advice before embarking upon a detailed exercise can identify potential problems and risks.


	Could the exercise be computer simulated or be carried out as a Table Top (see 20.16 below)? Is it necessary to do a live exercise (see 20.21 below)? The planners need to address this question not only for cost purposes but also for logistical and safety reasons.


	Historical isomorphic learning needs to be considered. The Russian authorities seem not to have reflected back in time and learnt from the previous Major Incidents and planned the Barents Sea exercise accordingly.


	There have been considerable problems of knowing what ‘really happened’. The Russian authorities have been concerned about reputation loss, not disclosing confidential information to third parties and the political implications. However, for private industry a distinction needs to be drawn between disclosing the facts as soon as reasonably practicable and commercial confidentiality. The former is critical at the earliest stage so other expertise can be called upon; other specialists evaluate data and advise accordingly. The Disaster and Emergency Policy needs to clarify the timescales, who and how much will be disclosed to employees, the media and others – rather than a blanket ‘no information’ strategy.





Case study 4: Campos Basin Oil Platform, Brazil

2.23
 
The event

Three critical explosions occurred on the P–36 oil platform on 15 March 2001 in the Campos Basin’s Roncador Field, some 125 km from the Brazilian coast near Macae and some 270 km northeast from Rio de Janeiro. The platform was owned by the Brazilian State owned company, Petrobras. The platform sank on 20 March 2001 and lay 1,368 metres deep on the Atlantic Ocean floor. Campos Basin is the main hub of Brazil’s oil industry, producing around 80% of the country’s oil needs.

P–36 was the world’s largest and tallest oil platform. It had been designed and built mainly for drilling and production operations. It was the same height as a 40-storey building (some 210 metres high) and weighed approximately 31,400 tons. It had only been operational for less than a year prior to the Major Incident. The rig had been built by an Italian engineering firm at a cost of approximately US$400m. It had the capacity of producing 84,000 barrels of crude oil per day and 1.3 million cubic metres of natural gas per day. The rig could accommodate 175 employees at any one time.

It needs to be noted that the rig had undergone modification and conversion to enable the processing of up to 180,000 barrels per day, from the originally planned 84,000, in order to meet the growing oil needs of Brazilian industry.



The loss

2.24
 
Eleven persons died in total relating to this event, mainly from the second and third explosions.

P–36 had some 1.5 million litres of crude oil and some 1,200 cubic metres of diesel fuel in storage tanks or in the 21 main pipelines attached to it. There were risks of rupture of the storage tanks and its contents leaking out. Petrobras claims that the oil slick reached and remained 90 miles away from the coastline.

Some 81,600 gallons of diesel and crude was said to be on the surface covering an area equivalent to 5 square miles.

The underwater wells that are some 1.3 km beneath the surface had been capped to minimise release but some release had occurred according to Greenpeace.

The loss of P–36 is equivalent to a loss of US$450m in profits in one tax year. On the Sao Paulo Stock Exchange the share price fell by 6–7%.



Basic cause

2.25
 
P–36 is no different from most other platforms other than for its size. It possessed two large Drain Storage Tanks (DSTs) one for the port side and the other for the starboard. The pumped gas, oil and water found its way to the starboard DST. The port side DST contained mainly water.

There seems to have been several but connected actions leading to the event:



	Maintenance work was required on the starboard DST pump. Accordingly, this pump was removed by a contractor without the safe systems in place to assess the impact of the pump removal.

	How would the removal impact on the starboard DST intake valve?



	What impact does it have on pressure, flow, speed, rate of release of gas, oil and water?

A range of theoretical assumptions were made about impact of removal of the pump without validating the actual impact.







	The relationship between the two DSTs is one of homeostatics – retaining a smooth balance and flow and ensuring that excess pressure does not build up in one part that could adversely affect the other DST. This requires, therefore, the emptying of the port side DST. The water in this DST was pumped through a production header. In order to do this safely, this requires the closure of the starboard DST’s intake valve. Otherwise the water from the port side DST could flow into the starboard DST and without the starboard DST’s pump, this could create an explosion potential. Either ‘human error’ or a regime of poor maintenance meant that the starboard DST’s intake valve had not been completely closed.




The two critical events above led to the first ‘mechanical explosion’ with the starboard DST rupturing, followed by two further explosions as the oil and gas was released. Pictures of the P–36 rig show the submergence of the starboard side. Eventually, by 20 March, the rig tilted at an angle three times that of the Leaning Tower of Pisa.


Underlying causes

2.26

Platform related Major Incidents are not new in Brazil, nor for Petrobras. In 1984, a fire on a petroleum platform killed 37 employees. In January 2000 there was the Guanabara Bay oil spill when 1.3 million litres of oil was released. The other major event was the 4 million litres of oil in July 2000 (Araucaria oil spill). From a period of 1987 to 2000, there have been 81 fatalities at petroleum sites owned by Petrobras, of which 66 belonged to contractors.

The Brazilian investigators identified a range of deep-rooted causes. They were as follows:



	Operational Health and Safety Management needs improving. There is a lack of a systematic approach to safety and health and work. Whilst systems and procedures exist, they are fragmented. There was no auditing regime in place.


	The safety culture in the oil sector as a whole – the emphasis has been on cost cutting, leading to the reduction of personnel and contracting of self-employed contractors without a common command and control over their safety documentation and implementation.


	Issues of a lack of safety training and competence of operational staff and supervisors on P–36, the lack of use of dynamic risk assessment, safe systems and Permit type systems and the failure to communicate risks between contractors and Petrobras staff have been focused on by Brazilian investigators.


	One of the critical issues raised has been the design and modification of platforms without consideration of the safety implications.


	The investigators have also criticised the fragmented approach between the Brazilian Maritime Authority and the Ministry of Works.







Organisational learning

2.27
 
The key lessons for industry and the public sector arising from P–36 were in many ways anticipated and forecasted by Lord Cullen in the Inquiry into Piper Alpha in 1988. There has been a lack of isomorphic learning by the Brazilian authorities not only from their historic incident rate but also from the conclusions and recommendations from Cullen.

The key lessons are:



	the vetting of all contractors to assess their competence, training, use of safe systems, risk assessments and historic track record in similar work;


	a regime of regular monitoring and oversight of all contractors;


	regular meetings and assessment of contractors;


	senior management taking a proactive and hands-on role in the safety function;


	the ‘separation of powers’, so that the assessor, supervisor, enforcer and auditor functions are kept separate to avoid a conflict of interest.





Case study 5: Japan Air Lines Boeing 747 Crash, 1985

2.28
 
The event

On 12 August 1985, a Boeing 747SR (Short Range), owned by Japanese Airlines (JAL) took off from Tokyo’s Haneda International Airport en route for the industrial city of Osaka, approximately 400 km away. Designed for relatively short journeys, the aircraft carried 509 passengers, including 12 small children, and a crew of 15. Approximately, ten minutes after take-off, the captain notified Air Traffic Control that he had an emergency on-board. Some ten minutes later the aircraft crashed into a pine forest near the top of Mount Osutaka, exploding into flames and breaking up. Much of the wreckage spilled down the side of the mountain. Flying over the area a little later, the pilot of a rescue helicopter reported seeing ten small fires within an area about 300 square metres but no survivors. It was raining and visibility was poor.

Darkness and the deteriorating, stormy weather conditions forced the authorities to temporarily suspend the use of helicopters. Inaccessibility of the accident site meant that it took rescue parties 14 hours to reach the scene. Later, when the weather improved, Chinook helicopters, using rappelling gear, were able to drop troops onto the wreckage site. As the morning wore on, rescuers found four survivors, two women and two children. All had been seated at the rear of the aircraft. News of the discovery of the four survivors raised the hopes of the relatives assembled in a school gymnasium in the town of Fujioka close to the foot of the mountain. At the site, medical staff found people who appeared to have survived the impact but, wearing only light clothing, had probably died of shock and exposure in the near-zero overnight temperatures.

JAL arranged for 1,000 employees to go to the crash site to recover the bodies.



The loss

2.29
 
In total 520 people died. This represents the worst aviation disaster involving a single aircraft.

There was also the direct and indirect losses and delays for other flights, the human pain and suffering sustained by the next of kin and the multi-million dollar clean up that followed.

Apart from the investigation time, there were losses sustained by Boeing itself in sending personnel and trying to decipher the causation process.

Feelings in the community also ran high. Some JAL staff were assaulted in the immediate aftermath of the accident and there were instances of others being thrown out of shops and restaurants in Tokyo if they entered in uniform. A JAL maintenance manager at Haneda Airport committed suicide to ‘apologise’ for the accident.

JAL suffered considerably. The airline’s President resigned. Domestic flights dropped by more than a third. It took years for JAL to rebuild its shattered morale, win back public confidence and regain its public image.



Basic cause

2.30
 
The initial cause of the accident was the rupture of the aircraft’s aft pressure bulkhead. This allowed air to flow from the cabin into the unpressurised tail assembly. The wall of the auxiliary power unit was then breached, allowing air to rush into the vertical tail fin. Within seconds, a large section of the rudder had broken off and all four lines of the hydraulic system had been severed. In less than two minutes the aircraft had become uncontrollable.

An examination of the maintenance records of this particular aircraft revealed that its fuselage had scraped the ground during a particularly heavy landing in 1978. Replacement of the damaged portion of the pressure bulkhead had been incorrectly assembled, using a single row of rivets instead of two, thus reducing its resistance to fatigue by some 30%. This had remained undiscovered until the accident, seven years later. There was a general acceptance that there had been nothing the pilot of the aircraft could do; indeed, the crew had exhibited great skill in keeping the aircraft flying for about 30 minutes after the accident using engine thrust only.



Underlying causes

2.31
 
One of the key underlying causes was that of assessing and reviewing parts of the plane that had undergone previous repair. There was a presumption that Boeing engineers had carried out the repairs and so no further assessments were needed. The frequency and depth of the inspections by the Japanese authorities was brought into question. This raises issues of how and why ‘maintenance’ was confused with ‘inspection’.

Other underlying causes have been stated as economic pressures. The Japanese economy and JAL were flourishing in the era of the ‘free market’ and suggestions that quality control and risk oversight took second place have been made.



Organisational learning

2.32
 
Important lessons arise for industry and the public sector from JAL 123. These are summarised below.


Importance of a unified command and control structure

2.33
 
Looking at the series of events, one identifies a series of fragmentations. Firstly, there was a dispute amongst Japanese agencies as to who was actually in charge. Japanese regulations stated that all wreckage should be seized and retained by the police. Therefore, the local police of the area in which the aircraft crashed insisted they were responsible for carrying out the investigation. As a result, the Air Accident Investigation Committee, set up by the Ministry of Transport, were prevented from taking key pieces of wreckage to a central inspection facility in Tokyo. According to the police they could only ‘borrow’ wreckage.

Secondly, when a nine-man team of investigators arrived from the US – two each from the National Transportation Safety Board (NTSB) and the Federal Aviation Authority (FAA) and five from Boeing – they had great difficulty in gaining access to the accident site. When they finally did gain access, they found that critical pieces of wreckage had been removed by rescue workers.



Disaster Recovery Plan

2.34
 
Further, there were delays by the Government in activating the Disaster Recovery Plan. This required the authority of all members of the Cabinet. Such delays were repeated during the Kobe earthquake. This raises issues of whether Disaster and Emergency Management needs to be kept as a specialised branch with its own response and reaction strategies free from political interference. However, the counter argument raised is that the Cabinet or a ‘cabinet office’ is the key forum that links government departments together so in order to improve crisis communication, such political and administrative oversight is necessary and, in the case of Lockerbie, proved a success.



Culture

2.35
 
Many investigation delays took place as Boeing, NSTB and FAA personnel were denied access to the disaster scene. Issues of understanding culture and norms arise, as the Japanese maintained that dealing with persons of authority, with the ‘right’ designations on business cards and status were of importance – they needed the assurance that they were dealing with decision makers who could be trusted.


Case study 6: Ellis Park Stadium Soccer Disaster

2.36
 
The event

During the evening of 11 April 2001, a large crowd of people came to the Ellis Park Stadium in Johannesburg, to watch a Premier Soccer League fixture between Kaizer Chiefs, the home club, and Orlando Pirates. The two teams have the largest support in South Africa. Both are based in Johannesburg and the game was crucial to the outcome of the championship for that season with both clubs still in the running to be crowned champions. The ground’s capacity is 60,000 but it is estimated that between 80,000 and 100,000 people turned up. When the official capacity was reached, signs to this effect were posted around the ground.

Immediately following the disaster, the President of South Africa set up a Commission of Inquiry, chaired by a judge. The Commission was to inquire into and report on the facts that led to the disaster, and make recommendations on how similar occurrences could be prevented in the future.



The loss

2.37
 
The tragedy started to unfold before the game commenced shortly after 8 pm. Only when victims were being brought out of the crowd and laid on the pitch behind one of the goals was the game stopped. 43 people died and a further 158 were injured.

Finding their way to the stadium obstructed by the large crowds, many people who arrived in vehicles just abandoned them in the surrounding streets. The resulting congestion hampered emergency vehicles that were called to the scene once the problem developed.



Basic cause

2.38
 
Thousands of people who had bought tickets were left outside the ground. In frustration people outside the ground broke down the perimeter fence, set light to ticket cubicles and eventually broke down the entry gates into the stadium. As a result, both ticket-holders and non-ticket holders accessed the stadium in large numbers. Although disputed by some of the people who gave evidence to the Inquiry, the Chairman found that a tear-gas canister was discharged, causing a section of the crowd to panic.



Underlying causes

2.39
 
The inquiry found that many of the arrangements on the day were defective. Principle amongst these were the following:



	All the agencies grossly underestimated the possible attendance.


	There had been a failure to learn the lessons from previous encounters between the two teams.


	There was no clear agreement as to who was in command and what the specific responsibilities of the various agencies were. For instance, all three organisations, PSL Security, Stallion and the Public Order Policing Unit, who had a roll to play at the outer perimeter fence, denied that it was their responsibility to stem the breach.


	FIFA and SAFA guidelines specifically state that a game should not start until the situation inside and outside the stadium is under control. When the game started, there were still thousands of people outside the stadium.


	No one was tasked with or accepted responsibility for monitoring the crowd outside the stadium.


	Although there was a purpose-built Joint Operation Centre manned by representatives of most of the agencies present, no one person was in command. Instead there was a collection of independent heads of security groupings who did not operate in a co-ordinated manner and all of whom denied that they carried the ultimate responsibility for what happened. Indeed, the Inquiry suggested it was a joint operations centre in name only. The Inquiry suggested this as ‘a glaring weakness in the security plan’.


	Too few security officers were deployed at some parts of the ground. This enabled some people to enter the ground without tickets. In other cases, some security officers allowed people in without tickets in return for money.


	The Public Order Police were slow to react to the worsening situation.






Organisational learning

2.40
 
Again, the issue of isomorphic learning arises in that the South African authorities do not seem to have followed up from disasters such as Hillsborough. Perhaps such disasters are seen as remote – from a different continent and culture and ‘not relevant’.

Another issue arising is education and awareness in the wider community of safe behaviour and ‘crowd norms’ expected from attendees when attending sports matches.

There is also the economic motivation of sports and leisure organisers, who have legal duties under most Commonwealth legal jurisdictions to consider and implement ‘safety arrangements’ and the risk controls, given the numbers attending. The UK Health & Safety Executive have produced a guidance, Crowd Safety.

There are also broader issues of design and architecture of sports and leisure stadiums, the materials used, the access and egress paths, the use of space etc. This has implications for architects as well as urban planners.




Conclusion

2.41
 
The above Major Incidents highlight that geography and culture need not be barriers to understanding and ‘learning from disasters’. They display some generic causative processes as well as common ‘solutions’, namely, the importance of:



	the need for strategic oversight by the Board and senior management and ensuring that operational and tactical management are ‘linked together’ in one system of command and control. This is a key message of the Turnbull Report and systems such as BS PD 6668 – effective management oversight;


	the Training and Exercising Plans and Procedures need regular testing, in particular in conjunction and collaboration with contractors;


	a regime for reporting accurately and analysing historical incidents and communicating the findings;


	a proactive and open culture which encourages the analysing and the asking of critical questions; and


	regularity – ensuring that a regime of continuous checking and feedback is prevalent, involving employees and external agencies.
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