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Dear Reader,

Thank you for choosing Microsoft Windows Operating System Essentials. This 
book is part of a family of premium-quality Sybex books, all of which are writ-
ten by outstanding authors who combine practical experience with a gift for 
teaching.

Sybex was founded in 1976. More than 30 years later, we’re still committed to 
producing consistently exceptional books. With each of our titles, we’re working 
hard to set a new standard for the industry. From the paper we print on, to the 
authors we work with, our goal is to bring you the best books available.

I hope you see all that reflected in these pages. I’d be very interested to hear 
your comments and get your feedback on how we’re doing. Feel free to let me 
know what you think about this or any other Sybex book by sending me an email 
at nedde@wiley.com. If you think you’ve found a technical error in this book, 
please visit http://sybex.custhelp.com. Customer feedback is critical to our 
efforts at Sybex.

	 Best regards,

	 Neil Edde

	 Vice President and Publisher
	 Sybex, an Imprint of Wiley
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Introduc t ion
Windows computers are important tools used on modern networks. They 
are used to send and receive emails, create documents, and use intensive busi-
ness applications. Computer support administrators are in high demand and 
modern technologies such as virtual desktops and cloud computing have only 
increased the importance of the support professional’s job.

The Microsoft Technology 
Associate Certification
The Microsoft Technology Associate (MTA) certification is a certification provided for 
entry-level professionals and those with long careers in the industry who have never 
acquired a certification credential. It includes three separate tracks: Information 
Technology (IT) Professional, Developer, and Database. The IT Professional track is 
for individuals pursuing work as administrators. The Developer track is for individu-
als pursuing work as programmers and software engineers. The Database track is for 
individuals pursuing work as database administrators and database developers.

The IT Professional series includes four certifications:

Windows Operating System (OS) Fundamentals ​   ​This certification assumes 
no previous knowledge and allows you to start from the beginning to learn how 
to administer and support Windows 7 clients. The knowledge acquired through 
the Networking Fundamentals and Security Fundamentals certifications will be 
helpful as you study Windows OS fundamentals, but it is important to remem-
ber that the MTA certification exams have no prerequisites. The Windows OS 
Fundamentals exam and this book give you a solid foundation for working as 
a Windows Desktop administrator in a Microsoft technology environment. You 
earn this certification by taking and passing exam 98-349. This book covers the 
objectives for the 98-349 exam.

Windows Server Administration Fundamentals ​   ​This certification assumes 
no previous knowledge and allows you to start from the beginning to learn how 
to administer Windows servers. The knowledge acquired through the Networking 
Fundamentals and Security Fundamentals certifications will be helpful as you 
study Windows Server administration fundamentals, but it is important to remem-
ber that the MTA certification exams have no prerequisites. The Windows Server 
Administration Fundamentals exam gives you a solid foundation for working 
as a server administrator in a Microsoft technology environment. You earn this 
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certification by taking and passing exam 98-365. My book Microsoft Windows 
Server Administration Essentials (Sybex, 2011) covers the objectives for the 
98-365 exam.

Networking Fundamentals ​   ​This is an important certification in the MTA IT 
Professional track. It lays a solid foundation of basic networking knowledge needed 
to administer modern networks and also helps you prepare for more advanced 
Microsoft Certified Technology Specialist (MCTS) and Microsoft Certified IT 
Professional (MCITP) tracks. You earn this certification by taking and passing 
exam 98-366. The book Microsoft Windows Networking Essentials by Darril 
Gibson (Sybex, 2011) covers the objectives for the 98-366 exam.

Security Fundamentals ​   ​Security Fundamentals is another important certifi-
cation in the MTA IT Professional track. It complements the knowledge learned 
in the Networking Fundamentals certification and adds fundamental security 
knowledge needed by administrators. IT administrators in any environment 
need to be aware of the risks with IT systems. You earn this certification by tak-
ing and passing exam 98-367. The book Microsoft Windows Security Essentials 
by Darril Gibson (Sybex, 2011) covers the objectives for the 98-367 exam.

Each of these certifications can serve as a stepping-stone to Microsoft’s next 
levels of certifications: Microsoft Certified Technology Specialist (MCTS) and 
Microsoft Certified IT Professional (MCITP). 

Who Should Read This Book
This book is for current or aspiring professionals seeking a quick grounding in 
the fundamentals of administration in a Microsoft Windows environment. The 
goal is to provide quick, focused coverage of fundamental skills. 

If you want to start a career in Windows Desktop support or are already work-
ing in the field and want to fill in some gaps on fundamental topics, this book 
is for you. You can use the knowledge gained from this book as a foundation for 
more advanced studies. Additionally, this book will act as an excellent reference 
for the day-to-day tasks you must perform as a Windows Desktop administrator.

This book is focused on the objectives of the Microsoft Technology Associates 
(MTA) Windows OS Fundamentals certification. This is the first numbered cer-
tification in the MTA IT Professional series (with the exam number 98-349), but 
you can take the four IT Professional series exams in any order you desire. You 
can read more about the MTA certifications and MTA exam certification paths 
at www.microsoft.com/learning/en/us/certification/mta.aspx. 



Appendix B high-
lights the Microsoft 
certification pro-
gram. The appendix 
also lists the exam 
objectives for Exam 
98-349 and how 
they map to this 
book’s content.

http://www.microsoft.com/learning/en/us/certification/mta.aspx
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What You Will Learn
You will learn the essentials of Windows Desktop administration in a Microsoft envi-
ronment. In addition, this book covers all the objectives of the Microsoft Technology 
Associates Windows Server Administration Fundamentals exam (exam 98-349).

What You Need
To perform the procedures provided throughout this book, you will need a Windows 7 
Desktop to work with. This Desktop can be a virtual machine or a direct installa-
tion on computer hardware. The good news is that Windows 7 will run on practi-
cally any desktop computer that you can buy today. You can install the trial edition 
of Windows 7 and use it for up to 90 days. You can download the trial edition from 
http://technet.microsoft.com/en-us/evalcenter/cc442495.

If you want to run Windows 7 in a virtual machine on top of another Windows OS, 
you will need to have at least 4 GB of system memory in your computer and you 
will need to download the free VMware Player virtualization software. This software 
can run 64-bit and 32-bit operating systems, unlike Windows Virtual PC (which 
Microsoft provides for Windows 7). You can download the VMware Player from 
http://www.vmware.com/go/downloadplayer. Chapter 2, “Installing Windows,” 
provides instructions for performing an installation of Windows 7.

What Is Covered in This Book
Microsoft Windows Operating System Essentials is organized to provide you 
with the knowledge needed to master the basics of administration in a Microsoft 
environment.

Chapter 1, “Windows Operating Systems Overview,” ​   ​provides an overview 
of the Windows operating system (OS) and the historical evolution of Windows. 
You also learn about the OS architecture and management interfaces. 

Chapter 2, “Installing Windows,” ​   ​describes the options you have for Windows 7 
installations and discusses the important considerations that you must take into 
account when upgrading. Virtualized installations are also explained. 

Chapter 3, “Managing the Desktop,” ​   ​explains the Windows 7 Desktop and its 
features. Provides instructions for working with gadgets, display settings, short-
cuts, and the Aero interface. 

Chapter 4, “Using Native Applications,” ​   ​describes the applications included 
with Windows, such as Notepad, Paint, Calculator, Internet Explorer, and 
Windows Media Player. Also covers newer tools like the Snipping Tool. 

http://technet.microsoft.com/en-us/evalcenter/cc442495
http://www.vmware.com/go/downloadplayer
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Chapter 5, “Managing with the Control Panel,” ​   ​explains the Control Panel 
and its interfaces. Explores Administrative Tools available in Windows 7. Covers 
accessibility features and other important Control Panel applets. 

Chapter 6, “Mobility and Remote Management,” ​   ​describes the mobility and 
remote management features of Windows 7, including SyncCenter, Windows 
Mobility Center, Remote Desktop, Remote Assistance, and Windows PowerShell 
remoting.

Chapter 7, “Managing Applications,” ​   ​provides instructions for planning and 
installing local and networked applications. Covers the use of Group Policy for 
application control and discusses important topics like application virtualization 
and the management of services. 

Chapter 8, “Controlling Malware,” ​   ​explains what malware is and the differ-
ent forms it takes. Describes options for malware protection and the specific 
Microsoft solutions available to secure your system from malware. 

Chapter 9, “File Management,” ​   ​teaches the important aspects of filesystems 
and explains the differences among the available filesystems in Windows 7. Covers 
working with encryption and libraries as well. 

Chapter 10, “Network Shares,” ​   ​explains file sharing and the process used to 
create shares. Addresses NTFS and share permissions. Defines the methods used 
to share printers and printer drivers.

Chapter 11, “Device Management,” ​   ​describes device drivers and how they 
interact with plug-and-play operations. Shows you how to use the Device Manager 
and connect and manage devices. Covers printers and system devices as well.

Chapter 12, “Storage Management,” ​   ​addresses the importance of understand-
ing the various storage types available and selecting the right ones for your needs. 
Explains how to work with Disk Management and use online storage solutions. 

Chapter 13, “Windows Troubleshooting,” ​   ​explains both the troubleshooting 
processes and the troubleshooting tools used to analyze problems in a Windows 
environment. Covers Disk Defragmenter, Disk Cleanup, and the Task Scheduler. 

Chapter 14, “Backup and Recovery,” ​   ​describes the various backup planning 
actions and the backup options available in Windows 7. Provides instructions for 
using System Restore, system images, and Backup and Restore.

Chapter 15, “Windows Update,” ​   ​explains the planning and implementation 
of update procedures. Describes both Windows Update and Microsoft Update. 
Provides instructions for implementing a network-based update provisioning 
solution.
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Appendix A, “Answers to Review Questions,” ​   ​includes all of the answers to 
the review questions found in “The Essentials and Beyond” section at the end of 
every chapter.

Appendix B, “Microsoft’s Certification Program,” ​   ​maps the objectives in the 
MTA Windows Operating System Fundamentals (exam 98-349) to the specific 
chapters where each objective is covered.

In addition, we have created an online Glossary, as well as “Appendix C, Answers 
to Additional Exercises,” which contains the suggested or recommended answers to 
the additional exercises we have included at the end of each chapter. You can down-
load these at www.sybex.com/go/osessentials.

To Learn More or Contact Us
Sybex strives to keep you supplied with the latest tools and information you 
need for your work. Please check this book’s web page at www.sybex.com/go/
osessentials, where we’ll post additional content and updates that supplement 
this book if the need arises. Enter windows os administration essentials in the 
Search box (or type the book’s ISBN—9781118195529), and click Go to get to 
the book’s update page.

As the author, I would be glad to help you in your learning process. If you ever 
have questions along the way, feel free to email me at carpenter@sysedco.com. 
Thanks for reading.

http://www.sybex.com/go/osessentials
http://www.sybex.com/go/
mailto:carpenter@sysedco.com




CHAPTER 1

Windows Operating 
Systems Overview
The Windows operating system (OS) has evolved over several decades 
of development. To fully understand the way Windows functions today, you 
should know the roots of the current system. In this chapter, you will learn 
the history of Windows. 

To troubleshoot problems on Windows systems, you must be familiar with 
the basic architecture of the OS. For this reason, this chapter will also explore 
the Windows architecture. The architecture defines how the OS functions, 
and understanding it is essential to grasping many of the topics discussed in 
later chapters.

Finally, this chapter will describe the interfaces used by administrators and 
users of the Windows operating systems. This discussion includes exploratory 
overviews of the graphical user interface (GUI), the Command Prompt, and 
Windows PowerShell.

�� Discovering the history of Windows

�� Understanding the OS architecture

�� Identifying Windows interfaces

Discovering the History of Windows
The modern Windows OS did not begin with the graphical capabilities it has 
today. The OS has its roots in text-based systems and simple graphical inter-
faces. In this section, I’ll describe these earlier operating systems to help you 
understand where the current system came from and why it works as it does. 
You will also learn about the timeline of Windows development alongside the 
progressive development of personal computers (PCs). It all begins with the 
Disk Operating System, better known as DOS.
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DOS—The Precursor
The first OS Microsoft sold was MS-DOS 1.0. The very name, Disk Operating 
System, was indicative of the time when it was released. In 1981, there were no 
document scanners, Universal Serial Bus (USB) microphones, game controllers, 
or digital cameras. The primary function of the OS was to allow for the loading 
of applications and the management of disks or storage. DOS was, and is, a text-
based operating system. It had no built-in GUI, and it worked with basic typed 
commands. Many of these commands still exist in the most current Windows OS.

The DOS OS was popular from 1981 all the way to 1999. After 1999 and the 
release of Windows 2000, the GUI-based OSs became more popular in business 
settings.

DOS was originally developed by Microsoft for IBM. In fact, Microsoft licensed 
a product named QDOS/86 and used it as the starting point to develop MS-DOS. 
The first version of MS-DOS (version 1.0) was released in August 1981 and sup-
ported a maximum of 128 kilobytes of random access memory (RAM). It also 
supported the File Allocation Table (FAT) filesystem. Figure 1.1 shows the text-
based interface for controlling and using DOS. This example is a screen capture 
from a DOS 6.22 installation showing the output of the CHKDSK command, which 
was used to view information about the contents of the disk and to analyze the 
disk for potential problems.

F I G U R E  1 . 1   The DOS 6.22 text-based interface showing the output 
of the CHKDSK command

DOS applications could have a graphical interface, but the DOS system itself 
provided no greater graphical functions than a simple ASCII character–based 
interface. Figure 1.2 shows an example of a DOS ASCII-based application: the 
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ScanDisk application that shipped with DOS 6.22. ScanDisk checked the disk for 
errors and attempted to repair any that were discovered.

F I G U R E  1 . 2   ScanDisk was an ASCII-based GUI application.

The DOS OS used four elements in the boot process. The first was the boot 
sector, or boot code. The boot code was stored on the boot drive and indicated 
that the IO.SYS file should be loaded to start the OS. The IO.SYS file called 
and loaded the MSDOS.SYS file. When the OS loaded, the command interpreter 
was loaded as the fourth and final part of the OS. The command interpreter was 
contained within the COMMAND.COM file. Most modern OSs still use the boot sec-
tor or boot code, but this code loads different files to start the OS. For exam-
ple, in a Windows 7 system, the boot code loads the Windows Boot Manager 
(BOOTMGR.EXE) file to begin the OS load.

During the boot process, DOS systems used two primary configuration files to 
determine the drivers and settings for the machine. The first file loaded and pro-
cessed was CONFIG.SYS. This text-based configuration file was used to set system 
parameters and load device drivers. The second file loaded was AUTOEXEC.BAT. 
This text-based configuration file could perform any function a standard batch 
file could perform. It was also used to load device drivers and initial applications 
on the machine.

Several versions of DOS were released from 1981 to the final release of  
version 6.22 in 1994. DOS was the underlying OS in all versions of Windows 
from Windows 1.0 to Windows ME, including the very popular Windows 95 
and Windows 98 operating systems of the 1990s. The version of DOS used in 
Windows 95 through Windows 98 is often called DOS 7.0, and the version used 
in Windows ME is often called DOS 8.0. Many vendors released their own DOS 
distributions that could be used as an alternative to MS-DOS. These competing 



The COMMAND.COM 
file contained DOS’s 
internal commands, 
among them the 
DIR, CD, and CLS 
commands.



Batch files were 
used in DOS to 
group several com-
mands together as a 
single unit for easy 
processing. They 
also provided script-
ing capabilities. 
Batch files are still 
used in Windows 7 
today.
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versions included Dr. DOS (with the latest release of Dr. DOS 8.1 in 2005), 
Novell DOS, IBM PC DOS, and PhysTechSoft’s PTS-DOS.

Windows 3.1—The GUI
Although several companies, including Apple, Xerox, and Commodore, produced 
graphical interfaces, there can be no question as to which company has sold more 
licenses for its graphical interface—Windows GUI interfaces have outsold all the 
others combined many times over. This popularity is not an automatic testament 
to its superiority over other GUI interfaces, but it does mean that the typical com-
puting professional is more likely to encounter it than any other interface today.

Windows shipped with several different GUIs from version 1.0 through version 
3.0; however, the Windows 3.1 system became popular in the early to mid-1990s 
and set the path that modern Windows systems are still on today. Figure 1.3 
shows the Windows 3.1 GUI, with the Program Manager in the background and 
the File Manager running in the foreground.

F I G U R E  1 . 3   The Windows 3.1 GUI showing the Program 
Manager and the File Manager

The Windows 3.1 system included menus, windows that could be resized, and 
a launching system known as the Program Manager, which supported program 
groups and icon shortcuts. Many of the concepts used in the Windows 3.1 envi-
ronment are still used in the modern Windows 7 GUI today.

The next version of Windows, which was based on the DOS and Windows 3.1 sys-
tems, was Windows 95. At the same time that the DOS and Windows 3.1 systems 
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were being used, Microsoft provided another operating system, called Windows NT 
(New Technology). Windows NT was designed as a network operating system from 
the start, and it was a 32-bit operating system as well. NT used the same GUI as 
Windows 3.1. When Windows 95 was released, it drastically changed the launching 
environment to include a desktop with icons, a taskbar, and a Start menu, which 
took the place of the Program Manager and program groups. Figure 1.4 shows the 
Windows 95 interface.

F I G U R E  1 . 4   The Windows 95 Desktop and Start menu

When it released Windows 95, Microsoft implemented a new interface that has 
lasted for more than 15 years. Windows 7 still uses an interface very similar to 
the one offered by Windows 95—although we now have a Start menu button 
that is an orb with the Windows logo on it instead of the word Start, the basic 
concept remains the same.

In 1996, Microsoft released Windows NT 4.0, the first version of the NT-based 
OS to use the Windows 95–style interface. The Windows NT–based OSs were not 
based on DOS, as Windows 3.1 and Windows 95 were. Instead, these more robust 
OSs include their own boot loaders and kernels. Windows 7 is still based on this 
NT architecture.

The newest Windows graphical interface as of the release of Windows 7 is the 
Aero interface. It still provides a desktop and the Start menu and taskbar, but it 
adds graphically rich capabilities that are only possible with the proliferation of 
modern powerful graphics chipsets in today’s computers. Figure 1.5 shows the 
Windows 7 interface.



Windows 95 was 
known as Chicago 
during beta stages. 
An application is 
placed in the beta 
stage for final 
testing before it 
is released to the 
public.



The architecture 
of Windows 7 
is explained in 
more detail later 
in this chapter, 
in the section 
“Understanding the 
OS Architecture.”
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F I G U R E  1 . 5   The Windows 7 Aero interface offers enhanced capabilities 
compared to its predecessors.

How the Past Is  St ill  in  the Present

Many of the elements that we use every day in modern versions of Windows 
have their beginnings in the early days of personal computers. First, the 
Command Prompt, which is still very useful in Windows 7, is based on the 
functionality of the command interpreter, COMMAND.COM, that was part of 
MS-DOS. You can still use many of the same commands today that people 
used in the 1980s.

Second, the use of icons has been with us since the Xerox and Apple comput-
ers first introduced them and they are still the primary way that we launch 
files and applications. This is true for desktop and laptop computers as well 
as most handheld devices.

Third, from Windows 3.1 we still have the concept of the Control Panel in 
Windows 7. The Windows 3.1 Control Panel had a whopping 11 applets in it 
right after installing Windows. Needless to say, Windows 7 has many more 
applets in its Control Panel, but the Control Panel remains just the same.

To see an interesting video demonstrating the history of the Windows OS 
through sequential upgrades from one to the next, search for “Chain of Fools: 
Upgrading Through Every Version of Windows” at YouTube.com.
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Windows Evolution
As you learned in the preceding section, the Windows OS did not just appear but 
has evolved over time. Initially, Windows was a graphical shell that ran on top of 
DOS. This functionality continued through the Windows 95 line of OSs until it 
ceased with Windows Millennium Edition (ME).

Starting in 1993, Microsoft sold an alternative OS named Windows NT that 
depended on an entirely different architecture. It used the same graphical inter-
face, but it did not run on top of DOS. Windows NT 4.0 inherited the modern 
Desktop and Start menu concept from Windows 95, and this basic interface con-
cept is still used in Windows 7 today. DOS no longer exists in Windows 7, but the 
Command Prompt interface provides a command line or text mode interface for 
interacting with the OS. The Command Prompt is very similar to DOS, and it is 
clearly based on its predecessor. 

Figure 1.6 shows a timeline that compares the evolution of PC hardware with the 
evolution of the Windows OS. As the image portrays, more powerful hardware has 
allowed for more features in the OS, so that we can use the graphically rich inter-
faces with animations and special effects that we use today. The memory amounts 
listed in Figure 1.6 do not represent the maximum supported memory of the 
named systems, but rather the common memory amounts used with them. (You’ll 
notice that the timeline doesn’t list every Windows operating system; its purpose 
is to display the “types” of operating systems. Windows for Workgroups 3.11, for 
example, was really just Windows 3.1 with networking built in. Windows 98 and 
ME are really just 95 with a few enhancements. Windows Vista, as discussed sepa-
rately, never met with wide acceptance.)

DOS

1981–1991

• Basic PCs
  with few graphics
• Low memory
  measured in
  kilobytes
• Small drives
  with a few
  kilobytes or
  megabytes
  (MB) of
  storage

Windows 3.1

1992–1994

• PCs with
  enhanced
  peripherals
• Increased
  memory
  typically 
  measured in
  MB but less
  than 32 MB
• Hard drives
  as primary
  storage

Windows 95

1995–1999

• 32-bit
  computing
• Increased
  memory of
  typically more
  than 32 MB
• Heavy use of
  CD-ROM
  drives for
  applications

Windows 2000

2000–2001

• Focus on
  security and
  stability for
  enterprise
  applications
• Increased
  memory to
  256 MB or
  more
• Continued
  use of CD-
  ROM drives

Windows XP

2001–2009

• Modernizing
  the Windows
  95 interface
• Memory in
  excess of 512
  MB
• Beginning
  use of USB
  flash storage
  and heavy
  use of Wi-Fi
  networking

Windows 7

2009–Current

• Enhanced
  interface with
  advanced
  graphics cards
• Memory in
  excess of 1 GB
• Use of many
  storage devices

F I G U R E  1 . 6   The Windows OS evolution alongside PC hardware evolution



For more informa-
tion about the his-
tory of Microsoft 
Windows, visit 
http://windows​
.microsoft.com/
en-US/windows/
history.

http://windows.microsoft.com/en-US/windows/history


8 	 C h a p t e r  1  •  W i n d o w s  O p e r a t i n g  S y s t e m s  O v e r v i e w

What about Vista?
If you investigate Figure 1.6 closely, you will notice that Vista is not men-
tioned. This is not because it is an insignificant release of Windows—quite 
the opposite is true. Windows Vista was a revolutionary release of Windows 
that was a bit before its time. The hardware available at the time of its release 
was simply unable to take advantage of its full capabilities. For this reason, 
many users were frustrated with the performance of Vista on their computers 
and chose to run Windows XP instead. In addition, many applications and 
devices failed to work as needed on the Vista OS due to the lack of drivers 
required from hardware vendors.

Windows 7 resolved many of the problems with Vista by providing enhanced 
application compatibility solutions and improved hardware support. 
Additionally, with the passage of time, the hardware in common use at the 
time of Windows 7’s release runs the newer OS very well. For this reason, 
Windows 7 has experienced an adoption rate on a scale unseen since the 
release of Windows 95 in the mid-1990s, with more than 240 million licenses 
sold in the first year of its release.

Understanding the OS Architecture
The architecture of an OS defines how it works instead of what it can do. The 
features define what it can do, but those features must work on top of an opera-
tional methodology. This methodology is the architecture. The current Windows 
OS architecture is based on the original architecture in the Windows NT OS 
first released in 1993. Windows 7, building on changes included in the less pop-
ular Windows Vista, introduces significant changes in several areas of the archi-
tecture, and they are addressed in this section. You will first explore the layers in 
Windows that make up its architecture and then compare it with other systems.

The Layers in Windows
The Windows OS is divided into layers, or modes of operation. The first is Kernel 
mode and the second is User mode, as depicted in Figure 1.7. Kernel mode is 
where the operating system kernel and other low-level processes operate. User 
mode is where your applications, such as Microsoft Word or Excel, and environ-
ment subsystems run.
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System
Support

Processes

Windowing
and Graphics

Functions

User Mode
Kernel Mode

Service
Processes

Subsystem DLLs

Executive

Device DriversKernel

Hardware Abstraction Layer (HAL)

User
Applications

Environment
Subsystems

F I G U R E  1 . 7   The basic Windows architecture components

Technically, Kernel mode operations take place in something called ring 0 of 
complex instruction set computing (CISC) processors. Most processors in use in 
computers today are CISC processors. The common x86 (32-bit) and x64 (64-bit) 
nomenclature refers to CISC processors based on their support for 32-bit and 
64-bit computing. User mode operations take place in the processor’s ring 3 (also 
known as nonprivileged mode). The different rings of operation simply define 
the level of access granted to the processes running in that ring. For example, 
ring 0 (also known as privileged mode) is like “God mode” in many games. In 
this mode, entered via cheat code, you can do anything you want without fear of 
dying or being injured within the game. In a similar way, ring 0 processes can do 
anything they want within the system. It is for this reason that only operating 
system functions, device drivers, and graphics capabilities reside here.

To simplify the way rings work in CISC processors, just remember that ring 3 
processes can do only what ring 2 processes allow them to do. Ring 2 processes 
can do only what ring 1 processes allow them to do, and ring 1 processes can do 
only what ring 0 processes allow them to do. Because Windows uses only rings 0 
and 3, we can simplify this and say that ring 3 processes can do only what ring 0 
processes allow them to do.

Ring 3 processes are usually called user application processes. Because user 
applications must access hardware, which can only be done through Kernel 
mode, some method must exist to allow for this. Effectively, user applications 
switch from User mode processes to Kernel mode processes for short durations 
in order to accomplish Kernel mode tasks. However, even in such situations a 
Kernel mode process must authorize the switch, which brings us back to the 

Rings 1 and 2 are 
not used in Windows 
systems. This deci-
sion was made when 
other processors 
were also supported 
that offered only two 
modes of operation 
within the processor.



Ring 0 is also known 
as privileged mode 
and ring 3 is known 
as nonprivileged 
mode.



When monitoring 
processor utilization 
on a Windows sys-
tem, you will notice 
that most of the time 
is spent in Kernel 
mode because this 
mode has access to 
the hardware.


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reality that User mode (ring 3) processes can do only what Kernel mode (ring 0) 
processes allow them to do.

In addition to Kernel mode and User mode, Figure 1.7 shows several compo-
nents, described here:

System Support Processes    System support processes include system processes 
that do not run as services. These include processes like the logon process 
(WINLOGON.EXE) and the Session Manager subsystem (SMSS.EXE). The Session 
Manager is the first User mode process that starts when the OS loads. The 
Session Manager launches environment subsystems and the WINLOGON.EXE 
process.

Service Processes    Service processes are those system or application processes 
that do run as services. These include system services like the Task Scheduler 
and the Print Spooler, but they also include nonsystem services like SQL Server, 
which is a database server service. A service is an application or innate operating 
system component that provides services (capabilities) to the network, the local 
machine, or both.

User Applications    User applications are the actual applications that users exe-
cute. These include applications like Microsoft Excel and Adobe Photoshop. Five 
application types are supported in the Windows OS: Windows 32-bit and 64-bit 
applications, Windows 3.1 16-bit applications (on 32-bit editions of Windows 7), 
MS-DOS 16-bit applications (on 32-bit editions of Windows 7), and Portable 
Operating System Interface (POSIX) 32-bit applications through the use of the 
Subsystem for Unix-based Applications. 16-bit applications are not supported on 
the 64-bit editions of Windows.

Environment Subsystems    The environment subsystems and the subsystem 
dynamic link libraries (DLLs), which are defined next, work together to allow 
different application types to function on the system. For example, the Windows 
32-bit environment subsystem allows 32-bit Windows applications to work on a 
64-bit edition of Windows 7. This 32-bit environment subsystem will make calls 
to subsystem DLLs, and the subsystem DLLs may also communicate back with 
the environment subsystem if communication with the application is necessary.

Subsystem DLLs    The last User mode component is the subsystem DLLs. 
These translate application function calls into internal native system service 
calls. The subsystem DLLs communicate with the Kernel mode processes on 
behalf of the applications and may communicate with the applications through 
the environment subsystems as well.



Dynamic link librar-
ies (DLLs) contain 
code that can be 
called upon by 
other processes so 
that programmers 
need not re-create 
the code for each 
application.
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Executive    The executive can be compared to an executive assistant. This com-
ponent is responsible for process and thread management, memory manage-
ment, security functions, input and output (I/O), networking, and communication 
between processes (interprocess communication). The executive consists of sub-
components responsible for specific tasks. For example, the Configuration Manager 
implements and manages the Registry, which stores settings for applications, users, 
and the OS. Additionally, the I/O Manager provides device-independent I/O and 
passes requests to the proper device drivers for actual processing on the hardware.

Windowing and Graphics Functions    A key feature of Windows is the graphi-
cal user interface, and these functions are implemented in Kernel mode. This is 
a major reason why unstable video drivers often cause the entire Windows OS 
to become unstable. The drawing of windows and user interface control objects 
(such as buttons, scroll bars, and title bars) is controlled here.

Kernel    While the executive is in charge of process and thread management, the 
kernel is in charge of thread scheduling. It decides which thread gets processor 
time and on which processor it gets time at any moment. It is also responsible for 
synchronization when multiple processors are used and for interrupt handling 
through the interrupt objects, which work in relation to the I/O Manager.

Device Drivers    Device drivers are Kernel mode components that provide a 
communication interface between the I/O Manager within the executive and 
the actual hardware for which they are written. Device drivers place calls to the 
Hardware Abstraction Layer, described next, to communicate with the hard-
ware. Device drivers may be used to communicate with specific hardware or 
with filesystems, networks, and other protocols.

Hardware Abstraction Layer (HAL)    The HAL does exactly what its name 
implies—it abstracts or disconnects the OS from the core hardware, such as the 
processor architecture. Because of the HAL, Windows can run on systems that 
support 32-bit processing (x86) or 64-bit processing (x64). Additionally, with the 
x86 processors, it can run on either Advanced Configuration and Power Interface 
(ACPI) PCs or Advanced Programmable Interrupt Controller (APIC) PCs.

Several files work together to provide the core functionality of the Windows 
OS. These files include the following:

ADVAPI32.DLL  One of the primary Windows subsystem DLLs providing access 
to APIs for Registry access, system shutdowns and restarts, and management of 
user accounts.



PCs that use the 
ACPI HAL are single-​
processor machines. 
PCs that use the 
APIC HAL are 
multiple-processor 
machines.
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GDI32.DLL  One of the primary Windows subsystem DLLs providing graphics 
functions.

HAL.DLL  The Hardware Abstraction Layer (HAL) DLL that allows the Windows 
OS to run on different hardware platforms.

KERNEL32.DLL  One of the primary Windows subsystem DLLs providing kernel 
functions.

NTDLL.DLL  The DLL that exposes many of the Windows native API functions to 
User mode applications.

NTOSKRNL.EXE  The kernel image for the Windows OS; the kernel is responsible 
in part for process and memory management.

NTKRNLPA.EXE  The same as NTOSKRNL.EXE, but used on systems with Physical 
Address Extension (PAE) support.

USER32.DLL  One of the primary Windows subsystem DLLs providing access to 
the keyboard and mouse as well as window management (the actual application 
windows as opposed to the OS name).

WIN32K.SYS  The Kernel mode portion of the Windows subsystem.

Windows 7 specifically modifies the architectural functionality of Windows in 
several ways. The following enhancements have been included in the Windows 7 
architecture and design:

�� The version number of the OS has changed to 6.1 from 6.0, which 
was the older version number in Windows Vista. Even though the 
version number seems to indicate that Windows 7 is a minor release 
(6.1) and Windows Vista was a major release (6.0), Microsoft consid-
ers Windows 7 a major release.

�� More than 400 footprint reductions were implemented across all 
Windows 7 components, resulting in a smaller memory footprint 
than Windows Vista.

�� The Desktop Window Manager (DWM), which provides the Aero win-
dow interface capabilities, has a 50 percent reduced memory footprint.

�� Microsoft added power management efficiency tests to assist users in 
increasing battery life. The POWERCFG.EXE command can be used to 
generate a report on power issues.

�� The Windows 7 OS is prepared for BitLocker immediately after instal-
lation because a 100 MB volume is created for BitLocker use during 
installation.


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port up to 64 GB.
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�� BitLocker also supports encryption of USB flash drives through BitLocker 
to Go.

�� Microsoft added the ability to boot the system from a virtual hard disk 
(VHD). A VHD is used to provide hard disks to virtual machines in 
virtualization systems like Windows Virtual PC and Hyper-V. Booting 
from a VHD allows for simpler dual-booting and testing. Windows 7 
systems can boot from USB flash drives, VHD files, hard drives,  
CD/DVD drives, and other USB-type drives.

For more information on the architectural changes in Windows 7, view the 
following page at the Microsoft Developers Network (MSDN) website: http://
msdn.microsoft.com/en-us/library/dd371741(v=VS.85).aspx.

Windows Compared to Other Systems
The architecture of Windows is very similar to other operating systems, includ-
ing Linux and Mac OS X. A key difference is in the area of graphics processing. 
Windows includes graphics capabilities in the Kernel mode of the operating 
system, which can potentially improve graphics performance. Linux does not 
include the graphics functions in the kernel, which removes those functions 
from the core OS and can potentially improve stability.

The Mac OS X operating system is now based on BSD Unix. This flavor of Unix 
has been around for more than 30 years. However, the hardware on which you 
run it today is not 30 years old, and therefore, the length of development time 
does not automatically result in improved stability. For example, Windows has 
been developed since the official Microsoft announcement in 1983. Therefore, 
the length of development history is really no different when comparing 
Windows with any other OS.

Apple provides an open-source version of its core OS known as Darwin. Darwin 
is the OS used for Mac OS X, but the GUI is provided through Quartz and Aqua, 
which are not available in the open-source version. Quartz is the drawing engine 
and Aqua is the theme. The most widely used open-source version of Darwin is 
PureDarwin, which is available at www.PureDarwin.org.

Visit the following websites to learn more about differences between Windows 
OSs and other operating systems:

�� www.microsoft.com/canada/windowsserver/compare/default.mspx 

�� windows.microsoft.com/en-US/windows7/products/compare/

pc-vs-mac

�� www.michaelhorowitz.com/Linux.vs.Windows.html

�� www.cio.com/article/41140/Windows_vs._Linux_vs._OS_X



The stability versus 
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Identifying Windows Interfaces
The Windows OS has three primary interfaces for working with applications and 
performing administrative tasks. Most users will spend the majority of their time 
in the GUI, but administrators can benefit greatly from the Command Prompt 
and Windows PowerShell interfaces. This section includes explanations and 
examples of all three interfaces in the Windows 7 OS.

Using the GUI Interface
The Windows GUI is composed of windows, buttons, text boxes, and other navi-
gation elements. To support Windows systems effectively, you must understand 
the basics of these elements. Figure 1.8 shows the Start menu and taskbar ele-
ments included in the Windows 7 GUI.

F I G U R E  1 . 8   The Windows 7 GUI interface with the Start menu expanded

The first element is the Start menu. As you can see in Figure 1.8, the Start 
menu is similar to earlier versions of Windows, but it includes new capabilities. 
First, a graphical orb icon (first introduced in Windows Vista) is still the button 
used to bring up the Start menu in Windows 7. The Start menu includes the abil-
ity to pin icons so that they are always displayed on the menu, and it features a 
listing of the recent applications launched for quick access.

You can quickly 
access the Start 
menu by pressing 
the Windows key 
on a keyboard or by 
pressing Ctrl+Esc if 
the keyboard lacks a 
Windows key.


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To customize the Start menu, simply right-click the Start menu button (the 
orb) and select Properties to access the Taskbar And Start Menu Properties dialog, 
shown in Figure 1.9. You can use the Customize button to change how the Start 
menu looks and behaves. You can also configure the Start menu’s Power button to 
do any of the following tasks: shut down, switch user, log off, lock, restart, or sleep. 
Finally, you can configure Privacy settings according to your needs.

F I G U R E  1 . 9   The Taskbar And Start Menu 
Properties dialog

Using the Taskbar And Start Menu Properties dialog, you can also configure the 
taskbar. On the Taskbar tab you have several options, including the ability to lock 
the taskbar, auto-hide the taskbar, and use small icons so that the taskbar can 
contain more icons at lower screen resolutions. You can also define the taskbar 
location on the screen and the way the taskbar buttons should be displayed. For 
example, you can display the taskbar buttons in groups so that they stack on top 
of each other for multiple instances of the same application, or you can display 
them as completely separate buttons. Finally, you can customize the Notification 
Area. This area is, by default, in the lower-right corner of the Desktop and is dis-
played as part of the taskbar. It displays icons that allow you to interact with the 
system and applications, such as the volume control icon and alert icons that dis-
play important information related to your system. You can control which icons 
should be displayed in the Notification Area and which should not.

The next major portion of the Windows OS GUI is the Desktop. The Desktop 
is shown in Figure 1.8 with the Windows logo in view and the Recycle Bin icon 



The screen resolu-
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