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Human error is a very large subject, quite as extensive as that covered by the term human performance. But these daunting proportions can be reduced in at least two ways. The topic can be treated in a broad but shallow fashion, aiming at a wide though superficial coverage of many well-documented error types. Or, an attempt can be made to carve out a narrow but relatively deep slice, trading comprehensiveness for a chance to get at some of the more general principles of error production. I have tried to achieve the latter.

The book is written with a mixed readership in mind: cognitive psychologists, human factors professionals, safety managers and reliability engineers — and, of course, their students. As far as possible, I have tried to make both the theoretical and the practical aspects of the book accessible to all. In other words, it presumes little in the way of prior specialist knowledge of either kind. Although some familiarity with the way psychologists think, write and handle evidence is clearly an advantage, it is not a necessary qualification for tackling the book. Nor, for that matter, should an unfamiliarity with high-technology systems deter psychologists from reading the last two chapters.

Errors mean different things to different people. For cognitive theorists, they offer important clues to the covert control processes underlying routine human action. To applied practitioners, they remain the main threat to the safe operation of high-risk technologies. Whereas the theoreticians like to collect, cultivate and categorise errors, practitioners are more interested in their elimination and, where this fails, in containing their adverse effects by error-tolerant designs. It is hoped that this book offers something useful to both camps.

The shape of the book

The book is divided into three parts. The first two chapters introduce the basic ideas, methods, research traditions and background studies. They set the scene for the book as a whole.

Chapter 1 discusses the nature of error, makes a preliminary identification of its major categories and considers the various techniques by which it has been investigated.

Chapter 2 outlines the human error studies that have been most influential in shaping the arguments presented later in the book. It distinguishes two traditions of research: the natural science and engineering (or cognitive science) approaches. The former is characterized by its restricted focus upon well-defined, manipulable phenomena and their explanation by ‘local’ theories whose predictive differences are, potentially at least, resolvable by experimentation. This tradition has provided the basis of much of what we know about the resource limitations of human cognition. The engineering approach, on the other hand, is more concerned with framing working generalisations than with the finer shades of theoretical difference. It synthesises rather than analyses and formulates broadly based theoretical frameworks rather than limited, data-bound models. The more theoretical aspects of the subsequent chapters are very much in this latter tradition.

The middle section of the book, comprising Chapters 3 to 5, presents a view of the basic error mechanisms and especially those processes that give recurrent forms to a wide variety of error types. Whereas error types are rooted in the cognitive stages involved in conceiving and then carrying out an action sequence (i.e., planning, storage and execution), error forms have their origins in the universal processes that select and retrieve pre-packaged knowledge structures from long-term storage.

Chapter 3 describes a generic error-modelling system (GEMS) which permits the identification of three basic error types: skill-based slips and lapses, rule-based mistakes and knowledge-based mistakes. These three types may be distinguished on the basis of several dimensions: activity, attentional focus, control mode, relative predictability, abundance in relation to opportunity, situational influences, ease of detection and relationship to change. Most of the chapter is taken up with describing the various failure modes evident at the skill-based, rule-based and knowledge-based levels of performance.

Chapter 4 introduces the concept of cognitive underspecification. Cognitive operations may be underspecified in a variety of ways, but the consequences are remarkably uniform; the cognitive system tends to ‘default’ to contextually appropriate, high-frequency responses. Error forms, it is argued, are shaped primarily by two factors: similarity and frequency. These, in turn, originate in the automatic retrieval processes by which knowledge structures are located and their products delivered either to consciousness (thoughts, words, images, etc.) or to the outside world (actions, speech, gestures, etc.). There are two processes involved: similarity-matching, by which appropriate knowledge attributes are matched to the current calling conditions on a like-to-like basis; and frequency-gambling, by which conflicts between partially matched knowledge structures are resolved in favour of the more frequently employed items. Both of these processes, but especially the latter, come into increasing prominence when cognitive operations are insufficiently specified. Underspecification, though highly variable in its origins, can be rendered down to two functionally equivalent states: insufficient calling conditions to locate a unique knowledge item and incomplete knowledge (i.e., some of the ‘facts’ associated with a particular knowledge structure —or set of structures —are missing). Both states will increase the natural tendency of the cognitive system to output high-frequency responses and this gives recognisable form to many error types. Evidence drawn from a wide range of cognitive activities is presented in support of these assertions.

Chapter 5 attempts to express these ideas more precisely in both a notional and a computational form. It addresses the question: What kind of information-handling machine could operate correctly for most of the time, but also produce the occasional wrong responses characteristic of human behaviour? The description of the fallible machine is in two parts: first in a notional, non-programmatic form, then in a suite of computer programs that seek to model how human subjects, of varying degrees of ignorance, give answers to general knowledge questions relating to the lives of U.S. presidents. The output of this model is then compared to the responses of human subjects.

The final section of the book focuses upon the consequences of human error: error detection, accident contribution and remedial measures.

Chapter 6 reviews the relatively sparse empirical evidence bearing upon the important issues of error detection and error correction. Although error correction mechanisms are little understood, there are grounds for arguing that their effectiveness is inversely related to their position within the cognitive control hierarchy. Low-level (and largely hard-wired) postural correcting mechanisms work extremely well. Attentional processes involved in monitoring the actual execution of action plans are reasonably successful in detecting unintended deviations (i.e., slips and lapses). But even higher-level processes concerned with making these plans are relatively insensitive to actual or potential straying from some adequate path towards the desired goal (mistakes). The relative efficiency of these error-detection mechanisms depends crucially upon the immediacy and the adequacy of feed-back information. The quality of this feed-back is increasingly degraded as one moves up the control levels.

Chapter 7 considers the human contribution to accidents in complex, high-risk technologies. An important distinction is made between active errors and latent errors. The former, usually associated with the performance of ‘front-line’ operators (pilots, control room crews, and the like), have an immediate impact upon the system. The latter, most often generated by those at the ‘blunt end’ of the system (designers, high-level decision makers, construction crews, managers, etc.), may lie dormant for a long time, only making their presence felt when they combine with other ‘resident pathogens’ and local triggering events to breach the system’s defences. Close examination of six case studies — Three Mile Island, Bhopal, Challenger, Chernobyl, the Herald of Free Enterprise and the King’s Cross underground fire—indicate that latent rather than active failures now pose the greatest threat to the safety of high-technology systems. Such a view is amply borne out by more recent disasters such as the Piper Alpha explosion, the shooting down of the Iranian airbus by the U.S.S. Vincennes, the Clapham Junction and Purley rail crashes and the Hillsborough football stadium catastrophe.

The book ends with a consideration of the various techniques, either in current use or in prospect, to assess and reduce the risks associated with human error. Chapter 8 begins with a critical review of probabilistic risk assessment (PRA) and its associated human reliability assessment (HRA) techniques. It then considers some of the more speculative measures for error reduction: eliminating error affordances, intelligent decision support systems, memory aids, error management and ecological interface design. In conclusion, the chapter traces the shifting preoccupations of reliability specialists: an initial concern with defending against component failures, then an increasing awareness of the damaging potential of active human errors, and now, in the last few years, a growing realisation that the prime causes of accidents are often present within systems long before an accident sequence begins.

The final note is a rather pessimistic one. Engineered safety devices are proof against most single failures, both human and mechanical. As yet, however, there are no guaranteed technological defences against either the insidious build-up of latent failures within the organisational and managerial spheres or their adverse (and often unforeseeable) conjunction with various local triggers. While cognitive psychology can tell us something about an individual’s potential for error, it has very little to say about how these individual tendencies interact within complex groupings of people working in high-risk systems. And it is these collective failures that represent the major residual hazard.

Some conspicuous omissions

Although it has featured fairly large in the literature, relatively little special attention has been given in this book to the relationship between errors and stress. This omission was made for two reasons.

First, while there are a small number of ‘ecologically valid’ studies (Ronan, 1953; Grinker & Spiegel, 1963; Berkun, 1964; Marshall, 1978) indicating that high levels of stress can, and often do, increase the likelihood of error, it is also clear that stress is neither a necessary nor a sufficient condition for the occurrence of cognitive failure.

Recent investigations (Broadbent, Cooper, FitzGerald & Parkes, 1982; Broadbent, Broadbent & Jones, 1986) have suggested that a more interesting question is not so much “Why does stress promote error?” but rather “Why is a relatively marked personal proneness to cognitive failures associated with increased vulnerability to stress?” The second reason for omitting any specific treatment of stress is that this important relationship between error proneness and stress vulnerability has been considered at length elsewhere (Reason, 1988d).

The existence of this recent publication (a chapter in the Handbook of Life Stress, Cognition and Health, 1988) also explains why questionnaire studies of error proneness receive only a summary mention in this book (see Chapter 1). There is a further reason for not dealing in any detail with the general issue of individual differences here. Although it is well known that factors such as age and pathology play an important part in error production, there is little compelling evidence to suggest that these individual factors yield unique error types. Rather, they produce an exaggerated liability to the pervasive error forms whose varieties and origins are already treated extensively in Chapters 4 and 5.

A skimmer’s guide

Cognitive psychologists with an interest in theory are urged to read the first six chapters. If inclined, they could then go on to skim the remaining two chapters. Much of this material will be unfamiliar to them since little of it has appeared in the conventional cognitive literature.

Those with more practical concerns (and less interest in cognitive psychology) can afford to be more selective without losing too much of the thread. After reading Chapter 1, they could skip to the conclusions of Chapter 2. Chapter 3 contains some human factors material as well as the generic error-modelling system, and is therefore worth rather more than a glance. Practitioners might find much of Chapter 4 rather too academic for their tastes, but they could read the first few pages and the concluding remarks in order to get a sense of the general argument. The first part of Chapter 5 presents a fairly concise summary of the basic theory; whether they read to the end depends on their interest (or faith) in computer modelling. The remaining three chapters, and particularly the last two, were written specifically for those with applied leanings and should not be skipped by them.
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Just over 60 years ago, Spearman (1928) grumbled that “crammed as psychological writings are, and must needs be, with allusions to errors in an incidental manner, they hardly ever arrive at considering these profoundly, or even systematically.” Even at the time, Spearman’s lament was not altogether justified (see Chapter 2); but if he were around today, he would find still less cause for complaint. The past decade has seen a rapid increase in what might loosely be called ‘studies of errors for their own sake’.

The most obvious impetus for this renewed interest has been a growing public concern over the terrible cost of human error: the Tenerife runway collision in 1977, Three Mile Island two years later, the Bhopal methyl isocyanate tragedy in 1984, the Challenger and Chernobyl disasters of 1986, the capsize of the Herald of Free Enterprise, the King’s Cross tube station fire in 1987 and the Piper Alpha oil platform explosion in 1988. There is nothing new about tragic accidents caused by human error; but in the past, the injurious consequences were usually confined to the immediate vicinity of the disaster. Now, the nature and the scale of certain potentially hazardous technologies, especially nuclear power plants, means that human errors can have adverse effects upon whole continents over several generations.

Aside from these world events, from the mid-1970s onwards theoretical and methodological developments within cognitive psychology have also acted to make errors a proper study in their own right. Not only must more effective methods of predicting and reducing dangerous errors emerge from a better understanding of mental processes, it has also become increasingly apparent that such theorising, if it is to provide an adequate picture of cognitive control processes, must explain not only correct performance, but also the more predictable varieties of human fallibility. Far from being rooted in irrational or maladaptive tendencies, these recurrent error forms have their origins in fundamentally useful psychological processes. Ernst Mach (1905) put it well: “Knowledge and error flow from the same mental sources, only success can tell the one from the other.”

A central thesis of this book is that the relatively limited number of ways in which errors actually manifest themselves is inextricably bound up with the ‘computational primitives’ by which stored knowledge structures are selected and retrieved in response to current situational demands. And it is just these processes that confer upon human cognition its most conspicuous advantage over other computational devices: the remarkable ability to simplify complex informational tasks.

1. The cognitive ‘balance sheet’

Correct performance and systematic errors are two sides of the same coin. Or, perhaps more aptly, they are two sides of the same cognitive ‘balance sheet’. Each entry on the asset side carries a corresponding debit. Thus, automaticity (the delegation of control to low-level specialists) makes slips, or actions-not-as-planned, inevitable. The resource limitations of the conscious ‘workspace’, while essential for focusing computationally-powerful operators upon particular aspects of the world, contribute to informational overload and data loss. A knowledge base that contains specialised ‘theories’ rather than isolated facts preserves meaningfulness, but renders us liable to confirmation bias. An extraordinarily rapid retrieval system, capable of locating relevant items within a virtually unlimited knowledge base, leads our interpretations of the present and anticipations of the future to be shaped too much by the matching regularities of the past. Considerations such as these make it clear that a broadly-based analysis of recurrent error forms is essential to achieving a proper understanding of the largely hidden processes that govern human thought and action.

2. Errors take a limited number of forms

On the face of it, the odds against error-free performance seem overwhelmingly high. There is usually only one way of performing a task correctly, or, at best, very few; but each step in a planned sequence of actions or thoughts provides an opportunity to stray along a multitude of unintended or inappropriate pathways. Think of boiling an egg. At what stages and in how many ways can even this relatively simple operation be bungled? The list of possibilities is very long. Thoughts such as these make it appear highly unlikely that we could ever adequately chart the varieties of human error.

Fortunately, the reality is different. Human error is neither as abundant nor as varied as its vast potential might suggest. Not only are errors much rarer than correct actions, they also tend to take a surprisingly limited number of forms, surprising, that is, when set against their possible variety. Moreover, errors appear in very similar guises across a wide range of mental activities. Thus, it is possible to identify comparable error forms in action, speech, perception, recall, recognition, judgement, problem solving, decision making, concept formation and the like. The ubiquity of these recurrent error forms demands the formulation of more global theories of cognitive control than are usually derived from laboratory experiments. Of necessity, these focus upon very restricted aspects of mental function in rather artificial settings.

Far from leading down countless unconnected or divergent pathways, the quest for the more predictable varieties of human error is one that continually draws the searcher inwards to the common theoretical heartland of consciousness, attention, working memory and the vast repository of knowledge structures with which they interact. And it is with these theoretical issues that the first half of this book is primarily concerned.


[image: Image]

Figure 1.1. Target patterns of ten shots fired by two riflemen. A’s pattern exhibits no constant error, but rather large variable errors. B’s pattern shows a large constant error, but small variable errors (from Chapanis, 1951).



3. Variable and constant errors

Although it may be possible to accept that errors are neither as numerous nor as varied as they might first appear, the idea of a predictable error is a much harder one to swallow. If errors were indeed predictable, we would surely take steps to avoid them. Yet they still occur. So what is a predictable error?

Consider the two targets shown in Figure 1.1 (taken from Chapanis, 1951). Each shows a pattern of ten shots, one fired by rifleman A, the other by rifleman B.A placed his shots around the bull’s eye, but the grouping is poor. B’s shots fell into a tight cluster, but at some distance from the bull’s eye.

These patterns allow us to distinguish between two types of error: variable and constant errors. A’s pattern exhibits no constant error, only a rather large amount of variable error. B shows the reverse: a large constant error, but small variable error. In this example, the variability is revealed by the spread of the individual shots, and provides an indication of the rifleman’s consistency of shooting. The constant error, on the other hand, is given by the distance between the group average and the centre of the target.

What do these patterns tell us about the relative merits of these two individuals? If we should rely only on their respective scores, then A would appear the better shot, achieving a total of 88 to B’s 61. But it is obvious from the groupings that this is not the case. A more acceptable view would be that A is a rather unsteady shot with accurately aligned sights, while B is an expert marksman whose sights are out of true.

It is also evident that the errors of these two marksmen differ considerably in their degree of predictability. Given another ten shots each, with B still aiming at the target’s centre and his sights still unadjusted, we could say with a high degree of confidence whereabouts his shots would fall; but the variability of A’s shooting makes such a confident forecast impossible. The difference is very clear: in B’s case, we have a theory that will account for the precise nature of his constant error, namely, that he is an excellent shot with biased sights. But our theory in A’s case, that he has accurate sights but a shaky hand, is not one that would permit a precise prediction of where his shots will fall. We can anticipate the poor grouping and have some idea of its spread, but that is all.

The lesson of this simple example is that the accuracy of error prediction depends very largely on the extent to which the factors giving rise to the errors are understood. This requires a theory which relates the three major elements in the production of an error: the nature of the task and its environmental circumstances, the mechanisms governing performance and the nature of the individual. An adequate theory, therefore, is one that enables us to forecast both the conditions under which an error will occur, and the particular form that it will take.

For most errors, our understanding of the complex interaction between these various causal factors is, and is always likely to be, imperfect and incomplete. Consequently, most error predictions will be probabilistic rather than precise. Thus, they they are liable to take the form: “Given this task to perform under these circumstances, this type of person will probably make errors at around this point, and they are likely to be of this variety,” rather than be of the kind: “Person X will make this particular error at such-and-such a time in such-and-such a place.” Nevertheless, predictions of this latter sort can be made in regard to certain types of error when they are deliberately elicited within a controlled laboratory environment. This is especially true of many perceptual illusions. Not only can we predict them with near certainty (given an intact sensory system), we can also forecast with considerable accuracy how their experience will vary with different experimental manipulations. But these are exceptions.

The more usual type of prediction is illustrated by the following example. It can be forecast with near certainty that during next January the banks will return a large number of cheques with this year’s date on them. We cannot necessarily predict the exact number of the misdated cheques (although such information probably exists for previous years, so the approximate number could be estimated), nor can we say precisely who will make this error, or on which day. But we do know that such strong habit intrusions are among the most common of all error forms; that dating a cheque, being a largely routinised activity (at least with respect to the year), is particularly susceptible to absent-minded deviations of this kind; and that the early part of the year is the period in which these slips are most likely to happen. Such qualitative predictions may seem merely banal, but they are nonetheless powerful. Moreover, the regular recurrence of this error form is extremely revealing of the covert processes controlling practised activities.

4. Intentions, actions and consequences

The notions of intention and error are inseparable. Any attempt at defining human error or classifying its forms must begin with a consideration of the varieties of intentional behaviour.

One psychologically useful way of distinguishing between the different kinds of intentional behaviour is on the basis of yes-no answers to three questions regarding a given sequence of actions (Figure 1.2):

Were the actions directed by some prior intention?

Did the actions proceed as planned?

Did they achieve their desired end?

Notice that all of these questions are capable of being answered. In contrast to issues like basic motivation or detailed execution, the nature of the prior intentions, knowledge of whether or not the subsequent actions deviated from them and an appreciation of their success or failure are potentially available to consciousness. Indeed, one of the primary functions of consciousness is to alert us to departures of action from intention (Mandler, 1975; 1985) and, though less immediately, to the likelihood that the planned actions currently underway will not achieve their desired goal.

The notion of intention comprises two elements: (a) an expression of the end-state to be attained, and (b) an indication of the means by which it is to be achieved. Both elements may vary widely in their degree of specificity. For most everyday actions, prior intentions or plans consist of little more than a series of verbal tags and mental images. With the repetition of an action sequence, fewer and fewer ‘intentional tags’ come to stand for increasingly larger amounts of detailed movement. The more routine the activity, the fewer the number of low-level control statements required to specify it. In novel activities, however, we are aware of the need to ‘talk ourselves through’ the actions. Under these circumstances, our activities are guided by the effortful yet computationally-powerful investment of conscious attention.
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Figure 1.2. Algorithm for distinguishing the varieties of intentional behaviour. The three main categories are non-intentional behaviour, unintentional behaviour (slips and lapses) and intentional but mistaken behaviour.



4.1. Distinguishing prior intention and intentional action

Searle (1980, p. 52) made an important distinction between ‘prior intentions’ and ‘intentions in action’: “All intentional actions have intentions in action but not all intentional actions have prior intentions.” Actions without prior intentions fall into two broad classes: intentional and nonintentional actions.

4.1.1. Intentional actions without prior intention

Searle (1980) gives two instances of intentional actions without prior intention: spontaneous and subsidiary actions. Someone might hit another on the spur of the moment without forming any prior intention. In this case, the intention resides only in the action itself, as Searle (1980, p. 52) states “the action and the intention are inseparable.” Similarly, in executing well-practised action sequences, only the ‘major headings’ are likely to be specified in the prior intention (e.g., “I will drive to the office”). We do not, indeed cannot, consciously fill in the ‘small print’ of each component operation in advance (i.e., opening the car door, sitting down, putting on the seat belt, inserting the ignition key, starting the engine, etc.). For such subsidiary actions, writes Searle (1980, p. 52), “I have an intention, but no prior intentions” (see also Reason & Mycielska, 1982, p. 9).

4.1.2. Non-intentional or involuntary actions

Textbooks of jurisprudence and criminal law are replete with accounts of intentionless behaviour (Hart, 1968; Smith & Hogan, 1973). As Hart (1968, p. 114) put it: “All civilized penal systems make liability to punishment for at any rate serious crime dependent not merely that the person to be punished has done the outward act of the crime, but on his having done it in a certain frame of mind or will.” A crime has thus two elements: the actus rea and the mens rea. To prove a criminal liability, it must be shown not only that the consequences of the criminal act were intended, but also that the act itself was committed voluntarily.

The defence of ‘automatism’ rests on demonstrating the absence of “a vital link between mind and body” (Smith & Hogan, 1973, p. 35). In such instances, “the movements of the human body seem more like the movements of an inanimate thing than the actions of a person. Someone unconscious in a fit of epilepsy, hits out in a spasm and hurts another; or someone, suddenly stung by a bee, in his agony drops and breaks a plate he is holding” (Hart, 1968, pp. 91-92).

Not only is the issue of volition fundamental to notions of criminal responsibility, it is also crucial to the psychological definition of human error. Thus the term error can only be applied to intentional actions. It has no meaning in relation to nonintentional behaviour because error types depend critically upon two kinds of failure: the failure of actions to go as intended (slips and lapses) and the failure of intended actions to achieve their desired consequences (mistakes). To clarify these basic error forms, we need to consider the distinction between intended and unintended actions.

4.2. Distinguishing between intended and unintended actions

Assuming a prior intention and/or an ‘intention in action’, it is possible to build a psychologically meaningful taxonomy of error and correct performance on the basis of the answers to the second and third questions listed above: Did the actions go as planned? And did the actions achieve their desired consequences? Since our primary concern is with error, we will look first at those cases where actions deviate from intention: unintended actions or actions-not-as-planned.

4.2.1. Unintended actions

Actions that deviate from intention fall into two classes: those that nevertheless achieve their intended goal and those that do not. While just conceivable, the former are highly unlikely. Searle (1980) provides an example of one such ‘successful yet unintended action’: A man intends to murder someone by shooting at him. He misses, but the shot stampedes a herd of wild pigs, which tramples the intended victim to death. I will not consider these curiosities further. Psychologists (as distinct from lawyers, philosophers or even theologians) are more interested in the ‘acts of man’ than in the so-called ‘acts of God’.

Common among the acts of humans are moments of absent-mindedness when we become aware that our actions have strayed from their intended path. Two conditions appear to be necessary for the occurrence of these slips of action: the performance of some largely automatic task in familiar surroundings and a marked degree of attentional ‘capture’ by something other than the job in hand (see Reason, 1979; Norman, 1981).

4.2.2. Intended actions and mistakes

Even when the intended actions proceed as planned, they can still be judged as erroneous if they fail to achieve their intended outcome. In this case, the problem resides in the adequacy of the plan rather than in the conformity of its constituent actions to some prior intention. Errors of this kind are termed mistakes (Norman, 1981,1983; Reason & Mycielska, 1982).

Norman (1983) summarised the distinction between mistakes and slips (or lapses) very succinctly: “If the intention is not appropriate, this is a mistake. If the action is not what was intended, this is a slip.” Mistakes involve a mismatch between the prior intention and the intended consequences. For slips and lapses, however, the discrepancy is between the intended actions and those that were actually executed.

Another way of distinguishing these two basic error forms is as planning failures (mistakes) and execution failures (slips and lapses). This categorization emerges not only from the logic of the three-question algorithm, but also from a consideration of cognitive levels. Planning failures are likely to arise from higher-level processes than either slips or lapses.

5. Some working definitions

We are now in a position to sketch out some working definitions of error and its principal types. A working definition is serviceable rather than ideal. It tries to embody the essential psychological characteristics of the phenomena without struggling too hard to mark out their exact semantic boundaries. The study of error, being largely an inductive mode of enquiry, does not demand precise axioms and definitions at the outset, as do the deductive sciences. The following working definitions have proved their utility in a psychological rather than a philosophical sense.

Error will be taken as a generic term to encompass all those occasions in which a planned sequence of mental or physical activities fails to achieve its intended outcome, and when these failures cannot be attributed to the intervention of some chance agency.

As we have seen, a series of planned actions may fail to achieve their desired outcome because the actions did not go as planned or because the plan itself was inadequate. It is also possible that both types of error could occur within the same sequence of planning, storage and execution. This distinction gives rise to two further working definitions.

Slips and lapses are errors which result from some failure in the execution and/or storage stage of an action sequence, regardless of whether or not the plan which guided them was adequate to achieve its objective.

Whereas slips are potentially observable as externalised actions-not-as-planned (slips of the tongue, slips of the pen, slips of action), the term lapse is generally reserved for more covert error forms, largely involving failures of memory, that do not necessarily manifest themselves in actual behaviour and may only be apparent to the person who experiences them.

Mistakes may be defined as deficiencies or failures in the judgemental and/or inferential processes involved in the selection of an objective or in the specification of the means to achieve it, irrespective of whether or not the actions directed by this decision-scheme run according to plan.

It is evident from this definition that mistakes are likely to be more subtle, more complex and less well understood than slips. As a result, they generally constitute a far greater danger. By their nature, mistakes are also far harder to detect. Consciousness is specifically tuned to picking up departures of action from intention (Mandler, 1975), but mistakes can pass unnoticed for lengthy periods (Woods, 1984), and even when detected they sometimes remain a matter of debate. Not only is the quality of the plan open to a diversity of opinion, it is also something that can be judged at two distinct stages: before and after it has been implemented. Prior to its execution, it can be assessed according to whether or not it has sufficient contingencies, displays soundness of judgement, imagination, flexibility, awareness of detail and the like. But once put into action, we judge it primarily according to how well it achieved its stated objectives.

Unfortunately, the results of these two sets of judgements do not necessarily correspond. Plans rated as good prior to their execution can fail to attain their objectives; whereas plans judged as inadequate by any reasonable criteria can turn out successfully, though not necessarily to the credit of their originators. Consider, for example, the relative qualities and eventual outcomes of the German and French plans for waging the First World War. By most a priori standards, the Schlieffen Plan was a masterpiece of military thinking. It was bold, imaginative and worked out to the last logistic detail; but it ultimately failed. The corresponding Plan XVII was, by comparison, crude and ill-considered, but it eventually succeeded. Janis (1972, p. 11) put the matter succinctly in a discussion of high-level policy making: “Defective decisions based on misinformation and poor judgement sometimes lead to successful outcomes... we must acknowledge that chance and the stupidity of the enemy can sometimes give a silk-purse ending to a command decision worth less than a sow’s ear.”

6. The classification of errors

A central problem in error classification is the difficulty of reconciling the often highly specific contextual triggers of a particular error form with the fact that it may also manifest the influence of some very general adaptive process or basic error tendency. A classification that emphasises the former at the expense of the latter is likely to overlook the broad regularities in the more predictable forms of error. Yet one that neglects the local contextual factors (e.g., task and situational considerations) will not only be of limited use to the practitioner, it will also fail to accommodate the theoretically important causal interactions between basic error tendencies and immediate task features.

There is no universally agreed classification of human error, nor is there one in prospect. A taxonomy is usually made for a specific purpose, and no single scheme is likely to satisfy all needs. Nearly everyone who has published in this field has devised some form of error classification. Consequently, the literature abounds with such taxonomies, reflecting a variety of practical concerns and theoretical orientations and ranging from the highly task specific to broad statements of underlying error tendencies.

Notwithstanding the number and diversity of existing error taxonomies, it is possible to penetrate beyond their surface idiosyncracies to distinguish three levels at which classifications are attempted: the behavioural, contextual and conceptual levels. These correspond approximately to the “What?”, “Where?” and “How?” questions about human errors.

6.1. The behavioural level of classification

At the most superficial level, errors may be classified according to some easily observable feature of the erroneous behaviour. These can include either the formal characteristics of the error (omission-commission, repetition, misordering), or its more immediate consequences (nature and extent of damage, injury). Classifications dealing with applied data at this behavioural level may also be concerned with such things as recoverability, human versus machine attribution, and operator versus design responsibility.

Most human behaviour is essentially serial in character, and there are only a limited number of purely formal ways in which a sequence of words or actions can deviate from intention. Therefore, it is not surprising that classifications of verbal and action slips framed at this level show a high degree of uniformity. There is also a large measure of agreement between judges in their allocation of slips to these limited behavioural categories (Reason, 1984a).

Despite the parsimony of such schemes and the appealing conformity of error-to-category assignment, there are strong grounds for believing that there is no simple and direct mapping of these behavioural error types onto more theoretical categories of cognitive failure. Rather, the evidence indicates that members of the same behavioural error class can arise from quite different causal mechanisms and that members of different behavioural categories can share common aetiologies (see Norman, 1981; Reason & Mycielska, 1982; Reason, 1984a).

6.2. The contextual level of classification

This level goes beyond the formal error characteristics and includes limited assumptions about causality. In most cases, these assumptions do not stray far from the ‘surface’ data. Many of the slips of the tongue and pen taxonomies are constructed at this level and include reference to such contextual triggering features as anticipations and perseverations.

Such categorizations are valuable because they draw attention to the complex interaction between ‘local’ triggering factors and the underlying error tendencies. They address themselves to the issue of what prompts an error to appear at a particular point in the behavioural sequence and so stress the importance of recording as much information as possible regarding the surrounding circumstances, both internal and external to the perpetrator of the slip. In short, they acknowledge the critical relationship between error type and the character of the situation or task in which it appears.

Yet even this useful level of classification has serious limitations. By themselves, contextual factors cannot explain why the same or very similar circumstances do not always trigger the same error forms. Freud (1922, p. 36) was well aware of this problem, as the following passage reveals:

The influence of sound-values, resemblances between words, and common associations connecting words, must also be recognized as important. They facilitate the slip by pointing out a path for it to take. But if there is a path before me, does it necessarily follow that I must go along it? I also require a motive determining my choice and, further, some force to propel me forward. These sound-values and word associations are, therefore, just... the facilitating causes of slips of the tongue, and cannot provide the real explanation for them.

To accept Freud’s point does not necessarily require agreement with his theory of unconscious determination, but it does indicate the necessity of plumbing comparable ‘depths’ within the cognitive system in order to find a more solid bedrock upon which to construct a classificatory framework.

6.3. The conceptual level of classification

This third level is predicated on assumptions about the cognitive mechanisms involved in error production. In contrast to the other two, these classifications are based more upon theoretical inferences than on the observable characteristics of the error or its context. With each successive level of classification, we move further from the immediate ‘surface’ data and deeper into the realm of assumption and conjecture. Despite these problems, classifications based upon conceptual considerations are potentially the most fruitful because they seek to identify underlying causal mechanisms. At this point, it would be helpful to introduce the distinction between error types and error forms.

7. A distinction between error types and error forms

7.1. Error types

The term error type relates to the presumed origin of an error within the stages involved in conceiving and then carrying out an action sequence. These stages can be described under three broad headings: planning, storage and execution. Planning refers to the processes concerned with identifying a goal and deciding upon the means to achieve it. Since plans are not usually acted upon immediately, it is likely that a storage phase of some variable duration will intervene between formulating the intended actions and running them off. The execution stage covers the processes involved in actually implementing the stored plan. The relationship between these three stages and the primary error types is shown in Table 1.1.

For reasons that will be discussed later, mistakes can be further subdivided into (a) failures of expertise, where some preestablished plan or problem solution is applied inappropriately and (b) a lack of expertise, where the individual, not having an appropriate ‘off-the-shelf routine, is forced to work out a plan of action from first principles, relying upon whatever relevant knowledge he or she currently possesses. These two types of mistakes correspond closely to the rule-based and knowledge-based levels of performance as described by Rasmussen (1983).

Table l.l. Classifying the primary error types according to the cognitive stages at which they occur.



	Cognitive stage

	Primary error type




	Planning

	Mistakes




	Storage

	Lapses




	Execution

	Slips




 

7.2. Error forms

Whereas error types are conceptually tied to underlying cognitive stages or mechanisms, error forms are recurrent varieties of fallibility that appear in all kinds of cognitive activity, irrespective of error type. Thus, they are evident in mistakes, lapses and slips. Error forms are so widespread that it is extremely unlikely that their occurrence is linked to the failure of any single cognitive entity. Rather, this omnipresence suggests that they are rooted in universal cognitive processes, particularly the mechanisms involved in knowledge retrieval. Two such error forms will be considered at some length in this book: similarity and frequency biases (see Chapters 4 and 5).

8. Methods of investigating human error

8.1. Naturalistic methods or ‘corpus gathering’

For well over a 100 years, psycholinguists in particular and, more recently, cognitive psychologists in general have been collecting, analysing and classifying naturally occurring slips and lapses. The rationale for this type of investigation was eloquently expressed by Bawden (1900, p. 5) as follows.

Just as little irregularities in the road enable one accustomed to it to make his way in the dark, so to the student of human nature little inadvertencies of expression, aberrations in speech, lapses of thought, confusion of ideas, hitches or slips in speaking or writing are sometimes most useful and unerring guides in the understanding of mental process. Neglected trifles are sometimes suggestive of most fruitful problems for research.

Corpus gathering is concerned with the identification and description of naturally occurring phenomena, and is the first step in the process of classification. It has the merit of portraying the richness and variety of real-world phenomena and, given a large enough corpus, it provides a reasonably comprehensive qualitative account of the available species of error. From this analysis, it is possible to identify recurrent pattern of error across aspects of mental life that are often treated in relative isolation. Not only does corpus gathering satisfy the criterion of ecological validity, it also offers a much broader perspective on the mental landscape than can be obtained from necessarily focused laboratory studies.

But it is also clear that corpus gathering is not enough. The errors so noted may be natural and spontaneous, but these very qualities also mean that the investigator has little or no control over the circumstances of their occurrence. Without the possibility of systematically manipulating the various predisposing factors, it is difficult to achieve scientifically satisfactory causal explanations. In short, natural history techniques are excellent for providing a wide-angle view of the phenomena, but they often raise more questions than they can answer.

Methods used in the collection of naturalistic error data range from the kind of inspired self-observation employed by Freud (1914), to the more quantitative extended diaries of recent times (Reason, 1979, 1984a; Reason & Lucas, 1984b), as well as ingenious attempts to bring the rigour of laboratory measurement into the realm of everyday life (Wilkins & Baddeley, 1978).

8.2. Questionnaire studies

Another way of obtaining data about everyday errors is through self-report questionnaires. Most commonly, they present subjects with descriptions (and/or examples) of different slips and lapses and ask them to rate approximately how often they have experienced each one during some specified time period. Of course, the subjects can only respond with general impressions, and these are liable to various types of distortion. Nevetheless, such methods can yield interesting data with regard to individual differences in error proneness, the relatedness of various error types and the organisation of the underlying control mechanisms. In addition, they can provide a rough indication of how people perceive the relative frequencies of particular kinds of cognitive failure. As such, they offer a valuable supplement to the extended diary mode of naturalistic investigation (for a detailed evaluation of these questionnaire methods, see Herrmann, 1982,1984; Morris, 1984).

As indicated in the Preface, these studies have been recently reviewed elsewhere (Reason, 1988) and will not be discussed in any detail in this book. However, the principal conclusions of this review are summarised later in the chapter.

Self-reported liability to minor cognitive failures is a relatively stable and enduring feature of the individual (Broadbent, Cooper, FitzGerald & Parkes, 1982; Herrmann, 1982; Reason & Lucas, 1982b, 1984b). Responses to questionnaire items asking about the incidence of a wide variety of minor cognitive failures remain fairly consistent over several months. Moreover, self-assessments are usually confirmed by marital partners. These findings suggest that there is some genuine correspondence between self-reports of error proneness and everyday behaviour.

Responses to questionnaire items are generally positively correlated. Thus, those people who confess to being particularly liable to one kind of cognitive failure (e.g., memory lapses) also tend to report a high degree of susceptibility to other types as well (e.g., action slips), and conversely. This suggests that error proneness is not specific to any one cognitive domain, but operates more or less uniformly across all types of mental function (see Broadbent et al., 1982; Reason & Mycielska, 1982). The implication is that susceptibility to these usually inconsequential slips and lapses is governed by some global factor relating to the characteristic way in which an individual manages his or her cognitive affairs.

Observations taken from a wide range of samples, in which people were exposed to different stresses (nurses under training, women facing breast surgery, students preparing for important examinations), support Broadbent’s stress-vulnerability hypothesis: namely, that relatively high levels of cognitive failure in normal everyday life are associated with increased vulnerability to externally imposed stresses. Whatever governs general proneness to everyday slips and lapses also appears to contribute to stress vulnerability. This factor eludes capture by most simple laboratory measures, but it seems to relate closely to the deployment of limited attentional resources in the face of competing task demands. The evidence so far assembled suggests that it is not so much that stress induces a high rate of cognitive failure, but that certain styles of cognitive management can lead to both absent-mindedness and to the inappropriate matching of coping strategies to stressful situations.

8.3. Laboratory studies

The relative merits of naturalistic and experimental modes of enquiry and their mutual interdependence were concisely stated by Baars (1980): “Without naturalistic facts, experimental work may become narrow and blind: but without experimental research, the naturalistic approach runs the danger of being shallow and uncertain.”

Undoubtedly, the most powerful technique for studying underlying mechanisms is through the deliberate elicitation of particular error types under controlled laboratory conditions. Such investigations follow in the footsteps of Helmholtz, Mach and the other great German ‘illusionists’ of the nineteenth century. Some of the most impressive modern studies have involved the deliberate elicitation of speech errors (see Baars, 1980; Fromkin, 1980).

There are at least two problems associated with the experimental investigation of errors. First, the need to establish precise control over the possible determinants of the error often forces investigators to focus upon rather trivial phenomena (i.e., the large number of studies on the Stroop effect). Second, it is usually the case that the greater the measure of control achieved by the experimenter, the more artificial and unnatural are the conditions under which the error is elicited.

8.4. Simulator studies

An important recent development has been the use of computer-based simulations to create within the laboratory many of the dynamic features of real-life, complex decision-making tasks that were hitherto lacking in static, one-shot experimental studies. The pioneers in this field have been Berndt Brehmer and his associates at the University of Uppsala (Brehmer, Allard & Lind, 1983; Brehmer, 1987) and Dietrich Doerner at the University of Bamberg (Doerner, 1978; Doerner & Staudel, 1979; Doerner, 1987).

The Swedish research has examined the effects of complexity and feedback delay upon decision making in highly dynamic situations, such as directing the fighting of a forest fire. The Bamberg group has been primarily concerned with charting the ‘pathologies’ of individual decision making in complex situations (e.g., being mayor of a small middle-European town). The work of these two groups is discussed further in Chapter 3.

8.5. Case studies

As in other branches of psychology, the intensive study of the single case can yield valuable information about the circumstances leading up to catastrophic errors. Where sufficient evidence is available regarding both the antecedent and the prevailing circumstances of a particular event or accident, we are able to study the interaction of the various causal factors over an extended time scale in a way that would be difficult to achieve by other means. Although any one catastrophe may result from the unhappy conjunction of several distinct causal chains, and hence be a truly unique happening, the precise effects of this particular combination of contributing factors teaches us something about the limits of human performance that could not be obtained from either the laboratory or from naturalistic observations.

Inevitably there are problems. The primary sources of data are accident reports. Not only are these mostly concerned with attributing blame, they also tell a story that may be inaccurate or incomplete, even when the reports are prepared by experienced and relatively open-minded investigators. There are two main difficulties. First, an accident report will always contain less information than was potentially available. Second, a written account has the effect of ‘digitizing’ what in the original was a complex and continuous set of ‘analogue’ events.

One of the important lessons of these case studies is that disasters are very rarely the product of a single monumental blunder. Usually they involve the concatenation of several, often quite minor, errors committed either by one person or, more often, by a number of people. In general, the errors contributing to human-made disasters recognizably belong to the familiar body of slips, lapses and mistakes to which all of us are prone in the normal course of daily life. Any one of them might have had negligible consequences; but their effects accumulate, each compounding the mischief of its predecessors, so that in retrospect the whole series seems to move inexorably towards its calamitous conclusion. The aetiology of accidents is considered at length in Chapter 7.

But hindsight, as Fischhoff (1975) has demonstrated, does not equal foresight. Simply knowing how past disasters happened does not, of itself, prevent future ones. However, by combining the knowledge obtained from case studies with a more adequate theory (or theories) of error production, we not only extend our knowledge of cognitive function, we can also begin to assemble a body of principles that, when applied to the design and operation of high-risk technological systems, could reasonably be expected to reduce either the occurrence of errors or their damaging consequences.

9. Summary

The more predictable varieties of human fallibility are rooted in the essential and adaptive properties of human cognition. They are the penalties that must be paid for our remarkable ability to model the regularities of the world and then to use these stored representations to simplify complex information-handling tasks. They represent the debit side of the cognitive ‘balance sheet’, where each entry also carries significant advantages.

Error is intimately bound up with the notion of intention. The term ‘error’ can only be meaningfully applied to planned actions that fail to achieve their desired consequences without the intervention of some chance or unforeseeable agency. Two basic error types were identified: slips (and lapses), where the actions do not go according to plan, and mistakes, where the plan itself is inadequate to achieve its objectives.

Errors may be classified at any one of three levels: behavioural, contextual and conceptual. But only the last provides a satisfactory foundation, since there is no direct mapping of the surface forms of error onto their underlying cognitive mechanisms. The same mental process may produce quite different behavioural error types; conversely, a particular surface form (e.g., the omission of an intended act) may arise from a variety of underlying mechanisms.

A distinction was made between error types and error forms. Error types (as will be discussed in Chapter 3) can be distinguished according to the performance levels at which they occur. On the other hand, error forms are evident at all levels of human performance and appear to originate in universal cognitive processes. In Chapters 4 and 5, we will identify these as the automatic retrieval mechanisms, similarity-matching and frequency-gambling, by which long-term memory locates and delivers its products, either to consciousness or as actions in the outside world.
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This chapter examines some significant contributions to the study of human error. Its primary aim is to outline the major influences upon the arguments presented later in this book, particularly in Chapters 3 to 5. But I also hope that it will convey something of the current state of cognitive theorising to those readers who are not themselves working in this field.

The first part of the chapter attempts to provide a modest historical vantage point from which to view contemporary treatments of error. It is necessarily selective because a complete account would encompass the entire history of psychological ideas. For our purposes, however, it is sufficient to consider the major influences of the past hundred years.

The second part deals mainly with the resource-limited aspects of human cognition: attention and ‘primary’ (or short-term) memory. This work has largely been carried out in the laboratory within the natural science tradition of experimental psychology. As such, the material discussed in these sections bears the characteristic hallmarks of this mode of investigation: a restricted focus upon well-defined, manipulable phenomena; limited, data-bound models and an abiding concern with resolving differences between theoretical contenders on the basis of their predictive performance.

The third part is concerned with the representation and deployment of stored knowledge and with the vast ‘community’ of specialist processors governing the more automatic aspects of perception, thought and action. Much of this work has been carried out within the more recent cognitive science tradition. This is too youthful and diverse an enterprise for there to be any universally accepted definition of its aims and methods. But most people who now style themselves as cognitive scientists (or cognitive engineers) would probably agree that if there is a common theme, then it has to do with devising, either in reality or in some notional form, information-processing machines that at least partly mimic the essential properties of human cognition.

The final two parts set the scene for Chapters 3 to 5, which present this book’s particular view of human error mechanisms. One discusses the principal differences between ‘local’ and ‘framework’ models of cognition. The other outlines some basic assumptions regarding human cognition. These constitute the point of departure for the next three chapters.

1. Early psychological observers of human error

Since this is a psychological not a philosophical enquiry, I will focus upon those writers and early investigators who were directly concerned with the mental and behavioural aspects of error, specifically upon turn-of-the-century psychologists who sought to describe the variety of its forms and explain the processes underlying its production.

1.1. Sully’s Illusions

In 1881, James Sully, later Grote Professor of Mind and Logic at University College London, published a largely forgotten book entitled Illusions in which he undertook “a wide survey of the field of error, embracing in its view not only the illusions of sense dealt with in treatises on physiological optics, etc., but also other errors familiarly known as illusions, and resembling the former in their structure and mode of origin” (Sully, 1881, preface). These ‘other errors’ included systematic anomalies of memory, belief, thinking and insight.

Sully defined ‘illusion’ (p. 6) as “any species of error which counterfeits the form of immediate, self-evident, or intuitive knowledge, whether as sense-perception or otherwise.” In the first instance, he sought to separate all knowledge into two regions: primary or intuitive knowledge, and secondary or inferential knowledge. Illusions are thus false or spurious knowledge of the first kind, and fallacies are false or spurious knowledge of the second kind. However, as he points out (p. 6), “the same error may be called a fallacy or an illusion, according as we are thinking of its original mode of production or of the form which it finally assumes; and a thorough-going psychological analysis of error may discover that these two classes are at bottom very similar.”

Having construed illusion as the counterfeiting of immediate knowledge, Sully based his error classification upon the kind of knowledge that these illusions simulate. Using what were then fashionable philosophical terms, he distinguished two forms of immediate knowledge: presentative and representative. The former variety is obtained through direct perception of external objects or, through introspection, of inner states. Representative knowledge was obtained through the agencies of memory and belief (insofar as this simulates direct knowledge). These four modes of cognition—external perception, introspection, memory and belief—constituted the major dimension of Sully’s error taxonomy. A second dimension, active-passive, was employed to distinguish those errors arising out of spontaneous activity within the individual from those due primarily to external factors. However, along neither of these dimensions did Sully attempt to make rigid categorical distinctions.

Sully’s treatment of perceptual and memory illusions provides an illustration of the way he sought common features among errors arising from different cognitive domains. Sully identified three major classes of memory illusions:

(a) False recollections to which there correspond no real events or personal history.

(b) Recollections that misrepresent the manner of the happening of real events.

(c) Recollections that falsify the date of the events remembered.

For each of these, there is a corresponding perceptual analogue: (a) perceptions for which there are no external counterparts (e.g., ocular spectra, sensations of light and hallucinations); (b) perceptions that distort the shape of the external object (e.g., the effects of haze and refracting media) and (c) perceptions that falsify size and distance (e.g., when clear air causes distant mountains to seem far closer than they are, or when intervening ‘clutter’ makes objects appear more distant).

Sully was probably the first psychologist to attempt to classify the broad spectrum of human error and to seek common explanatory principles. His book, though little known, is a classic in the field of error studies. If its impact had been more widely felt, Charles Spearman, a subsequent Grote professor at University College London, would have had no cause to complain, nearly 50 years later, that: “Whoever would seek for any well-digested information about (errors) may make the whole round of current psychological textbooks ... for all this, he will become but little the wiser for his pains” (Spearman, 1928, p. 30).

Actually, Spearman’s complaint was not entirely justified. The 20 years or so straddling the turn of the century saw a number of significant attempts to understand the psychological origins of human fallibility. The most widely known of these was Freud’s investigation of the psychopathology of everyday life. No less important were the pioneering studies of speech errors conducted by Meringer in Vienna and the contributions of psychologists in the United States, notably William James and Hugo Munsterberg (a refugee from Wundt’s laboratory) at Harvard and the long-lived Joseph Jastrow at the University of Wisconsin.

1.2. The Freudian slip

Freud first became aware of the meaningfulness of certain everyday slips and lapses in 1896. In a letter to his colleague, Fliess, he wrote that he had “at last grasped a little thing I had long suspected”, namely, the reason why a known name sometimes eludes retrieval and wrong names are dredged up in its place. In this instance, he had been unable to recall the last name of the poet, Joseph Mosen: “I was able to prove (i) that I had repressed the name Mosen because of certain associations; (ii) that material from my infancy played a part in the repression; and (iii) that the substitute names that occurred to me arose, just like a symptom, from both recent and infantile groups of material” (Bonaparte, 1954).

Having established the significance of this apparently trivial lapse, he began to collect examples of many different forms of everyday error: misreadings, slips of the tongue and pen, misquotations, bungled actions and so on. Gradually he became convinced that all of these normally inconsequential slips and lapses betrayed the presence within the unconscious of repressed impulses. Most of the time they remained hidden, but occasionally they seized upon an opportune moment—in speech, memory retrieval or action—to make themselves known through some error or ‘parapraxis’.

The Psychopathology of Everyday Life first appeared as a separate volume in 1904 and was subsequently enlarged over the next 20 years.
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