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Foreword

With the trend toward a highly mobile workforce, the acquisition of mobile device tools and technologies, such as the recent introduction of the Apple® iPhone 5S fingerprint scanner, handheld devices such as personal digital assistants (PDAs), and PC tablets, is growing at an increasingly rapid rate. These mobile device tools and technologies offer productivity in a compact form and are quickly becoming a necessity in today’s business environment. Many manufacturers make mobile device tools and technologies using a broad range of hardware and software. Mobile devices are characterized by small physical size, limited storage and processing power, a restricted stylus-oriented user interface, and the means for synchronizing data with a more capable notebook or desktop computer. Typically, these devices have the capability to communicate wirelessly over limited distances to other devices using infrared or radio signals. Many handheld devices can now send and receive electronic mail and access the Internet. They also have built-in integrated seamless biometric security, like fingerprint scanners, to replace the old-fashioned passwords and passcodes.

Author Lauren Collins and the other contributors to this book have conducted both extensive research and practical hands-on development to promote, measure, and deploy emerging mobile device technologies, tools, and standards that revolutionize how devices are operated and used, with special emphasis on mobile systems and communications. The authors of this informative book make recommendations that utilize both analytical and empirical approaches, the development of simulation models, the buildup of proof of concept prototypes to evaluate new mobile device tools and technologies, and refined standard specifications for networks and systems. They also make recommendations that will help develop new test and measurement tools and metrics for next-generation mobile systems. The recommendations in this book encompass public safety communications systems, mobile ad hoc networks, body area network (BAN) standards, and secure and seamless mobility management protocols.

Furthermore, the authors make recommendations to improve the quality, reliability, resilience, robustness, manageability, security, and interoperability of mobile networked systems. As part of this nation’s ongoing advanced mobile device tools and technologies critical national infrastructure program, the authors show readers how to conduct research and provide test, measurement, quality assurance techniques, tools, models, and reference data for emerging mobile device technologies, as well as how to develop, demonstrate, and promote these technologies through reference implementations, test beds, guidelines, and standards.

John R. Vacca

Author and editor of 76 books, including the best-selling

Computer and Information Security Handbook.
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Introduction

Mobile devices were designed to be portable handheld computers, to run a variety of applications, and oftentimes, to fit in your pocket. And they can serve the additional purpose of providing phone service on smartphones. While desktop and laptop computers are still necessary in order to use certain programs or perform certain tasks that mobile devices are not capable of, mobile devices provide an interactive experience for the user, and are designed primarily for consuming media. Some mobile devices are only able to connect to the Internet via Wi-Fi, while others have a data plan that allow the user voice and data service. Whether these devices are used solely for personal or business purposes, this technology allows us to work smarter and faster, perform tasks more efficiently with greater accuracy, and enhance communication and collaboration.

Mobile technology has enabled the continuous development of ubiquitous applications, providing immediate access to applications and data. Not surprisingly, users are accustomed to these powerful mobile devices, smartphones and tablets, which embrace virtually all aspects of communication while offering mobility and ubiquity like we have never seen before. In this book, we describe the fundamental concepts that comprise a mobile device; the software and application tools that make it run; the solutions that allow businesses to both build and provide better services, software, and solutions to their customers and providers; and the mobile services that are changing society as we know it.

Multiple books offer knowledge and instruction to build applications on one platform or another. Other books cover the end-to-end network infrastructure of cellular, wireless, and mobile communications, and some books simply inform the reader on system and device security. Our approaches to all of the topics outlined previously provide a high-level overview of systems, applications, networks, and services. This book is written for multiple levels of technological experience. Therefore, readers at any and all levels of technical expertise will fully understand the tools and technologies available to mobile devices.

Subsequently, this book is divided into four diverse sections:

Section I: “Mobile in Action.” The first set of chapters provides basic knowledge regarding the use of mobile devices for both personal and business use. Chapter 1 educates readers on wearable devices and their features. We also discuss the tools remote workers can choose from, including cost, functionality, and feature sets of all named products. Chapter 2 describes the rendering aspects developers must consider when developing mobile or web applications. We briefly cover the necessary considerations when developing for location tracking, retail, social media, and online purchasing.

Chapter 3 reviews the platform tools, preparing the reader for developing applications throughout the rest of the book; the tools and platforms used set the foundation for the size, growth, and purpose of the app.

Chapter 4 covers the angles of enterprise mobile strategies, the journey to develop and deploy a one-size-fits-all design, and how large organizations are purchasing components to stay on top of technology and ensure their organization properly forecasts consumer and business needs.

Section II: “Designing Mobile Apps.” Chapters 5 to 8 focus on the entire application development process, from strategy and process through the development phases, to production and app launch. We level the playing field and cover both Android and iOS operating system development. Chapter 5 introduces the reader to the initial piece of app development: Consider the user, platform, and uses of the application.

Chapter 6 provides an in-depth description of push messaging. One major feature of app building is the ability to send push notifications to the users. We cover the architecture and process behind iOS push messaging in this chapter.

Chapter 7 discusses mobile databases and the API. Protocols and tools are covered at the developer level, considering the major features of the app as a whole, including monetization and value. Therefore, the framework and design must coincide with the business purposes as well as the user experience.

Chapter 8 is devoted to using the Agile software development methodology on the iPhone platform. This chapter covers the entire app building process and defines the processes development teams encounter from beginning to end.

Section III: “Mobile Services.” Chapters 9 and 10 explore mobile access standards, as well as the services that cellular and wireless devices utilize.

Chapters 11 and 12 elaborate on the networking and infrastructure components that provide all the systems, access, and functionality leading up to this section. Although this section focuses heavily on cellular, wireless, and switching mechanisms, it is the foundation for the technology and tools utilized by mobile devices.

Chapter 13 discusses the different means of wireless communication and technology used by and designed for mobile devices. We describe the use of wireless telemetry in the medical field, the deployment of sensor networking capable of monitoring environmental conditions, and focus on state-of-the-art products designed for the consumer.

Section IV: “Security and Data Analysis.” Chapter 14 provides an overview for awareness of mobile device threats, risks, and a few of the options on the market to counter the vulnerabilities.

Chapter 15 covers the use of digital forensics relating to recovery of digital evidence or data from mobile devices.

Chapter 16 discusses the various levels of security and types of encryption. Then we introduce types of attacks commonly seen in the industry.

Chapters 17 and 18 are devoted to mobile device management and corporate security. We also introduce the tools and applications corporations may implement for mobility and workforce management.

Depending on the readers’ level of technical expertise, our discussions can be read easily from cover to cover or utilized as reference material. This book is designed to be flexible and enable the reader to move between chapters and sections to cover the material with ease. This book is written for readers at all levels of technical expertise, from developers to network engineers, to students preparing for a career in mobile technology or information technology managers looking to further explore and understand the value of mobile tools and technology.




I Mobile in Action





CHAPTER 1 The Evolution of Mobile

Lauren Collins
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THE MOBILE EXPERIENCE has our undivided attention. Everywhere you go, whether commuting to work, out for a walk, on vacation, or while attending a sporting event, you see mobile technology in action. The relationship we have with our mobile devices is unlike any other—and it will continue to evolve as each generation leaves its mark. “It’s not just about being connected, it’s about being connected with a purpose,” says Larry Irving.* Mobile devices provide users with voice, data, and multimedia service at any given time, place, and in any format. A mobile device is considered to be a handheld computing device, characteristically equipped with a touch screen. There are multiple mobile manufacturers and operating systems (OSs) for mobile devices. These devices are capable of running application software, commonly referred to as apps. The basic concept of mobile technology allows the user to carry one ubiquitous technology device, providing low subscriber costs, on a personable, customizable interface. The options are endless; mobile devices offer educational content, the use of proprietary software to collaborate, and provide access to all the tools needed when working remotely. And you can even run an app to monitor your heart, which dynamically sends your vitals to your doctor. Familiarity with the benefits of mobile devices, and the ways to implement the synergy of mobile technology, and the limitless opportunities available is an essential skill to possess.

The adoption of mobile devices has been an exciting and overwhelming advancement to both business and the personal lives of everyone, and the trend continues to grow. As such, the model of mobile technology presents opportunity: a wide scope of deployments, innovative technology, and bleeding-edge tools must be provided to the user. These technologies include the design, integration, and support to embrace usability, communications, scalability, and mobility.

Mobile technology hardly refers to voice and cellular, but now focuses instead on the types of technology available to consumers and businesses. What had started as a phenomenon to solely keep in touch and be reached by phone has evolved into an essential tool in both our personal and our business existence. Even though apps seem to have been the hot item when marketing mobile devices, app usage is second to browser usage on mobile devices; however, app access and web browsing are not mutually exclusive. Figure 1.1 indicates that mobile users have quickly come to utilize technology and enjoy the experience of a mobile device, working to create an interactive experience.

Mobile technology was forced to evolve from cellular technology, relative to rising above both performance and scalability limitations. Cellular carriers recognized an exponentially vibrant growth in the subscriber base as well as the desired usage per demographic. Carriers could no longer offer unlimited data to their customers and continue operating under the same service model to support more traffic and users. Continued growth of bandwidth oversubscribes the link, and mobile packets at the core layer of the network suffer. Carriers have implemented additional infrastructure and bandwidth to support the capacity and needs of subscribers, but this engineering is ongoing. Mobility is a crucial consideration providers must recognize; the industry has shifted its perspective of cellular, or wireless, to a service and device-centric mobile model.


[image: ]

FIGURE 1.1 Daily activities on a smartphone and tablet performed at least once a day.




1.1 INTEGRATION OF MOBILE TECHNOLOGY

The average individual now possesses a minimum of two smart devices. Children of only a few years of age crave the use of a tablet or mobile device. Wireless and mobile communications have grown exponentially, and will continue to grow as the need for technology has embedded itself in our lives. Today, most consider the idea unthinkable to exist without constant and continuous communication and connectivity to the Internet. The evolution and growth of mobile technology has fundamentally altered the use of the Internet, including the means by which content is accessed on the Internet, utilizing both smartphones and devices such as tablets and netbooks.

The consistent advancement of mobile devices feeds the ever-growing appetite for faster bandwidth, uninterrupted connectivity, applications to fulfill the needs of consumers and businesses, and the security of all of this information. The number of users who access the Internet on a mobile device will soon surpass the number accessing it on a PC. Table 1.1 lays out the activities users perform on mobile devices and laptops and workstations and portrays the interest shifting to mobile.




TABLE 1.1 Consumers’ Desired Behaviors and Preferences of Mobile Devices vs. Desktops and Laptops




	Category

	Prefer Mobile Device

	Prefer Laptop/ Desktop




	Social networking

	60%

	40%




	News and information

	35%

	65%




	Music

	70%

	30%




	Play games

	60%

	40%




	Watch TV/ video

	65%

	35%




	Sports

	40%

	60%




	Maps/ directions

	65%

	35%




	Travel arrangements

	35%

	65%




	Check travel status

	80%

	20%




	View account balance

	75%

	25%




	Conduct bank transactions

	45%

	55%




	Check weather

	50%

	50%




	Shopping

	35%

	65%




	Email

	55%

	45%




	Work activities

	20%

	80%






Smartphones and tablets outsell computers by four times, and many will have their first experience with the Internet on a mobile device rather than a computer. In 2013, more than 45% of network devices were shipping without a wired port. The need is now greater than ever to ensure wireless speed is as fast and reliable as wired media. Mobile devices are energy-efficient, portable, and command less processing power and a condensed ability to run resource-intensive operating systems. These devices should be understood as an interface to the Internet rather than as a computing device. Mobile technology is geared toward the user who will access cloud applications, email, and general purpose apps.

Consumers have resorted to checking balances on mobile devices rather than driving to an ATM and printing a paper balance receipt. Mobile devices may be utilized in personal or professional instances, deeming either equally useful. Rich interfaces and supported user interaction enable collaboration and a more immediate response with the application. These interactions include swiping, pinching, and rotating, to name a few. Speech recognition is another key capability of a mobile device. Whether a traveler uses an app for language translation or to search for directions, speech analytics open up another world pertinent to consumer intelligence and marketplace strategies.



1.2 WEARABLE TECHNOLOGY

When carrying multiple items, how many times were you unable to answer an important call, let alone know who the caller was? Wearable technology delivers many useful tools for people with active lifestyles. And it’s all possible, thanks to technology. Our culture and lifestyles usually shift daily, to accommodate technology. The question is no longer “What do we do with technology?” But instead it is “How will we manage technology rather than it managing us?” Those who are embracing technology have been part of the shift in the economy, the way business is handled, and the shape of our entrepreneurial future.

The mobile market has successfully reeled an entire economy into using a mobile device for their end-all, be-all source of knowledge. Whether you need to know the time, date, or directions to a specific location, your mobile device is likely to be your preferred method to access most information. The purpose of wearable technology is to integrate itself into an adjacent sector of the mobile marketplace. Active people have the capacity to track their workout activity. This allows users to dynamically sync to an app, as well as listen to music from their cloud account on their smartwatch. Manufacturers and vendors are anticipating wearable technology to provide more convenience, more positive user experiences, and more comfort than carrying their traditional mobile phone or tablet around with them.


1.2.1 Google Glass

Google® Glass™ is the most popular and well-known brand of wearable technology today. Everyone has heard of it, but how many have tried it? The potential is sensational. This wearable device simulates a portion of the communication means from your mobile phone or tablet and shows it to you in a heads-up display. You can view, respond to, or delete emails as well. Google Glass also has the ability to take calls, take pictures or videos, and is aware of your location. So, whether you need a map or you would like Google Glass to guide you to your destination, it can display the information you need.

Google Glass runs on the devices. It connects via Wi-Fi or Bluetooth to a phone, a laptop, or a consumer-grade Wi-Fi network. The frames are titanium and therefore are much lighter than you would think. Pictured in Figure 1.2, Glass has a thick, transparent display that sits above your right eye, and the right arm wraps around, which encompasses a mobile computing device that is built in to the stem that sits on your right ear. There is a battery housed on the right side as well, where the buttons, speaker, and touch pads are located. Currently the battery only lasts up to a day, and more commonly between 1 to 2 hours with normal use. The iteration that is out at press time does not have a volume control, making it impossible to hear phone calls in public areas.
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FIGURE 1.2 Google Glass, one of the most anticipated forms of wearable technology, is pictured here. Unfortunately, Glass has not been released to the public yet and is still undergoing beta testing.



While some may wonder if this wearable device will soon replace our smartphones or tablets, there are several irritating limitations presented by this beta product. For instance, Google Circles must be set up using a web application prior to sharing any photos or videos. In addition, at this time Google Glass users can only add up to 10 contacts, but the contacts are restricted to your Gmail™ contact list. The only email supported is Gmail, so no corporate integrations for Outlook or support for other email types. And if you do not have an Internet connection, its only use is as an offline camera.

Google Glass is controlled by voice and swiping and tapping gestures. The functionality is basic at this time, and a great deal of the management of the device takes place on the Internet and not Glass itself. For instance, if you were connecting to a Wi-Fi network, the best route is to download the MyGlass app to add networks. The alternate method is through the MyGlass site in a web browser, where you enter each network’s service set identifier (SSID) and password. A QR Code® is then generated that you look at with Glass, which will then log in and remember the network. For anyone who is curious and has not seen the interface yet, it is very similar to Google Now™.



[image: ]

FIGURE 1.3 TrackingPoint’s Precision Guided Firearm (PGF) utilizes wearable technology.




1.2.1.1 Precision Guided Firearm

Even the military may soon benefit from an app that pairs wirelessly with wearables, such as Google Glass. TrackingPoint™, a company who develops precision firearm tracking technology for firearms, has built an app called ShotView.* The Precision Guided Firearm (PGF) system uses optics and fire control, enabling a shooter to be more accurate at longer ranges than he or she is capable of. TrackingPoint’s Tag Tract Xact™ system technology enables the user to tag a target by pointing and clicking, then dynamically setting up the shot, incessantly tracking a static or a moving target. There are a handful of ballistic variables, including target velocity, range, wind, temperature, pressure, and shot angle. Rifle cant is instantly calculated into an optical firing solution. This app streams video from the firearm’s tracking scope to mobile devices such as wearables, phones, or tablets. The shooter will realign the reticle with the tag point and pull the trigger. Since the PGF’s guided trigger is connected to tracking optics, say the shooter was misaligned, the PGF-guided trigger will increase in weight and push back on the shooter to defer firing until the shooter realigns. Figure 1.3 illustrates the fascinating components to bring this technology to a wearable device.




1.2.2 Smartwatches

Smartwatches are wearable devices that operate a multitude of tasks, comparable to wearing a tablet. Mobile apps run on some smartwatches, and mobile OSs run on the remaining models. Certain models even support phone calls, while others display text messaging or the subject line of new emails.


1.2.2.1 Pebble

The Pebble® smartwatch, pictured in Figure 1.4, stands out above all others simply for its ability to have firmware upgrades. Pebble is available in both Android™ and iOS platforms, and its most recent firmware update to version 2.2 added iBeacon™ technologies by Apple®. iBeacon utilizes Bluetooth low energy proximity sensing to transmit a unique identifier. This identifier has the ability to identify the location of a device using an Internet connection, then transmit the information or prompt an action such as a push notification.

This firmware update added the following feature sets in the SDK 2 (software development kit):


	Ability to call web services through the phone

	Persistent storage offering

	Supports GPS information from the phone

	Accelerometer

	Added iOS and Android portable mobile framework

	Dynamic memory and memory protection

	Data logging
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FIGURE 1.4 The Pebble smartwatch works with both Android and iOS platforms.



Pebble also integrates with the GoPro camera, which is valuable for users who are recording an intense activity.



1.2.2.2 MARTIAN

The MARTIAN™ does not resemble the typical smartwatch. It is a sophisticated version of a watch that works in conjunction with a mobile phone. The MARTIAN presents hands-free voice commands, messages and alerts display, and smartphone camera control. This smartwatch is a perfect smart device for an executive who appreciates technology. Figure 1.5 displays the two options available, the Voice Command, having both notifications and voice command capabilities, and the Notifier, only providing notifications. Custom vibration patterns can be configured for alerts and notifications in an effort to distinguish who is trying to reach you.

MARTIAN recommends using iPhone 4S and later for use with Siri®, and Android 4.1 Jelly Bean or later for use with Google Now. Once the watch is powered on, your phone will pair with the smartwatch using Bluetooth. The MARTIAN Alerts app is where the user can set up notifications and toggle settings. Android allows you to choose which apps you receive alerts from; however, the iPhone only supports calls, text messages, calendar alerts, reminders, email, and Facebook and Twitter messages. And the biggest downfall with the iPhone is that it will not send you push email, and can only use internet message access protocol (IMAP) or post office protocol (POP) accounts in the MARTIAN Alerts app. Only one email account is supported, which is hardly the use case for anyone today. Charging is supported using a micro-USB port, shown in Figure 1.6.
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FIGURE 1.5 Pictured left to right: MARTIAN Notifier allows the user to program customized vibration patterns for different types of notifications; MARTIAN alternate style.
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FIGURE 1.6 The micro-USB connection is located on the side of the MARTIAN and is used to charge the smartwatch as well as to reset the software if any technical issues occur.





1.2.2.3 Neptune Pine (in Development)

The Neptune Pine® is an Android smartphone that you wear on your wrist. Unfortunately, this product is still in development, but you can preorder it on Android’s website. The Pine has a 1.2 Ghz dual-core SnapDragon processor, 32 GB of memory, up to 64 GB of storage, a 2.4-inch full-color Gorilla Glass display, a front-facing camera, and a 5-megapixel, rear-facing camera. The functionality and specifications contained in this device could very likely replace a smartphone. The Pine utilizes a QWERTY keyboard, shown in Figure 1.7, and is as easy as typing on a smartphone.


[image: ]

FIGURE 1.7 Neptune Pine employs a QWERTY keyboard, making typing similar to using a smartphone.
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FIGURE 1.8 The Hyetis Crossbow offers every smartphone software feature you can think of, plus several other smartwatch offers, such as facial and gesture recognition.





1.2.2.4 Hyetis Crossbow

The highlight of the Crossbow® certainly is the 48-megapixel camera with Zeiss optical zoom lens and integrated flash. The product is one of a kind in this market, boasting a MARSO gesture and face recognition device. Device communication with the Crossbow can be done over Wi-Fi, Bluetooth 4.0, or near-field communication (NFC). Environmental data can be delivered to your smartphone with a variety of sensors: temperature, altitude, depth, and GPS, to name a few. The depth rate for scuba diving is 15,000 meters. The Crossbow is shown in Figure 1.8.





1.3 BUSINESSES GO MOBILE

Business professionals would choose to give up their morning coffee over their smartphone. Mobile devices are playing a progressively essential role in the methods people use to get work done and stay connected. Before, phone, email, and calendar access were the only uses for mobile devices in the workplace. Now hundreds of apps have evolved to meet the needs of enterprise business users. The ability to be mobile has empowered both employees and customers. Companies who are adaptable and can welcome the continual increase of mobile technology are going to succeed.

Executives and business decision makers have realized that mobile devices can ultimately help them achieve their objectives and work from any location. Checking emails, downloading files, and accessing the web are now easier and faster thanks to the power and speed of the 4G and LTE (Long Term Evolution) networks. With the requirement to work from any location comes the need for a secure and seamless connection that does not require the use of a traditional virtual private network (VPN). As our businesses implement mobile technology, employees are not able to do their jobs effectively without using their mobile devices. While most of the mobile workforce is made up of executives and IT departments, Figure 1.9 shows all levels that are using mobile devices for work-related activities.
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FIGURE 1.9 Firm leader ship and IT are power users on mobile devices for work-related activities. Other professionals have come up with very productive ways to take advantage of mobile devices, and these will continue to grow over the years.



As mobile devices become more sophisticated and apps are tailored to fit business needs, we will continue to see a growing need for more and more mobile devices in businesses. Smartphones, tablets, and other mobile technologies are driving productivity in business, and in some cases introducing innovation to firms who have fought the power of technology for decades. As a result, anyone who has a website or runs an online business must consider the mobile experience. A business used to build a website when it opened its doors. Today businesses have either deployed or are developing a mobile-friendly website or mobile app. Figure 1.10 illustrates the important need for businesses to deploy at least one of the mobile solutions for their customers or clients. If most people find your business through an Internet search, then optimizing your site for mobile web should be a high priority. However, if an immersive experience attracts your clients, package the mobile site and app together with the same order of importance.
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FIGURE 1.10 An organization’s Mobile Maturity Framework is centered on two components: the extent to which mobile is regarded as a priority and the degree to which it is treated as a deliberate ambition. Four phases of maturity are identified.




1.3.1 Defining a Mobile Strategy

With the continuous rise of mobile use in organizations, mobile device management (MDM) and mobile application management (MAM) continue to be high on the list of priorities for IT managers. Throughout this book, the authors will touch on the multiple flavors of devices and how each device has individual characteristics and intricacies, which can be the difference between opening up your organization to hackers and being protected. Figure 1.10 illustrates the relationship between firm priorities and their approach to implementing a mobile solution. Two measurements quantify the Mobile Maturity Framework: the priority for mobile technology projects and the magnitude to which mobile is treated as a strategic initiative. Regardless of the urgent need to focus on mobile use in the enterprise, only 20% of technology leaders are prioritizing and implementing a mobile strategy.*

We can identify four phases of mobile maturity within organizations. There are evaluators, which can be categorized at the earliest stage of mobile adoption. Evaluators do not have a strategy defined for the business, let alone at the business unit level. They have an impromptu methodology and may not have any mobile technology initiatives in the hopper. Testers identify mobile as a priority and have a number of mobility projects underway; however, testers have an approach that implements mobile at the business unit level, not as an organization. Innovators evaluate or roll out a limited number of mobile initiatives. They may enforce policies for mobile devices, but have a conventional methodology to a full deployment of mobile technology until the business defines a solid return on investment (ROI). Leaders are the final phase within the Mobile Maturity Framework. Leaders are organizations that are able to identify an enterprise-wide, strategic approach to mobile technology and already have an infrastructure implemented. They support mobile technologies and have a large number of mobile-oriented initiatives incorporated across businesses.

Leaders of mobile technology:


	Govern mobile deployments for efficiency and security. Policy management is implemented by device and by application.

	Optimize mobile infrastructure for reliability and accessibility. The network requires constant monitoring and tuning to support increased access, storage, workload, and velocity created by the transition to mobile.

	Integrate mobile throughout the enterprise. Leaders correlate significant applications between business units, rather than treating mobile as a one-off project or silo project. This integration supports monetization of mobile initiatives and channel prospects.

	Make strategy for mobile development a top priority. Business cases for mobile are defined and roadmaps are developed based on those use cases.



Technology leaders shifting to mobile have experienced an increase in interactions with customers, an increase in profits, and more efficient employees, as shown in Figure 1.11.

The integration of mobile can have a significant impact on the financial success or failure of a business. Mobile technology must be integrated into the business’s roadmap, and the business strategy and infrastructure must align to meet consumer needs, while simultaneously producing profits. Organizations that implement a mobile strategy and concentrate on mobile technology initiatives are going to experience revenue growth and increased employee efficiency across the board. If a company supports the business unit initiatives, whether it is sales and marketing, customer service, or information technology, the quality and level of interaction will improve tremendously.


[image: ]

FIGURE 1.11 Mobile deployments are utilized as a productivity tool to a system of engagement.





1.3.2 Working Remotely

Stellar customer service is oftentimes the foundation of a thriving business. By implementing mobile technologies, organizations have found their employees are more engaged when using tools that deliver a rich interface and provide timely and relevant information to communicate with coworkers and clients. Transactions are completed much faster with the integration of mobile technology, not to mention with more accuracy and attention to detail. Providing access to key functionality components drives enterprise efficiency, enabling employees and customers to interact and communicate with each other from any place, at any hour, utilizing the device of their choice. With the convenience of a mobile device and proven increase in productivity, many businesses are allowing employees to work remotely.

There are numerous remote access services and apps available to employees, but businesses must consider the implications for enterprise IT when it comes to security and compliance. For many organizations, the risk of a rogue app is a top concern of an IT security administrator. Multiple apps are blocked, which can cause frustration and a loss of productivity when a person is working from home. Most likely your IT department has defined one or multiple apps that have enterprise capabilities, such as password authentication, data encryption, or an app-specific micro-VPN. In addition, and just as important, support staff must provide comparable features and compatibility across multiple device platforms. The mobile device operating systems are interchangeable with most app developers. Whether your preference is iOS®, Android, or Windows® operating system, your organization will likely support the platform.

The most common remote access apps provide similar features and are available for all device types, and usually will possess the ability for an employee to access a Windows-based or Mac® desktop or server. Select your remote access app carefully, as it is always a great idea to read the fine print.


1.3.2.1 Remote Access Applications


	1.3.2.1.1 PocketCloud Wyse Technology® developed a fairly straightforward app that has both a free app for Android and iOS devices and a reasonably priced Pro version. There are three connection options: Remote Desktop Protocol (RDP), Virtual Network Computing (VNC), and Auto Discovery (shown in Figure 1.12). The RDP connection provides connectivity, but is not as intuitive as the VNC connection option. The VNC option allows snapshots to be taken and sent to the user for collaboration. The Auto Discovery option is linked with a user’s Google® account and utilizes Google services to locate devices available to that user. The Pro version supports 256-bit encryption for RDP connections, compared to 128-bit encryption for the free app. The Pro version also supports third-party app integration, VMware View virtual desktops, and can interact with Microsoft® RD Gateway. There is a Premium version of PocketCloud for iOS devices that allows for file, picture, and video uploads from them to desktops, and also supports downloads, printing or emailing of files, and video streaming over speeds as low as 3 G.




[image: ]

FIGURE 1.12 PocketCloud has three connectivity options. Auto Discovery and Remote Desktop Protocol (RDP) are pictured here.




	1.3.2.1.2 GoToMyPC Citrix® developed GoToMyPC® in a free version for its mobile app, but charges a fee to use the service. Three service plans options are available: corporate, pro, and individual, and have flat pricing either monthly or per year. All three plans have similar capabilities, but the corporate plan presents user management, group management, and the capacity to configure security and settings to determine which features employees or groups can use. GoToMyPC protects data with end-to-end 128-bit encryption and supports dual-password authentication, whereas each device is assigned its own passcode. Users have the ability to grant temporary users sharing permission or full control of their desktops. GoToMyPC does not offer the ability to move files between mobile devices and desktops. Figure 1.13 displays the virtual mouse navigation techniques.

	1.3.2.1.3 LogMeIn LogMeIn® offers two plans, free and pro. Its free version supports remote access for up to 10 devices, clipboard syncing, keyboard mapping, multiple monitors, and wake-on-LAN (allows a network message to be sent to turn on or wake a device). The Pro version, formerly LogMeIn Ignition, has additional features, such as file and desktop sharing, video and audio streaming, remote printing, and cloud services. The pricing structure for LogMeIn can be very unclear. There is a mixture of conflicting prices at any given time, depending on promotions. LogMeIn is displayed in Figure 1.14.
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FIGURE 1.13 Mouse navigation techniques GoToMyPC utilizes on mobile devices.
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FIGURE 1.14 LogMeIn offers cloud services integration and file sharing on the Pro version.
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FIGURE 1.15 The recent release of Splashtop2 provides added security for the infrastructure that allows users to connect to their devices in the cloud.




	1.3.2.1.4 Splashtop Splashtop® allows users to view and edit files, access applications, stream videos, and play graphic-intensive games. There are three levels of service offered: enterprise, business, and personal. On top of the levels of service, there are feature packs that can be added on to the business and personal plans. One pack supports 256-bit encryption, and the other pack supports a whiteboard service for annotating a live remote desktop screen. Business users are provided with centralized administration, group management, and the ability to maintain and monitor an audit trail. Splashtop’s Enterprise version supports hosted apps, virtual desktop access, Active Directory integration, and the ability to integrate with third-party mobile device management tools. Splashtop2 is pictured in Figure 1.15.

	1.3.2.1.5 TeamViewer TeamViewer® offers a sophisticated product that is geared toward tech support and online teamwork. The product is expensive, but provides the ability to facilitate online meetings or support other devices. TeamViewer uses 256-bit encryption and utilizes a proprietary protocol to ensure secure connectivity. TeamViewer QuickStart is a free desktop application that is designed to work with the full version to support multiple client devices. Figure 1.16 displays the view for saved devices frequently connected to it, whether they are online or offline, allowing for easy connection to those devices. So, if you are supporting mobile devices, this is a great product in the market.
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FIGURE 1.16 TeamViewer offers a great package for businesses to support remote devices and also allows for team collaboration.







1.4 SUMMARY

Mobile devices comprise the largest consumer electronics market in the world. Therefore, mobile devices are subject to cutting-edge innovation in multiple different areas. In order to remain competitive, devices, carriers, OS, and software vendors must stay up to date and in line with this rapidly changing market. Mobile technology places an emphasis on connectivity, displayed content, user experience (UX), gesture, speech, and facial recognition. Security, infrastructure, and user interface (UI) are also areas of high demand. All of us have and will continue to encounter mobile technology, and understanding the technology trends allows us to be aware of what lies ahead.





* Matt Petronizo, “How to Use Mobile Devices to Solve Global Problems,” Social Good Summit, September 23, 2012, Mashable.com (accessed May 26, 2014).
* “Google Glass Gun App Would Provide ‘Mind-Blowing’ Ability to Shoot around Corners,” RT, 40, January 2014, RT.com/usa (accessed June 7, 2014).
* Stephen D. Drake and Rebecca Segal, “Putting Mobile First: Best Practices of Mobile Technology Leaders,” IBM Global Technology Services, Somers, NY, June 2013.
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IN THE MOBILE WORLD, knowing a user’s location permits an application to be smarter and deliver enhanced information to that user. What do you do on your mobile device most of the day? Be honest—the majority of our time spent on mobile devices in a given day includes obsessing over information on your mobile device. Whether mapping out the evening activities based on reviews and ratings, making reservations, or literally viewing a map to navigate between dinner and a club, we basically cannot make decisions anymore without consulting our mobile devices. This chapter outlines the considerations developers and users must make regarding the countless types of devices available, the platforms and application program interfaces (APIs) to contemplate working with, and the way content display in its various forms can either enhance or annihilate the user experience.

We choose our mobile devices based on the functionality and features that meet our distinct needs. A mobile device, small in size and easy to take everywhere, is ubiquitous and rich in its uses. While working or attending a sporting event, your mobile device camera allows one to capture and post pictures and videos, add comments or view others’ comments, and literally stay in touch 24 hours a day—even on holidays. Individuals check their social networks and email throughout the night, waking from sound sleep, and in the morning upon waking up. If this sounds like you or someone you know, you are not alone. This chapter is dedicated to the social impact that mobile devices have had on our lives. And this impact centers largely around the desire for location-based information.


2.1 SHOPPING FOR INFORMATION

A large number of mobile device owners use their devices for shopping-related activities. Figure 2.1 demonstrates the behavior between smartphone and tablet users for shopping-related activities.

All sorts of retailers, both online and in store, are looking for information about shoppers to capture their habits, track their movements, and have technology in place to track customers’ movements by following the Wi-Fi signals from their mobile devices. Physical store retailers use these tracking methods in an effort to decide on whether they should change store layouts, shelf stocking techniques, and offer customized coupons. There are device-aware stores and device-aware locations. Technology analytics make it possible to measure the distance between a smartphone and Wi-Fi antenna to count the number of patrons walking past a store and track how many actually enter. Online retailers have the ability to track cookies, which is not entirely different from the ways physical retailers track behaviors. If a shopper’s phone is set to look for Wi-Fi networks, a store that offers service can pinpoint a shopper’s location in the store, within a 20-foot radius, even if the shopper does not connect to the network. The store can also recognize returning shoppers, because mobile devices and unique identification codes propagate when they search for networks. Now stores can tell how repeat customers behave as well as the average time between visits.


[image: ]

FIGURE 2.1 Smartphone and tablet users are similar in their behavior.



The cameras placed in stores are so sophisticated, with sharper lenses and data processing, that companies are able to analyze what shoppers are looking at, and even detect their moods. These cameras give analysts the ability to monitor facial cues at the register, as they walk throughout the store, or even gauge their response to online ads. Marketing companies now offer software for the cash register that tailors marketing messages to a customer’s age, gender, and mood, all measured by facial recognition. Figure 2.2 shows an aerial camera view for a retailer to track customer movements, the amount of time spent in a particular area in a store, the amount of time spent in the store, and whether an item was purchased or not.
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FIGURE 2.2 Retailers employ cameras to track consumer shopping patterns, including the length of time spent in the store, whether an item was purchased, and to gather data about the shopper’s behavior.



When a shopper volunteers personal information, either by downloading a retailer’s app or providing an email address when using in-store Wi-Fi, the store is then able to pull the customer profile, the number of visits, what products the customer was looking at on the Internet the past week, and his or her purchase history. Based on these types of analysis, a store may know from information gathered during the past week whether a shopper is interested in shoes or outerwear, and that store may send an email with a coupon specifically tailored to the item you have been searching for. While these methods may seem intrusive, some consumers are happy to trade privacy for deals. Certain companies offer apps to track your shopping activity in exchange for cash and prepaid gift cards. Anyone who agrees to this type of information tracking has voluntarily agreed to be tracked over GPS, Wi-Fi, and cellular networks. The data gathered can be sold to store owners, online retailers, and app developers.

There are four tiers of customer tracking:


	Each time a card is swiped, a unique identifier is associated to it. Retailers identify trends involving things like repeat business, even though they may not know who each customer is.

	When the cashier asks if the shopper would like a receipt emailed, the email enters the tracking system, and the store can now identify the cardholder. The store can send the customer targeted ads and coupons.

	A software platform indexing information from 1 and 2 serves as the backend to a store’s location-aware mobile app, which runs on customer phones. The app will push coupons and offers to the shopper’s phone while he or she is in the store.

	When asked “Can we send promotional emails?” the customer has just agreed to an opt-in service where physical retailers can push targeted advertising across web-based ad networks.



Many people have thought at one time or another, “How did the store know I have been looking at kayaks?” All of your online and in-store shopping is being tracked, and the retailer is looking for the perfect opportunity to reel you in. Customers feel like they are receiving personal attention as a result of retailers positively shaping the user experience. And if this seems creepy to you, let this serve as a reminder that there are real live people on the other side of every Google® search, Amazon® purchase, and Facebook® like, and they are using what they know about you to make money. In addition, chapters in this book dig deeper into location-awareness technology, near-field communications, cellular triangulation, and global positioning system (GPS) functionality and how these technologies can generate so many capabilities for businesses and personal use of proprietary information.



2.2 DEVICE AWARENESS

Device awareness is the process of consuming information in a web request to identify a mobile browser or device and ascertain its capabilities.
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		Figure 1.1 Daily activities on a smartphone and tablet performed at least once a day.



		Figure 1.2 Google Glass, one of the most anticipated forms of wearable technology, is pictured here. Unfortunately, Glass has not been released to the public yet and is still undergoing beta testing.



		Figure 1.3 TrackingPoint’s Precision Guided Firearm (PGF) utilizes wearable technology.



		Figure 1.4 The Pebble smartwatch works with both Android and iOS platforms.



		Figure 1.5 Pictured left to right: MARTIAN Notifier allows the user to program customized vibration patterns for different types of notifications; MARTIAN alternate style.



		Figure 1.6 The micro-USB connection is located on the side of the MARTIAN and is used to charge the smartwatch as well as to reset the software if any technical issues occur.



		Figure 1.7 Neptune Pine employs a QWERTY keyboard, making typing similar to using a smartphone.



		Figure 1.8 The Hyetis Crossbow offers every smartphone software feature you can think of, plus several other smartwatch offers, such as facial and gesture recognition.



		Figure 1.9 Firm leader ship and IT are power users on mobile devices for work-related activities. Other professionals have come up with very productive ways to take advantage of mobile devices, and these will continue to grow over the years.



		Figure 1.10 An organization’s Mobile Maturity Framework is centered on two components: the extent to which mobile is regarded as a priority and the degree to which it is treated as a deliberate ambition. Four phases of maturity are identified.



		Figure 1.11 Mobile deployments are utilized as a productivity tool to a system of engagement.



		Figure 1.12 PocketCloud has three connectivity options. Auto Discovery and Remote Desktop Protocol (RDP) are pictured here.



		Figure 1.13 Mouse navigation techniques GoToMyPC utilizes on mobile devices.



		Figure 1.14 LogMeIn offers cloud services integration and file sharing on the Pro version.



		Figure 1.15 The recent release of Splashtop2 provides added security for the infrastructure that allows users to connect to their devices in the cloud.



		Figure 1.16 TeamViewer offers a great package for businesses to support remote devices and also allows for team collaboration.



		Figure 2.1 Smartphone and tablet users are similar in their behavior.



		Figure 2.2 Retailers employ cameras to track consumer shopping patterns, including the length of time spent in the store, whether an item was purchased, and to gather data about the shopper’s behavior.



		Figure 2.3 Create a great user experience by categorizing devices into three classes: (1) small touch screens, (2) large touch screens, and (3) large touch screens with keyboard and mice.



		Figure 2.4 An HTTP header for mobile device detection creates a positive user experience when you are aware of the device type accessing your site.



		Figure 2.5 ScientiaMobile offers four products to support businesses that aim to employ tools to gain market share based on the knowledge of user mobile device types.



		Figure 2.6 Android and iOS devices are overlaid to display corresponding device screen resolutions (in pixels).



		Figure 2.7 The maximum dimensions are shown considering both portrait and landscape modes on mobile devices.



		Figure 2.8 The most important personal use for location-and map-based apps.



		Figure 2.9 Reasons users do not use location-based apps, with privacy issues at the top.



		Figure 2.10 Cell triangulation both receives and transmits location information across three nearby cell towers. And by transmitting, the signal that the receiver receives essentially allows him or her to triangulate the location of the device.



		Figure 3.1 Pictured is the Android robot, a symbol of the most popular mobile operating system. (Android Robot, from http://developer.android.com/ distribute/ tools/ promote/ brand.html.)



		Figure 3.2 Lawn statues sit in front of Google’s headquarters representing some of Android’s mobile operating systems.



		Figure 3.3 Once a 3G USB broadband modem is plugged into a host, three entry points are initiated.



		Figure 3.4 The diagnostic protocol offers direct access to memory and supports a large range of commands.



		Figure 3.5 Boot sequence of how the Qualcomm mobile station modem system-on-chip boot-straps the processors into a mobile OS.



		Figure 3.6 Mobile devices support three different portal experiences. On-Device Portal leverages mobile device capabilities to deliver a more compelling user experience and streamline content delivery.



		Figure 3.7 Top reasons developers use cross-platform tools to develop mobile applications.



		Figure 4.1 Smartphones only account for 30% of the user base for mobile phone use. (From Meeker, M., “2014 Internet Trends,” Kleiner Perkins Caufield Byers, May 28, 2014, http://www.kpcb.com/internet-trends (accessed July 6, 2014).)



		Figure 4.2 Trends in the size of social media contact base are moving toward more frequent communication with a smaller set of contacts utilizing messaging apps. (From Meeker, M., “2014 Internet Trends,” Kleiner Perkins Caufield Byers, May 28, 2014, http://www.kpcb.com/internet-trends (accessed July 6, 2014).)



		Figure 4.3 Pictured from left to right, web application interfaces present too much information for the mobile user and do not fill the screen for the user to easily view or navigate. Mobile devices should provide the user with the look and feel of an app, yet not unbundle functionality.



		Figure 4.4 Instagram is a social networking app supporting monetization for products, services, or events.



		Figure 4.5 Kim Kardashian posted a photo with the all-time most likes on Instagram, over 200 million.



		Figure 4.6 Pictured left to right, Instagram can be downloaded from the App Store; an Instagram account can be tied to either your e-mail or Facebook account.



		Figure 4.7 Pictured from left to right, content-aware tools are supported on mobile applications to render cropping, apply filters, and create other effects.



		Figure 5.1 When designing and developing an app, be sure to target the proper audience.



		Figure 5.2 The left-hand side represents the annual household income divided between the platforms Android and Apple. The right-hand side displays a smaller user base of 18-to 24-year-olds, which proves a hot market to target for app rollout.



		Figure 5.3 Mobile marketing is on the rise.



		Figure 5.4 Android is the top mobile OS, with iOS in second. Windows has increased compared to last quarter, and BlackBerry continues to fall.



		Figure 5.5 The phone vendors who merged, were liquidated, or acquired were never able to recover. (From Dediu, H., “Unforgiven: The Consequences of Profit Failure in Mobile Phones,” Asymco, April 24, 2012, http://www.asymco.com/2012/04/24/unforgiven-the-consequences-of-profit-failure-in-mobilephones (accessed June 1, 2014).)



		Figure 6.1 A badge is one type of push notification in iOS. In this example, the number 2 is alerting the user there are two unprocessed notes in the Drafts app.



		Figure 6.2 Push notification in the form of an alert pops up on the user’s screen and requires user interaction.



		Figure 6.3 Multiple providers send notifications through APNS to multiple devices on which their client applications are installed.



		Figure 6.4 APNS establishes the identity of a connecting device through TLS peer-to-peer authentication.



		Figure 6.5 Connection trust between a provider and APNS is established through TLS peer-to-peer authentication.



		Figure 6.6 Applications register to receive notifications, typically right after they’re installed on a device.



		Figure 6.7 Sharing the device token.



		Figure 6.8 The flow of a token originates from the device, travels to APNS, and then is sent to the provider once it is decrypted and validated. The provider sends the token back to the originating device, with a payload.



		Figure 6.9 When a user clicks the close box in a window, the object sends windowShouldClose: to its delegate, asking to confirm the closure of the window. The delegate returns a Boolean value, thereby controlling the behavior of the window object.



		Figure 6.10 The selection when creating a new Xcode project is shown. For this example, we will be a using the View-based Application template for iPhone.



		Figure 6.11 Create a new App ID to properly associate pushes sent to the service with a specific application.



		Figure 6.12 Ensure “Enable for Apple Push Notification Service” shows up; otherwise, your App ID is probably not configured properly.



		Figure 6.13 The APNS client SSL Certificate is generated once you select your CSR file.



		Figure 6.14 To verify a profile has proper push entitlements, verify you have an aps environment key.



		Figure 7.1 Mobile device data caching strategies support the need to develop around offline mode.



		Figure 7.2 Amazon Web Services stands apart from other cloud providers.



		Figure 7.3 Database specialists are earning the highest income on average.



		Figure 8.1 The two roles are decomposed into process workflows that combine real-world activity with the virtual framework required to support it.



		Figure 8.2 In the master-detail application, a scrollable pane on the left drives the content in the right. Tapping on an image on the left enlarges it on the right, and tapping on an image in the right-hand pane brings it to the top.



		Figure 8.3 Choose a template for the type of program you are creating. This means making a rather important decision early on that may be difficult to change later.



		Figure 8.4 Identifier information section shows a warning about the application signature.



		Figure 8.5 Choose your target and orientation for deployment.



		Figure 8.6 Mock-up from the eeCardinal application. In this workflow, in order for the photographer to begin logging, he or she must slide the slider to the left to enable logging, and then click Start.



		Figure 8.7 The right half of the project lends itself well to rapid development.



		Figure 8.8 In this mock-up of eeCardinal 1.0, photos were taken on the Chicago River near Jackson Street displaying to visitors in the area.



		Figure 9.1 Original patent submission drawing. (From Rees’s Cyclopædia, Plates Vol. IV, “TELEGRAPH,” Figure 4.)



		Figure 9.2 The Murray shutter system, deployed in the UK as a contemporary system to the Chappe system, introduced a method of communicating that bore a strong resemblance to a multibit form of communication. It was later replaced with a three-armed system similar to Chappe’s levers.



		Figure 9.3 An excerpt from Hertz’s experiment, which proved the existence of electromagnetic waves, and the ability to accurately detect them.



		Figure 9.4 Early coherers contained a chamber filled with metal filings, which would “cohere” and increase in conductivity in the presence of an electromagnetic wave.



		Figure 9.5 TDMA slices data into preallocated time frames, and intersperses the communication with other broadcasts. Data compression allows for the seemingly seamless transmission of voice conversations, as bit streams compress into and expand from the allocated time slots.



		Figure 10.1 Maps are carved up by geometry, with cell sites placed at or near the center of each hexagon. Certain structures may be eligible to lease towers: water towers, tall buildings, existing fire and police communications antennas, and warning siren poles.



		Figure 10.2 A 2014 photograph of a cell tower that rises above the Lake Bluff fire station. (Photograph courtesy of Scorellis Productions.)



		Figure 10.3 These photographs present several common site configurations, including a directional, round antenna that is aimed at the town firehouse (bottom right).



		Figure 10.4 Legacy base station and network switching subsystem architecture provide simple connectivity supporting a limited feature set and limiting speeds.



		Figure 11.1 Legacy base station and network switching subsystem architecture provide simple connectivity supporting a limited feature set and limiting speeds.



		Figure 11.2 Direct IP Access and LTE IP Access allow the WLAN device to access cellular services as well as WLAN secure services.



		Figure 11.3 Generic access signaling transport.



		Figure 11.4 Generic access voice transport.



		Figure 11.5 WiMAX is intended for wireless metropolitan area networks (MANs) and can provide service over greater distances than Wi-Fi.



		Figure 11.6 Pictured from left to right, base station transceivers facilitate communication between networks and devices. Subscriber units provide connectivity to WiMAX networks.



		Figure 11.7 WiMAX system architecture.



		Figure 11.8 Generic access voice transport.



		Figure 11.9 Physical layer modulation and coding schemes associated with WiMAX.



		Figure 11.10 EUTRAN user plane protocol, distributing functions into the ENB, so soft handover is not supported.



		Figure 11.11 EUTRAN architecture.



		Figure 11.12 Mobile infrastructure deployment utilizing higher-bandwidth carrier services to scale for growth.



		Figure 12.1 Mobility switching architecture, supporting signaling exchanges on behalf of the attached mobile device. When traffic is segregated by type (e.g., data and voice), a distributed architecture maximizes efficiency and allows for expansion.



		Figure 13.1 Forklift-mounted RFID antennas and reader allow for real-time communication between the operator and inventory location in manufacturing plants.



		Figure 13.2 A near-field communication (NFC) chip by NXP is pictured on a fingertip.



		Figure 14.1 Sophos is a mobile encryption app for iOS and iPad that encrypts, stores, and uploads files within the app.



		Figure 14.2 The Symantec mobile encryption app settings menu allows the user to select the features for protection.



		Figure 14.3 Kaspersky Premium mobile device encryption software offers the most comprehensive protection in the market.



		Figure 15.1 A standard four-number PIN lock screen.



		Figure 16.1 The data link layer ensures the communication on the physical link is reliable and efficient.



		Figure 16.2 The working cycle of CHAP authentication. Once the link has been established, the authenticator sends a challenge message to the peer. Both the client and the server must know the challenge; in this case, “pizza.”



		Figure 16.3 Man-in-the-middle attacks show how all user and network traffic can pass through an attacker’s device.



		Figure 17.1 Wireless-only users are on the rise by roughly 5% year by year.



		Figure 17.2 Corporations must account for platform releases and shift their management tools to keep up with technology.



		Figure 17.3 Corporations are shifting the purpose for implementation of MDM/ MAM. App management accounts for 67%.



		Figure 17.4 An ISE deployment allows an administrator to make proactive governance decisions by correlating identity to various network devices.



		Figure 17.5 Mobile devices iPhone and iPad have a less sophisticated app to locate the device if lost or stolen.



		Figure 17.6 Mobile devices with Android OS Where’s My Droid to locate the device if lost or stolen.



		Figure 18.1 Corporate IT can deliver mobile device management by deploying software on the premises, deploying software in a cloud, or purchasing SaaS management.



		Figure 18.2 Apple’s enrollment and management process for mobile devices.



		Figure 18.3 Licensing is based on concurrent endpoints and also on features. The wireless license includes base and advanced features, but for wireless only.



		Figure 18.4 Cisco AnyConnect app provides access to business-critical applications.



		Figure 18.5 Access data on your device managed by your network.



		Figure 18.6 Scans are done on the devices with premium and advanced licensing.



		Figure 18.7 An ISE deployment allows an administrator to make proactive governance decisions by correlating identity to various network devices.



		Figure 18.8 SOC role and purposes.



		Figure 18.9 Third-party vendors enable end users the access they need and enterprise IT to support the environment.
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