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Truett A. Ricks 1935–2014



As we complete this book, we mourn the passing of Dr. Truett Ricks. This is his seventh book, with six prior books related to physical security and safety. Days before his death, he was collaborating with authors to finalize their chapters and to complete this book. An inspiration to all who knew him, we dedicate this book to his legacy.

Bobby Ricks

Coauthor and son





Contents

Preface

About the Authors

Part I Security and Safety Planning

Chapter 1 Theory of Security

JEFF DINGLE

Chapter 2 Concepts of Security

BOBBY E. RICKS AND JEFF DINGLE

Chapter 3 Threat Decomposition

BOBBY E. RICKS AND THOMAS D. SCHNEID

Chapter 4 Risk Assessment and Security Surveys

THOMAS WOODALL, SR. AND BOBBY E. RICKS

Chapter 5 Community Surveys

JARRED BALL

Chapter 6 OSHA

THOMASD. SCHNEID

Chapter 7 Fire Safety and Security

JAMES L. PHARR

Chapter 8 Writing Effective Policies and Procedures

TRUETT A. RICKS, BOBBY E. RICKS, AND TRUETT GRAHAM RICKS

Part II Infrastructure Protection

Chapter 9 Overall Physical Protection Program

JEFF DINGLE AND BOBBY E. RICKS

Chapter 10 Locks and Access Control

JEFF DINGLE

Chapter 11 Intrusion Detection Systems

BOBBY E. RICKS

Chapter 12 Security Lighting

BOBBY E. RICKS AND TRUETT A. RICKS

Chapter 13 Closed-Circuit Television Systems

BOBBY E. RICKS

Chapter 14 Response Force

BOBBY E. RICKS

Chapter 15 Information Technology and Security

TRUETT GRAHAM RICKS

Appendix: On-Site Survey Checklist

Index




Preface

This is a how-to guide written by practicing professionals. The idea for this book is to provide basic yet essential knowledge on facility security measures and how safety considerations interact with security. For the security manager, the book will act as a handbook for security applications with key safety considerations. For the safety manager, the book will act as a handbook of key safety considerations and a reference of security considerations. For the facility manager, the book provides fundamental information for a better understanding of security needs.

The book is broken into two parts: “Security and Safety Planning” and “Infrastructure Protection.”

“Security and Safety Planning” begins with the theory and concepts of security to explore the why of security needs. Threat decomposition, risk assessment, and surveys begin to identify security threats and vulnerabilities so the manager knows what to protect, how to protect it, and how much risk the organization is willing to take to not protect organizational assets. The survey process will also identify general safety concerns and specific issues covered by Occupational Safety and Health Administration (OSHA) and fire protection regulations. A survey instrument is included in the book’s appendix. The part ends with a discussion of security policies and procedures for implementing a system and developing an attitude of effective physical security.

Part II begins by looking at the overall physical protection program. Access control, perimeter control, and alarm systems are examined, with information on security lighting and closed-circuit television to complement the physical protection program. Response force models are examined for when circumstances demand an on-site response team. This part concludes with practical considerations for protecting information technology (IT). IT security is explained in terms common to the nontechnical manager and discusses nontechnical measures the security manager can implement to protect IT systems.
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Jeff Dingle, CPP, is the director of security for PCI Gaming in Atmore, Alabama. He is a former special agent with the National Security Agency, and director of security for the Carter Presidential Library and Home Depot. He has written and taught physical security courses for over 25 years for private companies and the Federal Law Enforcement Training Center (FLETC), being the program manager for the Advanced Physical Security Training Program and the Physical Security Managers Training Program. He has written numerous articles on security and has presented at industry security conferences.

James L. Pharr, MS, is an associate professor of fire and safety engineering technology at Eastern Kentucky University (EKU). Professor Pharr specializes in fire dynamics, building and life safety, leadership, emergency scene operations, and fire investigation. Prior to joining EKU, Pharr was the emergency management director and fire marshal in Gaston County, North Carolina.

Bobby E. Ricks, JD, is an associate professor at Midway College. He has written books on security and management, and has been teaching security for over 25 years for private companies and for the FLETC. He is a former special agent with the Federal Bureau of Investigation, former director of Crime Prevention for the Richmond, Kentucky, Police Department, and was a member of the U.S. Air Force Security Forces. He has consulted with numerous law firms on security matters.

Truett A. Ricks, PhD, was the retired dean of the College of Justice and Safety at Eastern Kentucky University, and wrote several textbooks on physical security and crime prevention. He was the former owner of a security company and was president of his own consulting firm. He was a certified protection professional (CPP).
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Many textbooks date the origin of security back to ancient Egypt or to Europe after the fall of the Roman Empire. The modern era of security began September 11, 2001. Through the years, the United States has remained mostly immune from acts of terrorism, but the single horrific events of 9/11 have shown us the tragic results of what can happen. The events of September 11 caused us to totally rethink our approach to security operations. While many of the threats have not changed, new threats have been added. Today’s threats include criminal acts from a variety of sources, both internal and external to an organization. Security operations may protect from a variety of things—theft, arson, acts of violence, vandalism, espionage, domestic violence, and ever-irate customers. Everyone protects what they hold valuable. Homeowners protect their homes, businesses protect their businesses, schools protect against theft and violence, the government protects everything. What varies is the amount of effort that goes into protecting what you have.

Although there have been many different theories, and different people involved, since the beginning security has basically been the same. We look for problems or potential problems, and we look for solutions to those problems. The difficulty is that we look not only for existing problems, but for potential problems that have not yet occurred, so we can take steps to prevent them from happening. It is very difficult in a business environment to spend money to prevent things that have never happened. But that’s what we do. It is often better to be proactive and spend a little money now than to be reactive and wait for a problem to occur.

Security is the creation of a circumstance that is problem-free, or a circumstance that results in a minimum of problems. How a person views the need for security is affected by his or her perception of the current level of security and his or her perception of the need for security. Different people, with different backgrounds, different training, and different experiences, perceive the need for security differently. Part of the perception of need is the perception of how valuable what you have is, and how valuable what you have is to a criminal. From a purely criminological perspective, a criminal will base his or her decision on whether or not to commit a crime on several factors. One factor is the “reward” from the crime—or what he or she gets out of committing the crime. The other factor is the risk of getting caught. For years, security professionals based the level of security on that combination of risk versus reward. The greater the potential loss, the more that was spent on security. We believed that we could deter a criminal from committing any crime by simply increasing the risk. Risk was increased by increasing the level of security and making it more difficult to commit the crime, a simple process. The amount of security provided was directly correlated to the value of what was being protected. Locks could be added or improved. Fences could be built. Cameras could be installed. Risk versus reward changed with the introduction of terrorism into the United States. A terrorist simply doesn’t care about the risk. The motivation to commit a crime is different, and an increase in security is not a deterrent. The old model of risk/reward no longer is valid, and we have to consider not only what kind of potential value we have to a criminal, but also what potential value we have to a terrorist.

Security specialists now have to consider how they handle any incident differently. A great example is the Murrah Building in Oklahoma City. As a federal building, multiple security surveys over the years never indicated a serious threat. A truck bomb and two terrorists destroyed the building, killing 168 people. This shows, simply, that terrorism can occur anywhere, at any time. But terrorism isn’t our only threat. Acts of violence can occur anywhere. Heritage High School in suburban Atlanta was the site of a school shooting in May 1999, less than a month after the school shooting in Columbine, Colorado. There have been a growing number of incidents of school violence across America, and this shows again that the need for security exists everywhere. We need to change our thinking about security.


What Are You Trying to Accomplish?

A key to any successful security operation is identifying your ultimate goal. This is a question that will be asked over and over again in this text. Knowing what to expect, and what not to expect from cameras, access control, intrusion detection, and other security options is critical to creating and maintaining a secure environment. Security successes are not always easy to see. In a speech shortly after the September 11 bombing, then President George W. Bush said, “Some victories will be won outside of public view, in tragedies avoided and threats eliminated” (National radio address, September 29, 2001). This quote helps to explain what we are trying to do, what we are trying to accomplish in any security operation. It is sometimes difficult to quantify the success of a security organization. In an effort to accomplish better security, the Department of Homeland Security combined 22 different federal departments and agencies into a unified, integrated cabinet agency when it was established in 2002.* 

In reality, we protect everything. You write your name on your lunch bag. You lock your car when you park it. The problem is that “government cannot protect all possible targets for every conceivable kind of attack” (Brian Jenkins, the Rand Corporation).†  As a result, we have to make choices. With limited budgets and resources, we have to choose what we will protect and what we will not protect. These can be difficult choices. How do we choose?

Some elements of this decision making are obvious. We provide the greatest protection to the things that are most valuable to us. While that seems easy, it is often difficult to determine what is, in fact, most valuable. As before, value can be based on individual perception. However, some of our techniques are based on common sense, and we often base our planning on the existing threat level.

We use a fairly simple process to determine the ideal security level. We look at where we are, assessing the current levels of security equipment and policies. Then we look at where we need to be; where we need to be includes the security and equipment, policies, and procedures that are not currently in place, but are necessary. The third step is to determine how to get from where you are to where you need to be. These three steps are accomplished by utilizing a risk assessment and conducting a security survey. Risk assessments and security surveys are addressed later in this course.

When looking at an overall security program, there are two very different approaches, proactive and reactive. Being proactive involves looking for problems before they occur, and taking steps to prevent problems before they happen. Being reactive involves waiting for a problem to occur, and only addressing issues after they occur. Generally speaking, law enforcement is reactive. The police wait for a crime to happen, and then take steps to solve the crime. Generally speaking, security operations are proactive. Security operations involve looking for potential problems and taking steps to eliminate the problems before they occur. From a business standpoint, reactive is much easier to justify. Solving problems that have occurred is easy to quantify. You can judge the success of a police officer by things you can count—number of tickets written, number of arrests, number of convictions. It is difficult to quantify a successful security program. While you can look at trends in general, it is hard to determine how many crimes did not occur due to the security measures put into place.



The Crime Triangle

From a criminological standpoint, three things must occur in order for a crime to be committed. Similar to the fire triangle, all three things must occur at the same time in order for a crime to occur. First, a criminal must be motivated to commit a crime. Many things may motivate an individual to commit criminal acts. Motivation may be hard to define, and although we try with incarceration, it is difficult to remove motivation from someone who is intent on committing a crime. Second, a criminal must have the tools and means to commit a crime. In today’s society, tools are easy to obtain. Tools that cannot be stolen can be easily purchased on the Internet, or they can be fabricated. Techniques that were once difficult to learn are now easily found on the Internet. Websites like TOTSE.com and lock-picking101.com bring knowledge and skill sets to people that would otherwise never gain them.

Twenty years ago, if you were 15 years old and wanted to learn how to make a bomb, options were available, but limited. You could buy, borrow (or check the library) the Anarchist Cookbook, or order it from the back of Soldier of Fortune magazine. The information was available, but you had to work for it. Today, an Internet search for “make a bomb” returns 614,000,000 hits. A criminal’s two most dangerous tools are his or her hands and mind, something we cannot take away from him or her. Last, the third requirement of the crime triangle is opportunity. Much of crime is based on opportunity. Of motivation, tools and means, and opportunity, opportunity is the only point where we can really have any impact. Much of a good security program involves removing opportunity. So what happens when we remove opportunity? Generally, one of four things occurs.

Sometimes, crime stops. Sometimes, criminals simply find it too difficult to commit a crime, and stop. This is uncommon. More often, criminals will simply wait until a better opportunity presents itself. Sometimes, criminals commit different crimes. If there is too much security in place to rob a jewelry store, it might be simpler to steal a car. Recently, a midwestern state announced that it was showing a tremendous impact on stopping meth labs—so much success that there was a marked increase in theft. People unable to produce meth had to go back to the old ways of stealing. Most often, criminals simply move to other locations where there is more opportunity and less security. This is known as displacement. Displacement is the most common result of an increased security program. Criminals will follow the path of least resistance and look for easy targets. It is important to understand displacement because you should be aware that while you are trying to push crime away from your facility, others are trying to push crime away from their facility. Your facility does not have to be the best secured in the world, in your state, or even in your city. However, your security must be equal to or better than the security of facilities immediately surrounding you.

Security impacts our daily life, often in ways we no longer recognize. Security has a direct impact on convenience. As a rule, as security increases, convenience is impacted. Security procedures are often inconvenient, however necessary. Airports are the best example of convenience—when traveling, we take off our shoes for security reasons. Access control is often inconvenient and slows the access process. Likewise, security can have a direct impact on aesthetics. In any facility, a decision must be made as to the importance of visible security devices. It is possible to create a secure environment and maintain aesthetics, but generally speaking, making security pretty is expensive. Security design is addressed later in the text.

There is much to address in how security operates today. A primary career in security presents challenging opportunities, while many business operations demand knowledge of and proficiency in security operations.



* www.dhs.gov/history
† David Shribman, The Textbook Approach to Terrorism, New York Times, April 22, 1984, retrieved from http://www.nytimes.com/1984/04/22/weekinreview/the-textbook-approach-to-terroism.html




2 Concepts of Security

BOBBY E. RICKS AND JEFF DINGLE
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Security Design

Security begins with security and safety in mind. Security design has the goal of making the public and employees feel safe and secure while increasing the perception of risk to an attacker. Design considerations must take into account aesthetics while providing a level of security. David Childs, architect for the new One World Trade Center, remarked: “One of the things I have learned about safety is the appearance of safety. If somebody looks at a building and says, ‘Boy, that looks pretty flimsy,’ they are interested in it. If it looks tremendously strong, you say, ‘Well, let’s go pick on somebody else. ’’’ His thoughts are on looking and being safe. You can provide a sense of openness to a facility while providing a level of security to deter attackers.

In the business world, security is a cost that does not produce revenue. Budget restrictions may dictate the amount of security a facility may provide. The security manager must take into consideration the risk and work to provide the best level of security for the greatest risks. Operational efficiency plays into the equation. Convenience is sacrificed as you increase security. Where one once walked unhindered, security measures dictate greater access control, which in turn slows down throughput. A jewelry store or bank that requires customers to wait before they are allowed in the facility may find that their customers choose to do business elsewhere.

Design must consider operational needs while providing a level of security at an acceptable cost to deter a broad spectrum of threats. Traditional means were to install intimidating and unsightly fencing, access control and alarm systems, and barriers and lighting. Crime prevention through environmental design (CPTED) uses nontraditional means to provide higher levels of security that is often invisible. The beautiful landscaping between the street and the building may provide security against heavy vehicles while giving the impression of greenery and aesthetics. The earth surrounding the trees may be firm enough for a person to walk on, but collapse under the weight of a heavy vehicle. CPTED is used by architects and designers to control behavior. The hard seats, bright colors, and bright lights at a fast food restaurant differ from an upscale restaurant with padded seats, earth tones and pastels, and dim lights. One is easy to clean and encourages a “get in and get out” traffic flow, while the other encourages a relaxed atmosphere.

CPTED actors involve normal users, those who work and shop in a facility; abnormal users, those who may intrude in or on land for their convenience; and observers. For example, a convenience store is designed to get the patrons to buy gas and other items while keeping people from using the site as a shortcut, and offering an open view for passersby to create a sense of observation that is a deterrent to attackers. A bus stop shelter bench can serve as a comfort to patrons, while sturdy design can serve as a barricade that helps protect a facility. The bench can be designed for short-term comfort and to prevent people from staying too long or sleeping on it. Decorative planters can replace unsightly bollards yet still provide a high measure of security.

Attacks on facilities force the implementation of measures to prevent the loss of government resources and allow the continuation of services in the event of a mishap. This requires planning and preparation of security measures to assure the protection of government personnel and property. The amount of risk an organization is willing to bear depends on the probability of an event occurring and the severity of impact of that event on the organization’s operations. Security risk management involves identifying the organization’s assets and the vulnerabilities to those assets. The level of protection necessary to safeguard those assets is measured against the actual level of protection provided. The discrepancy between the desired level of protection and actual level of protection is the risk. There is more detailed information on risk assessment in Chapters 4 and 5.



Emergency Preparedness

Disasters happen, both natural and man-made, and security managers need to plan and prepare for common disasters. The response during the first few hours of a disaster has a great impact on the morale and recovery of the organization. A fast, effective response can save lives, prevent injuries, and prevent or minimize property damage. Emergency management involves participants in the private sector and at all levels of government: local, state, and national. Disaster response activities are geared according to phases before, during, and after emergency events. The effectiveness of emergency management rests on a network of relationships among partners in the system. Security professionals should partner with and coordinate their emergency planning with local emergency management agencies as well as neighboring businesses and industry to know what they can expect from local and state emergency services in the event of a disaster. For a private business, downtime is lost revenue. Effective planning for common disasters gets the organization operational in an efficient and effective manner. Security personnel should be trained by emergency management personnel in what to do before and during a disaster, as well as their role in recovery after a disaster has occurred. The Federal Emergency Management Agency (FEMA) has free online courses personnel can take to familiarize themselves with emergency response and recovery procedures and protocols.



Loss Prevention

The majority of theft and inventory shrinkage comes from within the organization. Loss prevention measures use policies and procedures to minimize the risk of loss. The adage “locks keep honest people honest” describes removing the temptation to steal or intrude in a private area. Loss prevention measures promote accountability as well as keeping a watchful eye on your assets. Inventory and invoice controls reduce the opportunity for stock to go missing. Just-in-time inventory techniques reduce the amount of stock on hand, which helps monitor stock. A high-volume auto dealer wasn’t aware a former employee had stolen a car until the police went to arrest him on an unrelated matter and found an unregistered vehicle at his house. Loss prevention uses common sense and proven techniques to deter unwanted activity. For example, a convenience store with two employees on duty is extremely less likely to be robbed than a store with one employee only. Business opening and closing should also be with two people. Rotating employees reduces collaboration between employees on dishonest practices. Skimming registers periodically reduces the amount of cash taken in the event of a robbery. Low rewards discourage robbers and deter further activity. Time-delay safes allow employees to drop money into a safe that can be retrieved later if change is needed. A timer delays the retrieval, which discourages would-be thieves. For example, if a cashier needs to replenish $5 bills, he or she requests a “drop” that may take 10 minutes to complete. Robbers aren’t going to wait for the drop. When taking money to or from the bank, vary your times and disguise deposits. Bank runs are best with two people, or at a minimum, have another employee escort you to your car and have a bank employee meet you outside the bank.

Place items at risk for shoplifting where they are visible by cashiers and other store personnel. Training clerks on shoplifting techniques can reduce losses simply by having observant clerks looking out for suspicious activity.



Legal Concerns

Lawsuits for security deficiencies have increased in the past 20 years, with judgments holding property owners liable for injuries and loss due to improper or inadequate security. The law recognizes no general duty to protect or come to the aid of another. The imposition of duty, defined as reasonable affirmative steps to aid a person in peril, arises in many relations to include owners of premises held open to business visitors. Courts will generally find a duty where reasonable persons would recognize it and agree that it exists. Duty may arise from statute, regulation, or case law.

Statutory duty exists when federal, state, or local laws set forth legislation requiring or authorizing the protection of assets. For example, Title 40 USC § 318(a) authorizes the General Services Administration to establish rules and regulations regarding the protection of federal property. An example of a regulation is 41 CFR § 102-20.301, authorizing inspections of packages on federal property.

Court decisions, also known as case law, apply common law concepts where there is no statutory law to create a rule of law to be followed in a particular situation.
OEBPS/xhtml/00_Nav.xhtml
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