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INTRODUCTION 

Arun Teja Polcumpally 

Who wouldn’t be interested in the stories of the military and in the events 
portraying a soldier’s valour and bravery? It is expected that to those readers 
who love to watch movies like Border, LOC Kargil, Lakshya, URI and so on, 
this book will strike a chord. This book is an analytical account of the future 
of the Indian military. It is divided into two parts. The first part delves into a 
conceptual understanding of the technological impact on military afairs. It also 
provides a detailed account on the global competition among digital technologies, 
emphasising on Russia, China and the US. The second part delves into data-
influenced geopolitics and the importance of Artificial Intelligence (AI), block-
chain technology and quantum communications in military afairs. Finally, the 
book explores whether India is ready for such advanced technologies. 

The book stresses emerging strategic environments and operational chal-
lenges anchored to information technologies. This book builds up an analy-
sis keeping in mind that digitalisation is imperative to improve operational 
readiness and combat efciency of the military. In order to provide the Indian 
Armed Forces with the requisite capacity in the field, it is vital for the organi-
sations involved in the defence sector to run along with the digital curve and 
make their turns accordingly. For them, to maintain such pace, this book 
acts as a guide and is also helpful for scholars, defence of  cials and others 
contributing to the nation’s security. It helps them understand the possible 
options for India to consider, to become a better digitalized force altogether. 

Current Developments Regarding This Research 

A search using the keywords “emerging technology” + “national security” + 
“India” in Microsoft Academic resulted in 1032 search results, and a search 
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2 Arun Teja Polcumpally 

in Google Scholar resulted in 1740 results. Both searches are done between 
January 1, 2017, and September 7, 2022. 

The first 10 pages of the results in Microsoft Academia did not produce 
any paper on military and digital technologies. Only one paper was found 
relevant that focused on drone detection, which has an application in the 
military ( Carrio et al., 2018 ). 

Screening of 10 Google Scholar search pages provided a better result than 
Microsoft Academia. It is found that the research is conducted on public en-
gagements in nano-technology ( Barpujar, 2011 ), exploratory study on Indian 
space strategy ( Chandrashekar, 2016 ), general implications of AI ( Vempati, 
2016 ; Bommakanti, 2020) and Information Technology–based governance 
and business (Chaturvedi et al., 2011; Ranjan, 2020; Sarkar, 2014 ). Within 
the 10 search result pages, there was no research paper on the mapping of 
revolutionary change in warfare and emerging digital technologies with India 
as a vantage point. From the search results, it can be established that a poten-
tial secondary search is possible on this topic. 

This book is divided into two parts. Part I  provides a conceptual under-
standing of technology-induced changes in military afairs. The conceptual 
explanation will follow the current geopolitical scape of frontier technolo-
gies and India’s position on adopting digital technology in its military.  Part 
II deals with AI, blockchain and quantum communication technology. Along 
with this, the cyber security apparatus of India is analysed. 

Part I 

The first chapter brings in the context for the entire book and describes the 
difculties in integrating the frontier digital technologies into the military. 
While examining the frontier digital technologies and their impact, the chap-
ter argues that the state is still the main agency in conducting international 
relations. The digital technologies are opined to aid the state to increase 
its coercive power over the public. This argument has been explained by 
mapping the digital technologies and the agencies that use them. The chap-
ter maintains that the frontier digital technologies unquestionably change 
the military afairs and asserts that India should proactively work towards 
adopting those technologies. 

The second chapter introduces the reader to the concepts of Revolution 
in Military Afairs (RMA). The explanation is provided with information 
technology as a vantage point and is built on the societal impact of emerging 
technologies. Taking the discussion to the military, the concepts of revolu-
tion, warfare and the changes occurring in how war is/will be waged in the 
future are explored. An extensive dependence on RAND organisations shows 
that the chapter is very precise in its analysis. AI technology has been taken as 
an example to showcase the possibility of RMA in military. After establishing 



 

 
  

 
 

 
 

 
 

 

Introduction 3 

that the frontier digital technologies can bring an RMA, the second chapter 
espouses conditions of hybrid warfare. The amalgamation of the traditional 
military, the usage of local proxy militia, exertion of economic pressure, dis-
information campaigns and exploitation of the existing social divisions is 
called hybrid warfare. Employing coercive information warfare leading to 
psychological control of the societies has been given a greater importance 
in the hybrid warfare. The chapter opines that every entity that has control 
over information technology can wage psychological war on any nation or 
a specific society. Further, it is asserted that new-generation warfare is won 
with psychological control over people (Wither, 2016). In such a scenario, us-
ing digital technologies to improve national security becomes a desideratum. 
With the aggregation of emerging digital technologies into the defence, there 
is an emerging view of having separate cyber and space forces (Winkler et al., 
2019). These changes make it evident that the old hard power usage in the 
war is no longer a viable strategy. It looks like militaries have to use hybrid 
strategies to achieve a victory and sustain it. Substantiating the argument 
that frontier digital technologies would bring an RMA, an impressive list of 
historical revolutions in military has been documented. It is interesting to see 
that the chapter carefully treads its argument by separating the revolution in 
military afairs and the revolution in war. 

The third chapter argues with the premise that in the anarchical world with 
rapidly growing technologies, a state has to invest on the research and develop-
ment of the digital technologies. Those states that do not focus on the innova-
tions of digital technologies, such as AI, blockchain and quantum technology, 
would forever import the technologies. The main discussion that this chapter 
brings is the geopolitical competition between the major powers including Rus-
sia, the US and China. During the Trump presidency, the aggressive stance of 
the US against the growing Chinese technology acquisition shows that China is 
challenging the US supremacy in the knowledge-building domain. 

The chapter argues that Chinese Communist Party (CCP) is the major in-
vestor in the defence technology research and development in China. Though 
a surge in private investments is observed, the state has a representation and 
influence in the decision-making board of private companies. Similarly, the 
defence industry of Russia is also dominated by the state. It has been ob-
served that Russia is taking steps to encourage research in the technologies 
like AI through its Advanced Research Foundation (ARF). The US is ad-
vanced in terms of research and development, as it allows private industry 
and pushes huge state funds into the defence research. With a capitalistic 
orientation of defence industries, the US emerged as a sole superpower after 
1991. The emergence of China as a global economic power challenged the 
US supremacy over the geopolitics. With the current pace of advancements in 
the digital technologies, the chapter opines that the global rivalry would be 
between Russia, China and the US. 



 

 

 

 

  
 

 

 

 

4 Arun Teja Polcumpally 

In the fourth and fi nal chapter of  Part I , the strategic implications and the 
readiness of Indian military are assessed within the context of the advanced 
digital technologies. The author quickly and precisely traces the Indian mili-
tary approach and their strategic ploys. The author notes that India consist-
ently changes its strategic stance. It is observed from the period of having a 
single belligerent in the early 1950s to the state becoming a regional power in 
the 21st century. As of the year 2022, the chapter asserts that India’s greatest 
military challenge is China’s informatisation and intelligentisation. In this 
context, the fourth chapter discusses the recent developments in the Indian 
military arsenal and its road map to the military digitisation. It identifi es that 
there are a significant number of projects that are mentioned in the com-
pendium reports of the Army which are not solved and implemented. It is 
also noted that problems that appear in an annual compendium of reports 
will reappear in the next year’s report. Such tracing helps the reader in un-
derstanding the vital areas where digital technologies are required. Finally, 
this chapter provides a method to observe India’s readiness to the changing 
technologies. 

Part II 

Part II of the book builds up on the foundations laid by Part I . The introduc-
tory chapter of Part II, that is the fifth chapter, provides an analytical descrip-
tion of how digital technologies impact a society. Rather than treading the 
path of traditional security involving military, this chapter emphasises the 
threat to the democracy. Before explaining the threat to the democracy, this 
chapter highlights the importance of data securitisation and its legislation. 
Perspectives of Yuval Noah Harari and Jamie Susskind are used to strengthen 
the conceptual and philosophical understanding of the data-based technolo-
gies and their impact on the society. This conceptual description is followed 
by the examination of the phenomenon of perception control. The question 
whether data becomes a new weapon for the authoritarianism in the democ-
racies is discussed upon in this chapter. This chapter confirms that data-led 
digital technologies are not only making unprecedented changes in the tradi-
tional security institutions but also impact the non-traditional security. 

The sixth chapter explores the usage of AI in the Indian Armed Forces 
and how the military technologies make use of AI for defensive or of ensive 
purposes. The chapter explains the role of AI in the three branches of the 
Indian Armed Forces, that is, Army, Navy and the Air Force. The challenges 
faced by Indian defence establishment are explained with an emphasis on 
additional capital requirement, AI bias. The future warfare is opined more 
to be hybrid warfare coated with information tactics. In addition, cyber ca-
pacities are opined to be an alternative to the nuclear deterrence. The chapter 
concludes asserting that to achieve battlefield dominance, the military forces 



 

  
 
 
 
 
 
 
 
 

 
 
 

  
 

 
 

 

  

 

 

Introduction 5 

are continuously seeking greater combat efectiveness, and they can do so by 
establishing more research and development in the fi eld of AI (Pant, 2018). 

With the profound understanding of AI and its uses in the Indian Armed 
Forces, the seventh chapter looks at the other domain known as quantum 
communications. Similar to the previous chapter, this section of the book 
will highlight the use of technology in the military. With an international 
lens, emphasis is laid on the development of the technology in China, India, 
the US and Europe, and a comparative analysis is provided. The importance 
of quantum communications and the unparalleled security it of ers through 
the quantum key distribution (QKD) method is explained in detail. Will 
India be able to become the major cyber power in this century? Will the 
investments made by India in the field of quantum communications con-
tribute to it becoming the cyber-technology powerhouse? How dif erent is 
India’s position in terms of digital infrastructure from that of the US and 
China? These questions definitely pose a great scope of relevance in today’s 
highly advancing world. This chapter provides a direction to analyse what 
these questions demand for and provide an understanding of what the fu-
ture perhaps brings. 

The eighth chapter is about the usage of blockchain technology in the 
military. The chapter is organized into three diferent sub-sections that pro-
vide an elaborated understanding on history and the whole working of the 
blockchain technology. The chronological order is that provides a systematic 
analysis of the whole evolution of the blockchain technology. This chapter 
explains how this type of technology is being seen as a panacea for all the 
issues and difculties that are currently being faced by the system. As the 
challenges are intertwined with new developments, the chapter throws light 
on issues that perhaps would help the implementation of technology in the 
hierarchical system of the military. 

The ninth chapter of the book revolves around the social-technical itera-
tions that eventually create a new social. This new social further creates a 
security threat known as cyber security. This stands as one of the most im-
portant chapters of the book as it involves a direct civilian threat through the 
mode of computers’ illegal use of the cyberspace altogether. The signifi cance 
of this particular chapter is important not only for the of  cials working in 
the defence sector but also for the ordinary citizens of a country. Hence, ob-
serving the events that cause the cybercrime and lead to various devastating 
consequences becomes equally important. This chapter does not really look 
at the comparative analysis of diferent countries with India but brings them 
into a common space that is created by threats emerging in the cyber world. 
As the word suggests, where comes security come threats and challenges; 
therefore, this chapter emphasises on the cyber security structure of India 
and espouses on how the country is responding to the upcoming challenges. 
The development of an ecosystem which is underway in recent years will be 



 

  

 
 

  
 

 
 
 

  
 
 
 

 
 

 

 

  
  

  
 

 

  
   

 

 

 

 

6 Arun Teja Polcumpally 

discussed upon. In a nutshell, this chapter aims to provide an initial reading 
on the cyber security issues and the way in which India dealt with it. 

The concluding chapter comments on the aspect of RMA in the digital world. 
In addition to its comment on the earlier chapters, it asserts that the RMA-
level innovations should be carried out to increase the deterrence and non-lethal 
weaponry. Further, the chapter concludes that the countries that are close to 
the US would benefit more from the latest digital innovations. While reiterating 
the RMA, this chapter asserts that the revolution brought by the frontier digital 
technologies shall bring a complete change in the way command centres oper-
ate. With tactical internet, and AI imbibed with data from nano sensors, every 
minute detail will be considered in taking decisions on the battlefi eld. Further, 
all those details will be monitored in the real time by the unit command located 
away from the field. While detailing the challenges, the chapter focuses on the 
ethical and operational challenges in implementing the frontier technologies 
into the military. Closing the book, the concluding chapter opined that India 
should have a robust cyber security strategy designed on the blueprints of the 
future laden with frontier digital technologies. 

This book is expected to serve all the interested readers with a detailed con-
ceptual note on the revolution in military afairs that is hoped with the frontier 
digital technologies. With a detailed analysis of the AI, blockchain and quan-
tum communication technologies, this book serves the purpose of providing a 
foundational reading for all those who work practically on these technologies 
in the military domain. It helps the readers to identify the problem areas and 
the potential business areas to capture anchored on these three technologies. 
Further, the cyber security lacuna and the possible bridging of that lacuna are 
also analysed. It warps the long discussion of the nine chapters by reiterating 
the importance of securitisation of the frontier digital technologies. 
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