


A cyber- physical system (CPS) is a computer system in which a mechanism is con-
trolled or monitored by computer- based algorithms and involves transdisciplinary 
approaches, merging theories of cybernetics, mechatronics, design, and process sci-
ence. This text mainly concentrates on offering a foundational theoretical underpin-
ning and a comprehensive and coherent review of intelligent security solutions for 
cyber- physical systems.

Features:

 • Provides an overview of cyber- physical systems (CPSs) along with security 
concepts like attack detection methods, CPS failures, and risk identification 
and management.

 • Showcases cyber- physical systems (CPSs) security solutions, lightweight 
cryptographic solutions, CPS forensics, etc.

 • Emphasizes machine learning methods for behavior- based intrusion detec-
tion in cyber- physical systems (CPSs), resilient machine learning for net-
worked CPS, fog computing industrial CPS, etc.

 • Elaborates classification of network abnormalities in Internet of Things–
based cyber- physical systems (CPSs) using deep learning.

 • Includes case studies and applications in the domain of smart grid systems, 
industrial control systems, smart manufacturing, social network and gam-
ing, electric power grid and energy systems, etc.
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Preface
The concept of cyber- physical systems (CPS) emerges as a cornerstone of contempo-
rary technological breakthroughs in this age where the digital domain closely inter-
leaves with the physical sphere. These systems are radically transforming industries, 
from smart grids to healthcare, by fusing computing and physical processes together. 
Yet, with great potential comes great responsibility. As CPS gets more eminent, pro-
tecting it against numerous vulnerabilities becomes both a necessity and an intellec-
tual challenge. By going deeply into the core of CPS security, this book, Intelligent 
Security Solutions for Cyber- Physical Systems, seeks to answer this challenge and 
provides a thorough guide for researchers, experts, and enthusiasts alike.

Section I introduces the foundational concepts and components of CPS. This sec-
tion elucidates CPS- related layers, components, models, and challenges after provid-
ing a broad overview of its design. This primer provides the necessary background 
for individuals who are new to the field so that the next sections can be contextual-
ized in their proper perspective.

However, without considering the security considerations that go along with CPS, 
a thorough knowledge of the technology would be incomplete. The security ideas 
built into CPS are the emphasis of Section II, which also explores the threats and 
vulnerabilities inherent to these systems. This section presents a comprehensive view 
of the security landscape surrounding CPS, from assessing potential attack routes to 
simplifying security policies and risk management techniques.

The focus of Section III of the narrative is on securing the cyber- physical systems 
against the vulnerabilities described in Section B. Here, we explore the CPS- specific 
frameworks, solutions, and cryptographic safety measures. This section offers read-
ers tools to not only prevent security breaches but also to identify them, fix them, and 
prevent them from transpiring again. Topics covered here range from forensics to 
lightweight cryptographic solutions.

But in the rapidly transforming world of technology, conventional security mea-
sures occasionally fall short. The synergy between ML and CPS security is explored 
in Section IV. This section explains how the power of ML may be utilized to 
strengthen CPS security with chapters devoted to intrusion detection, fog computing, 
and big data analytics. Furthermore, subjects like explainable unsupervised ML and 
reinforcement learning give a preview of what intelligent CPS security solutions will 
look like in the future.

Finally, Section V focuses on real- world CPS applications across a diversity of 
fields, including the possibilities of blockchain- enabled CPS and smart grids and 
healthcare systems. In addition to highlighting the difficulties in each field, the chap-
ters also discuss current trends and speculate on potential future directions.

Our goal in writing this book is dual: First, to present a comprehensive analysis of 
CPS and the security issues that are inherently present and, second, to provide 
cutting- edge, intelligent solutions that can be modified and applied in a variety of 
contexts. This book will act as both a guide and a spark, inspiring you to break new 
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boundaries in the development of intelligent security solutions for cyber- physical 
systems.

To the future, where the digital and physical realms coalesce harmoniously and 
securely, welcome to the world of Intelligent Security Solutions for Cyber- Physical 
Systems.

Editors
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1.1  INTRODUCTION: BACKGROUND AND DRIVING FORCES

The cyber- physical system (CPS) is a representation of an Industry 4.0 device that 
may combine both virtual and physical environments by delivering data processing 
in real time. A CPS helps any physical system to be equipped with some simulated 
systems such as a monitor, allowing information about the real world to be studied 
in the virtual world and choices to be taken to impact the course of the actual world 
(Duo et al. 2022).

CPS makes information integration, communication, and collaboration easier 
along with real- time monitoring and worldwide network optimization (Liu et al. 
2022). CPSs are built as a system of computing units that communicate around their 
surroundings using practical inputs as well as output mechanisms. CPSs are a new 
type of engineering system with sophisticated processing and communication capa-
bilities that execute specific duties within strict real- time constraints (Wu et al. 2023).

Data is frequently exchanged in real time among the many CPS components. All 
the necessary demands are essential for satisfying their operational demands, allow-
ing the computer system to regulate itself and become conscious, which is especially 
important in real- time applications (Malik and Saleem 2022).

This is also one of the essential elements of the IIoT and will play an important 
part in Industry 4.0 enabling intelligent services and programs to execute precisely. 
They are built on the real- time interchange of various forms of data and sensitive 
information between cyber and physical systems. CPS development is being pursued 
by both academics and industry. Given CPS’ immense economic potential, imple-
menting CPS into Industry 4.0 will increase German gross value by 267 billion euros 
by 2025 (Chen et al. 2022).

This is an embedded system network consisting of three fundamental essential 
components: Sensors, aggregators, and actuators. CPS systems may also observe 
their environment, adapt, and manage the physical world (Wang et al. 2022a). The 
major components of cyber- physical systems are depicted in Figure 1.1.

Machine learning is critical for improving the capabilities of CPS by allowing 
them to learn from data, adapt to changing surroundings, and make intelligent 
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in Machine Learning 
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judgments. Machine learning algorithms in CPS extract important insights from sen-
sor data, historical knowledge, and real- time observations to allow autonomous 
decision- making (Ryalat et al. 2023).

In addition, machine learning provides predictive analytics in CPS, where models 
may estimate system behavior, performance, or demand based on previous data. 
These forecasts aid in optimizing resource allocation, energy management, and sys-
tem operation scheduling, resulting in increased efficiency and cost savings. 
Furthermore, machine learning enables CPS to optimize control techniques. For 
example, reinforcement learning approaches can develop optimum control policies 
by exploring the environment and receiving feedback based on preset goals. This 
enables CPS to change control actions dynamically based on real- time circum-
stances, resulting in increased system stability, energy economy, and reaction times 
(Yu et al. 2022).

Furthermore, machine learning facilitates decision- making by evaluating massive 
volumes of data and finding significant patterns or insights. Machine learning algo-
rithms may aid in decision support, risk assessment, and anomaly classification by 
training models on historical data and expert knowledge and helping operators and 
decision- makers to make educated choices in complicated CPS settings. Figure 1.2 
depicts many uses of machine learning in cyber- physical systems.

FIGURE 1.1 Components of cyber- physical systems.
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Data play an important part in operating CPSs, especially given that CPSs might 
have serious effects if choices are generated from information of poor quality. It also 
may jeopardize safety limitations if inaccurate data is received, time deadlines are 
missed, or key sensor readings are not received in real time (Rachmawati 2022).

CPSs improve interaction among intelligent manufacturing entities and cyber 
computer resources. Wearable sensors are often used for recognizing human activity 
and are a vital aspect of CPS since they are capable of directly and effectively track-
ing body mobility. CPSs are generated when computing, networking, and physical 
processes come together. Communication is used in CPSs to exchange information 
between objects and people. The dependability, latency, and bandwidth of these 
exchanges are studied. The interplay of items and calculations results in sophisti-
cated IoT implementation (Wang et al. 2022b).

CPSs are widely utilized in the industrial, healthcare, distribution, and transporta-
tion industries, as well as in buildings. No doubt CPS is an important part of life, but 
it is something in need of security for priority, and for that various technologies have 
been introduced working on the basis of machine learning and deep learning algo-
rithms and some of them have given satisfying results even but still, there is a lot of 
need for much more improvements in the coming time. A huge amount of data is 
being generated through CPS; in this stage, machine learning can act as a better tech-
nology for working with the data and processing it which also enables CPS to work 
in a dynamic environment along with intrusion detection (Patel et al. 2023).

Machine learning algorithms may modify models and adapt to changing settings 
by continuously learning from data, ensuring CPS stays dynamic and robust 
(Malikopoulos 2023). As CPS evolves, advances in machine learning will play an 
increasingly important role in determining the future of intelligent, linked systems. 
The combined application of machine learning and edge computing in CPS decreases 
latency and bandwidth needs, allowing important applications to make real- time 

FIGURE 1.2 Machine learning- based applications in cyber- physical systems.
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decisions. The synergistic interaction between machine learning and CPS will lead to 
breakthrough developments with ramifications in a variety of disciplines (Lee and 
Kundu 2022; Lee et al. 2020).

However, incorporating machine learning into CPS presents its own set of issues. 
Furthermore, controlling the computational and communication needs of machine 
learning algorithms within a resource- constrained CPS context is crucial (Zhang 
et al. 2021).

1.2  LITERATURE REVIEW

Wiśniewski et al. (2022) provided a novel method for creating a Petri- net- based 
CPS. This recommended method shortened the time and expense of CPS prototyp-
ing by identifying faults in the structure during the early defining stage. The idea was 
shown with a case investigation into a traffic light intersection in real life. The system 
was developed, researched, constructed, and eventually confirmed within the FPGA 
device (Virtex- 5 family).

(Amro et al. 2023). In order to exploit encoded common knowledge and make 
attack expression easier, a new risk assessment method supplemented with specific 
semantics and MITRE ATT&CK framework components has been presented. The 
recommended method is then shown by doing a risk analysis for a communication 
architecture customized for APSs. Furthermore, we present a set of measures based 
on graph theory for assessing the effect of the detected hazards.

NIRVANA is an innovative technique for prediction validation via uncertainty 
metrics (Catak et al. 2022). They first utilized prediction- time dropout- based neural 
networks, and the second was utilized as input for a support vector machine to fore-
cast erroneous labels, and to construct an extremely discriminatory prediction valida-
tor model with unpredictable values.

Alohali et al. (2022) suggested a methodology that first conducts data preprocess-
ing. Furthermore, the the fish swarm optimization- based feature selection (IFSO- FS) 
approach is employed for feature selection. To circumvent the local optima problem, 
the IFSO approach incorporates the Levy Flight (LF) notion for the searching pro-
cess of the standard FSO algorithm.

Lee and Kundu (2022) proposed the 5C- CPS framework including a reference 
structure for DL and DT integration. It provides a complete path for developing and 
implementing smart manufacturing with enhanced openness, cooperation, and 
efficiency.

Mishra et al. (2023) proposed a generic NG- CPS framework that included all 
design components. The smart city was also built as an NG- CPS using the standard 
NG- CSP architecture. To aid network designers in networking, a cutting- edge proto-
col framework for smart city NG- CPS was also available.

Thus, Table 1.1 summarizes the various models and techniques presented by 
many authors and researchers, as well as the research gap between all of them, from 
which it is concluded that even after the introduction of many new technologies, 
certain improvements in the models are still required for much better results.
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TABLE 1.1
Summary of the Related Work

References Year Model/Techniques Proposed Dataset/Algorithm Used Advantage Research Gap

Wiśniewski et al. (2022) 2023 Petri- net- based cyber- physical 
system

Traffic light crossroad 
example

Error detection in the 
systems.

The absence of deadlocks 
needs to be checked.

Amro et al. (2023) 2023 Risk assessment approach FMECA The need for expert 
judgment was reduced

Estimation of 
countermeasure 
effectiveness.

Catak et al. (2022) 2022 NIRVANA (uNcertaInty 
pRediction ValidAtor iN Ai)

Four real- world CPS 
datasets

Showed a negative 
correlation between 
uncertainty 
quantification and 
prediction accuracy.

Prioritization to test DL 
models

Alohali et al. (2022) 2022 AIMMF- IDS IFSO algorithm The performance was 
enhanced.

Intrusion detection 
performance is to be 
boosted.

Lee and Kundu (2022) 2020 Reference architecture for the 
integration of DL and DT

5C- CPS structure Better efficiency Need for improvement 
in the design of 
components.

Mishra et al. (2023) 2020 Generic NG- CPS framework Big data (a large amount 
of heterogeneous, 
unstructured data)

Covered all the protocols 
stack.

Various emerging 
technologies can be used 
for better performance.
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1.3  ARCHITECTURE

The following is the architecture with functions that are performed by each of the 
components of cyber- physical systems. Figure 1.3 depicts the architecture of cyber- 
physical systems (Wu et al. 2023).

 a) Sensors: The sensors in cyber- physical systems are used to collect data in 
real time.

 b) Actuators: Control commands are carried out by matching actuators in 
order to achieve the intended physical actions (Rai and Sahu 2020).

 c) Computing and Control Centre: This is in charge of receiving data from 
sensors. The control center makes matching control choices based on the 
incoming data to guarantee that physical operations are carried out correctly 
(Olowononi et al. 2020).

 d) Communication Network: A communication platform between the com-
mand and control center, as well as the physical system is provided by 
this component. The communication network transmits control signals or 
choices from the control center to actuators (Luo et al. 2021).

FIGURE 1.3 Architecture of cyber- physical systems.
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1.3.1  Different Layers of Cyber- PhysiCaL systems

The perception, transmission, and application layers are the three primary layers in 
the architecture of cyber- physical systems. Figure 1.4 is a representation of all three 
layers.

 • Perception Layer
It goes by several names, such as the identification layer and the sensing 
layer. To enable the monitoring, tracking, and analysis of the physical world, 
these technologies gather data in real time. Information on the quantity of 
electricity consumed, the temperature, the location, the chemistry, and the 
biology are some examples of the data that can be gathered depending on 
the type of sensor. Real- time data generated by these sensors are accessible 
through both wide- reaching and local network domains. It is often referred 
to as the sensing layer or the identifying layer. Depending on the type of 
sensor, data such as electrical consumption, heat, location, chemistry, and 
biology are also obtained, as are sound and light signals. Real- time data are 
generated by these sensors over large and local network domains, which the 
application layer aggregates and analyzes (Hussain et al. 2020).

 • Transmission Layer
This layer is considered to be the second layer in the cyber- physical systems 
(CPS) architecture. This stratum facilitates the processing and transmission 
of data and facilitates the transmission and exchange of data across the In-
ternet. To handle the proliferation of devices connected to the internet, vari-
ous protocols, including IPv6, are employed.

These technologies play a crucial role in facilitating the storage, process-
ing, and transmission of data in a networked environment. Cloud comput-
ing platforms enable users to access and utilize computer resources, such 
as storage and computational power, over the internet (Rathore and Park 
2020).

FIGURE 1.4 Various layers of cyber- physical systems.
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 • Application Layer
This is the third layer and exhibits a higher level of interactivity compared 
to previous layers. The function of this process is to assess the data obtained 
from the data transfer layer and subsequently give instructions to physi-
cal components, including sensors and actuators. The attainment of this 
objective is accomplished by the utilization of intricate decision- making 
algorithms that rely on aggregated data. The aforementioned layer further 
collects and analyzes data collected by the perception layer prior to deter-
mining the requisite automated actions.

To safeguard and preserve privacy, private data must be kept private and 
not released. Furthermore, this layer needs a robust multifactor authentica-
tion method to avoid unauthorized access. The magnitude of produced data 
has become a serious concern. As a result, safeguarding large data needs 
effective security systems capable of processing massive volumes of data in 
a fast and efficient manner (Liu et al. 2022; Liu et al. 2020).

1.3.2  ComPonents of Cyber- PhysiCaL systems

CPS components are utilized to detect information or control signals. CPS compo-
nents are divided into two types given as following:

 a) Sensing Components: These components are generally located in the per-
ception layer which usually consists of sensors enabling the information 
collection which is further transferred to the aggregators. Also, the data are 
forwarded to the actuators that process it for guaranteeing the decision.

The primary CPS sensor components are listed below:
 • Sensors: Capture and preserve real- world information using a “calibra-

tion” technique that helps in assessing the collected data to check its 
correctness. The sending of data from here is considered a crucial step.

 • Aggregators: These are generally located near the transmission layer 
and are in- charge of processing data received from sensors prior to issu-
ing the corresponding decisions.

 • Actuators: The aggregators, as per their decisions, are responsible for 
ensuring the availability of information to the surrounding environment 
at the application level (Zhou et al. 2021).

 b) Controlling Components: The aforementioned components are employed 
for the purpose of signal regulation, and they have significance in the control, 
monitoring, and management of signals. Their primary objective is to attain 
heightened levels of accuracy and safeguard against potential threats such as 
deliberate signal disruption, extraneous noise, and interference. Moreover, 
these components are employed to mitigate signal jamming, noise, and 
interference. The essentiality of Programmable Logic Controllers (PLCs) 
and Distributed Control Systems (DCSs), along with their constituent com-
ponents (such as Operational Technology/Information Technology (OT/IT), 
Control Loop/Server, and Human–Machine Interface (HMI)/Graphical User 
Interface (GUI)), has emerged as a direct consequence (Tran et al. 2019).
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Following that, we outline the many types of control systems utilized in 
CPS:

 • Programmable Logic Controllers (PLC): To replace the hard- wired 
layers, initially PLCs are used, but now, they are considered as indus-
trial digital computers governing the production processes.

 • Distributed Control Systems (DCS): These are the controlling sys-
tems allowing independent controllers for dispersion across the system. 
The offsite surveillance and oversight approach improves the reliability 
of the DCS while lowering the installation cost (Leong et al. 2020).

 • Remote Terminal Units (RTU): The phrase “Remote Telemetry Unit” 
refers to microprocessor- controlled electrical equipment, MTU. They 
do not have any kind of control loops or control algorithms, unlike 
PLCs. As a result, they tend to be better for wireless communications 
across broader geographic telemetry zones (Dreossi et al. 2019).

1.4  MODELS OF CYBER- PHYSICAL SYSTEMS

 • Timed Actor CPS: The functional features of behavior and accuracy, in 
addition to the nonfunctional characteristics of efficiency and time, are the 
emphasis of this paradigm. There is a theory that limits specific behavioral 
sets, enhancing efficiency while lowering complexity. It has a purpose and 
a classical modification (Jayaratne et al. 2021).

 • Event- Based CPS: Before actuation decisions can be made in such models, 
an event must be identified by the appropriate CPS components. Contrarily, 
individual component time limits vary depending on the nondeterministic 
system delay brought on by the various CPS processes.

 • Lattice- Based Event Model: Events are represented in this CPS by event 
type, as well as both external and internal event characteristics. In the case 
that these occurrences are collated, they may be used to build a spatiotem-
poral feature of the particular incident to recognize every observer of the 
event (Hu et al. 2023).

 • Hybrid- Based CPS Model: These interactive systems are heterogeneous 
systems made up of discrete- state and continuous- state interactive systems. 
Hybrid CPS, in contrast to earlier types, connect over a network, causing 
delays. Additionally, hybrid CPS systems are incompatible with concurrent 
system simulation and do not enable hierarchical modeling. As a conse-
quence, the limitations of hybrid system models created by CPS were exam-
ined (Latif et al. 2022).

1.5  MACHINE LEARNING IN CYBER- PHYSICAL SYSTEM

Machine learning is critical in cyber- physical systems because it enables real- time 
data evaluation and adaptive decision- making. Learning patterns from interconnected 
physical and digital components improves system efficiency, predictive maintenance, 
and resilience. This synergy enables CPS to evolve intelligently, successfully linking 
the virtual and physical worlds.
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1.5.1  maChine Learning teChniques usefuL for Cyber- PhysiCaL systems

CPS applications include driverless cars, industrial control systems, smart grids, 
healthcare systems, and others. Here are several machine learning approaches that 
are very beneficial in CPS, as represented in Figure 1.5.

 • Supervised Learning: Anomaly detection, classification, and regression 
are all tasks that require supervised learning techniques in CPS. To generate 
predictions or choices, these algorithms learn from labeled training data. In 
autonomous cars, for example, supervised learning may be used to recog-
nize things on the road and make judgments based on them.

 • Unsupervised Learning: CPS uses unsupervised learning approaches to 
uncover patterns and correlations in data that lacks tagged training sam-
ples. To discover groups of similar data points, clustering methods such as 
k- means and hierarchical clustering can be utilized. This can be useful in 
discovering abnormalities in CPS or identifying anomalous behaviors.

 • Reinforcement Learning: Reinforcement learning (RL) is a strong approach 
in CPS, notably for decision- making and control problems. To maximize a 
reward signal, RL algorithms learn through contact with the environment. 
RL may be utilized in CPS to develop optimum policies for tasks such as 
path planning, resource allocation, and scheduling (Tang et al. 2023).

 • Deep Learning: Deep learning approaches, particularly deep neural net-
works, have demonstrated exceptional performance in a variety of CPS 
applications. Convolutional neural networks (CNNs) are often used for 
image and video analysis, but recurrent neural networks (RNNs) are better 
suited to sequential data processing applications like time series analysis or 
natural language processing.

 • Online Learning: Online learning algorithms are ideal for CPS applica-
tions that use streaming data or operate in dynamic situations. As fresh data 
becomes available, online learning allows models to adapt and update in 

FIGURE 1.5 Various machine learning techniques.
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real time. This is useful in scenarios requiring real- time decision- making, 
such as adaptive control systems or anomaly detection in quickly changing 
contexts (Jamal et al. 2023).

 • Ensemble Learning: The process of merging different models to create 
more accurate predictions or judgments is known as ensemble learning. 
Ensemble approaches in CPS can improve system dependability and resil-
ience by pooling predictions from many models or algorithms. To increase 
the accuracy and robustness of CPS applications, ensemble methods like 
Random Forests, Boosting, and Bagging can be applied.

These machine learning approaches, together with CPS developments, continue 
to push the frontiers of numerous disciplines. They allow for intelligent decision- 
making, real- time monitoring, and adaptive control, which results in more efficient, 
dependable, and secure cyber- physical systems (Li et al. 2020).

1.5.2  aPPLiCation of maChine Learning in Cyber- PhysiCaL systems

Cyber- physical systems (CPS) are systems that combine physical and computer com-
ponents to monitor, control, and optimize physical processes in real time. Machine 
learning techniques might be used to analyze and learn from CPS data, which could 
then be used to improve performance and optimize processes. Here are some exam-
ples of CPS machine learning applications (Presekal et al. 2023):

 • Smart Grids: Machine learning algorithms can be used to analyze data 
from power grid sensors and estimate real- time power demand and supply. 
This information might be used to optimize electricity distribution, elimi-
nate energy waste, and reduce carbon emissions.

 • Autonomous Vehicles: In autonomous vehicles, machine learning algo-
rithms may be used to evaluate data from sensors and cameras, allowing 
them to make real- time driving decisions such as spotting obstructions, 
anticipating traffic patterns, and correctly altering speed and direction.

 • Industrial Monitoring: Machine learning algorithms have the ability to 
improve industrial operations like production and logistics. These algorithms 
can analyze sensors and other data to detect equipment faults, optimize pro-
duction schedules, and boost productivity (Throne and Lăzăroiu 2020).

 • Healthcare Monitoring: Machine learning algorithms are capable of 
monitoring vital signs and other health metrics in real time and providing 
early warnings of potential health risks. This is especially true for chronic 
diseases like diabetes, where early detection and intervention are critical 
(Schneble and Thamilarasu 2019).

 • Building Automation: Machine learning algorithms may help HVAC sys-
tems, lighting systems, and other building systems. By utilizing data from 
sensors and other sources, these algorithms can estimate energy demand, 
optimize energy usage, and improve overall building comfort and efficiency 
(Alsufyani et al. 2023).
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 • Traffic Management: Machine learning algorithms can be used to analyze 
real- time data from traffic sensors and cameras to optimize traffic flow. This 
can lead to fewer traffic, faster travel times, and better safety.

 • Environmental Monitoring: Machine learning algorithms may be used 
to analyze data from sensors and other sources to monitor environmental 
aspects such as air quality, water quality, and weather patterns. This can aid 
in the identification of possible threats and the implementation of timely 
measures to protect public health and the environment (Mohindru et al. 
2019).

 • Robotics: Machine learning algorithms may assist robots in real- world sce-
narios such as manufacturing, logistics, and healthcare. Robots can adapt 
to changing situations and make judgments in real time by evaluating data 
from sensors and cameras, resulting in increased efficiency and production 
(Mohindru et al. 2020).

1.6  VARIOUS CHALLENGES FACED IN CYBER- PHYSICAL SYSTEMS

 • Privacy: The CPS is continually collecting massive amounts of data, which 
most individuals are unaware of. An individual, therefore, has the right to 
access their own data and know what kind of information is obtained about 
them by those who gather data and to whom this information is transferred 
or sold.

 • Dependability: Through the early implementation of fault- tolerance mech-
anisms, if the intelligent physical worlds (IPW) can guarantee the CPS’s 
behavior of adaptation, the CPS will be more reliable and offer a sufficient 
Quality of Service (QoS). While dependability is built on the capacity to 
react to changing situations in order to overcome and recover from any 
potential interruption, whether cyber or physical (Kumar et al. 2021).

 • Resiliency: CPS must be tough to survive accidents and violent assaults. As 
a result, cybersecurity risks exist in CPS’s logical and physical systems. If 
any of the elements are unreliable, a multiview editor would be appointed to 
make the appropriate modifications (Rathore et al. 2021).

 • Interaction and Coordination: These are necessary to maintain the CPS 
operational at all times. The aspects of the cyber world, on the other hand, 
are formed on sequences with no chronological significance. In addition, 
two key approaches to investigating and assessing this issue are explained.
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