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To those who stood, and changed everything.
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INTRODUCTION

Where there was no ice, there was mud. The jeep lurched its way along the edge of the field, slewing sideways from time to time as the tyres struggled to bite in the slush of Donbas snowmelt. To the left was an open field, its surface glittering in the weak winter’s sun. Before 2014 it had been planted with crops. Now it was planted with mines. We kept close to the tree-line to our right, eventually pulling over beneath a dense patch of vegetation. As we stepped out from the vehicle a platoon commander from Ukraine’s 95th Air Assault Brigade emerged from the bushes to greet us, beckoning us to follow him quickly.

The entrance to the Ukrainian trenches lay amidst the trees. What started as an irrigation ditch branched left and right, and deepened until we were surrounded by the red earth. The mud pulled at our shoes. Every 10 metres or so there was a cut-out in the wall of the trench, with a step and a scrape, where a Ukrainian soldier kept watch. We walked fast as the trench zigzagged its way forwards, until an opening revealed a set of wooden steps descending into a bunker.

The temperature change was abrupt. Past the fabric screen hanging across the entrance soldiers sat on their bunks. Despite this being a forward position, the troops’ quarters were clean. A soldier was cooking in the corner; another read a book, nestled close to an LED light hanging from the ceiling. When the brigade commander entered the bunker behind me the men made their acknowledgements, but otherwise continued with their activities. It was clear he was respected, but just as encouraging was the fact that they were comfortable with his presence. The platoon commander opened his map case on the table and began to talk through the positions, before indicating where we were heading next. Then we were out again, following him as the trenches became narrower and less regular, excavated painstakingly by hand while the enemy watched.

Eventually, we arrived at a shallow trench with an overhead covering. Stooping to make our away along, we entered another bunker, smaller this time, with just enough room for three of us to sit, our knees together. The soldier occupying the position handed me a tablet, and in an instant a greyscale image reminiscent of the First World War leapt forward a century as I found myself looking across open ground via a remote camera – 150 metres in front of us were the Russian trenches.

Ever since the Minsk Agreements froze the battles between Ukraine and Russia in 2015, the Ukrainian Army had held the line of contact in Donbas to prevent further encroachment by their adversary to the east. There was sporadic shelling, and the ever-present threat from snipers. Thirty-one Ukrainian soldiers had been killed in the previous year by sniper fire. I panned the camera left and right, looking for the tell-tale heat spots that suggested a Russian. But they too were keeping low, and relying on technology to survey no-man’s land. ‘They say there will be attacks here soon,’ observed the commander. ‘What do you think?’ It was February 2022. What I knew was that within days the soldiers around me would be subjected to a full-scale assault by the Russian Army in an attempt to occupy and annex Ukraine. Whether the Russians would succeed depended in no small part on the capacity and determination of the soldiers occupying these trenches. Seeing how they kept themselves, the state of their equipment and fighting positions, and the social dynamics in the unit, I felt confident they would fight. But given the size of the force arrayed against them and the limited ammunition in storage to the rear, I was more pessimistic as to how long they could hold out. I felt wretched, knowing that many of the soldiers around me would soon be dead or wounded. And I felt angry as, despite eight years’ warning, we had left Ukraine to be further devastated by war.

The failure to deter Russia from launching its full-scale invasion of Ukraine in 2022 cannot be understood in isolation from the wider deterioration of the international security environment that took place over the preceding decade. During the 2010s, the nations of the North Atlantic Treaty Organization (NATO) and their partners tried to use their disproportionate prosperity and influence in the international system to shape the future. Events diverged starkly from their stated ambitions. This book is a reflection on why, but also an exploration of how states can more effectively wield influence in intense interstate competition to realize their ambitions.

It may be argued that the disorder afflicting the world today is reminiscent of the great power rivalry of the Cold War. Despite intense geopolitical rivalry between members of NATO and the Warsaw Pact, deterrence held, and the world avoided a third global conflagration. But as the historian Paul Thomas Chamberlin has argued, this saw violence stoked by the great powers vying for influence across what he called the Cold War’s ‘bloodlands’.1 If the strength of the great powers deterred direct conflict, those without the strength to impose unacceptable costs suffered. But today, the competition is multipolar, not bipolar, while the arena for competition has expanded.

Despite this, many states have lost the competitive instincts that were critical to prevailing in the previous era of great power competition. The collapse of the Soviet Union in 1991 brought about two decades of unipolarity during which many nations disarmed.2 At the zenith of this era, in January 2012, Barack Obama authorized the release of guidance to the US military entitled ‘Sustaining U.S. Global Leadership: Priorities for 21st Century Defense’.3 The document celebrated the successful conclusion of US operations in Iraq and Libya, and the imminent success of state-building in Afghanistan, as well as its role in strengthening democracy, prosperity and human rights around the world. The document claimed that: ‘The United States has played a leading role in transforming the international system over the past sixty-five years . . . [T]he United States has created a safer, more stable, and more prosperous world for the American people, our allies, and our partners . . .’ It noted, however, that ‘we face an inflection point’, whereby the largesse of US defence spending would need to be curtailed while the US worked more with its partners to balance a range of systemic global challenges, from climate change to the continued suppression of terrorism.

2012 was indeed an inflection point, but not in the way Obama had envisaged. In 2013, protests in Ukraine would lead to a revolution in early 2014, prompting Russia to invade the country and annex Crimea. It was also in 2013 that the Syrian opposition fragmented, leading to Islamic State surging into Iraq in the following year and forcing the United States to step in, only to see its influence in the country steadily ceded to Iran. Russia would intervene in Syria in 2015. Over this same period China shifted its approach in a series of territorial disputes with its neighbours, from legal wrangling to the dredging and construction of artificial islands in the South China Sea, erecting the means to exert military control over disputed territorial waters. Also in 2014, Yemen and Libya would descend into civil war.

By 2018, the United States recognized that its forecasting had been inaccurate. That year, the US National Defense Strategy described how ‘[t]he central challenge to U.S. prosperity and security is the reemergence of long-term, strategic competition by . . . revisionist powers. It is increasingly clear that China and Russia want to shape a world consistent with their authoritarian model.’4 In response, the strategy proposed that the US should embrace strategic competition to overcome its adversaries. ‘More than any other nation,’ the strategy argued, ‘America can expand the competitive space, seizing the initiative to challenge our competitors where we possess advantages and they lack strength.’ To compete, the strategy posited, ‘requires the seamless integration of multiple elements of national power – diplomacy, information, economics, finance, intelligence, law enforcement, and military’.

The 2018 National Defense Strategy was built upon sound analysis of the problem. Russia, China and Iran were actively using all tools of national power to expand their influence at the expense of the United States.5 The US, meanwhile, had great competitive potential. And yet over the following decade it performed poorly. In 2022, Russia launched a full-scale invasion of Ukraine during which it outproduced NATO’s collective defence industries. It has also successfully expanded its relationships in Africa and forced the expulsion of the United States and other NATO members from several African states. In the Middle East, Iranian influence over Iraq and Yemen has deepened while its diplomatic relationships with the Gulf have become more transactional. Russia has suffered setbacks in Syria, while Iran has faced challenges at home, and in Syria, Gaza and Lebanon, but none of these were driven by US competition. They were the result of Israeli and Turkish actions. Meanwhile, the US and NATO ultimately failed to achieve any of their objectives in Afghanistan, other than the suppression of Al Qaeda. China, by contrast, has made significant gains on the US military so that American dominance in the Indo-Pacific is diminishing, while the threat of a Chinese seizure of Taiwan by force is becoming acute.

The US is not alone, either in its prognosis or prescription. The United Kingdom’s Integrated Operating Concept, for example, published in 2020, argued that the UK faces a world of constant competition, in which it must protect UK interests by engaging with partners and allies to constrain adversaries, and fight alongside them to defeat enemies if deterrence fails.6 Similar language has begun to permeate Australian, French and even German strategic discourse. The question that arises is why have the US and its allies, despite being more economically and militarily powerful than their competitors, largely failed to effectively compete, despite recognizing the threat and articulating a determination to respond? And, just as importantly, how can the US and its allies compete more effectively?

The typical answer when assessing deficiencies in Western strategy is that either there are insufficient inputs relative to ambition, or that strategic thinking does not cover a sufficiently long time horizon to craft effective strategy. On the former, this argument is inadequate because adversaries are often achieving competitive goals while making lower investments. Russia’s resource expenditure in Mali, for example, pales by comparison with that of France, the US and their allies, and yet Russia successfully supplanted NATO. With regards to the latter explanation, the cliché of Afghanistan was that while the United States had the watches, the Taliban had the time. China is often theorized to plan and think in centuries. Russian strategists, meanwhile, are often portrayed as thinking many moves ahead, like chess grand-masters. While such explanations are popular among the policy community, most area specialists observe that they are largely incorrect. Russia is highly opportunistic and often reactive in its policymaking.7 Transitions in Chinese policy, meanwhile, are often abrupt between premiers.8

Nor is it the case that strategies in NATO countries are not ‘long-term’ in their thinking. The UK’s Russia Strategy, for example, envisaged five pillars of effort to transform the UK’s relationship with Russia over the course of a generation. Yet when Russia launched its full-scale invasion of Ukraine on 24 February 2022 the strategy was shelved, having been overtaken by events. The UK similarly embarked upon a Sahel Strategy – focussing on the Sahelian states of Mali, Burkina Faso, Niger and Chad – which looked at a long time horizon, and yet within three years of its formulation NATO forces had been expelled from most of the Sahel and the foundations of the strategy were rendered essentially irrelevant. This tendency for long-term strategies to be invalidated within a fraction of their envisaged period of relevance is especially ironic given that the US and UK have some of the most capable intelligence assessment architectures in the world.

In some respects, it is precisely these long, often linear, notions of strategy that underpin Western failure. In 1998, the American political scientist James Scott published Seeing Like a State,9 in which he proposed the thesis that governments endeavour to impose legibility on their territories, prioritizing factors they can measure and that have measurable value, and in doing so, have a strong tendency to inflict a great deal of damage by disrupting nuanced, informal social and environmental processes that are founded upon systems with diverse value, and which are difficult to count or measure. The book does not address foreign policy, but the problem arguably carries across to foreign affairs.

Following the end of the Cold War the West became significantly more concerned with development than strategic competitors. The drivers of terrorism and instability were thought to stem partially from economic deprivation, limited education, and in response to governments that refused to uphold human rights and repressed their populations.10 Addressing these problems – rather than threats – was to a large extent a function of time and resource allocation, embodied in the growth of Security Sector Reform (SSR).11 Insofar as there was a competitive dynamic at play, it was in criminal or terrorist groups trying to disrupt the roll-out of development work. But while these groups could cripple progress, they were also adversaries against whom state actors – and in particular the US – determined the tempo and scale of the confrontation. State actors who challenged the US, meanwhile, were viewed as a weak minority – rogue states – and in some respects their active opposition to the slow march of progress was to accelerate their dismantlement. Thus, budgets could be allocated over decades, while the military became a largely contingent function to manage intermittent crises. Indeed, even support to Ukraine after Russia invaded in 2014 was seen by many of its international partners as needing to be delivered through programmatic development and SSR.12

Long-term linear strategies are not suitable for dealing with serious state competitors because they have the capacity to intervene in ways that fundamentally reshape the strategic environment. At its most drastic, they can go to war, but even below the threshold of violence they can drive the tempo of events and essentially go off-script in ways that render long-term strategies obsolete overnight. The challenge, therefore, is more akin to trying to win a chess game against an opponent who may prove willing at any moment to flip the board. This is something that has been long recognized in financial markets. Although the specific reason for the stock market to suffer a shock is difficult to predict, the probability of a shock over time is ultimately 1. In Chaos Kings, journalist Scott Patterson describes how some financiers premise their strategies precisely on the inevitability of sudden disruption.13 Such an approach, however, has few analogues in the strategic discourse.

It seems increasingly clear that foreign policy institutions in the West have not only lost the competitive instincts in how they conceive of the challenge they face, but that the processes of policymaking are inimical to being competitive. The institutions presume stability, while needing to periodically intervene to defuse crises, and sustaining deterrence to avoid conflict. But a multipolar competitive global order is unstable. And if states are not able to plan effectively within that environment, they risk becoming part of the bloodlands of the emerging struggle between the great powers.

This book is about how states compete in a dynamic contemporary environment. It is about how they exert leverage and influence, how they can plan and manage contingencies, when they may or may not be the most powerful actor, but do not hold a majority of the power within the environment. Crucially, this book is about how states can protect their interests and advance their prosperity – partially at one another’s expense – without driving competitors to escalate. In short, it is hoped that the following chapters provide observations that are useful in allowing NATO members to achieve better strategic outcomes through their statecraft.

Books attempting to improve strategy in a competitive environment are plentiful. Generally, such works follow a few established forms. First, there is the strategic canon, beginning with classical works like the Arthashastra and Sun Tzu’s The Art of War, which arguably manifests today in the theoretical strategic treatises embodied in game theory, such as Thomas Schelling’s The Strategy of Conflict,14 insofar as they provide rules for successful strategy-making, somewhat independent of context. Second, there is the historical approach,15 whereby the author endeavours to use history to illustrate optimal and sub-optimal strategic approaches. This was a tradition of long pedigree, and includes Machiavelli’s The Prince, Alfred Thayer Mahan’s The Influence of Sea Power Upon History16 and Julian Corbett’s Some Principles of Maritime Strategy,17 and is a continuously expanding genre.18 Third, there is the prescriptive school, which largely comprises studies of ongoing failure and proposes how a specific strategic correction will resolve the issue. David Kilcullen’s The Accidental Guerrilla,19 Elbridge Colby’s The Strategy of Denial20 and Rosa Brooks’s How Everything Became War and the Military Became Everything21 represent the breadth of the problem-centric approach to critiquing strategy.

Statecraft takes a different approach. In the first instance, the central argument is that there is a fundamental flaw in the process of strategy development and implementation in NATO governments. Instead of trying to investigate the many facets of this problem, the book seeks to illuminate what it is that an effective strategic institution should be able to do. Furthermore, it is not focussed on elucidating eternal truths about strategy but rather how these truths manifest in the present strategic environment. Thus, the book sets out to try to explore the dynamics shaping competition today and where within these dynamics states can exert leverage.

The evidence is largely experiential. Over the past decade I have had a privileged vantage point to observe the pursuit of strategy among NATO members. First, I have been directly involved in either contributing to or reviewing several iterations of defence strategies in the UK and various campaign plans among NATO allies. I have also had the opportunity to interact with and speak to those more centrally involved in drafting strategy and have seen their thinking evolve over time. Second, because I am not a government official, I have had the privilege to observe the implementation of strategy from the ground, whether in Iraq, the Sahel or Ukraine. I have spent significant time working with those responsible for the execution of strategy and, in some cases, have had the opportunity to meet with the officials, militants or leaders against whom a strategy was aimed. Drawing on these experiences, I hope that this book can not only bring to life the calculations and aspirations driving statecraft, but keep its practice grounded in the tragedy, confusion, and indeed comedy, surrounding its execution. States may pursue strategy, but it must always be remembered that humans bear the consequences.

States strive for security and for prosperity, but competition drives these pursuits to come at the expense of others. Considering competition, however, as a zero-sum game is not only reductive but dangerous. In 2022, General Sir Patrick Sanders, then the UK’s Chief of the General Staff, argued that Europe found itself in a ‘1937 moment’. British ministers have since observed that we are in a ‘pre-war era’. Many of the vignettes described in this book arise from conflict. The toll in lives lost and disrupted in these events is already terrible. But it is as nothing compared to what would be unleashed in a war between the great powers. While it is eminently sensible that NATO prepares on the basis that our worst fears may come to pass, this book is written in the hope that we can, through strategic policy, prove these fears unfounded. With the security situation around the world rapidly deteriorating, there has never been a greater need for statecraft.




I

Insight

‘You want to know my assessment?’ asked a general officer of Ukraine’s Security Service, the SBU. ‘Seventy per cent, nothing will happen. Thirty per cent, the Russians will escalate in the Donbas.’

Our meeting took place in Kyiv in February 2022, just days before Russia embarked on its attempt to seize Ukraine. The Ukrainian general’s assessment was delivered with absolute confidence, reinforced by his imposing demeanour. Well above six feet tall, broad-shouldered and bald, with a jet-black beard, his conviction permeated the small meeting room where we were seated. He had spent the past eight years in a brutal underground struggle against the Russian special services, working as a field counterintelligence officer with Ukraine’s special forces. When he had finished speaking, he raised his hands in exasperation that I, like so many others, was leaving Ukraine.

I had awoken that morning to a rather different appraisal of the situation, also delivered by a flag officer, but British rather than Ukrainian. The message on my phone was succinct: ‘The situation has changed; you are leaving this afternoon.’ There followed a time and place for the rendezvous. Not wanting to abandon our research, my colleague Nick and I packed our bags and brought them with us to our meetings. The general from the SBU saw the bags and set about trying to convince us of our mistake. He, like many Ukrainians, saw the outflow of their partners as sending a terrible message to Russia. Along with the departure of foreign nationals went business, so that despite Russia being the country making threats, it was Ukraine that was already paying the price. President Volodymyr Zelensky had spent that week imploring Ukraine’s international partners to implement sanctions pre-emptively, to little avail.

At the back of the room sat another Ukrainian general from one of the SBU’s sister services. He was his colleague’s antithesis, slightly built with hooded eyes and narrow, hawk-like features. Where his colleague’s voice filled the room, he spoke rarely but with an understated authority. We had met several times before, but he did not participate in the discussion this time. He spent the meeting quietly conferring with a colleague. When the meeting concluded Nick and I pulled on our rucksacks, apologized that we had been told to leave, and everyone walked out into central Kyiv. All around shoppers were bustling into the mall. The coffee shops were doing good business, even as embassies evacuated in anticipation of imminent missile strikes across the city. As we turned to walk up the hill towards our rendezvous, the general’s colleague walked up and quietly added a coda to our discussion: ‘By the way; the Russians have moved a Chechen unit onto the Belarusian axis who will lead the killings when they arrive here.’

The full-scale invasion of Ukraine is one of the most instructive examples in modern history of the challenges of collecting and using intelligence to inform policymaking. The debates and diplomacy prior to the invasion are also deeply revealing as to what matters in the competition for insight. As we shall see, it is insufficient to gather even the most detailed intelligence. Nor is it sufficient for that intelligence to be accurately analysed. For intelligence to be effective it must also feed a system that is structured to receive and exploit it.

Rational projection

Although there was debate within the Ukrainian intelligence community about Russia’s intentions, until seventy-two hours before Russia launched its assault, the Ukrainian state did not anticipate imminent attack. This was not a product of wishful thinking or blindness, but of rational calculation based on the data available to Ukraine’s analysts.

A few days before our accelerated departure from Ukraine, Nick, our colleague Oleksandr and I entered the headquarters of the Ukrainian land forces. At the time, the land forces commander was Colonel General Oleksandr Syrskyi, and one of his responsibilities was planning the defence of Kyiv. We sat at a long conference table opposite General Syrskyi, flanked by his G2 intelligence staff on one side, and the G3/5 plans and operations staff on the other.* The G2 ran through the order of battle of the Russian Groups of Forces on Ukraine’s borders, before giving the following assessment:

I want to emphasize that the main threat to our state remains Russia’s military build-up on the Eastern theatre, as well as the further occupation of Crimea and part of the territories of Donetsk and Luhansk regions. Taking into account the invariability of the strategic goals of returning Ukraine to its sphere of influence, Russia will continue to manipulate the possibility of carrying out full-scale armed aggression with the aim of political pressure on Ukraine and the countries of the West. The Russian side will support the simmering controlled conflict in eastern Ukraine in order to weaken the military and economic capabilities of our country to [try to] force us to start direct negotiations with the quasi-state entities of the ‘Donetsk and Luhansk People’s Republics’. In the future, Russia will try to bring its military capabilities in the European theatre of war to a level sufficient to conduct a strategic offensive operation not only against Ukraine, but also against NATO member countries neighbouring Russia.1

This encapsulated Ukraine’s expectations by mid-February 2022. It expected Russia to continue to endeavour to destabilize Ukraine from within, to degrade its economy by driving away investors through the threat of invasion, to discredit the West by delaying military operations so that a majority of states no longer believed in the strategic warnings of the United States and the United Kingdom, and thereafter to launch an invasion to break the Ukrainian armed forces around June 2022 through a deliberate assault on Donbas, aimed at completing the territorial occupation of Luhansk and Donetsk oblasts, and linking the neck of Crimea to Russia through the conquest of a land corridor.

The basis for Ukraine’s appraisal of the situation was multifaceted. From a purely military point of view, Ukrainian analysts looked at the concentration of Russian troops and concluded, quite correctly, that the Russian Eastern Group of Forces positioned near Gomel in Belarus, north of Kyiv, was too small to seize the capital militarily, and that the 150,000 combat troops on Ukraine’s borders were similarly too small to effectively breach Ukrainian defence lines in Donbas. The Russians would need to increase the size of the force if they wanted to achieve the objectives described, though the number of Russian troops in Crimea and deployed between Rostov-on-Don and Belgorod appeared more threatening than those close to Kyiv.

Another factor in Ukraine’s assessment of the situation was that the Russian troops themselves appeared unprepared for an invasion. As Russian soldiers along Ukraine’s borders came off the exercises and drills that had been the pretext for their being moved from their normal bases, they sat around in camps and started sharing information with each other. Many were suffering from a Covid-19 wave that swept through the Russian Army. It was cold and dark, and the soldiers spent a lot of time on mobile phones chatting with friends, with family, on dating apps and recording and filming one another. This large body of unencrypted traffic was surveyed and analysed by Ukrainian intelligence agencies and from the discussions it was clear that the Russian troops neither had any idea that they were going to war, nor were they making a range of critical preparations that would suggest intent.

The third reason for Ukraine’s belief that the military threat would manifest later in the year was its tracking of Russia’s unconventional operations targeting the country. For months Ukraine had watched Russia constrain Ukraine’s access to coal to harm the economy, stoke domestic opposition to the government, fund false flag demonstrations by the Ukrainian far right, endeavour to infiltrate political groups to prepare for provocations, and lay the groundwork through organized crime and sympathetic politicians for an occupation regime. The scope and scale of these unconventional activities was deeply troubling to Kyiv. If confidence was lost in the Ukrainian government, these Russian preparations could enable Russia to divide Ukraine from within. But by February 2022, the Ukrainian government was also confident that the vital conditions had not yet been set. Arrests of key Russian assets and other measures had disrupted the Russian attempts to bring about a political crisis in Kyiv. Indeed, this was not just the view of Ukrainian intelligence analysts, but of Russia’s Foreign Intelligence Service – the SVR – which the Ukrainians knew to be recommending a deferment of military actions pending the creation of the necessary preconditions. Therefore, Ukrainian scepticism about an imminent Russian invasion was not purely analytical, but was also based on the collection of evidence from inside the Russian state showing that Russia’s special services wanted more time.

The final factor in the assessment of the Ukrainian government was that they thought they could see a far surer path to victory for Russia that fitted the evidence available to them, than the imminent invasion being predicted by the US and UK. If Ukraine had mobilized its forces and Russia had waited, not only would Ukrainian confidence in its own government be undermined, but the economy would be put into limbo. Furthermore, if Ukraine did begin to move its forces from Donbas to protect Kyiv, it would make the currently unfavourable correlation of forces for Russia in Donbas far closer to what would be needed to achieve Russia’s assessed military objectives. The Armed Forces of Ukraine were by far the most trusted institution in the Ukrainian state. A clear blunder leading to the loss of territory was feared to be a blow that would undermine that trust.

Nick and I were not the only foreign visitors to General Syrskyi that month and were certainly the least consequential. Ukrainian officers had been hosting a veritable conveyor belt of colleagues from around the world, many of whom were emphasizing the imminence and severity of the threat and endeavouring to find out what Ukraine intended to do in response. British and American officials, observing the lack of preparation in Ukraine, became more and more nervous, unable to share the raw intelligence that gave them such confidence in their predictions because of the need to protect their sources, but taking every opportunity to impress upon their Ukrainian counterparts the level of access their sources had and the level of certainty they felt, endeavouring to compel Ukraine into action.

For the Ukrainian officials on the receiving end of these entreaties from their international partners there was a deep scepticism about the visitors’ sources and expertise. Most of the generals and diplomats passing through Kyiv had spent the bulk of their careers campaigning in the Middle East. Very few of them spoke Russian. Ukrainian officials did not doubt the sincerity of their interlocutors, but they feared that Western officials had been fed high level disinformation by the Russian government that, if acted upon, would create the very destabilizing conditions that Russia needed to pursue its policy.

The Ukrainians did not dispute Russia’s ultimate intent, but they believed that what the UK and US was encouraging Ukraine to do would make that intent more realizable, rather than less. The tragedy of the final days before the full-scale invasion is that the more the lights flashed red, the more Ukrainian analysts were sucked into a self-reinforcing confirmation bias of their original conclusions. When, three days before the invasion, Russian paratroopers received orders to prepare for the seizure of Hostomel Airport, north-west of Kyiv, many Ukrainian intelligence analysts realized their mistake. But by then, there was desperately little time to do anything to change the odds. Russia had achieved its deception. Ukraine had good analysts, but fundamentally lacked the underlying collection capability to build an accurate picture. For the US and UK who had invested vast resources into collection, they simply had a more complete set of evidence from which to draw conclusions and therefore reached the correct conclusions about Russia’s decision-making.

Cassandra calling

While the public perception of intelligence agencies is that they have a licence to kill, the foundation of the business is a licence to larceny.2 What distinguishes an intelligence agency from an academic research institute is that intelligence agencies strive to access information that a state’s targets endeavour to conceal. This requires the theft of the information. That theft is difficult. The secrets that can be extracted from another country’s systems are often fragmentary, discontinuous and frequently lack context. Nevertheless, a state able to access the secrets of another has considerable advantages. The importance of covert collection of information is amply demonstrated by the difference between the UK and US governments’ understanding of Russian intentions prior to the invasion of Ukraine and the conclusions reached by other states and independent scholars lacking comparable intelligence capabilities.

On 12 July 2021, President Vladimir Putin published an essay entitled ‘On the Historical Unity of Russians and Ukrainians’.3 In it he set out his view of the history of the Ukrainian and Russian states, or rather his belief that Ukraine was an artificial entity whose people should be part of Russia. At the time most observers were divided as to why this had been written, seeing it perhaps as the pseudo-academic output of a leader who had spent too much time alone during Covid. Among academics watching Russian politics it was not immediately seen as a statement of intent.

Within the British and US governments the picture looked different. Shortly afterwards the first indicators and warnings began to come in to suggest that Putin was serious about putting this vision into action. As one senior official recollected, ‘It started as a trickle, and quickly became a flood of information.’ By September 2021, Bill Burns – director of the Central Intelligence Agency – was convinced an invasion would take place. He was not an outlier. By December, when Russian troops had been building up on Ukraine’s border for more than a month, US and UK officials had decided to go public and stake their reputations and the credibility of their institutions on predicting what Russia would do. The aim was to reduce Russia’s options for framing Ukraine as responsible for the breakdown of the Minsk Agreements that had provided the framework for the uneasy ceasefire in Donbas since 2015, to galvanize an international response to Russian aggression and to prepare domestic populations for the risk of war. After decades beneath the shadow of the inaccurate assessment over Saddam Hussein’s possession of weapons of mass destruction (WMD), the decision to go on the record by the UK and US intelligence community was a major risk.

The detailed public statements from December onwards undoubtedly had an impact on Russia’s ability to shape the global information environment in advance of hostilities. Russia’s false flag provocations in Donbas as an attempt to justify escalation fell flat, following as they did upon warnings that the Kremlin would imminently carry out just such an operation. What is remarkable, however, given the extent of information acquired by the US and UK ahead of the invasion, with their conclusions shared with partners and allies – even if the underlying sourcing was withheld – is how few states believed what they said.

Ukrainian officials – as has already been described – thought the US and UK had fallen victim to Russian disinformation. But they were far from alone in their scepticism. In France, UK and US intelligence failures over Iraq’s WMD cast a long shadow. Scepticism over Anglo-American intelligence had been exacerbated by the recent perceived perfidy of the AUKUS deal, which had seen France lose the contract to build Australia’s nuclear submarines in September 2021. While in the US and UK this was seen as an unrelated matter, the fact that British and American officials had surprised Paris with the news left French politicians extremely wary of personal assurances from their British counterparts, which, given the UK and US intelligence communities’ unwillingness to share the underlying intelligence on which they based their assessments, meant their warnings were dead on arrival.

France also had a different relationship with Russia. Although the sale of helicopter landing ships by France to Russia had been halted after Russia’s annexation of Crimea in 2014, the French company Thales still produced thermal sights for Russia’s tanks. France bought a significant part of its nuclear fuel for its energy grid from Russia. There was a belief in Paris that Russia was a country with which one could do business, so long as there was a functional personal relationship between the leaders and a mutual respect for the real political interests of the parties. The French government thus interpreted Russia’s threats towards Ukraine as an attempt to accumulate leverage to come to a new arrangement with NATO, and to that end President Emmanuel Macron strove to come to an understanding with Putin. Turkey exhibited a similar scepticism, largely on the same grounds as France.

Germany was even more dismissive of British and American warnings. For Germany, beyond the analytical considerations underpinning French and Ukrainian scepticism, the assessment that Russia would invade Ukraine represented a challenge to deeply rooted German beliefs as to how the world functioned. Germany had spent the decades since its reunification evangelizing and in its view exemplifying the intrinsic relationship between economic interdependence and peace. It was this vision that underpinned, in the view from Berlin, European prosperity and security. Germany had deliberately built up its own dependence upon Russian energy in the hope that this would make Russia loath to lose a customer base by embarking upon conflict. In short, UK and US warnings were not just unwelcome; they challenged the German conception of how the world worked.

The US and UK were not able to convince many of their allies, let alone countries in the global south. To a large extent this simply reflected the disparity in information available to British and American officials compared with their target audience. The real tragedy of the US and UK intelligence successes prior to the invasion of Ukraine, however, was how the warnings landed both at home and in Moscow.

Over the spring of 2021, Russia had begun to build up its forces around Ukraine. There were fears at the time this build-up would ultimately lead to an invasion. After careful analysis, however, the British government concluded that Russia did not intend at that stage to invade. Those making these assessments routinely ask external analysts what they think, partly as a means of having their own assumptions challenged and thus avoiding the risk of groupthink. Consequently, I found myself walking with one of these officials in a London park in mid-May discussing why the Russians had built up their forces and what might happen next. My answer was that ‘Russia is looking to see how you react. What happens next depends upon what you do. If you do nothing, they will escalate.’ Much as I would like to claim prescience in this prognosis, I was reflecting what British officials had been theorizing for some time. When the Chief of the Defence Staff signed off on the Integrated Operating Concept in September 2020,4 the UK’s escalation management was to be premised on engaging with partners and allies to build connections and enable them to manage the status quo, and then to expand presence in theatre ahead of a crisis to constrain adversaries. In Ukraine, the UK’s Operation Orbital had been delivering the ‘engage’ element since 2015, with British soldiers sent to Ukraine to train its forces, helping it to hold the line of control in Donbas against Russia’s undeclared invasion forces. The spring of 2021 was in many respects precisely the contingency against which the Integrated Operating Concept had been developed.

Within the British government, however, when the moment came, the Integrated Operating Concept was not the guiding light of policy. Like so many official strategies and doctrines, it was superseded by the usual reversion to improvisation. In this case, since the judgement was that Russia was not imminently about to invade, the conclusion was that expensive and potentially risky decisions could be deferred, and so Britain – along with its allies – did nothing. There was in any case another crisis brewing, similarly anticipated, that was to mark the culmination of another unravelled strategy: the collapse of the government of the Islamic Republic of Afghanistan. Over the summer of 2021, as Western troops withdrew from Afghanistan, the logistically overstretched Afghan security forces found themselves facing mass defections and shortages of ammunition, and so began to disintegrate in the face of a Taliban takeover. With Western capitals ensconced in both the practical challenge of evacuating from Kabul, and the moral crisis accompanying what was an irredeemable defeat at the end of a twenty-year campaign, the first warnings of Moscow’s expanded intentions were noted, but not immediately acted upon.

In Moscow, Western passivity in the first half of 2021 led to some concrete conclusions among Russia’s leadership. The most consequential was the view that, while NATO’s conventional forces might be a match for Russia’s, it could not affect the outcome of a war without troops present. And, given that NATO did not move in response to Russia’s build-up in the spring of 2021, it was clear that it would not have troops present if an invasion was in fact launched. The UK had judged that Russia was not going to invade in the spring of 2021 because it did not have all of the capabilities in place necessary to carry out a successful invasion. Moscow, by contrast, judged that it could bring these enablers to the Ukrainian border quickly enough that by the time the West noticed, it would not have enough time to intervene, even if its assessment of Russian intentions had changed.

The debates in London and Washington over Russia’s intentions crystallized between late September 2021 and early December. By December, there was near certainty in the US and UK. The debate was about timing, not intent, with the invasion anticipated between 15–28 February. Certainty, however, did not produce clarity as to what should be done. The first priority in both capitals was the unity of NATO. Any response involving troop deployments would require other NATO members to share their perception of the threat. The risk was that an announcement of major troop deployments or some other reaction would weaken NATO unity, as members were not bound by treaty to deploy forces in defence of Ukraine, and would take too long, potentially even accelerating Russia’s invasion. By the time public declarations had been made to try to galvanize a NATO response, and it had become clear that key Western European allies did not believe UK and US warnings, it was also assessed that there was not enough time to deter Russia from acting via any military means.

The real basis for a perception of helplessness in the US and UK, however, was not the scepticism of Paris or Berlin, but rather the reaction of Kyiv. As senior officers began to rotate through the capital to try to discuss Ukraine’s defence plan, they were baffled to be confronted with a wall-to-wall refusal to believe that an invasion was coming. The Ukrainian failure to articulate a defence plan that the UK and US could support left Western capitals fearing the worst: that Kyiv would fall quickly, because putting aside the disparity in combat power between the Russian and Ukrainian armed forces, the latter were setting themselves up to be strategically surprised. Under these circumstances flows of Western anti-tank weapons, uniforms, generators and other stores into Ukraine were in large part symbolic. It was hoped the goodwill they engendered might push Kyiv to develop a plan collaboratively, while also causing some concern in Moscow. It was not anticipated to alter the outcome significantly.

The other capital to be dismissive of the US and UK’s warnings was Moscow. From December until the outbreak of war there were regular official delegations sent to Moscow to deliver a consistent message: if the Russians invaded Ukraine, they would face a protracted and bloody resistance, they would become an international pariah, economically sanctioned, politically isolated, and would drive the expansion of NATO and the impoverishment of the Russian people. The message was not a threat, but rather a prediction that what Russia was about to do would prove disastrous to Moscow’s interests. Outside of the small circle of officials in the Kremlin working on the invasion plans these warnings were met with incredulity, because Russian interlocutors had no idea that an invasion was to take place. Within the circle of war planners the warning was dismissed because either the Russians disagreed with the US and UK’s predictions about the consequences, or because they did not care about them. In response to the threat of sanctions, for example, Western diplomats were told by Defence Minister Sergei Shoigu, ‘You have not suffered as we have suffered, and we will not be humiliated again.’

Just days before the invasion, two British nationals – an academic and a former chief of the Secret Intelligence Service – found themselves sitting down with Dmitri Kozak, a long-time Russian military intelligence (GRU) officer who had been responsible for coordinating Russia’s unconventional operations against Ukraine prior to the invasion. At the time he was a deputy chief of staff in the Kremlin. The British visitors laid out in great detail what the Russians were planning. Kozak sat behind his desk, his officials standing behind him, and chain smoked his way through the conversation. He heard his visitors’ pitch, leaned back and launched into a lengthy explanation of the Kremlin’s position. He denied that any invasion was planned, but then spent close to an hour laying out why such a course of action would be justified given the West’s behaviour. He ran through a long list of grievances. The visitors thanked him for his time and rose to leave. Before they departed Kozak smiled, and quietly observed, ‘Just remember who I am, and that I do not always tell the truth.’ It was as if he were saying that he knew his visitors knew what was coming, but that did not mean he thought they could do anything about it.

The tragedy of US and UK policy prior to the invasion of Ukraine is that there are few examples in history where states have had as precise a set of indicators and warnings enabling an understanding of their enemy’s plans and intentions. And yet, partly because London and Washington only began to act when they were certain as to Moscow’s intentions, they only started to try to shape Moscow’s calculus when the Kremlin was equally certain about its prospects for success. The point is that for intelligence to be useful it must shape policy before there is certainty, but after decades of counterterrorism the processes of Western decision-making are better suited to respond to crisis – when time is short and the picture is clear – than using intelligence to plan against longer term challenges. It may be argued that this tendency to brief late and with high confidence reflects policymakers’ preferences, and they ultimately decide. But as was demonstrated in Russia over this same period, deferring too much to the preferences of the intelligence customer – policymakers – can be catastrophic when leveraging intelligence.

The customer is not always right

In mid-February 2022, UK Defence Secretary Ben Wallace travelled to Moscow. Other senior UK representatives included then Commander Field Army Lieutenant General Sir Ralph Wooddisse and Chief of the Defence Staff Admiral Sir Tony Radakin. Their meetings were organized by UK Defence Attaché Captain John Foreman. Upon meeting Russia’s Chief of the General Staff, General Valery Gerasimov, the British endeavoured to build rapport and observed that they admired the Russians’ ability to keep their forces at such a degree of readiness that they could move large formations from one end of the country to the other at short notice. Despite being on the cusp of invading Ukraine, the Russians had managed to conduct a successful military intervention in Kazakhstan at short notice. Gerasimov agreed that readiness was important and noted in a backhanded compliment that he was similarly impressed that the UK, ‘with such a small army, can deploy it so widely around the world’. The key point that Gerasimov sought to emphasize was that in his estimation, the Russian military had achieved parity in its conventional capabilities with the United States. The British were dubious on this point, but if Gerasimov believed what he had said, it embodied the hubris of the campaign upon which he was about to embark. The deputy head of the GRU, meanwhile, walking up behind the British delegation, offered the view that ‘readiness may be important, but not as much as ruthless intimidation’.

The Russian invasion of Ukraine was in no small part premised on the effectiveness of intimidation. Internationally, the Kremlin hoped that the threat of nuclear escalation would intimidate NATO members into limiting their interference with its operations in Ukraine. In Ukraine itself the whole operation was premised on the surprise and suddenness of the coup de main against Kyiv, which Russia hoped would intimidate the Ukrainian population into passivity. Although the invasion was to see around 150,000 troops and auxiliaries invade Ukraine, it was believed that there would be little or no sustained resistance. Things turned out rather differently. Within three days of Russia crossing the border Ukraine had transformed itself into a nation in arms, with burning Russian tanks lining the roads north of Kyiv. Within six weeks, Russian forces had to beat a retreat from the Ukrainian capital, and pivot to conducting a protracted conventional war. How did Russian expectations fall so wide of the mark?5

What is most surprising about Russia’s misreading of Ukraine is that from an intelligence point of view, its picture of Ukrainian society should have been of the highest resolution. Within the Ukrainian parliament a faction of MPs was organized to function as a puppet government as soon as Russian forces secured the capital. Within the Security Service of Ukraine, several general officers were recruited Russian agents. One senior official responsible for intelligence assessment in the Ukrainian government, technically with oversight of collection across Ukraine’s agencies, was not just working for the Russians, but was an officer of the SVR. Throughout Ukrainian law enforcement the Russians had built networks of collaborators, while penetration of the civilian institutions was widespread. Russia had conducted cyberattacks to steal Ukraine’s tax databases, its vehicle registration databases and a range of other data sets that collectively provided a granular picture of the Ukrainian population, the state and its employees. Through its agents in the Ukrainian police force, in collaboration with emissaries from Russia’s organized criminal groups, Russia had also co-opted parts of Ukrainian organized crime, the most ambitious of which saw the attempt to build local private security companies that would become extensions of the occupation regime once Russian troops were in control. Russia’s Federal Security Service (FSB), whose Fifth Service had primacy for operations targeting Ukraine,6 had been conducting polling and sociological research of the Ukrainian population over a decade, which in the days before the invasion showed that Ukrainians were deeply mistrustful of their government, did not believe an invasion was imminent and, while the Armed Forces of Ukraine remained the most widely trusted state institution, only around half of Ukrainians said that they would fight in the event of war.

The Kremlin’s invasion plan was audacious in both its scope and assumptions. The plan involved six key simultaneous initial elements. The forces of the 8th Combined Arms Army, augmented with levies from the occupied territories of Luhansk and Donetsk, would attack the Ukrainian defence line in Donbas, fixing the bulk of the Ukrainian military in the Joint Forces Operations Area. At the same time a group of forces would advance from Crimea to seize Berdyansk, completing the land bridge to Crimea, Kherson, securing the crossing points over the Dnipro, Energodar, securing the largest nuclear power station in Ukraine, and Mykolaiv and Odesa, cutting Ukraine off from its seaports. Third, a massive missile and air-strike campaign would disable Ukraine’s air force and suppress its air defence system, clearing a path for Russian aviation to insert troops deep inside Ukraine. Fourth, Russian Air Assault Forces (VDV) would seize Hostomel, near Kyiv, in an aviation assault. By securing the runway this would allow battalion after battalion of paratroopers to be airlifted to the Ukrainian capital, facilitating the rapid occupation of the city. Fifth, the forces of the Eastern Military District would advance south from Gomel and cut Kyiv off from the rest of Ukraine, creating a cordon to prevent Ukrainian forces entering and reinforcing the capital. Sixth, forces would advance from Belgorod and Bryansk to seize Kharkiv and Sumy. These operations were to take between seventy-two hours and ten days. Following the military occupation of key terrain, the Kremlin aimed either to coerce the local administration into functioning as a puppet government, or else to replace officials with Russian agents who would work under the supervision of the FSB. In Kyiv, the objective was to have the pro-Russian faction in the parliament pass a resolution advocating peace to save the country from bloodshed, which would be followed by the organization of referenda recognizing the annexation of the territories, with rump Ukraine thereafter controlled by a Russian client. The bulk of Ukraine’s nationalists and anyone who refused to cooperate with the occupation regime was to be purged.7

The Russian plan was not inevitably a failure, but it relied on almost everything going right. In southern Ukraine, the Russians achieved most of their objectives until they hit Mykolaiv. The fixing operation in Donbas was similarly successful, while the strategic deception operation against Ukraine succeeded in leaving the roads from Gomel to Kyiv almost undefended. The strike campaign across Ukraine did far less damage than the Russians had hoped, but it did suppress the air defences sufficiently for the waves of helicopters to deliver the VDV onto their objectives. The strike campaign also effectively disrupted the Ukrainian system of command and control for crucial hours on the first day of the invasion. Perhaps most alarmingly for Ukraine, the Russian approach to running the occupation administrations has proven ruthlessly effective in suppressing and disrupting Ukrainian resistance in those territories that were occupied, suggesting that had Russia seized Kyiv it could have handled the resulting insurgency. Even the assault on Kyiv itself came dangerously close to succeeding. The Russians were a few kilometres from cutting the city off from resupply, and had they gone faster in the first seventy-two hours it is not clear that the defences could have been reoriented in time.

The hallmark of a bad plan, however, is its fragility. That so many things went Russia’s way, and yet the crux of the plan unravelled, shows just how much the Kremlin had rolled the dice. The reasons why it felt so confident in that gamble speak to much bigger problems with the understanding of Russian policymakers of the intelligence they were receiving and their ability to assess it accurately.

First, the group of Russian planners failed to understand the capabilities of their own soldiers. To achieve the deception of the Ukrainian government the planning of the operation was kept within a very small group, with no orders distributed to the commanders of the various combined arms armies and divisions responsible for conducting the operation until as little as three days beforehand. When the orders were delivered to the combined arms armies, they had to interpret them, translate their orders into a synchronized series of movements for their divisions and distribute these instructions. Divisional commanders had to do the same for their brigades and battalion tactical groups, so that many Russian soldiers only found out they were going to war hours before they crossed into Ukraine. Many of the units – believing that they were deployed on routine training missions – did not have maps of Ukraine, or if they did, they were decades out of date. Communications equipment for the various units could not be set up to share data in the time available. Multiple units, without time to pass their plans back up the chain of command for deconfliction, chose the same roads to move along, only to find them hopelessly congested. And the orders got simpler as they went down the ranks due to the pressure of time stripping away the ability to develop them in more detail, so that a Russian infantry company might simply be told to advance along a road until they arrived at a specified location, without clear orders outlining the purpose of the operation or what to expect. The speed required to coordinate such a large scale of movement would have overstretched the world’s most professional armies. When the Israel Defense Forces (IDF) – recognized to be one of the most capable militaries at improvisation – was directed to invade Gaza after Hamas conducted a large-scale attack on Israel on 7 October 2023, the IDF spent a month preparing the movement of three divisions of troops. The Russian planners simply did not understand the capabilities of their own personnel or thought that it did not matter.

The second and third errors were to misjudge human psychology in general and Ukrainian psychology in particular. After looking at data on Ukrainian attitudes, the Russian planners thought that the invasion would challenge public confidence in Ukraine’s armed forces, and that the severing of links between senior commanders and Ukrainian units would simply paralyse them. With Ukrainian units facing overwhelming odds in isolation, the hope was that each commander in turn could be convinced to spare the lives of their men and surrender. This was achieved in some parts of southern Ukraine, and in the Chornobyl exclusion zone where the Ukrainian National Guard detachment protecting the facility was ordered by their commander to stand down.

It was also hoped by the Russians that the shock of missile strikes, followed by a rapid and largely bloodless occupation, would stun the Ukrainian population into apathy. The problem with this thesis was that the Russian planners were extrapolating from trend data about Ukrainian attitudes gathered through surveys among a population that thought war was unlikely. In these circumstances, it was possible for a Ukrainian official in the forestry commission, for example, to provide maps to a Russian intelligence officer in exchange for money, and not to think of this as treason, but rather as an effortless augmentation of their income. It was easy for Ukrainians with family in Russia, who were ethnically Russian, to say that they had positive views towards Russia, without seeing that as existentially contradicting their Ukrainian identity. But when Russia launched its full-scale invasion the Kremlin created conditions where many of these judgements became incompatible. All of a sudden, individuals had to choose, and often the choice was between their friends, partners and colleagues, against the individuals currently bombing their grandmother’s village or shelling their in-laws. In short, the invasion inflicted a shock, and simultaneously completely altered the context within which people were deciding what they thought. Basing how people would react on trend data under the previous context was therefore methodologically unsound.

The judgement that shock would lead to apathy was not axiomatically foolish. The fact that the Russian plan required such a response was to place great confidence in a prediction of mass psychology. But an assessment of Ukrainian culture should have flagged to the Russians that the reaction might not be what they expected. Shortly after the invasion I was talking to a senior Ukrainian intelligence official who made the observation that ‘the Russians made the same mistake we did. We thought the Russian people would not support an invasion because we thought they were like ethnic Russian Ukrainians. The Kremlin thought we would surrender because they thought our ethnic Russians were like their own population.’ There are many similarities, but the relationship with authority is quite different in the two societies. In Russia, the basic societal building block was the peasant commune, a collective entity owned by the lord who controlled the territory. The end of serfdom in Russia began to change the relationship between the peasants and authority, but in many respects Soviet collectivization reverted to a society in which authority was dealt with through consent and evasion and passive resistance. In large parts of Ukraine, by contrast, land was often held by families. While there are strong client–patron relationships that invest people with authority, the society is quite flat, people are individualistic, and much more directly confrontational with those trying to impose authority. These generalizations are crude, with the stereotypes outlined above neither applying to Russia nor Ukraine uniformly. But there is a difference, and so while when a Russian unit is severed from its higher headquarters it tends to continue to endeavour to implement its prior instructions, or else culminate, Ukrainian military units continue to plan and execute operations of their own, even in many cases when a headquarters is ordering them to do something quite different. In any case, when on 24 February Ukrainian units found themselves under attack without clear instructions, many fought, and resistance – initially contagious – created an environment in which escalating violence rapidly removed the option to stand aside.8

The deficiency of Russian intelligence prior to the invasion may be summarized as a failure to correctly assess the impact of their operation on Ukrainian society, and a failure to craft a plan that was sufficiently robust that it could still work even as parts of it went wrong. Fundamentally, as soon as surprise had not brought victory, it became apparent to the Russian ground forces that they had too few troops to see through the capture of Kyiv. And yet, ironically, if the Russians had deployed enough troops north of Kyiv, their deception plan probably would have failed and they would have faced a more deliberately planned defence from the Armed Forces of Ukraine.

The Russian system of intelligence collection had extraordinary levels of access throughout the Ukrainian state. The Russians had all the information they needed to carry out effective planning. Furthermore, unlike the British and American national security architectures, which singularly failed to translate precise intelligence collection and accurate analysis into a timely policy, the Russians demonstrated a capacity to plan how to exploit intelligence and to conduct complex deception and shaping operations. They could operationalize what they knew. What they lacked was an effective analytical function, both to ensure that their plans were premised on an accurate interpretation of the data available, and to challenge planners as to the robustness of their planning assumptions. Rather than having a creative tension between an optimistic planning team trying to work out how to execute a policy, and a pessimistic intelligence team flagging the risks to be mitigated and the potential alternative futures to be anticipated, the Russians concentrated both functions in a very small group of people. In the Kremlin, over the course of 2021, the intelligence customer was also playing the analyst, a practical recipe for optimism bias. In intelligence, the customer is not always right.

The struggle for insight

The case study of the invasion of Ukraine demonstrates the challenge of the struggle for insight between states that is played out today. What is remarkable is that all of the parties to the catastrophe were wrong about what was going to happen. The Ukrainians had a strong analytical capability but lacked the vital information necessary to produce an accurate assessment. The Kremlin had all the information it needed, but lacked the analytical rigour to accurately assess what it meant. The US and UK had the information and a robust analytical capability but lacked the ability to use that information to produce a more favourable outcome. All three elements are necessary for a state to sustain advantage in a competition.

There is nothing new about this. The way in which intelligence should be employed to shape outcomes today, however, differs somewhat from the past. Historically, intelligence has prioritized indicators and warnings that suggest what the enemy is doing and is likely to do. The reality is that much of this information today is available to everyone; not just governments. The density of commercial satellites, with the ability to purchase imagery, day or night, through cloud or fog, of anywhere on the planet within twenty minutes, means that the business of tracking what is where has been democratized. It is this that generated the ironic problem for the Russians that if they had put enough forces in Gomel to seize Kyiv, there would also have been little ambiguity about their intentions for Ukraine. It would have been seen. Improving the levels of confidence about what an adversary immediately intends still has value, and intelligence collection can contribute to clarify what the adversary intends. But much of the collection necessary for short-term prediction is low level. The transparency of modern massed communications means that it is very difficult to do something at scale and in secret. For example, the moment the Russians actually distributed the order to their military units, the Ukrainians realized what was about to happen, which raises the question: could the Russians have achieved surprise and given their military enough time to competently carry out the operation?

Therefore, the most valuable kind of intelligence in the modern world is not so much information showing what the enemy is going to do, but rather information highlighting what they are contemplating.
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