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“Rapid technological change is fast-tracking the development and utilisation of digital innovations in applied psychological practice. The past five years have dramatically increased the digitisation of traditional psychological acts and services ranging from psychodiagnostics to e-Therapy/Coaching. These innovations aim to scale the availability of psychological services and increase accessibility for traditionally marginalised communities. Arguably the COVID-19 pandemic furthermore made these digital psychological services more than a novelty and has established them as the norm. Psychological practitioners have adopted new technological approaches to their assessment and development practices to compensate for the barriers COVID-19 restrictions have placed on their traditional approaches to practice. However, are we aware of the challenges this new way of work poses to our practices and our clients? Do we know the risks that this new way of work poses for our clients’ safety, security, and psychological wellbeing? And are our practices prepared for managing the risks associated with digital mental health services?

In her new book, Alexandra explores the contemporary challenges, risks, and ethical dilemmas that digital mental health services pose to data security and client welfare. Specifically, she provides a practitioner-friendly guide for managing digital client data, mitigating risks and securing your practice against cybercrime. Her book further attempts to enhance practitioners’ digital competence to ensure that you have a future-fit, resilient and digitally secured practice. This book is a ‘must’ for any therapist, psychologist, or coach venturing into the world of digital mental health.”

Professor Dr Llewellyn van Zyl, Extraordinary Professor
 in Positive Psychology, NWU

“This book is a must-have for any coach, therapist or organisations handling sensitive data whose eyes glaze over when the word ‘cybersecurity’ is mentioned! It’s jam-packed with information and tips to ensure you’re safely and securely protecting your business and your clients’ confidentiality and information. It also helps you create a trusted and safe environment, which is the foundation of a strong client relationship.”

Dr Suzy Green, DPsych (Clin) MAPS,
 The Positivity Institute – Founder & CEO

“Nobody expects to be the victim of cybercrime or defrauded. Yet thousands become victims of cybercriminals each day. Imagine the feeling if criminals steal and leak your clients’ biggest secrets? The good news is that you can help prevent it from happening by reading this book. Alexandra, both a coach and cyber fraud expert herself, provides actionable and proven tips on how to ensure that you will not become the next victim of the criminals. Read this book – and learn from one of the best!”

Mindaugas Kutkaitis, Fraud Prevention Expert,
 Financial Services

“Whether we like it or not, cybersecurity should be part of our lives in this time and age in which cybercrime is proliferating. In a solution-focused approach, Alexandra J.S. Fouracres describes how to navigate this new challenge in an effective and inspiring manner. This book should be read by all practitioners.”

Dr Itai Ivtzan, School Director, School of Positive Transformation

“A fascinating book which is an essential read for those of us who work in digital environments as coaches, mentors and consultants. Alexandra helps identify the current risks and what individuals and coaching businesses can do to protect themselves, their clients and their businesses from viruses, scams, data theft and other online risks.”

Professor Jonathan Passmore, Professor of Coaching &
 Behavioural Change & Director, Henley Centre
 for Coaching & Behavioural Change

“As psychologists bound by a code of ethics, we are all aware of the need to ensure the confidentiality of our clients and data security relating to our practice. However, few of us are experts in this area. In this book, Alexandra brings together her experience as a cybersecurity manager and a coaching psychologist to inform and support practitioners’ awareness of risks, prevention and compliance strategies and the ability to detect and react to potential breaches. Having recently worked with the British Psychological Society to establish standards for Chartership in Coaching Psychology, I’m confident that this book will help those within our particular domain of practice to understand and meet standards relating to client confidentiality and compliance with data privacy legislation.”

Dr Marie Stopforth, CPsychol, AFBPsS

“We all need to realise that the cybersecurity challenge will not be solved by any single actor, service provider or authority. Everybody needs to take actions and show responsibility and contribute to a joint defence against the dark. We need to consider how it would feel if our lack of security led to a client falling victim to a cybercrime. I have experienced, myself, how a therapist got his computer infected with malware and in the beginning unknowingly leaked customers sensitive information, and after I informed him, kept leaking data, simply caused by a lack of understanding and knowledge of how to handle the situation. Therefore, this book is like rain in a desert.”

Sune Gabelgård, Head of Financial Crime
 Prevention, MobilePay

“This book gives the reader a non-nonsense, digestible way for therapists and coaches to approach IT security. It shows the reader that with sensible, attainable behaviours, it is possible to minimise risks for both themselves and their valued clients, through providing practical examples to learn from. It reinforces an important message, that good digital hygiene is becoming less about raw technology and more about a holistic, defensive mindset.”

Sean Henley, Technology Strategy &
 Resilience Manager, Financial Services

“Cybersecurity … oftentimes people will get intimidated by this term. That is something for the ‘IT Expert’ to sort out, not me. No one will actually try to attack my information or account. That is for the ‘big companies’. That is a misconception this book will help clear up. It really can happen to us all. With the tools and information given to you in this book, you will realise there is in fact a lot you can do yourself. The book will also show, you do not need to be an ‘IT Expert’ to secure yourself and your business. Take the opportunity to read this book. It will be an eye opener.”

H. Erik Inberg, Senior Technical Manager,
 Support & Projects

“This reassuring, practical and informative guide to coach and therapist cybersecurity, focused on how to protect client data, is long overdue. Alexandra has a knack of presenting, what could otherwise be a complicated diet of ideas, in a wholly digestible format. In straightforward, encouraging language, she raises practitioner awareness of potential issues, improving competence and confidence in preventing fraud, promoting security online, carefully considering ethical practice and always looking for the best outcomes for both practitioner and client. Every coach and therapist needs to read this book.”

Ruth Hughes, Course Director, Cambridge
 Coaching Certificate Programme

“Understanding the psychology behind cybersecurity is to understand one of the biggest threats to the economical world as we know it today. As a cybersecurity professional, I have at first hand seen not only how well organised and imposing cyberattacks can be on enterprises but also how intimidating and debilitating it can be for people. One thing is the loss of money, the other and most important thing is the impact it has on a human psyche, and how it can ruin lives, relationships and trust in the human race. Putting in place good cybersecurity is then the stepping stone for securing your practices and keeping clients safe.”

Kim Ottobrøker, Compliance Specialist, Danish Utility Sector

“Fraud and cybercrime are increasing problems, impacting all areas of society, and putting organisations as well as individuals at risk. Today, no one is safe, and anyone can become a target of criminals operating on a global scale. In this highly relevant book on cybersecurity, Alexandra J.S. Fouracres shares her extensive knowledge about the subject with the reader and gives a thorough introduction to the concepts and how criminals operate. This book is highly recommended, as it provides the reader with the necessary tools and knowledge needed to avoid becoming a victim of fraud and cybercrime.”

Kristian E. Stephansen, Card Fraud Prevention Expert




Cybersecurity for Coaches and Therapists

 

This groundbreaking book filters down the wealth of information on cybersecurity to the most relevant and highly applicable aspects for coaches, therapists, researchers and all other practitioners handling confidential client conversations and data.

Whether working with clients online or face to face, practitioners today increasingly rely on the cyberspace as part of their practice. Through a solutions-focused lens, the book provides easy-to-apply practical advice and guidelines using non-technical language, enabling practitioners to mitigate the rising threat of cybercrime, which can no longer be ignored. By the last page the reader will have knowledge and awareness towards: securing devices, spotting financial fraud, mitigating the risks of online communications, operating more securely from a home office and handling a cyber event if one occurs.

Clear, concise, and easy to follow, this guide is a pivotal resource for coaches, therapists, researchers and all other practitioners protecting their clients and businesses.

Alexandra J.S. Fouracres is a cybersecurity manager and cyber fraud expert in addition to working as a coaching psychologist, academic and published researcher. She holds qualifications in coaching psychology and positive psychology and is a member of the British Psychological Society.
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Foreword

 

“Cybersecurity” – in the past this phrase could have been construed as an armed force pulled together by the federation to protect from the attacks of marauding cyborgs. However, cybersecurity is most definitely not a work of fiction nor is it something belonging to the future. It is very much a need and issue of the present day.

In many cases, though, it is still seen as the preserve of large global organisations with IT departments and technology officers holding tons of secret sauce in their IT systems that they do not want anyone else getting their greedy cyber hands on. At the same time, the reality, in this day and age, is that personal data is in as much demand, if not more, as any industrial secret sauce. Furthermore, because of the large-scale resources available to any sizeable organisation and their ability to monitor and protect their systems in an automated fashion, attention and focus have shifted to the more vulnerable. The sole practitioner who has confidential client data in a spreadsheet or some off-the-shelf client management system – where protocols around patching, updating and virus protection software are likely to be more haphazard and infrequent – may be considered a softer and easier target. There is also an element of using the smaller provider as a backdoor into the global organisations and their larger databases.

We owe it to ourselves, our clients and others who entrust us with their data to ensure that it is stored safely and in a protected manner. For that, we must know and understand how we protect our devices and the data that is stored on them. At times, for the non-technical, the information can be too techy, overwhelming and difficult to get to grips with and follow. That is why this book is an absolute treasure, as Alexandra identifies the threats that we need to be aware of and provides practical and pragmatic ways in which our devices and files can be protected against those threats. Drawing on her extensive experience in cyber fraud, alongside her training as a coaching psychologist, Alexandra walks the reader through the steps, building and reinforcing as she goes. For those who doubt the need, she has also included enough examples of how storing and safe-guarding personal data, and in particular sensitive personal data, of others can go wrong and what happens when it does, to persuade them otherwise.

Providing practical suggestions and advice, along with some concluding checklists, this book will both persuade you of the absolute need to improve the level of security that you already apply and encourage you to reassess on a regular basis. The cybercriminals are a creative bunch who don’t sit still for long; therefore, those of us who wish to protect our data from them cannot afford to do so either.

By Samantha Fletcher-Watts, PC. dp, FCA Ireland




Preface

 

The media stories and the complex volumes of materials that have been written up about cybercrime and fraud have meant people have become more aware. However, the complexity of the information often means people also continue to look forward, blinkers on, and hope cybercrime won’t happen to them. Those that work with the victims see that it does.

The truth is that technology keeps evolving, and it is overdue that we include cybersecurity as part of our ethics as practitioners. Being more aware of the risks out there, and putting into place some simple integrity practices around our data security, needs to be embedded into our day-to-day as practitioners in a technological age.

This book does this gradually, through building up information and knowledge as well as skills and comprehension. It might not be a surprise that as an author working with coaching psychology and positive psychology – as well as working in the subject field – that I have deliberately constructed the chapters to be solutions focused and enable new cognitive–behavioural pathways. This is done through building strengths, resilience and those all-important factors of competence and agency. By the last page, a new mindset towards cybersecurity is installed. The reader will no longer want to look away, but instead has already applied much of what has been learnt through small actions set for them, leaving them now better equipped and ready to absorb new information by themselves, going forward.

*

Perhaps to have contrast with all the different teams and groups I am in, this was a journey I simply decided to take quietly on my own. Thanks are still due to everyone in the writing group I have been part of some twenty years now, for ongoing wisdom that I have absorbed and support in the last months, even if I have not directly mentioned this project. Gratitude is also due to Samantha Fletcher-Watts, for being my sounding board, despite our different time-zones, and for being nothing but supportive and encouraging from start to end.

Thank you to everyone at Routledge – for understanding the vision of this book from the first moment.

Most of all, thank you to each reader coming on this journey that I hope will give you a new, more positive view of cybersecurity that you will take with you, going forward.
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Disclaimer

 

The information provided in this book is designed to provide information and motivation on the subjects discussed. Cybersecurity is a changing environment that this book cannot anticipate, nor can the approaches described herein protect each reader from every cyberthreat they may encounter. Neither the publisher nor the author shall be liable for any loss or damage caused to any person acting, as a result of the material in this publication.

This book is not meant to be used, nor should it be used, as a substitute for professional advice. Don’t use the information contained in this book in place of relevant and necessary professional advice to assist you as needed with applying the topics covered, setting up a cybersecurity framework or managing a cybersecurity incident.

While best efforts have been used in preparing this book, the author and publisher make no representations or warranties of any kind, and assume no liabilities of any kind with respect to the accuracy or completeness of the contents and specifically disclaim any implied warranties of merchantability or fitness of use for a particular purpose.

The author and publisher are providing general advice and are not responsible for any specific unknown situation of the reader and are not liable for any damages or negative consequences from any action, application or decision, by any person reading or following the information in this book.

References are provided for informational purposes only and do not constitute endorsement of any websites, links, articles or other sources. All links are for information purposes only and are not warranted for content, accuracy or any other implied or explicit purpose. Readers should be aware that the websites, articles, links listed in this book may change or become unavailable.




Creating a secure practice

 

Cybersecurity isn’t difficult. The problem is where to start, with so much overwhelming and alarming information out there.

This book provides you with a new view, simplifying a wealth of information on cybersecurity and fraud down to what may be most urgently relevant to coaches, therapists, counsellors, psychologists, researchers and anyone else handling confidential client conversations and data.

Cybercrime and technology will continue to evolve, and criminals can strike at any time. However, this book guides you through what we do have control over:


	Understanding the risks

	Implementing good cybersecurity practices

	Building a foundational understanding and competencies to take forward

	Knowing how to react if something happens



By the last page, you will have put in place some simple, instant action points. You will be able to continue the path alone, with an understanding of the threats and vulnerabilities most applicable to your line of work, and how to mitigate and react to them. Your new cybersecurity ethical best practices will be part of your day-to-day, and you will have created an enhanced trusted environment for your client interactions and data.

Watch out though – by the end of this reading journey, some of you will learn to love researching combating cybercrime and fraud prevention. You might find yourself immersed in this new world!





Introduction
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This book will enhance your ability to create a safe and trusted environment for your client and their data. The advice within is tailored specifically for coaches, therapists, psychologists, researchers, counsellors and all other practitioners handling confidential client data. The information is constructed as a practical learning experience. Through it, practitioners can incorporate simple foundations into their day-to-day, including secure storage of data, making informed choices about security tools and learning to spot the red flags of cybercrime. Overall enabling improved cyber resilience and formation of powerful habits around cybersecurity that can be built on, along with an ability to react if something happens.

Basic cybersecurity is not as difficult as we think it is. It just requires some reading, absorption and implementation. Much of the media around cybercrime can create a maelstrom of fear. Break it down, and it looks a little different: technology and security are topics that quite simply need an eye-catching headline to get people who don’t work in those areas to read them! Without imposing headlines luring us in, many would likely still be uninformed about cybercrime, cyber fraud and the various ways criminals infiltrate businesses or private accounts to steal information and money.

Technology and its use will keep evolving; along with it, so will cyber risks. According to the US Secret Service (2020), the line between cybersecurity and financial crime has become increasingly entangled. The Office of National Statistics (ONS, 2021) in the United Kingdom published results from a telephone-operated crime survey conducted across England and Wales, revealing among other crimes an estimated 4.4 million fraud incidents and 1.7 million computer misuse incidents (such as hacking, viruses and malware) across the 12 months up to the end of September 2020. The threat is unfortunately very real. In March 2021, GOV.UK released results of a UK survey in which 39% of businesses had reported experiencing a cybersecurity breach or attack in the previous 12 months (Department for Digital, Culture, Media and Sport [DCMS], 2021). This, in a year, in which many businesses had a period of closure; it would be perhaps more pertinent to look at the figure from the year before, which was 46% (DCMS, 2020).

The data so far shows that everyone is a target for cybercriminals and fraudsters, who continually evolve their capabilities. The occupation someone has is often less relevant than how open the door is left for a criminal to get in. That said, as we will cover later, the practitioners reading this book make for very interesting targets. Any business can be targeted for financial gain, but a practitioner with confidential data will also be targeted to obtain particularly lucrative sensitive data and thus more financial gain through blackmail or extortion.

The lines that criminals will cross to gain from cybercrime do not involve any concern for ethics, confidentiality and data security – these being the most fundamental requirements of a practitioner reading this book, who typically informs their clients that all their interactions are confidential. The message through all the chapters should become clear: cyberthreats are so prevalent that it is impossible to ensure confidentiality and data privacy without consciously implementing cybersecurity in practice.

For a practitioner working with confidential data, cybersecurity can help reduce the risk of the following issues for their practice:


	Damage to reputation due to breach of confidential data pertaining to clients, or from having to disclose a breach that has come from poor security or controls

	Loss of business/earnings due to either loss of reputation or disruption and downtime caused by a cyber event or fraud

	Financial loss due to a cyberattack or fraud

	Fines/penalties for not implementing any necessary data security measures in relation to local/national laws

	Consequences of breaching ethical conduct guidelines/codes of conduct of relevant accreditation and membership bodies or licencing boards related to topics such as ensuring confidentiality and correct data handling



Being more aware of the risks out there, and putting into place some simple integrity practices around our data security, then needs to be embedded into our ethical practice as practitioners in a technological age. Yet, the self-employed and small- and medium-sized businesses do not always have available to them the information they need to prevent, cope with or respond to a cyberthreat (Gafni & Pavel, 2019). This book will offer knowledge and practical solutions to address that issue.

While there is no silver bullet or one-step-fits-all to prevent cyberattacks, data breaches or fraud attempts, by the last page of this book, improved cyber practices and behaviours will be in place (which include due care to prevent an event and detect and react if one does occur). This making each practitioner reading this and applying the information less of a target for criminals and enabling them to say they are a more cybersecure practitioner who has added to their ethics toolkit actual security around their client data.


Your toolkit

The pages of this book build, among other things, the following toolkit:



Prevention and mitigation

	Active implementation (as you read) of best practices around cybersecurity to build your defences

	Case studies and knowledge on how to spot specific cyberthreats

	Information towards keeping computers and other electronic devices as secure as possible

	Advice on how to benchmark if you are using the most up-to-date and secure products available

	Tips on how to enhance the protection of stored client data

	Benefits of sharing with your client what you do in order to create a safe environment for their data and your interactions together

	Actions to lower the risk of fraud losses on your bank accounts





Awareness

	Understanding the specific cyberthreats and fraud types that pose a higher risk for the practitioners reading this book

	Recognising why good ethical practices around cybersecurity are required to fulfil ethics requirements around confidentiality and compliance with data privacy legislation

	Alertness as to the cyber risks of any software/tools

	Enhanced attentiveness to red flags, abnormalities and scams

	New appreciation of the importance of data security for both practitioner and client





Response ready

	Ability to respond quickly and competently to a security breach or cyberattack

	First possible steps – if you become a victim of cyber-enabled fraud

	Tips for recovery and moving forward
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Introduction

The very nature of the work you do – which can involve delving into the most sensitive, protected and personal areas of a person’s life – means a need to protect all client data. Confidentiality and safeguarding clients are among the first basic things learnt by all coaches, therapists, counsellors, psychologists, researchers and practitioners in care-giving roles. This chapter presents an honest view of how these factors fit into today’s technological world and outlines the foundations of why every practitioner needs to learn to be cybersecure if they want to keep client data safe as well as client–practitioner interactions secure (whether written or spoken).



After reading this chapter you will have more awareness on


The home office

Including an understanding of what a home office and working from home actually mean today on both sides – for you as a practitioner and for your clients. While some readers may be employed by a corporation, many may be self-employed, working from a home set-up or a small office with equipment set up by themselves. Others may be working both in a corporation and a home office set-up.



Why cybersecurity is important?

Demonstrated through a discussion of the growing threat of cybercrime, highlighting the reasons why you need to self-educate on how to combat this.



Why the healthcare sector is a target?

Through an explanation of why occupations that fall under healthcare are targeted by cybercriminals, a trend that does not currently show any sign of abatement.

*




Terminology and your role

For simplification, the term “practitioners” is used throughout the book to group everyone this book is aimed at: coaches, therapists, psychologists, counsellors, researchers and other professionals handling confidential client data. This choice was made purely to have one term to cover all the readers. The term “client” is similarly used to group anyone practitioners work with.

Definitions of the term “cybersecurity” can vary, and often include references to protecting networks and devices. Overall, for the reader of this book, cybersecurity includes being able to detect, mitigate and stop vulnerabilities, risks or attacks on your devices, networks and data. It also covers knowing how to respond in the event of an attack occurring.

It is important to point out that, in today’s world, it is unlikely that any practitioner has zero touch points to the cyberspace and works without any form of connected electronic device (computer, tablet, phone or other). This would require that you correspond with clients only through face-to-face communication, never on a phone or other electronic device, never over email and never over any communications software/apps. It would also mean you never store session notes, calendar entries or static data related to your clients on a computer, tablet, smartphone or other electronic device. Also, to be clear, data written offline on a device disconnected from a network does not make it “safe” from cybercriminals; it can still be taken if the device is stolen or when the device goes online again. As soon as you touch the cyberspace, you are open to the risks this book will lay out. The book further funnels all of this down, chapter-by-chapter, to the focus points relevant to the reader.

Other useful terminology to understand at this point is that cybercrime is often delineated into cyber enabled and cyber dependent. Cyber-dependent crimes are those that rely on electronic devices (both on the criminal and the victim side) and a network connection to execute the crime – at least initially (Europol, 2017). Ransomware (which will be covered later) is an example of a cyber-dependent crime. Cyber-enabled crimes are crimes executed via the cyberspace, but not fully reliant on it. An easy way to distinguish this is: could the crime be committed in another format offline (The Crown Prosecution Service [CPS], 2019)? For example, you can be scammed for money by someone talking to you face-to-face, or via some form of correspondence over a computer, the cyberspace just enables a new, escalated or alternative form of the scam.

These definitions prompt a very important reminder on cybersecurity for the audience of this book: practitioners have a responsibility to understand their role in reducing the “dependent” and “enabled” factors of these crimes through cybersecurity and their own awareness. As will be shown in Chapters 5–7, some cybercrimes rely on weak security, while others rely on a person falling victim to a story.

You are operating in occupations where the term “confidentiality” is one of the main foundations of working with a client. Ensuring this and protecting client information starts from the very first contact. Data should be understood as comprising anything related to a client, including all interactions. The bottom line is that the moment you handle, process or store data insecurely, which includes having a conversation insecurely, you leave a door open for a criminal or an opportunist – to obtain the data either through unauthorised access online or by physically stealing it offline.

Most accreditation bodies/associations practitioners are members of now include references to data security in their ethics codes and competency frameworks or other guidelines. However, these are often just references with limited interpretation of what is written. As a practical guide, this book, by applying the cybersecurity lens, gives the reader more insight into why these regulations are there – not only to protect clients but all of us. By incorporating practices to protect data, we also make our entire practice less vulnerable. This is vital because where practitioners work from the foundations of confidentiality and trust, criminals operate from the opposite side of the spectrum. Their strategies are built around finding vulnerabilities that will enable them to exploit victims, and the more sensitive the data, the more valuable it is.


With technology comes responsibility

Before the advent of computers, client data was vulnerable where it was, in the physical space where it was written or lay locked up in fireproof safes or cabinets, which meant that it could only be taken from that one place. Today, however, emails, calendar events and notes connecting a practitioner to a client are typically stored on devices that can be moved around and connected online.

The ease with which we can store data and make it portable, along with the increasing vulnerabilities in the cyberspace, has likely been part of why there has been an increase in privacy and data protection laws over the last decades (Solove, 2007). The challenge is that the cyberspace today enables more entry points for criminals and more extraction points for them to take your data and listen in on your conversations.

An important point to make here is that a breach of privacy or data occurs when any type of record is taken. One online session overheard by a stranger, one exposed chat message thread or the breach of a calendar app and all its records, including the names and contact information of clients, is enough to threaten exposure of your clients and even bluff that more information is held. As will be highlighted through a real-life story coming up in this chapter, the fear of what might have been exposed can be enough to create emotional responses in clients. The breach of trust factor is significant.

All these points said, working online today is not only unavoidable but also enables practitioners to potentially provide more services, more efficiently than before. Storing client information electronically means it is available from anywhere at any time, and engaging in digital communication may improve outcomes dramatically for some clients, who would otherwise struggle to attend onsite (for either practical or health reasons). So, while the realities of cybercrime will be pulled into focus in this chapter, do not let this deter you; rather, the information is being provided to firmly show why cybersecurity is here to stay.

Another important point is that not all cyberthreats will target your clients’ data. Some will be aimed at extracting money from you, through scams aimed at your business or you as the practitioner. These are also unfolded in this book, along with how to spot and mitigate them. Learning how to mitigate these threats is arguably just as important as protecting your client data, because cybercrime and fraud can cause long-lasting damage either financially or personally – to the extent that it can then have ripple effects on clients, leading to a situation where the practitioner either needs to discontinue or close their practice.

A final note on the important role you play in this journey. When working with clients, human behaviour and cognition may often be important factors in choices and outcomes for them. Although cybersecurity relies on technology and tools, human factors play a crucial role there too, particularly against criminals who continuously will look for a way in, and do not have any boundaries. By understanding the why, what and how and starting to implement some good practices along with reading these chapters, you minimise your own vulnerability as well as the weaknesses in your technology set-up.

In summary, it is through taking an active part in learning about cybercrime, understanding how to spot red flags as well as setting up security tools, that you enable a holistic, more effective cybersecurity approach (Back & LaPrade, 2019). Through changing behaviours and practices you can also build further on what you learn in the future, and much of what you read here can also be adapted into your everyday, personal cybersecurity practices.


Why being fully offline is not actually a safer option

There is no silver-bullet solution to any of the cyberthreats or issues mentioned in this book, unfortunately. The reality is that if one source of income for a cybercriminal is closed off, they will explore a new modus operandi (MO), look for new ways in, find the next security flaw or vulnerable person to exploit. It can be tempting, then, to consider that taking an alternative route to cybersecurity is having a no digital, online footprint – or a reduced one.

The problem is, this doesn’t work any longer either and would just reduce the client experience of being able to reach you digitally. Security expert Brian Krebs (2020b) has pointed out that the pride some people have had in how they have avoided using the internet and online accounts for anything that involves personal or financial data may be the type of pride that comes before a fall. In today’s world, not having registered and gained control over your digital identity – where there are opportunities to do so – means someone else might do so for you. Gaining online access to government-related accounts, banking services, pensions, tax, credit, driver’s licencing and other accounts with online access may not require a significant amount of information for a criminal if access has not been established before. Krebs describes the importance of planting “your virtual flag” – enabling online access where you can before someone else does (2020a, 2020b). Each area of a digital identity a criminal obtains access to can also enable them to move to the next.

Tip: Consider people around you, outside of the professional sphere. Do you have an elderly or vulnerable relative who has never banked online (and especially consider if they have told others of this)? It can be safer to set them up and put maximum security controls on that access and what can be done with that access, than keep them offline, where someone else might set up access in their place. Discuss with their bank to explore options. Similarly, ensure that they have set up any extra controls, such as multi-factor authentication (MFA), before a criminal or an opportunist does (Krebs, 2020b).





Threats to the home office set-up

Launching into the 2020s, it was impossible not to pause for a small reflection on a hundred years earlier. The 1920s had been a decade of economic boom and cultural change, thus earning the expression the “Roaring Twenties”. The decade offered new freedoms to women, and many industries, such as transport, medicine and media, grew, expanded and started to thrive. Jazz and dance clubs dominated a thriving social scene. A century later, the 2020s started a little differently. Aeroplanes – which, in the 1920s, many people wanted to try and experience – were grounded and out of bounds. Our medical field was overrun by a pandemic, leading to lockdowns that flattened the social scene. During isolation due to COVID-19 restrictions, people turned inward. Reliance on online media (essentially any way of communicating online) became a necessity – via our now omnipresent internet, which is difficult to live without.

Online media and the internet became facilitators, among other things, for the following:


	Social contact where physical contact was not possible

	Purchase of goods and food

	Work – enabling continuation of work for many from a home instead of an on-location office or other environment



All of this was possible and part of many people’s lives pre-2020 and pre-pandemic. A new reliance and an accelerated, increased use of such possibilities occurred, however. The expanding use of the cyberspace means that many, including practitioners, will continue to have more online work opportunities post-pandemic. The changing times have, however, also drawn the interest of cybercriminals towards targeting people working from home. Many readers may have seen increased media coverage of the weaknesses of a home office set-up or online media tools during this period (Patterson, 2021). More on all of this will be unpacked in this section to demonstrate some of the initial reasons a practitioner needs to become cyber aware and competent at their own cybersecurity.

First, let’s look at what working from home (WFH) or a home office can look like, for both practitioner and client, before going deeper.



Practitioners may be

	Working from a home office or other personal practice space (operating alone or as part of a small business) they have set up themselves

	Offering online and/or onsite services

	Working as associates or employees of a company or institution (in a role linked to their professional field). Working onsite or a mix of onsite and via logging into the company’s systems from a home office set-up

	Completing temporary/short-term contracts, executed online from a home office set-up, or onsite at the offices of companies/corporates they are hired to work for. (This may be as a consultant or contracted party for a particular work engagement.)

	Undertaking a mix of roles – personal practice and working as an associate or a consultant for companies (or any other combination)



It is important to note that whichever combination of the aforementioned you fall under, it will be rare to meet a practitioner who is never using a device, a network or an office space essentially under their own responsibility to secure. Two scenarios:


	Where 3 or 4 applies to you and none of the others, evaluate still if you only use the devices of the companies on their premises and network. Often, practitioners will prepare or log in from their own home-based set-up

	If you work for multiple companies, you may also still use your own devices (particularly if you are contracted) as well as your own home office space





Clients may

	Be seeking face-to-face, onsite services only

	Prefer an online practitioner to reduce travel time

	Seek a mixture of onsite and online support

	Simply have preferences not to meet at a practitioner’s place of work due to safety or other concerns

	Want to work with a particular coach, counsellor or therapist recommended to them, but who is not within reasonable travel distance and therefore they require online services



The client view centres around finding the right practitioner and a session type that suits them in terms of format and availability. Although many clients will consider data security in terms of privacy laws where they have become aware of their rights over their own data (dependent on their location), they probably rarely consider the security of their data from a technological, cybersecurity point of view. This leaves the balance of responsibility and the motivation to ensure a cybersecure practice weighted towards the practitioner. How practitioners need to connect the dots between data laws, ethics and cybersecurity comes later on, in Chapter 8. For now, let’s continue looking at where the practitioner is working.


The corporate influence

In this section, let’s just look a bit closer at the WFH influence from the corporate space. As a practitioner, you may or may not have working contact with companies or the corporate world. Many of your clients do, however, and there is some wisdom to glean from this as one world can affect another. Examples:


	Clients now used to working online more may seek more online and remote services for themselves than before, after experiencing its convenience when working

	The fact that the pandemic was a driver for a greater focus on cybersecurity stems heavily from the corporate world going home to work



While, as already noted, some practitioners may not have felt a large shift in working practices, the society and systems we are under have very much shifted. Along with the increased WFH focus has come the increased focus of cybercriminals on attacking home offices (ECHO, 2020).

The corporate world was arguably anyway heading towards a more flexible working structure for employees.
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