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Foreword

The migration of sociability, business, entertainment, and other activities from the
physical world to the virtual world of the Internet has dramatic implications on
many fronts. The societal mores, legal structures, and commonly accepted business
practices that govern everyday life in the physical world have evolved over thou-
sands of years, and that evolution continues every day. But now we’re in the process
of translating those structures to the Internet, creating a new place where people can
interact. That “place” is radically different from the physical world, one where net-
worked applications combine with ubiquitous connectivity to free transactions, com-
munications, and other activities from physical constraints, thus, creating an entirely
new set of requirements.

When it comes to enabling a truly virtual world that can accommodate the breadth
and depth of human endeavor, nothing is more important than identity. On the
Internet, movement is instantaneous. People, applications, transactions, and data
can cross many types of borders via many different paths. At the same time, the secu-
rity issues associated with a very public and virtual space have become painfully clear
as spam, phishing attacks, fraud, and identity theft have become all too common.

Digital identity is the keystone that will ensure that the Internet infrastructure is
strong enough to meet basic expectations for not just service and functionality, but
security, privacy, and reliability. That fact is becoming more and more obvious to
more and more people every day. But as the Zen master once said, knowing the path
and walking the path are two very different things.

How we create, use, store, and verify identity in the Internet context is a complex
question, one that transcends both the public and private sectors, and every conceiv-
able business. It raises a large number of thorny issues for society and individuals (not
the least of which is privacy), corporations (including the regulation of core opera-
tions), and governments (laws, regulations, international treaties). The manner in
which these issues are resolved will have a long-term impact on all segments of soci-
ety and will determine what forms of digital identity will first augment, and then (at
least potentially) replace the “official” and “trusted” manifestations of identity on
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which the physical world relies today. That change will take years, extending past the
end of the current decade, involving societal, cultural, business, and political efforts.

How much control individuals will be able to take—or will want to take—over their
digital identity is the subject of intense debate, for example. Pessimists predict that
the intersection of government and commerce will create a surveillance state, one
that will make privacy an artifact of the past. Optimists predict the liberation of the
individual from both corporate and government control through the use of identity
technologies that will put the individual in charge, inverting the traditional relation-
ship between “consumers” and “service providers.” That debate will continue for the
foreseeable future as unfolding events pull us in both directions.

Today, much of the activity around digital identity is business-focused. The pressure
to compete in a networked world while simultaneously reducing costs is driving
companies to integrate business processes and information technology on an increas-
ing scale. Many enterprises are creating inward- and outward-facing systems that tie
employees, customers, partners, suppliers, contractors, and other constituents into
their business processes, for example. Instead of thinking about individual applica-
tions, enterprise IT architects must consider end-to-end business processes that span
many boundaries, and how they can integrate the components of IT to support
them. These trends are causing wholesale change in IT architectures, moving them to
what we at Burton Group call “the virtual enterprise.”

The move to the virtual enterprise brings with it new security risks. These risks,
along with the rapidly increasing number of regulations, both in North America and
the European Union, are driving the need for new security models. Simply put, the
traditional exclusionary security model—perimeter-based systems focused on keep-
ing bad people out of the network—are not sufficient to protect the virtual enter-
prise. Today, businesses must augment exclusionary security with an inclusionary
security model, one capable of explicitly determining, through policy, who can
access the applications and data that support core business processes.

Such inclusionary models are unattainable without identity management. Identity
must become persistent through the continuum of any given business process, span-
ning not just multiple applications, but also multiple organizations. Only then can
identity provide the predicates for corporate governance, security, regulatory compli-
ance, risk and liability management, and other core business functions.

For most enterprises, identity management is not easy. In fact, most enterprises’ iden-
tity management processes are poor, a fact that internal and external audits make pain-
fully clear. Historically, enterprises have treated the symptoms of the identity
management problem with point solutions. But Internet-scale identity management
requires an integrated set of infrastructure services that enable a holistic approach to
defining and managing identity. This sophisticated array of tools includes directory ser-
vices, rules-based user provisioning, delegated administration, and self-service adminis-
tration for passwords or other attributes. General-purpose, strong authentication
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systems, along with good credential management, are also core components of better
identity management. Beyond authentication, enterprises must link applications to
access management systems across a variety of operating systems, applications, and
web-based single sign-on (SSO) products, making policy management yet another
important part of the system.

Effective identity management also requires a new approach to systems integration
and interoperability. Previous efforts to solve the identity problem (such as X.509-
based, public-key infrastructure) attempted to achieve interoperability through sym-
metry and homogeneity. But federation has recently emerged as a new and more
effective approach to enabling interoperability between security domains. Emerging
federation standards rely heavily on the loosely coupled web services architecture,
which in turn relies heavily on the eXtensible Markup Language (XML). Both the
web services framework and interoperable identity are evolving along similar archi-
tectural lines for obvious reasons. While the web services framework enables the vir-
tual enterprise, identity management secures it. So it’s quite necessary for them to
share architectural underpinnings.

The web services framework has, in essence, begun to create a standard software
“communications bus” in support of service-oriented architecture. Applications and
services can “plug in” to the bus and begin communicating using standard tools. The
emergence of this “bus” has profound implications for identity exchange. Just as appli-
cation and transactional data will flow across that bus, identity data will flow over that
bus. And within service-oriented architectures, identity will become a core service.

The combination of web services and federated identity management has enormous
potential; however, we have only just begun a long but inevitable transition to such a
full-scale identity management infrastructure. And technology alone will not enable
it. Regulations, laws, policies, and other mechanisms must evolve—both nationally
and internationally—to create the context and boundaries for the acceptable use and
management of identity. Likewise, business models for federating identity—includ-
ing liability, risk management, and workable governance models—must evolve.

The evolution will be painful at times, occurring in fits and starts. Today, we’re sev-
eral years and many breakthroughs away from the combination of standards, tech-
nologies, legal frameworks, and business models necessary to create a fully
interoperable identity framework. While we’re in the early days, however, it’s clear
that the era of digital identity management has arrived, and tools and techniques are
emerging that will help companies address the issue. There are clear and strong links
between identity management and enterprise business objectives in many industries.
The market forces that will drive us inexorably forward to resolve these complex
problems are active, causing real and significant movement.

Given these realities, today’s IT managers must start creating an identity manage-
ment infrastructure that meets their business objectives. And that makes books such
as this one all the more important. Through his work in both the public and private
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sectors, Phil Windley has a perspective on the issues of IT architecture and identity
management that can come only through experience. Phil has lived the problem and
is dedicated to finding a solution: one that works not just for one company, but for
all companies. Phil has poured much of his experience into this book, which pro-
vides a great starting point for anyone needing to understand both the issues and
technologies behind effective identity management.

It’s that starting point that is often the most important in any attempt to drive signifi-
cant change, either in an organization or a technical architecture. The people and
companies who take what Phil has to offer in this book, learn from it, and use it to
start the process of change will be better prepared for the future. This book can be
the first step toward a general-purpose identity management infrastructure that will
enable new applications, services, or business models while reducing costs.

As an increasing number of enterprises take that path, digital identity management
will emerge as a pervasive infrastructure, within, between, and across organizational
structures. The technologies and standards, as well as the law and policy that evolve
to regulate corporate use of identity information will both influence and be influ-
enced by the larger personal identity infrastructure to come. Enterprise identity man-
agement and the larger societal move toward digital identity for customer,
governmental, and other activities will inevitably intersect, changing the way we live
and work in the process. I look forward to working with Phil and a host of other par-
ticipants in the creation of that infrastructure.

—Jamie Lewis
CEO and Research Chair
Burton Group
February 2005
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Preface

In late 2000, Governor Michael Leavitt of Utah asked me to serve as his CIO and a mem-
ber of his cabinet. Governor Leavitt had a strong belief in the power of e-government to
transform government operations and thought that my private-sector experience as CTO
for an early e-commerce start-up, iMall.com, and then as vice president of product devel-
opment at Excite@Home was just what was needed to help build e-government in Utah.

I spent almost two years working on that vision and building an infrastructure to sup-
port it. While T was CIO, T struggled to learn how to build flexible, interoperable
infrastructure in a large, loosely coupled organization. Many of the issues we faced,
such as privacy, naming, directories, authentication, and digital signatures, were
identity issues. Many more of them were about how to execute an enterprise strategy
in a decentralized organization. State governments are not alone in those challenges.

I have a deep respect for the power of digital identity, and I am convinced by my
experiences in e-commerce and as CIO that digital identity was a foundational ele-
ment in modern IT systems. I can’t imagine an agile, business-responsive IT infra-
structure that doesn’t have at its core a flexible, interoperable identity infrastructure.

Not long ago, Doug Kaye sent an email to a group of folks that said, essentially: “The
world needs a book on digital identity. Would any of you like to write it?” I thought
that sounded fun, and this book is a direct result of Doug’s question.

Throughout this book, you’ll find stories from my experiences as a CTO and CIO
that illustrate identity concepts. Interestingly, when I had those experiences, I wasn’t
usually thinking about digital identity. Consequently, I was surprised to find that
many of my past experiences were directly related to the subject of this book. In
relating these experiences, I don’t want to take undue credit for what happened. Lit-
erally hundreds of people participated in the experiences I relate, and I'm grateful
that they did. I learned a lot.
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Who Should Read This Book

This book is designed to familiarize CIOs, IT managers, and other IT professionals
with the language, concepts, and technology of digital identity. As I said, I believe
that managing digital identity is one of the most fundamental activities in IT and that
a good identity management strategy is the key to not only protecting the enterprise
from attack, but, more important, providing flexible access for partners, customers,
and employees to needed information and systems.

The concepts in this book apply equally well to a wide variety of organizations.
While this book primarily talks about digital identity in the context of business, the
concepts are as applicable, and opportunities as great, for non-profit groups and gov-
ernment agencies. As I mentioned, my experiences cover the public and private sec-
tors as well as large and small organizations. When I use the word “enterprise” in
this book, I mean any business or organization—for-profit or not. The term can even
apply to business units, provided their decisions about identity are relatively inde-
pendent from other business units in the larger organization.

This book is not a book with code examples and recipes for building digital identity
management systems. Even so, it is a technical book that explains the technology of
digital identity in some detail. More importantly, the book puts the technology in
context and shows how it can all be put to the task of managing digital identities
inside your organization.

The book is divided into three sections. The first section is about the core concepts
in digital identity, including privacy and trust. The second section discusses the tech-
nology of digital identity. The third section portrays in some detail a process, called
an identity management architecture (IMA), that you can use to build a digital iden-
tity infrastructure in your organization, regardless of its size or organization. The
information in the last section is prescriptive in nature. Because of my experiences, I
have a clear philosophy on how to build an IMA. I present a rather a detailed series
of steps that show how to create an IMA and how to use it.

Conventions Used in This Book

The following typographic conventions are used in this book:

Italic
Used for file and directory names, email addresses, Unix commands, and URLs,
as well as for new terms where they are defined.

Constant Width
Used for code listings and for keywords, variables, tags, functions, command
options, and strings where they appear in the text.

Constant Width Bold
Used to mark lines of output in examples.
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Constant Width Italic
Used as a general placeholder to indicate items that should be replaced by actual
values.

Comments and Questions

Please address comments and questions concerning this book to the publisher:

O’Reilly Media, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

(800) 998-9938 (in the United States or Canada)
(707) 829-0515 (international or local)

(707) 829-0104 (fax)

We have a web page for this book, where we list errata, examples, and any addi-
tional information. You can access this page at:

http://www.oreilly.com/catalog/digidentity
To comment or ask technical questions about this book, send email to:
bookquestions@oreilly.com

For more information about our books, conferences, Resource Centers, and the
O’Reilly Network, see our web site at:

http://www.oreilly.com

Safari Enabled

When you see a Safari® enabled icon on the cover of your favorite tech-

safal'l nology book, that means the book is available online through the

T O’Reilly Network Safari Bookshelf.

Safari offers a solution that’s better than e-books. It’s a virtual library that lets you
easily search thousands of top tech books, cut and paste code samples, download
chapters, and find quick answers when you need the most accurate, current informa-
tion. Try it for free at http://safari.oreilly.com.
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CHAPTER 1
Introduction

In medieval times, strong walls and moats surrounded great cities. Guards were
posted at the gates of the city, and everyone coming or going was inspected and
questioned about their purpose for entering or leaving the city. At the same time, cit-
ies were where the markets were held. You can imagine the crush at the gates on
market day with peasants bringing their goods into the city from outside and visitors
clamoring to get to market. After market was over, the process was reversed. With
our modern eyes, we can see what an impediment to commerce the walls were, yet at
the time, city residents were thankful for their security.

The walls were not broken down by enlightened thinking about of how markets
should work, but rather a weapon for which the walls were no match: the trebuchet
(see Figure 1-1). A trebuchet is a gravity-powered catapult that is vastly superior to its
torsion-powered cousins. The trebuchet revolutionized medieval siege warfare and
eventually spelled the end for city walls. The result not only forced an alternative
strategy for security, but also had the pleasant side effect of increasing commerce.

I recently had the opportunity to sit with a group of CIOs and discuss digital iden-
tity. What struck me was how much of the conversation was about security and lia-
bility rather than identity and opportunity. They had a siege mentality and their
security planning showed it.

Modern corporations are the walled cities of our time—sitting behind firewalls and
defending themselves from attack. What these CIOs and others can’t see is that their
security implementations are restricting their company’s opportunities in the same
way that ancient walls restricted commerce in their day. Fortunately, commercial
enlightenment, rather than a weapon that cannot be withstood, is awakening a desire
in corporations to rethink how we provide security so that our interactions with cus-
tomers, employees, partners, and suppliers are richer and more flexible.




Figure 1-1. Trebuchet

Business Opportunity

The economic shifts that have occurred over the last decade have changed how busi-
nesses operate and the expectations of customers. One of the most dramatic shifts
has been the rise of network-based, automated services. In many cases, we're
“spending more and owning less,” in the words of Jeremy Rifkin. When I fly, I
almost always purchase tickets online, but more than that, almost all of my needs as
a customer of the airline are self-serviced, using online web applications. I can check
flight schedules, be notified by SMS if my plane is running late, check my frequent
flyer account balance, and even redeem upgrade points and change my seat online.
The changes underlying these trends have profound implications for businesses and
customers alike.

For businesses, a service-oriented economy means that they must adjust to entirely
new ways of relating to their customers. The World Wide Web changed the way
companies market their products. But more importantly, the products themselves
have changed. Perhaps the most significant change is that there is no longer a human
in the loop to create a trust relationship with the customer, make up for process defi-
ciencies, and represent the company. When two businesses merge, they often find
that they have very different approaches to knowing their customer and that this
makes leveraging the combined operation almost impossible.

For customers, the changes are equally dramatic. Where they used to purchase things
from people at physical locations, they now purchase or use services delivered to them
electronically on their computer, PDA, and even their phone. The usual trust marks that
customers have relied on in the past are either missing or easily forged. As the number
and breadth of services that people use grows, they find that they are inundated with
requests to identify themselves and to divulge information they consider private.
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In addition to their customers, businesses have relationships with partners, suppli-
ers, and employees. Networks have changed those relationships as well. Just as with
the business-customer relationship, these relationships are increasingly moving to
the electronic world and being mediated by automated processes rather than people.

Digital Identity Matters

At the heart of this service-oriented economy are network-based, automated transac-
tions. Automated transactions are fundamentally different than the transactions that
occur in the physical world. When I stop by the convenience store to buy a snack, I
can exchange cash for peanuts. Unless the clerk happens to know me, the transac-
tion is anonymous. In contrast, in the service-oriented economy, anonymous transac-
tions are rare, because delivering service automatically almost always implies that
you have to know something about who’s receiving the service—if not their names,
then at least their preferences or other attributes. This identifying information is usu-
ally transferred digitally, across the network. In a service-oriented economy, digital
identity matters.

Of course when we talk about the service-oriented economy, we’re not just talking
about e-commerce. Note that my example with the convenience store involved a
small cash purchase. But imagine the same scenario, except this time I use a debit
card, credit card, or check. In any of those cases, I've invoked a network-based finan-
cial service as part of the overall transaction. Network-based services are as perva-
sive in transactions that occur in the physical world as they are in online interactions.

In an automated, network-based service, I have to know who you are in order to sell
you access to my service. Since these services are increasingly delivered over digital
networks, businesses need reliable, secure, and private means for creating, storing,
transferring, and using digital identities. Network-based, automated services are not
just delivered to customers—employees, partners, and suppliers also interact with
the enterprise via services. In many cases, anonymous service is impossible or unde-
sirable, and as a consequence, digital identities must be assigned and managed.

In addition to identifying customers to sell them services, business have an increas-
ing need to identify employees, systems, resources, and services in a systematic way
to create business agility and ensure the security of business assets.

Using Digital Identity

Digital identity is the lynch pin in each of the activities we have just discussed, along
with a wide variety of other activities important to business. Consequently, how your
organization manages digital identities will have a great impact on whether you are
constantly fighting problems brought on by a lack of attention to managing identity,
or whether you are exploiting opportunity enabled by a flexible and rational digital
identity infrastructure.
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The common ATM machine is a great example of how digital identity enables new
business opportunities. Before ATMs were invented, a bank’s customers took care of
their banking needs by presenting pieces of paper to a human teller. The papers
included instructions to the bank (e.g., deposit slips), cash, checks, and other finan-
cial instruments. Unless the teller personally knew the customer, the customer usu-
ally also presented some kind of identity credential, such as a driver’s license. The
teller was able to verify the identity of the customer and the validity of the various
pieces of paper.

The ATM was possible only because banks created a means of identifying their cus-
tomers digitally. We’re all familiar by now with the debit card and PIN that ATMs
require from us before service. The card carries identity information and the PIN tells
the bank that the person presenting the identity is entitled to use it. With the advent
of a digital identity infrastructure, banks no longer needed a human in the loop to
verify the customer’s identity.

From the bank’s perspective, the most obvious benefit from an ATM is to reduce the
cost of employing the teller, but there are other benefits as well. I lived in Japan for
two years during the 1970s and experienced ATM machines there for the first time.
I’d never even heard of ATM machines before that. I had a chance to visit Japan
again in 1996 and found something strange. There were still plenty of ATM
machines, but they operated only when the bank was open. You you could only
receive during banking hours.

Japanese banks, at least in 1996, still viewed ATMs as simply “teller replacements.”
But in the U.S., something more interesting had happened: ATMs were used to
extend service in ways that went beyond merely replacing the teller in the branch.
ATM machines extended service in three fundamental ways:

* ATM machines were open 24 hours per day, seven days a week. In fact, the first
time I ever saw the phrase “24/7” was as part of a branding campaign for a small
credit union in California. 24/7 was a catch phrase in the banking industry
before the Internet made it popular.

¢ ATM machines increased the number of customers a bank could service simulta-
neously, with multiple ATM machines being installed in many bank branches.

* Because they are relatively inexpensive, ATM machines were installed outside of
bank branches in convenience stores, shopping malls, theaters, and so on. These
businesses usually shared in the profit from the ATM transactions.

This example shows clearly the three primary ways that information technology can
extend a business. Tom Parenty” describes them as extensions of time, scale, and
locale.

* Parenty, Thomas J. Digital Defense: What You Should Know About Protecting Your Company’s Assets. Cam-
bridge. Harvard Business School Press, 2003.
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Each of these extensions is built on a foundation of digital identity. Without a digi-
tal identity infrastructure to give bank executives the ability to trust that people using
the ATMs are allowed to take authorized actions, ATMs would have never been
deployed.

The other side of this relationship is equally instructive. Customers feel good about
participating in transactions with the bank because of trust marks that they encoun-
ter before and during the experience: the big building, the brand of the bank, the
FDIC sticker, and last but not least, the teller are all part of this. The first ATMs were
installed in bank lobbies to keep much of that intact. Humans frequently helped cus-
tomers through their initial fear of dealing with a machine, effectively transferring the
trust that customers placed in the human teller to the digital identity infrastructure
and computer systems that made up the ATM system. Nowadays, of course, ATMs
appear in all kinds of settings, and most people trust the debit card and PIN to ade-
quately protect their assets.

Just as ATMs changed the way banks do business, information technology, and espe-
cially the growth of the Internet, has fueled a multitude of opportunity for business
to throw off the old restrictions of time, scale, and locale. Doing so, however,
requires a better understanding of digital identity than ever before.

The Business Context of Identity

Like medieval city planners, IT professionals and others have traditionally thought of
security as an edge game. Given a firewall and access control to the network, we can
do a reasonable job securing a business. However, the economic shifts spoken of pre-
viously have driven the need to integrate systems not only internally, but with trad-
ing partners and customers as well. This trend is fueled by XML and the creation of
standards for exchanging data and the increasing trend to decentralized computing
that is embodied in service-oriented architectures (SOAs) and web services. But this
trend has ramifications for business security: we can no longer treat the edges of the
network as a secure perimeter.

When integration is driven by business, rather than IT needs, security policies need
to talk about documents, data, actions, people, and corporations instead of machines
and networks. This new security model is infinitely more complex than the old
“secure perimeter” model. But even if you can define your identity strategy, how do
you ensure that it is properly implemented across dozens or even hundreds of sys-
tems, and, at the same time, control access to fields of a database or paragraphs of a
document?
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Foundational Technologies
for Digital Identity

Understanding how your organization can make use of digital identity requires
understanding concepts such as trust and privacy. Moreover, digital identity is built
on a set of technologies that includes cryptography, authentication, authorization,
identity provisioning, directories, digital rights management, identity federation, and
interoperability standards. Later chapters in this book will discuss these concepts
and technologies in detail, and show how they fit into an overall identity manage-
ment strategy.

Identity Management Architectures

The most difficult part of getting identity management right isn’t technical. Manage-
ment, policy, and even political issues are more likely to be the things that stand in
the way of success. To that end, the final section of this book will describe a meth-
odology for creating what I call an identity management architecture (IMA) that can
help you overcome these challenges.

An IMA is unique to each organization. Creating an IMA for your organization
requires a firm framework for governance and understanding the business context
within which it will operate. To that end, the methodology in this book includes
detailed ideas about how you can document, analyze and understand the business
context that your identity infrastructure will have to support.

An IMA has three primary components:

Process Architecture
The process architecture is a methodology for determining how your business
accomplishes identity related tasks now and how they should be accomplished
in the future. The architecture is based on an identity infrastructure maturity
model that lays out how processes can be changed to make them more effective
in supporting the identity needs of the business.

Data Architecture
The data architecture is a model of the identity data in your organization.
Recently, a number of news stories have highlighted organizations that lost con-
trol of identity data and were publicly embarrassed over the resulting privacy
concerns. Getting a handle on where your identity data is and what processes
affect it will help you avoid these problems and help you build an infrastructure
that is responsive to business needs.
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