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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the IOS Command Reference. The Command Reference describes these conventions as follows:

[image: Image] Bold indicates commands and keywords that are entered literally as shown. In actual configuration examples and output (not general command syntax), bold indicates commands that are manually input by the user (such as a show command).

[image: Image] Italic indicates arguments for which you supply actual values.

[image: Image] Vertical bars (|) separate alternative, mutually exclusive elements.

[image: Image] Square brackets ([ ]) indicate an optional element.

[image: Image] Braces ({ }) indicate a required choice.

[image: Image] Braces within brackets ([{ }]) indicate a required choice within an optional element.


Introduction

So, you have worked on Cisco devices for a while, designing networks for your customers, and now you want to get certified? There are several good reasons to do so. The Cisco certification program allows network analysts, design engineers, and network architects to demonstrate their competence in different areas and levels of networking. The prestige and respect that come with a Cisco certification will definitely help you in your career. Your clients, peers, and superiors will recognize you as an expert in networking.

Cisco Certified Design Associate (CCDA) is the associate-level certification that represents knowledge of the design of Cisco internetwork infrastructure. The CCDA demonstrates skills required to design routed and switched networks, LANs, and WANs. The CCDA also has knowledge of campus designs, data centers, network security, voice, and wireless LANs.

Although it is not required, Cisco suggests taking the DESGN 3.0 course before you take the CCDA exam. For more information about the various levels of certification, career tracks, and Cisco exams, go to the Cisco Certifications page at http://www.cisco.com/c/en/us/training-events/training-certifications/certifications.html.

Our goal with this book is to help you pass the 200-310 CCDA exam. This is done by assessment on and coverage of all the exam topics published by Cisco. Reviewing tables and practicing test questions will help you practice your knowledge on all subject areas.


About the 200-310 CCDA Exam

The CCDA exam measures your ability to design networks that meet certain requirements for performance, security, capacity, and scalability. The exam focuses on small- to medium-sized networks. The candidate should have at least one year of experience in the design of small- to medium-sized networks using Cisco products. A CCDA candidate should understand internetworking technologies, including Cisco’s enterprise network architecture, IPv4 subnets, IPv6 addressing and protocols, routing, switching, WAN technologies, LAN protocols, security, IP telephony, and network management. The new exam adds topics and updates to virtualization, data centers design, IPv6, voice and video design, wireless LANs, WAN technologies, and security.



The test to obtain CCDA certification is called Designing for Cisco Internetwork Solutions (DESGN) Exam #200-310. It is a computer-based test that has 55 to 65 questions and a 75-minute time limit. Because all exam information is managed by Cisco Systems and is therefore subject to change, candidates should continually monitor the Cisco Systems site for CCDA course and exam updates at http://www.cisco.com/c/en/us/training-events/training-certifications/certifications/associate/ccda.html.

You can take the exam at Pearson VUE testing centers. You can register with VUE at www.vue.com/cisco/. The CCDA certification is valid for three years. To recertify, you can pass a current CCDA test, pass a CCIE exam, or pass any 300 level, 642 level, or Cisco Specialist exam.


200-310 CCDA Exam Topics

Table I-1 lists the topics of the 200-310 CCDA exam and indicates the part in the book where they are covered.




[image: Image]

[image: Image]

[image: Image]

[image: Image]

[image: Image]

Table I-1 200-310 CCDA Exam Topics




About the CCDA 200-310 Official Cert Guide

This book maps to the topic areas of the 200-310 CCDA exam and uses a number of features to help you understand the topics and prepare for the exam.




Objectives and Methods

This book uses several key methodologies to help you discover the exam topics for which you need more review, to help you fully understand and remember those details, and to help you prove to yourself that you have retained your knowledge of those topics. Therefore, this book does not try to help you pass the exams only by memorization, but by truly learning and understanding the topics. This book is designed to help you pass the CCDA exam by using the following methods:



[image: Image] Helping you discover which exam topics you have not mastered

[image: Image] Providing explanations and information to fill in your knowledge gaps

[image: Image] Supplying exercises that enhance your ability to recall and deduce the answers to test questions

[image: Image] Providing practice exercises on the topics and the testing process via test questions on the companion website


Book Features

To help you customize your study time using this book, the core chapters have several features that help you make the best use of your time:



[image: Image] “Do I Know This Already?” quiz: Each chapter begins with a quiz that helps you determine how much time you need to spend studying that chapter.

[image: Image] Foundation Topics: This is the core section of each chapter. It explains the concepts for the topics in that chapter.

[image: Image] Exam Preparation Tasks: After the “Foundation Topics” section of each chapter, the “Exam Preparation Tasks” section lists a series of study activities that you should do at the end of the chapter. Each chapter includes the activities that make the most sense for studying the topics in that chapter:

[image: Image] Review All the Key Topics: The Key Topic icon appears next to the most important items in the “Foundation Topics” section of the chapter. The Review All the Key Topics activity lists the key topics from the chapter, along with their page numbers. Although the contents of the entire chapter could be on the exam, you should definitely know the information listed in each key topic, so you should review these.

[image: Image] Complete the Tables and Lists from Memory: To help you memorize some lists of facts, many of the more important lists and tables from the chapter are included in a document on the CD. This document lists only partial information, allowing you to complete the table or list.

[image: Image] Define Key Terms: Although the exam may be unlikely to ask a question such as “Define this term,” the CCDA exams do require that you learn and know a lot of networking terminology. This section lists the most important terms from the chapter, asking you to write a short definition and compare your answer to the glossary at the end of the book.

[image: Image] Q&A: Confirm that you understand the content you just covered.


How This Book Is Organized

This book contains 16 core chapters—Chapters 1 through 16. Chapter 17 includes some preparation tips and suggestions for how to approach the exam. Each core chapter covers a subset of the topics on the CCDA exam. The core chapters are organized into parts. They cover the following topics:



Part I: General Network Design

[image: Image] Chapter 1: Network Design Methodology covers Cisco architectures for the enterprise network; the Plan, Design, Manage (PDM) network lifecycle; the Prepare, Plan, Design, Implement, Operate, and Optimize (PPDIOO) methodology; and the process of completing a network design.

[image: Image] Chapter 2: Network Design Models covers hierarchical network models, the Cisco Enterprise Architecture model, and high-availability network services.

Part II: LAN and WAN Design

[image: Image] Chapter 3: Enterprise LAN Design covers LAN media, campus LAN design and models, and best practices for campus networks.

[image: Image] Chapter 4: Data Center Design covers enterprise data center design fundamentals, network programmability, data center challenges, virtualization technologies, data center interconnects, and load balancing in the DC.

[image: Image] Chapter 5: Wireless LAN Design covers technologies and design options used for wireless LANs.

[image: Image] Chapter 6: WAN Technologies and the Enterprise Edge examines technologies, design methodologies, DMZ connectivity, Internet connectivity, VPN network design, and requirements for the enterprise WANs.

[image: Image] Chapter 7: WAN Design covers WAN design for the Enterprise WAN and enterprise branch, including remote access and virtual private network (VPN) architectures.

Part III: The Internet Protocol and Routing Protocols

[image: Image] Chapter 8: Internet Protocol Version 4 Design covers the header, addressing, subnet design, and protocols used by IPv4.

[image: Image] Chapter 9: Internet Protocol Version 6 Design covers the header, addressing, design best practices, and protocols used by IPv6.

[image: Image] Chapter 10: Routing Protocol Characteristics, RIP, EIGRP, and IS-IS covers routing protocol characteristics, metrics, RIPv2, Enhanced Interior Gateway Routing Protocol (EIGRP), and Intermediate System to Intermediate System (IS-IS) characteristics and design.

[image: Image] Chapter 11: OSPF, BGP, Route Manipulation, and IP Multicast covers Open Shortest Path First (OSPF) Protocol, Border Gateway Protocol (BGP), route summarization, route redistribution, route filtering, and IP multicast.

Part IV: Security, Convergence, Network Management

[image: Image] Chapter 12: Managing Security examines security management, security policy, threats, risks, security compliance, and trust and identity management.

[image: Image] Chapter 13: Security Solutions covers Cisco SAFE architecture, security technologies, and design options for securing the enterprise.

[image: Image] Chapter 14: Voice and Video Design reviews traditional voice architectures, integrated multiservice networks, Cisco’s IPT architecture and call processing deployment models, video deployment considerations, and IPT design.

[image: Image] Chapter 15: Network Management Protocols covers Simple Network Management Protocol (SNMP), Remote Monitor (RMON), NetFlow, Cisco Discovery Protocol (CDP), Link Layer Discovery Protocol (LLDP), and syslog.

Part V: Comprehensive Scenarios and Final Prep

[image: Image] Chapter 16: Comprehensive Scenarios provides network case studies for further comprehensive study.

[image: Image] Chapter 17: Final Preparation identifies tools for final exam preparation and helps you develop an effective study plan. It contains tips on how to best use the web-based material to study.

Part VI: Appendixes

[image: Image] Appendix A: Answers to the “Do I Know This Already?” Quizzes and Q&A Questions includes the answers to all the questions from Chapters 1 through 15.

[image: Image] Appendix B: CCDA Exam Updates: Version 1.0 provides instructions for finding updates to the exam and this book when and if they occur.

[image: Image] Appendix C: OSI Model, TCP/IP Architecture, and Numeric Conversion reviews the Open Systems Interconnection (OSI) reference model to give you a better understanding of internetworking. It reviews the TCP/IP architecture and also reviews the techniques to convert between decimal, binary, and hexadecimal numbers. Although there might not be a specific question on the exam about converting a binary number to decimal, you need to know how to do so to do problems on the test.

[image: Image] Appendix D: Memory Tables (a website-only appendix) contains the key tables and lists from each chapter, with some of the contents removed. You can print this appendix and, as a memory exercise, complete the tables and lists. The goal is to help you memorize facts that can be useful on the exam. This appendix is available in PDF format on the companion website; it is not in the printed book.

[image: Image] Appendix E: Memory Tables Answer Key (a website-only appendix) contains the answer key for the memory tables in Appendix D. This appendix is available in PDF format on the companion website; it is not in the printed book.

[image: Image] Appendix F: Study Planner is a spreadsheet, available from the book website, with major study milestones, where you can track your progress through your study.


Companion Website

Register this book to get access to the Pearson IT Certification test engine and other study materials plus additional bonus content. Check this site regularly for new and updated postings written by the authors that provide further insight into the more troublesome topics on the exam. Be sure to check the box that you would like to hear from us to receive updates and exclusive discounts on future editions of this product or related products.



To access this companion website, follow these steps:

1. Go to www.pearsonITcertification.com/register and log in or create a new account.

2. Enter the ISBN: 9781587144547.

3. Answer the challenge question as proof of purchase.

4. Click the Access Bonus Content link in the Registered Products section of your account page to be taken to the page where your downloadable content is available.

Please note that many of our companion content files can be very large, especially image and video files.

If you are unable to locate the files for this title by following the steps, please visit www.pearsonITcertification.com/contact and select the “Site Problems / Comments” option. Our customer service representatives will assist you.


Pearson IT Certification Practice Test Engine and Questions

The companion website includes the Pearson IT Certification Practice Test engine—software that displays and grades a set of exam-realistic multiple-choice questions. Using the Pearson IT Certification Practice Test engine, you can either study by going through the questions in Study Mode, or take a simulated exam that mimics real exam conditions. You can also serve up questions in Flash Card Mode, which will display just the question and no answers, challenging you to state the answer in your own words before checking the actual answers to verify your work.



The installation process requires two major steps: installing the software and then activating the exam. The website has a recent copy of the Pearson IT Certification Practice Test engine. The practice exam (the database of exam questions) is not on this site.



Note

The cardboard sleeve in the back of this book includes a piece of paper. The paper lists the activation code for the practice exam associated with this book. Do not lose the activation code. On the opposite side of the paper from the activation code is a unique, one-time-use coupon code for the purchase of the Premium Edition eBook and Practice Test.





Install the Software

The Pearson IT Certification Practice Test is a Windows-only desktop application. You can run it on a Mac using a Windows virtual machine, but it was built specifically for the PC platform. The minimum system requirements are as follows:



[image: Image] Windows 10, Windows 8.1, or Windows 7

[image: Image] Microsoft .NET Framework 4.0 Client

[image: Image] Pentium-class 1GHz processor (or equivalent)

[image: Image] 512 MB of RAM

[image: Image] 650 MB of disk space plus 50 MB for each downloaded practice exam

[image: Image] Access to the Internet to register and download exam databases

The software installation process is routine as compared with other software installation processes. If you have already installed the Pearson IT Certification Practice Test software from another Pearson product, there is no need for you to reinstall the software. Simply launch the software on your desktop and proceed to activate the practice exam from this book by using the activation code included in the access code card sleeve in the back of the book.

The following steps outline the installation process:

1. Download the exam practice test engine from the companion site.

2. Respond to Windows prompts as with any typical software installation process.

The installation process will give you the option to activate your exam with the activation code supplied on the paper in the cardboard sleeve. This process requires that you establish a Pearson website login. You need this login to activate the exam, so please do register when prompted. If you already have a Pearson website login, there is no need to register again. Just use your existing login.


Activate and Download the Practice Exam

Once the exam engine is installed, you should then activate the exam associated with this book (if you did not do so during the installation process) as follows:



1. Start the Pearson IT Certification Practice Test software from the Windows Start menu or from your desktop shortcut icon.

2. To activate and download the exam associated with this book, from the My Products or Tools tab, click the Activate Exam button.

3. At the next screen, enter the activation key from the paper inside the cardboard sleeve in the back of the book. Once this is entered, click the Activate button.

4. The activation process will download the practice exam. Click Next, and then click Finish.

When the activation process completes, the My Products tab should list your new exam. If you do not see the exam, make sure you have selected the My Products tab on the menu. At this point, the software and practice exam are ready to use. Simply select the exam and click the Open Exam button.

To update a particular exam you have already activated and downloaded, display the Tools tab and click the Update Products button. Updating your exams will ensure that you have the latest changes and updates to the exam data.

If you want to check for updates to the Pearson Cert Practice Test exam engine software, display the Tools tab and click the Update Application button. You can then ensure that you are running the latest version of the software engine.


Activating Other Exams

The exam software installation process, and the registration process, only has to happen once. Then, for each new exam, only a few steps are required. For instance, if you buy another Pearson IT Certification Cert Guide, extract the activation code from the cardboard sleeve in the back of that book; you do not even need the exam engine at this point. From there, all you have to do is start the exam engine (if not still up and running) and perform Steps 2 through 4 from the previous list.




Assessing Exam Readiness

Exam candidates never really know whether they are adequately prepared for the exam until they have completed about 30 percent of the questions. At that point, if you are not prepared, it is too late. The best way to determine your readiness is to work through the “Do I Know This Already?” quizzes at the beginning of each chapter and review the foundation and key topics presented in each chapter. It is best to work your way through the entire book unless you can complete each subject without having to do any research or look up any answers.




Premium Edition eBook and Practice Tests

This book also includes an exclusive offer for 70 percent off the Premium Edition eBook and Practice Tests edition of this title. Please see the coupon code included with the cardboard sleeve for information on how to purchase the Premium Edition.




Part I: General Network Design


Chapter 1. Network Design Methodology

This chapter covers the following subjects:

Cisco Architectures for the Enterprise

Plan, Build, and Manage Lifecycle

Prepare, Plan, Design, Implement, Operate, and Optimize Phases

Identifying Customer Requirements

Characterizing the Existing Network

Designing the Network Topology and Solutions

Networks can become complex and difficult to manage. Network architectures and design methodologies help you manage the complexities of networks. This chapter provides an overview of Cisco’s architectures for the enterprise and the Plan, Build, Manage (PBM) network lifecycle. This chapter also describes steps in design methodology and contents of design documents.


“Do I Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you identify your strengths and deficiencies in this chapter’s topics.



The ten-question quiz, derived from the major sections in the “Foundation Topics” portion of the chapter, helps you determine how to spend your limited study time.

Table 1-1 outlines the major topics discussed in this chapter and the “Do I Know This Already?” quiz questions that correspond to those topics.


Table 1-1 “Do I Know This Already?” Foundation Topics Section-to-Question Mapping








	
Foundation Topics Section


	
Questions Covered in This Section





	
Cisco Architectures for the Enterprise


	
1, 2, 3, 4





	
Cisco Design Lifecycle: Plan, Design, Manage


	
5, 6





	
Identifying Customer Requirements


	
9, 10





	
Characterizing the Existing Network


	
7





	
Designing the Network Topology and Solutions


	
8









1. Which are the three Cisco network architectures for the enterprise?

a. Hierarchical

b. Borderless

c. Integrated

d. Data center/virtualization

e. OSI model

f. Collaboration

2. Which technology forces affect decisions for the enterprise network?

a. Removal of borders

b. Virtualization

c. Growth of applications

d. 10GigEthernet

e. Regulation

f. ROI

g. Competitiveness

3. Network resiliency and control occur in which layer of the borderless network architecture?

a. Policy and Control

b. Borderless Network Services

c. Borderless User Services

d. Connection Management

4. Presence occurs in which collaboration architecture layer?

a. Communication and Collaboration

b. Collaboration Services

c. Infrastructure

d. Media Services

5. Which PBM process provides dedicated resources to troubleshoot issues within the network?

a. Operations Management

b. Solution Support

c. Validation

d. Product Support

6. In which PBM phase is the network designed?

a. Plan phase

b. Design phase

c. Build phase

d. Manage phase

7. What are the three primary sources of information in a network audit?

a. CIO, network manager, network engineer

b. Network manager, management software, CDP

c. Network discovery, CDP, SNMP

d. Existing documentation, existing management software, new management tools

8. Which design solution states that a design must start from the application layer and finish in the physical layer?

a. OSI model

b. PPDIOO

c. Hierarchical architecture

d. Top-down

9. Budget and personnel limitations are examples of what?

a. Organization requirements

b. Organization constraints

c. Technical goals

d. Technical constraints

10. Improving network response time and reliability are examples of what?

a. Organization requirements

b. Organization constraints

c. Technical goals

d. Technical constraints


Foundation Topics

With the complexities of networks, it is necessary to use architectures and methodologies in network design to support business goals. The Cisco Prepare, Plan, Design, Implement, Operate, and Optimize (PPDIOO) network lifecycle defines a continuous cycle of phases in a network’s life. Each phase includes key steps in successful network planning, design, implementation, and operation. Cisco also introduces a simplified Plan, Build, Manage (PBM) network lifecycle that the CCDA should be familiar with. The top-down design approach to network design adapts the network infrastructure to the network applications’ needs.




Cisco Architectures for the Enterprise

With the constant evolution of networks, Cisco keeps updating its enterprise architectures and frameworks. Business drivers can affect network architecture and technology forces that affect business.



Business forces affecting decisions for the enterprise network include the following:

[image: Image]

[image: Image] Return on investment: Companies expect a return (be it cost savings or increased productivity) on its investments in network infrastructure. The solutions need to use technology to work within a business solution.

[image: Image] Regulation: Companies need to meet industry regulations; for example, the Health Insurance Portability and Accountability Act (HIPAA) for the health insurance industry and Payment Card Industry Data Security Standard (PCI DSS) for the credit card industry.

[image: Image] Competitiveness: To maintain a competitive edge, companies need to use technology to make them more competitive than other businesses.

The technology forces affecting decisions for the enterprise network are

[image: Image] Removal of borders: Traditional network boundaries have been removed. Access to network resources need to be enabled from branch offices, teleworkers, home offices, mobile devices, customers, and partner networks.

[image: Image] Virtualization: Allows for the maximization of efficiencies through the reduction of hardware, power consumption, heating and cooling costs, facilities space, and management effort. Virtualization and its benefits are a key goal for almost all organizations. It has gained popularity by industry leaders such as VMware.

[image: Image] Growth of applications: Customers continue to ask for new products, service offerings, improved customer service, greater security, and customization flexibility—all at a lower cost.

IT optimization areas are divided into three groups:

[image: Image] Data center

[image: Image] Network

[image: Image] Applications

Each group has its own experts, budget, and challenges.

Cisco has created an interwoven framework to create three architectures for each group that provides for optimization at an individual level and the integration with other areas:

[image: Image] Borderless networks architecture

[image: Image] Collaboration architecture

[image: Image] Data center and virtualization architecture

Figure 1-1 shows these three architectures, which are covered in more detail in the following sections.


[image: An illustration shows the three enterprise architectures represented with three overlapping circles labeled “Collaboration,” “Data Center/Virtualization,” and “Borderless Networks.”]

Figure 1-1 Cisco enterprise architectures




Borderless Networks Architecture

Cisco borderless networks architecture is a next-generation solution that enables connectivity to anyone and anything, anywhere, and at any time. The connectivity needs to be secure, reliable, and seamless. This architecture optimizes both business and network performance.



As shown in Figure 1-2, the Cisco borderless networks architecture blueprint consists of four major blocks:

[image: Image] Policy and Control: Policies are applied to all users and devices across the architecture.

[image: Image] Network Services: These services include resiliency and control. Cisco EnergyWise and MediaNet provide capabilities to borderless networks.

[image: Image] User Services: These services include mobility, performance, and security.

[image: Image] Connection Management: This block delivers secure access anytime and anywhere, regardless of how the network is accessed.


[image: An illustration depicts the Cisco Borderless Networks Architecture blueprint.]

The illustration shows four blocks labeled “Policy and control,” “Borderless Network Services,” “Borderless User Services,” and “Borderless Connection Management.” The block “Borderless Network Services” is with three sub blocks labeled “MediaNet,” “Cisco EnergyWise,” and “Network Resiliency and Control.” The block “Borderless User Services” is with three sub blocks labeled “Borderless Mobility,” “Borderless Security,” and “Borderless Performance.”




Figure 1-2 Borderless architecture




Collaboration and Video Architecture

The Cisco collaboration and video architecture is composed of three layers:



[image: Image] Communication and Collaboration Applications: This layer contains conferencing, customer care, enterprise social software, IP communications, messaging, mobile applications, and TelePresence.

[image: Image] Collaboration Services: This layer contains services that support the collaboration applications: presence, location, session management, contact management, client frameworks, tagging, and policy and security management.

[image: Image] Infrastructure: This layer is responsible for allowing collaboration anytime, from anywhere, on any device. It includes virtual machines, the network, and storage.


Data Center and Virtualization Architecture

The Cisco data center and virtualization architecture comprises a comprehensive set of virtualization technologies and services that bring the network, computing, storage, and virtualization platforms together. This architecture consists of three components:



[image: Image] Unified Management: Features automation, orchestration, and lifecycle management to simplify deployment and operation of physical/bare metal, virtual, and cloud infrastructures.

[image: Image] Unified Fabric: This component delivers high-performance data and storage networking to simplify deployment, help ensure quality of experience, and reduce operating costs. Cisco integrated network services provide high-speed connectivity and high-availability, increase application performance, and reduce security risk in multitenant environments.

[image: Image] Unified Computing: This component provides a highly scalable, system-level computing solution that integrates computing, access networking, and storage networking. Embedded management capabilities simplify operations across physical, virtual, and cloud infrastructures.

Figure 1-3 shows the architecture framework for data centers.


[image: An illustration shows the architecture framework for data centers.]
The illustration shows two blocks. Block one is divided into three sections. Section one is with labels namely: Consolidation, Virtualization, Automation, and Cloud. Section two is with labels namely: Open Standards, Application Performance, Energy Efficiency, Continuity, and Workload Mobility. Section three is with labels namely: Unified Fabric, Unified Network Services, Unified Computing. Block two is with labels namely: Switching, Application Networking, Security, Storage, OS, Management, and Compute




Figure 1-3 Data center architecture framework



Data center architecture and design is covered in Chapter 4, “Data Center Design.”

Table 1-2 lists the benefits of the Cisco network architectures.


Table 1-2 Benefits of the Cisco Network Architectures








	
Benefit


	
Description





	
Functionality


	
Supports organizational requirements





	
Scalability


	
Supports growth and expansion of organizational tasks





	
Availability


	
Provides services reliability, anywhere and anytime





	
Performance


	
Provides responsiveness, throughput, and utilization on a per-application basis





	
Manageability


	
Provides control, performance monitoring, and fault detection





	
Efficiency


	
Provides network services and infrastructure with reasonable operational costs and appropriate capital investment










Cisco Design Lifecycle: Plan, Build, Manage

[image: Image]

Cisco is introducing an updated network lifecycle with three phases: Plan, Build, and Manage (PBM), each with processes. Each phase is important in meeting customers’ needs, organizational goals, and constraints. As shown in Figure 1-4, these phases are as follows:



[image: Image] Plan: This phase includes processes for the assessment and network strategy, building the network design, and defining a plan.

[image: Image] Build: This phase includes processes for the validation of the solution, the deployment of new IT and network solutions, and the migration to new infrastructures.

[image: Image] Manage: This phase includes processes for product support, solution support, optimization, and operations management of the network.


[image: An illustration shows the three phases of the Cisco Network Design Lifecycle.]
The illustration shows two concentric circles with the inner circle divided into three sections labeled “Plan,” “Build,” “Manage.” The three sections are interconnected by arrows. The section of the outer circle corresponding to the Plan phase is divided into three sections labeled “Design,” “Assessment,” and “Strategy and Analysis.” The section of outer circle corresponding to the Build phase is divided into three sections labeled “Validation,” “Deployment,” and “Migration.” The section of the outer circle corresponding to the Manage phase is divided into four sections labeled “Operations Management,” “Optimization,” “Solution Support,” “Product Support.”




Figure 1-4 The Cisco Plan, Build, Manage network lifecycle



The sections that follow cover the processes under each phase.


Plan Phase

The Plan phase is divided into three processes:



[image: Image] Strategy and Analysis process

[image: Image] Assessment process

[image: Image] Design process

During the Strategy and Analysis process, network architecture strategies are created and roadmaps to transform the network architecture are developed. A cost-effective strategy is developed with a measurable return of investment (ROI). The network assessment helps determine the network infrastructure’s compliance against industry and Cisco’s best practices and corporate policies. The assessment also determines gaps in the network operation team’s ability to support the new technologies being introduced. The Design process creates a resilient and scalable network design that can support the business requirements.


Build Phase

The Build phase is divided into three processes:



[image: Image] Validation process

[image: Image] Deployment process

[image: Image] Migration process

The Validation process confirms that the proposed solution meets your requirements for availability, security, reliability, and performance through assessment and lab environments. This will mitigate the risks associated with upgrading the network.

The Deployment process installs and configures new IT and network solutions with minimal disruption to your production network. It accomplishes the business and technical goals of the new solution.

The Migration process upgrades the network infrastructure by a systematic and efficient approach, which could control costs, improve operational excellence, reduce network operation costs and system outages, and mitigate risk during device, network, and software refreshes.


Manage Phase

The Manage phase is divided into four processes:



[image: Image] Product Support process

[image: Image] Solution Support process

[image: Image] Optimization process

[image: Image] Operations Management process

The Product Support process provides automated network equipment inventory management, allowing better planning of equipment upgrades. It efficiently manages risk, lowers support costs, and increases operational efficiencies.

The Solution Support process provides dedicated and focused resources to manage and troubleshoot issues that might arise in new complex solutions. It increases solution uptime and employee productivity.

The Optimization process identifies gaps, delivers recommendations, and provides expert technical support to improve on the deployed solution. It increases the performance, availability, resiliency, and visibility of the network.

The Operation Management process ensures that the network staff has enough competence in the network technology to accelerate adoption of advanced technologies. It lowers the total cost of network ownership. Proactive monitoring and network management also occur in this process.

Table 1-3 summarizes the processes under each PBM phase.


Table 1-3 PBM Network Lifecycle Phases








	
PBM Phase


	
Processes Under Each Phase





	
Plan phase


	
Strategy and Analysis, Assessment, and Design





	
Build phase


	
Validation, Deployment, and Migration





	
Manage phase


	
Product Support, Solution Support, Optimization, and Operations Management










Prepare, Plan, Design, Implement, Operate, and Optimize Phases

[image: Image]

The historical Cisco network lifecycle has six phases: Prepare, Plan, Design, Implement, Operate, and Optimize. These phases are collectively known as PPDIOO. The PPDIOO lifecycle provides four main benefits:



[image: Image] It lowers the total cost of ownership by validating technology requirements and planning for infrastructure changes and resource requirements.

[image: Image] It increases network availability by producing a sound network design and validating the network operation.

[image: Image] It improves business agility by establishing business requirements and technology strategies.

[image: Image] It speeds access to applications and services by improving availability, reliability, security, scalability, and performance.

These benefits are realized by the actions listed in Tables 1-4 through 1-7.


Table 1-4 Actions That Lower the Cost of Ownership







	
Actions That Lower the Cost of Ownership





	
Identifying and validating technology requirements





	
Planning for infrastructure changes and resource requirements





	
Developing a sound network design aligned with technical requirements and business goals





	
Accelerating successful implementation





	
Improving the efficiency of the network and the staff that supports it





	
Reducing operating expenses by improving the efficiency of operation processes and tools










Table 1-5 Actions That Increase Network Availability







	
Actions That Increase Network Availability





	
Assessing the state of the network and its ability to support the proposed design





	
Specifying the correct set of hardware and software releases and keeping them current





	
Producing a sound operations design and validating network operation





	
Staging and testing the proposed system before deployment





	
Improving staff skills





	
Proactively monitoring the system and assessing availability trends and alerts





	
Proactively identifying security breaches and defining remediation plans










Table 1-6 Actions That Improve Business Agility







	
Actions That Improve Business Agility





	
Establishing business requirements and technology strategies





	
Readying sites to support the system that will be implemented





	
Integrating technical requirements and business goals into a detailed design and demonstrating that the network is functioning as specified





	
Expertly installing, configuring, and integrating system components





	
Continually enhancing performance










Table 1-7 Actions That Accelerate Access to Applications and Services







	
Actions That Accelerate Access to Applications and Services





	
Accessing and improving operational preparedness to support current and planned network technologies and services





	
Improving service delivery efficiency and effectiveness by increasing availability, resource capacity, and performance





	
Improving the availability, reliability, and stability of the network and the applications that run on it





	
Managing and resolving problems that affect the system and keeping software applications current









Figure 1-5 shows the PPDIOO network lifecycle.


[image: An illustration shows the six phases of PPDIOO network lifecycle, each represented in the form of a circle. The circles that are interconnected by arrows are labeled “Plan,” “Design,” “Implement,” “Operate,” “Optimize,” and “Prepare.”]

Figure 1-5 Cisco PPDIOO network lifecycle



The following sections discuss the PPDIOO phases in detail.


Prepare Phase

The Prepare phase establishes organization and business requirements, develops a network strategy, and proposes a high-level conceptual architecture to support the strategy. Technologies that support the architecture are identified. This phase creates a business case to establish a financial justification for a network strategy.




Plan Phase

The Plan phase identifies the network requirements based on goals, facilities, and user needs. This phase characterizes sites and assesses the network, performs a gap analysis against best-practice architectures, and looks at the operational environment. A project plan is developed to manage the tasks, responsible parties, milestones, and resources to do the design and implementation. The project plan aligns with the scope, cost, and resource parameters established with the original business requirements. This project plan is followed (and updated) during all phases of the cycle.




Design Phase

The network design is developed based on the technical and business requirements obtained from the previous phases. The network design specification is a comprehensive detailed design that meets current business and technical requirements. It provides high availability, reliability, security, scalability, and performance. The design includes network diagrams and an equipment list. The project plan is updated with more granular information for implementation. After the Design phase is approved, the Implement phase begins.




Implement Phase

New equipment is installed and configured, according to design specifications, in the Implement phase. New devices replace or augment the existing infrastructure. The project plan is followed during this phase. Planned network changes should be communicated in change control meetings, with necessary approvals to proceed. Each step in the implementation should include a description, detailed implementation guidelines, estimated time to implement, rollback steps in case of a failure, and any additional reference information. As changes are implemented, they are also tested before moving to the Operate phase.




Operate Phase

The Operate phase maintains the network’s day-to-day operational health. Operations include managing and monitoring network components, routing maintenance, managing upgrades, managing performance, and identifying and correcting network faults. This phase is the design’s final test. During operation, network management stations should monitor the network’s general health and generate traps when certain thresholds are reached. Fault detection, correction, and performance monitoring events provide initial data for the Optimize phase.




Optimize Phase

The Optimize phase involves proactive network management by identifying and resolving issues before they affect the network. The Optimize phase may create a modified network design if too many network problems arise, or to improve performance issues or resolve application issues. The requirement for a modified network design leads to the network lifecycle beginning.




Summary of PPDIOO Phases

Table 1-8 summarizes the PPDIOO phases.



[image: Image]


Table 1-8 PPDIOO Network Lifecycle Phases








	
PPDIOO Phase


	
Description





	
Prepare


	
Establishes organization and business requirements, develops a network strategy, and proposes a high-level architecture





	
Plan


	
Identifies the network requirements by characterizing and assessing the network as well as performing a gap analysis





	
Design


	
Provides high availability, reliability, security, scalability, and performance





	
Implement


	
Installation and configuration of new equipment





	
Operate


	
Day-to-day network operations





	
Optimize


	
Proactive network management and modifications to the design










Project Deliverables

During the lifecycle of the network, several documents are created. The first documents are high level in scope, and as the project works through the lifecycle phases, more details and generated. The following are the most common deliverables generated in a network project:



[image: Image] High-level design (HLD) document: The HLD document includes business and technical requirements as well as proposed network architectures. No specific detailed design information such as proposed IP subnets and VLANs are created at this point.

[image: Image] Low-level design (LLD) document: The LLD document takes the HLD document as its basis. The LLD document includes detailed design information such as network topology, specific hardware models, software versions, IP addressing, VLANs, routing protocols, redundancy and scalability details, and security considerations.

[image: Image] Bill of materials (BOM): Contains the part numbers, description, and quantities of the network equipment to be acquired for the network project.

[image: Image] Network migration plan (NMP): Explains the plan for migrating the network from the current state to the new design. The NMP is part of the LLD document.

[image: Image] Network implementation plan (NIP): Contains the steps required to install and configure the network equipment and the steps that verify basic network operation. Information for each step should include step description, estimated implementation time, and design document references.

[image: Image] Network ready for use test plan (NRFU): Contains the actions required to test the customer network to certify it’s ready for use. The NRFU plan includes tests for devices, circuit throughput, routing, failover, QoS, management, security, and applications.


Design Methodology

The following sections focus on a design methodology for the PBM methodology. This design methodology has three steps:



Step 1. Identifying customer network requirements

Step 2. Characterizing the existing network

Step 3. Designing the network topology and solutions

In Step 1, decision makers identify requirements, and a conceptual architecture is proposed. This step occurs in the Strategy and Analysis process of the PBM Plan phase.

In Step 2, the network is assessed, and a gap analysis is performed to determine the infrastructure necessary to meet the requirements. The network is assessed on function, performance, and quality. This step occurs in the Assessment process of the PBM Plan phase.

In Step 3, the network topology is designed to meet the requirements and close the network gaps identified in the previous steps. A detailed design document is prepared during this phase. Design solutions include network infrastructure, Voice over IP (VoIP), content networking, and intelligent network services. This set occurs in the Design process of the PBM Design phase.


Identifying Customer Design Requirements

To obtain customer requirements, you need to not only talk to network engineers, but also talk to business unit personnel and company managers. Networks are designed to support applications; you want to determine the network services you need to support.



As shown in Figure 1-6, the steps to identify customer requirements are as follows:

Step 1. Identify network applications and services.

Step 2. Define the organizational goals.

Step 3. Define the possible organizational constraints.

Step 4. Define the technical goals.

Step 5. Define the possible technical constraints.


[image: An illustration shows the five steps to identify customer requirements.]
The illustration shows five rectangles that are interconnected by arrows in the form of a cycle. Rectangle one reads “Step1: Identify network applications and services.” Rectangle two reads “Step2: Define organizational goals.” Rectangle three reads “Step3: Define organizational constraints.” Rectangle four reads “Step4: Define technical goals.” Rectangle five reads “Step5: Define technical constraints.” Dotted arrows connect the five rectangles to a centrally placed rectangle that reads “Document the Collected Information.”




Figure 1-6 Steps in identifying customer requirements



After you complete these steps, you then analyze the data and develop a network design.

You need to identify current and planned applications and determine the importance of each application. Is email as important as customer support? Is IP telephony being deployed? High-availability and high-bandwidth applications need to be identified for the design to accommodate their network requirements. A table identifying applications should list the following:

[image: Image] Planned application types: Such as email, collaboration, voice, web browsing, file sharing, and database

[image: Image] Concrete applications: Such as Outlook and MeetingPlace

[image: Image] Business importance: Labeled as critical, important, or unimportant

[image: Image] Comment: Any additional information critical to the design of the network

Planned infrastructure services should also be gathered. Network services include security, quality of service (QoS), network management, high availability, unified communications, mobility, and virtualization.

For organizational goals, you should identify whether the company’s goal is to improve customer support, add new customer services, increase competitiveness, or reduce costs. It might be a combination of these goals, with some of them being more important than others. Some organizational goals are as follows:

[image: Image] Increase competitiveness

[image: Image] Reduce costs

[image: Image] Improve customer support

[image: Image] Add new customer services

Organizational constraints include budget, personnel, policy, and schedule. The company might limit you to a certain budget or timeframe. The organization might require the project to be completed in an unreasonable timeframe. It might have limited personnel to support the assessment and design efforts, or it might have policy limitations to use certain protocols.

Technical goals support the organization’s objectives and the supported applications. Technical goals include the following:

[image: Image] Improve the network’s response-time throughput

[image: Image] Decrease network failures and downtime (high availability)

[image: Image] Simplify network management

[image: Image] Improve network security

[image: Image] Improve reliability of mission-critical applications

[image: Image] Modernize outdated technologies (technology refresh)

[image: Image] Improve the network’s scalability

Network design might be constrained by parameters that limit the solution. Legacy applications might still exist that must be supported going forward, and these applications might require a legacy protocol that may limit a design. Technical constraints include the following:

[image: Image] Existing wiring does not support new technology.

[image: Image] Bandwidth might not support new applications.

[image: Image] The network must support existing legacy equipment.

[image: Image] Legacy applications must be supported (application compatibility).


Characterizing the Existing Network

Characterizing the network is Step 2 of the design methodology. In this section, you learn to identify a network’s major features, tools to analyze existing network traffic, and tools for auditing and monitoring network traffic.




Steps in Gathering Information

When arriving at a site that has an existing network, you need to obtain all the existing documentation. Sometimes no documented information exists. You should be prepared to use tools to obtain information and get access to log in to the network devices to obtain information. Here are the steps for gathering information:



[image: Image]

Step 1. Identify properties of the existing network: network topology, technologies, and applications. Use existing documentation and organizational input.

Step 2. Perform a network audit that adds detail to the description of the network.

Step 3. Analyze the gathered information.

When gathering existing documentation, you look for site information such as site names, site addresses, site contacts, site hours of operation, and building and room access. Network infrastructure information includes locations and types of servers and network devices, size of each site, data center and closet locations, LAN wiring, WAN technologies and circuit speeds, and power used. Logical network information includes IP addressing, routing protocols, network management, and security access lists used. You need to find out whether voice or video is being used on the network.


Network Audit Tools

When performing a network audit, you have three primary sources of information:



[image: Image] Existing documentation

[image: Image] Existing network management software tools

[image: Image] New network auditing tools

After gathering the existing documentation, you must obtain access to the existing management software. The client may already have CiscoWorks tools, from which you can obtain hardware models and components and software versions. You can also obtain the existing router and switch configurations.

The network audit should provide the following information:

[image: Image] Network device list

[image: Image] Hardware specifications

[image: Image] Software versions

[image: Image] Configuration of network devices

[image: Image] Auditing tools’ output information

[image: Image] Interface speeds

[image: Image] Link, CPU, and memory utilization

[image: Image] WAN technology types and carrier information

In a small network, you might be able to obtain the required information via a manual assessment. For a larger network, a manual assessment might be too time-consuming. Network assessment tools include the following:

[image: Image] Manual assessment

[image: Image] Manual commands: Review of device configuration and operation though the use of show commands of network device configurations, interface loads, and router and switch logs

[image: Image] Scripting tools

[image: Image] Existing network management and auditing tools

[image: Image] Simple Network Management Protocol (SNMP): Used to monitor performance of network devices and link utilization

[image: Image] NetFlow: Used for collecting and measuring data of every flow in a network segment.

[image: Image] Cisco Discovery Protocol (CDP): Used to discover how network devices are interconnected to each other. Link Layer Discovery Protocol (LLDP) is used in multivendor environments.

[image: Image] Syslog: Generates time-stamped log information of device and system events that are captured and exported to a syslog server.

[image: Image] Network-Based Application Recognition (NBAR): Intelligent classification engine.

[image: Image] Cisco Prime Infrastructure and Solarwinds: Collects SNMP and NetFLow information.

[image: Image] Wireshark: Utilizes SPAN port technology to capture real-time packets for analysis.

[image: Image] Additional tools with emphasis on VoIP, wireless, and security

[image: Image] AirMagnet Analyzer Pro

[image: Image] Ekahau Site Survey for wireless site survey

[image: Image] LanGuard network security scanner for security

When performing manual auditing on network devices, you can use the following commands to obtain information:

[image: Image] show environment: Displays temperature, voltage, and fan information

[image: Image] show processes cpu: Displays the average CPU utilization information for the last 5 seconds, 1 minute, and 5 minutes

[image: Image] show version: Displays software version and features, names and sources of configuration files, the boot image, device uptime, and reason for the last reboot

[image: Image] show memory: Displays statistics on system memory, including total bytes as well as used and free bytes

[image: Image] show logging: The state of the syslog error and event logging, including host addresses, and the logging destinations (console, monitor, buffer, or host) for which logging is enabled

[image: Image] show interfaces: Displays interfaces’ statistics, including input and output rate of packets and dropped packets

[image: Image] show policy-map interface: Displays the statistics and the configurations of the input and output policies that are attached to an interface

[image: Image] show running-config: Provides the full router or switch configuration currently in use

[image: Image] show startup-config: Displays the configuration the router or switch will use at the next reboot

Example 1-1 shows the output of a show version command. This command shows the operating system version, the router type, the amount of flash and RAM memory, the router uptime, and the interface types.

Example 1-1 Output of a show version Command

Click here to view code image



R2>show version
Cisco IOS Software, 7200 Software (C7200-K91P-M), Version 12.2(25)S9, RELEASE SO
FTWARE (f)
Technical Support: http://www.cisco.com/techsupport
Copyright 1986-2006 by Cisco Systems, Inc.
Compiled Tue 28-Mar-06 23:12 by alnguyen

ROM: ROMMON Emulation Microcode
BOOTLDR: 7200 Software (C7200-K91P-M), Version 12.2(25)S9, RELEASE SOFTWARE (f
)

 R2 uptime is 5 minutes
System returned to ROM by unknown reload cause - suspect boot_data[BOOT_COUNT] 0
, BOOT_COUNT 0, BOOTDATA 19
System image file is "tftp://255.255.255.255/unknown"


This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco 7206VXR (NPE400) processor (revision A) with 147456K/16384K bytes of memory.
Processor board ID 4294967295
R7000 CPU at 150Mhz, Implementation 39, Rev 2.1, 256KB L2 Cache
6 slot VXR midplane, Version 2.1

Last reset from power-on

PCI bus m_m (Slots 0, 1, 3 and 5) has a capacity of 600 bandwidth points.
Current configuration on bus m_m has a total of 200 bandwidth points.
This configuration is within the PCI bus capacity and is supported.

PCI bus m (Slots 2, 4, 6) has a capacity of 600 bandwidth points.
Current configuration on bus m has a total of 0 bandwidth points
This configuration is within the PCI bus capacity and is supported.

Please refer to the following document "Cisco 7200 Series Port
Adaptor Hardware Configuration Guidelines" on CCO <www.cisco.com>,
for 200 bandwidth points oversubscription/usage guidelines.


1 FastEthernet interface
8 Serial interfaces
125K bytes of NVRAM.

65536K bytes of ATA PCMCIA card at slot 0 (Sector size 512 bytes).
8192K bytes of Flash internal SIMM (Sector size 256K).
Configuration register is 0102



NetFlow provides extremely granular and accurate traffic measurements and a high-level collection of aggregated traffic. The output of NetFlow information is displayed via the show ip cache flow command on routers. Table 1-9 shows a description of the fields for NetFlow output.


Table 1-9 NetFlow Output Description








	
Field


	
Description







	
Bytes


	
Number of bytes of memory that are used by the NetFlow cache





	
Active


	
Number of active flows





	
Inactive


	
Number of flow buffers that are allocated in the NetFlow cache





	
Added


	
Number of flows that have been created since the start of the summary





	
Exporting flows


	
IP address and User Datagram Protocol (UDP) port number of the workstation to which flows are exported





	
Flows exported


	
Total number of flows exported and the total number of UDP datagrams





	
Protocol


	
IP protocol and well-known port number





	
Total flows


	
Number of flows for this protocol since the last time statistics were cleared





	
Flows/sec


	
Average number of flows for this protocol per second





	
Packets/flow


	
Average number of packets per flow per second





	
Bytes/pkt


	
Average number of bytes for this protocol





	
Packets/sec


	
Average number of packets for this protocol per second










Network Checklist

The following network checklist can be used to determine a network’s health status:



[image: Image] New segments should use switches and not use dated hub/shared technology.

[image: Image] No WAN links are saturated (no more than 70 percent sustained network utilization).

[image: Image] The response time is generally less than 100ms (one-tenth of a second); more commonly, less than 2ms in a LAN.

[image: Image] No segments have more than 20 percent broadcasts or multicast traffic. Broadcasts are sent to all hosts in a network and should be limited. Multicast traffic is sent to a group of hosts but should also be controlled and limited to only those hosts registered to receive it.

[image: Image] No segments have more than one cyclic redundancy check (CRC) error per million bytes of data.

[image: Image] On the Ethernet segments, less than 0.1 percent of the packets result in collisions.

[image: Image] A CPU utilization at or more than 75 percent for a 5-minute interval likely suggests network problems. Normal CPU utilization should be much lower during normal periods.

[image: Image] The number of output queue drops has not exceeded 100 in an hour on any Cisco router.

[image: Image] The number of input queue drops has not exceeded 50 in an hour on any Cisco router.

[image: Image] The number of buffer misses has not exceeded 25 in an hour on any Cisco router.

[image: Image] The number of ignored packets has not exceeded 10 in an hour on any interface on a Cisco router.

[image: Image] QoS should be enabled on network devices to allow for prioritization of time-sensitive or bandwidth-sensitive applications.

Table 1-10 summarizes areas in characterizing the network.


Table 1-10 Characterizing the Network








	
Characteristic


	
Description







	
Steps in gathering information


	
1. Identify properties of the existing network via existing information and documentation.





	
	
2. Perform a network audit.





	
	
3. Analyze the gathered information.





	
Primary sources of network audit information


	
Existing documentation





	
	
Existing network management software





	
	
New network management tools










Designing the Network Topology and Solutions

[image: Image]

This section describes the top-down approach for network design, reviews pilot and prototype test networks, and describes the components of the design document. As part of the Design process of the PBM lifecycle, a top-down approach is used that begins with the organization’s requirements before looking at technologies. Network designs are tested using a pilot or prototype network before moving into the Implement phase.




Top-Down Approach

Top-down design just means starting your design from the top layer of the OSI model and working your way down. Top-down design adapts the network and physical infrastructure to the network application’s requirements. With a top-down approach, network devices and technologies are not selected until the applications’ requirements are analyzed. To complete a top-down design, the following is accomplished:



[image: Image] Analysis of application and organization requirements.

[image: Image] Design from the top of the OSI reference model:

[image: Image] Define requirements for upper layers (application, presentation, session).

[image: Image] Specify infrastructure for lower OSI layers (transport, network, data link, physical).

[image: Image] Gather additional data on the network.

Figure 1-7 shows a top-down structure design process. The design process begins with the applications and moves down to the network. Logical subdivisions are then incorporated with specifics.


[image: An illustration shows the top-down structure design process.]
The illustration shows the process “Application design” at the top which branches into two steps labeled “Network Infrastructure Design” and “Infrastructure Services Design.” A bi-directional dotted arrow that reads “Close Design Interaction” connects both the branches. Dotted arrows from each branch point to the rectangle labeled “Modularize the Network” which points to a rectangle labeled “Implement Functional Hierarchy.” Two other arrows from each branch point to the rectangles labeled “Logical Sub division. Dotted arrows from the rectangle labeled “Implement Functional Hierarchy” point to the rectangles labeled “Logical Sub Division.” The four logical subdivisions represented under the branch “Network Infrastructure Design” are Technology Selection, Physical Topology Design, Addressing Design, and Routing Design. The logical subdivisions represented under the branch “Infrastructure Services Design” are QoS Design, Security Design, and IP Multicast Design. An arrow that reads “Top-Down Design” is indicated from the top to the bottom of the illustration.




Figure 1-7 Top-down design process



Table 1-11 compares the top-down approach to the bottom-up approach to network design.

[image: Image]


Table 1-11 Top-Down Design Compared to Bottom-Up Design









	
Design Approach


	
Benefits


	
Disadvantages





	
Top-down


	
Incorporates the organization’s requirements. Provides the big picture. The design meets current and future requirements.


	
More time-consuming.





	
Bottom-up


	
The design is based on previous experience and allows for a quick solution.


	
May result in inappropriate design. Organizational requirements are not included.










Pilot and Prototype Tests

As soon as the design is complete and before the full implementation, it is a best practice to test the new solution. This testing can be done in one of two ways: prototype or pilot.



A prototype network is a subset of the full design, tested in an isolated environment. The prototype does not connect to the existing network. It is a non-production network. The benefit of using a prototype is that it allows testing of the network design before it is deployed prior to affecting a production network. When implementing a new technology such as IPsec, you might want to implement a prototype test before deploying it to the operational network.

A pilot site is an actual production network location that serves as a test site before the solution is deployed to all locations in an enterprise. A pilot allows real-world problems to be discovered before deploying a network design solution to the rest of the internetwork.

With both a prototype and a pilot, successful testing leads to proving the design and moving forward with implementation. A failure leads to correcting the design and repeating the tests to correct any deficiencies.


Design Document

The design document describes the business requirements; old network architecture; network requirements; and design, plan, and configuration information for the new network. The network architects and analysts use it to document the new network changes, and it serves as documentation for the enterprise. The design document should include the following sections:



[image: Image] Introduction: This section describes the project’s purpose and the reasons for the network design.

[image: Image] Design Requirements: This section lists the organization’s requirements, constraints, and goals.

[image: Image] Existing Network Infrastructure: This section includes logical (Layer 3) topology diagrams; physical topology diagrams; audit results; network health analysis; routing protocols; a summary of applications; a list of network routers, switches, and other devices; configurations; and a description of issues.

[image: Image] Design: This section contains the specific design information, such as logical and physical topology, IP addressing, routing protocols, and security configurations.

[image: Image] Proof of Concept: This section results from live pilot or prototype testing.

[image: Image] Implementation Plan: This section includes the detailed steps for the network staff to implement the new installation and changes. It also includes configuration templates for LAN switches and WAN routers.

[image: Image] Appendixes: This section contains a list of existing network devices, configurations, and additional information used in the design of the network.

Table 1-12 summarizes the contents of the design document.


Table 1-12 Sections of the Design Document








	
Section


	
Description





	
Introduction


	
Purpose and goals of the network design





	
Design Requirements


	
Organization requirements and constraints





	
Existing Network Infrastructure


	
Contains diagrams, hardware and software versions, and existing configurations





	
Design


	
New logical topology, design, and IP addressing





	
Proof of Concept


	
Results from pilot or prototype





	
Implementation Plan


	
Detailed steps for implementation





	
Appendixes


	
Supporting information









The implementation of a network consists of several phases. Each step should contain the following information:

[image: Image] Description of the step

[image: Image] Reference to the design document

[image: Image] Detailed implementation guidelines

[image: Image] Network-verification checks

[image: Image] Detailed rollback guidelines

[image: Image] Estimated time to implement
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Exam Preparation Tasks

Review All Key Topics

Review the most important topics in the chapter, noted with the Key Topics icon in the outer margin of the page. Table 1-13 provides a reference of these key topics and the page number(s) on which each is found.



[image: Image]


Table 1-13 Key Topics









	
Key Topic Element


	
Description


	
Page





	
List


	
Forces affecting decisions for the enterprise network


	
6





	
Section


	
Cisco Plan, Build, and Manage (PBM) design lifecycle


	
9





	
Table


	
PBM Network Lifecycle Phases


	
12





	
List


	
PPDIOO lifecycle’s four main benefits


	
12





	
Table


	
PPDIOO Network Lifecycle Phases


	
15





	
List


	
Steps in gathering information


	
19





	
Summary


	
Describes the top-down approach to network design


	
24





	
Table


	
Top-Down Design Compared to Bottom-Up Design


	
25










Complete Tables and Lists from Memory

Print a copy of Appendix D, “Memory Tables,” (found on the book website), or at least the section for this chapter, and complete the tables and lists from memory. Appendix E, “Memory Tables Answer Key,” (also on the website) includes completed tables and lists to check your work.




Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary:



PBM

NBAR

NetFlow

policy control

virtualization


Q&A

The answers to these questions appear in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Q&A Questions.” For more practice with exam format questions, use the exam engine on the CD-ROM.



1. List the PPDIOO phases in order.

2. Which business forces affect decisions for the enterprise network?

a. Removal of borders

b. Virtualization

c. Growth of applications

d. 10GigEthernet

e. Regulation

f. ROI

g. Competitiveness

3. Which design methodology step is important for identifying organizational goals?

a. Identify customer requirements.

b. Characterize the existing network.

c. Design the network topology and solution.

d. Examine the architecture.

e. Validate the design.

f. Obtain the ROI.

4. What needs to be obtained prior to designing the network?

a. Expected ROI

b. Organizational and technical goals

c. Technical constraints

d. Bill of materials

e. Existing and new network applications

5. Match each PPDIOO phase with its description.

i. Implement

ii. Optimize

iii. Design

iv. Prepare

v. Operate

vi. Plan

a. Establish requirements

b. Gap analysis

c. Provides high-availability design

d. Installation and configuration

e. Day to day

f. Proactive management

6. Which borderless architecture provides mobility?

a. Policy

b. Network services

c. User services

d. Connection management

e. Control services

7. Which are the three steps in the design methodology?

a. Reviewing the project cost

b. Designing the network topology and solution

c. Characterizing the network

d. Identifying customer requirements

e. Validating the design

8. Match each infrastructure service with its description.

i. Identity

ii. Mobility

iii. Storage

iv. Compute

v. Security

vi. Voice/collaboration

a. Access from a remote location

b. Improved computational resources

c. Unified messaging

d. AAA, NAC

e. Storage of critical data

f. Secure communications

9. A company location is used to test a new VoIP solution. What is this type of test called?

a. Prototype

b. Pilot

c. Implementation

d. New

10. An isolated network is created to test a new design. What is this type of test called?

a. Prototype

b. Pilot

c. Implementation

d. New

11. NBAR, NetFlow, and EtherPeek are examples of what?

a. Network audit tools

b. Network analysis tools

c. SNMP tools

d. Trending tools

12. Monitoring commands, CiscoWorks, and WhatsUP are examples of what?

a. Network audit tools

b. Network analysis tools

c. SNMP tools

d. Trending tools

13. Which of the following are technical constraints? (Select all that apply.)

a. Existing wiring

b. Existing network circuit bandwidth

c. Improving the LAN’s scalability

d. Adding redundancy

14. Which of the following are technical goals? (Select all that apply.)

a. Existing wiring

b. Existing network circuit bandwidth

c. Improving the LAN’s scalability

d. Adding redundancy

15. Which of the following are organizational goals? (Select all that apply.)

a. Improving customer support.

b. Budget has been established.

c. Increasing competitiveness.

d. Completion in three months.

e. Reducing operational costs.

f. Network personnel are busy.

16. Which of the following are organizational constraints? (Select all that apply.)

a. Improving customer support.

b. Budget has been established.

c. Increasing competitiveness.

d. Completion in three months.

e. Reducing operational costs.

f. Network personnel are busy.

17. What components are included in the design document? (Select four.)

a. IP addressing scheme

b. Implementation plan

c. List of Layer 2 devices

d. Design requirements

e. Selected routing protocols

f. List of Layer 1 devices

18. Match each design document section with its description.

i. Introduction

ii. Design Requirements

iii. Existing Network Infrastructure

iv. Design

v. Proof of Concept

vi. Implementation Plan

vii. Appendix

a. Detailed steps

b. Current diagram and configuration

c. Organizational requirements

d. Goals

e. Pilot

f. New logical topology

g. Supporting information

19. The network health analysis is based on what information?

a. The number of users accessing the Internet

b. The statements made by the CIO

c. Statistics from the existing network

d. The IP addressing scheme

20. While performing a network audit, you encounter a Frame Relay WAN segment running at a sustained rate of 75 percent from 9 a.m. to 5 p.m. What do you recommend?

a. Nothing. The daily 24-hour average rate is still 45 percent.

b. Change from Frame Relay to MPLS.

c. Increase the provisioned WAN bandwidth.

d. Deny VoIP calls from 9 a.m. to 5 a.m.

21. What information is included in the network audit report? (Select all that apply.)

a. Network device list

b. IOS versions

c. Router models

d. Interface speeds

e. WAN utilization

22. Which three tasks are part of characterizing the existing network?

a. Speaking with the CIO

b. Using traffic analysis

c. Automated auditing of the network using tools

d. Collecting information

e. Obtaining organizational chart

f. Defining organizational goals

23. Which command provides the average CPU of a Cisco router?

a. show cpu

b. show processes cpu

c. show processes memory

d. show cpu utilization

e. show cpu average

24. Which parameters can be obtained by the use of a traffic analyzer?

a. Application importance

b. QoS requirements

c. Devices using a specific protocol

d. IP addresses of devices and TCP/UDP port number

e. Average bit rate and packet rate

25. Which commands provide information about individual applications, protocols, or flows? (Choose three.)

a. show process cpu

b. show ip interface

c. show ip cache flow

d. show ip nbar protocol-discovery

e. show process memory

f. show interface application

26. What is used to create the documentation of the existing network?

a. Router show commands

b. Network audit, documentation, and traffic analysis tools

c. Audit tools

d. Existing documentation and input from the organization

27. What is the sequence for the stages of top-down design?

28. Which are potential scopes for a network design project? (Choose three.)

a. Network layer redundancy

b. Campus upgrade

c. Data link layer redundancy

d. Network redesign

e. WAN upgrade

f. Application upgrade

29. A credit card company network is being designed. Secure transactions are emphasized throughout the initial requirements. Redundant links are required to reduce network outages. What is the order of importance of the following design issues?

a. IP addressing design

b. Physical topology design

c. Network modules

d. Security design

30. Which types of tools are used during the network design process?

a. Network management tools

b. Network trending tools

c. Network modeling tools

d. Network simulation and testing tools

e. Network implementation tools

31. Which four items should be present in the implementation plan?

a. Implementation description

b. Estimated time to implement

c. Reference to design document

d. Rollback procedure

e. Estimated cost of implementation

f. Application profiles

32. A new design uses IPsec for the WAN. Which approach should be used to verify the design?

a. Live network

b. Pilot network

c. Prototype network

d. Cable network

e. Internet network

33. Which three components are included in the design document?

a. Design details

b. Design requirements

c. Current cable runs

d. List of Layer 2 devices

e. Implementation plan

34. Which sources are used to characterize a network?

a. Sniffer, CIO meeting, ip config/all

b. Network audit, input from staff, traffic analysis

c. show cdp, show lldp

d. Network assessment, server statistics, SNMP discovery

35. Which information should be included in the design implementation plan?

a. Step description, time to implement, implementation guideline

b. Step description, implementation explanation, rollback time

c. Design document references, step description, estimated time to implement

d. Implementation time, rollback time, implementation explanation

36. What layer of the OSI model is used to start a top-down design approach effort?

a. Network Layer

b. Presentation Layer

c. Application Layer

d. Political Layer

37. What are the benefits of the bottom-up design approach?

a. Based on previous experience, allows for quick solution

b. Uses the organization’s requirements, allows for a quick solution

c. Based on previous experience, meets future requirements

d. Uses organization’s requirements, meets future requirements

38. What are the benefits of the top-down design approach?

a. Based on previous experience, allows for quick solution

b. Uses the organization’s requirements, allows for a quick solution

c. Based on previous experience, meets future requirements

d. Uses the organization’s requirements, meets future requirements

39. Which PPDIOO phase is the design’s final test?

a. Prepare

b. Plan

c. Design

d. Implement

e. Operate

d. Optimize

40. Which PPDIOO phase identifies and resolves issues before they affect the network?

a. Prepare

b. Plan

c. Design

d. Implement

e. Operate

f. Optimize

41. Which PPDIOO phase produces network diagrams and an equipment list?

a. Prepare

b. Plan

c. Design

d. Implement

e. Operate

f. Optimize

42. Which PPDIOO phase assesses the network and produces a gap list?

a. Prepare

b. Plan

c. Design

d. Implement

e. Operate

f. Optimize

43. Which PPDIOO phase develops a network strategy?

a. Prepare

b. Plan

c. Design

d. Implement

e. Operate

f. Optimize

44. Which PBM phase includes validation, deployment, and migration processes?

a. Plan

b. Design

c. Build

d. Manage

45. Which PBM phase includes product and solution support processes?

a. Plan

b. Design

c. Build

d. Manage

46. Which PBM phase includes strategy, assessment, and design processes?

a. Plan

b. Design

c. Build

d. Manage


Chapter 2. Network Design Models

This chapter covers the following subjects:

Hierarchical Network Models

Cisco Enterprise Architecture Model

High Availability Network Services

This chapter reviews the hierarchical network model and introduces Cisco’s Enterprise Architecture model. This architecture model separates network design into more manageable modules. This chapter also addresses the use of device, media, and route redundancy to improve network availability.


“Do I Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you identify your strengths and deficiencies in this chapter’s topics.



The eight-question quiz, derived from the major sections in the “Foundation Topics” portion of the chapter, helps you determine how to spend your limited study time.

Table 2-1 outlines the major topics discussed in this chapter and the “Do I Know This Already?” quiz questions that correspond to those topics.


Table 2-1 “Do I Know This Already?” Foundation Topics Section-to-Question Mapping








	
Foundation Topics Section


	
Questions Covered in This Section





	
Hierarchical Network Models


	
1, 3





	
Cisco Enterprise Architecture Model


	
2, 5, 6, 7





	
High Availability Network Services


	
4, 8









1. In the hierarchical network model, which layer is responsible for fast transport?

a. Network layer

b. Core layer

c. Distribution layer

d. Access layer

2. Which Enterprise Architecture model component interfaces with the service provider (SP)?

a. Campus infrastructure

b. Access layer

c. Enterprise edge

d. Edge distribution

3. In the hierarchical network model, at which layer do security filtering, address aggregation, and media translation occur?

a. Network layer

b. Core layer

c. Distribution layer

d. Access layer

4. Which of the following is (are) a method (methods) of workstation-to-router redundancy in the access layer?

a. AppleTalk Address Resolution Protocol (AARP)

b. Hot Standby Router Protocol (HSRP)

c. Virtual Router Redundancy Protocol (VRRP)

d. Answers b and c

e. Answers a, b, and c

5. The network-management module has tie-ins to which component(s)?

a. Campus infrastructure

b. Server farm

c. Enterprise edge

d. SP edge

e. Answers a and b

f. Answers a, b, and c

g. Answers a, b, c, and d

6. Which of the following is an SP edge module in the Cisco Enterprise Architecture model?

a. Public switched telephone network (PSTN) service

b. Edge distribution

c. Server farm

d. Core layer

7. In which module would you place Cisco Unified Communications Manager (CUCM)?

a. Campus core

b. E-commerce

c. Server farm

d. Edge distribution farm

8. High availability, port security, and rate limiting are functions of which hierarchical layer?

a. Network layer

b. Core layer

c. Distribution layer

d. Access layer


Foundation Topics

With the complexities of network design, the CCDA needs to understand network models used to simplify the design process. The hierarchical network model was one of the first Cisco models that divided the network into core, distribution, and access layers.



The Cisco Enterprise Architecture model provides a functional modular approach to network design. In addition to a hierarchy, modules are used to organize server farms, network management, campus networks, WANs, and the Internet. A modular approach to network design allows for higher scalability, better resiliency, and easier fault isolation of the network.


Hierarchical Network Models

[image: Image]

Hierarchical models enable you to design internetworks that use specialization of function combined with a hierarchical organization. Such a design simplifies the tasks required to build a network that meets current requirements and can grow to meet future requirements. Hierarchical models use layers to simplify the tasks for internetworking. Each layer can focus on specific functions, allowing you to choose the right systems and features for each layer. Hierarchical models apply to both LAN and WAN design.




Benefits of the Hierarchical Model

The benefits of using hierarchical models for your network design include the following:



[image: Image] Cost savings

[image: Image] Ease of understanding

[image: Image] Modular network growth

[image: Image] Improved fault isolation

After adopting hierarchical design models, many organizations report cost savings because they are no longer trying to do everything in one routing or switching platform. The model’s modular nature enables appropriate use of bandwidth within each layer of the hierarchy, reducing the provisioning of bandwidth in advance of actual need.

Keeping each design element simple and functionally focused facilitates ease of understanding, which helps control training and staff costs. You can distribute network monitoring and management reporting systems to the different layers of modular network architectures, which also helps control management costs.

Hierarchical design facilitates changes and growth. In a network design, modularity lets you create design elements that you can replicate as the network grows—allowing maximum scalability. As each element in the network design requires change, the cost and complexity of making the upgrade are contained to a small subset of the overall network. In large, flat network architectures, changes tend to impact a large number of systems. Limited mesh topologies within a layer or component, such as the campus core or backbone connecting central sites, retain value even in the hierarchical design models.

Structuring the network into small, easy-to-understand elements improves fault isolation. Network managers can easily understand the transition points in the network, which helps identify failure points. It is more difficult to troubleshoot if hierarchical design is not used because the network is not divided into segments.

Today’s fast-converging protocols were designed for hierarchical topologies. To control the impact of routing-protocol processing and bandwidth consumption, you must use modular hierarchical topologies with protocols designed with these controls in mind, such as the Open Shortest Path First (OSPF) routing protocol.

Hierarchical network design facilitates route summarization. Enhanced Interior Gateway Routing Protocol (EIGRP) and all other routing protocols benefit greatly from route summarization. Route summarization reduces routing-protocol overhead on links in the network and reduces routing-protocol processing within the routers. It is less possible to provide route summarization if the network is not hierarchical.


Hierarchical Network Design

[image: Image]

As shown in Figure 2-1, a traditional hierarchical LAN design has three layers:



[image: Image] The core layer provides fast transport between distribution switches within the enterprise campus.

[image: Image] The distribution layer provides policy-based connectivity.

[image: Image] The access layer provides workgroup and user access to the network.


[image: An illustration shows the three layers of the hierarchical LAN design.]
The illustration shows multilayer switches arranged in three layers. The top layer with two multilayer switches is labeled “Core.” The middle layer with two multilayer switches is labeled “Distribution.” The bottom layer with three workgroup switches is labeled “Access.” The two switches in the core layer are connected to each other and to the two switches in the Distribution layer. The two switches in the Distribution layer are connected to each other and to the three switches in the Access layer. At the top of the illustration is the forward arrow pointing to the text that reads: To Enterprise Edge Modules.




Figure 2-1 Hierarchical network design has three layers: core, distribution, and access



Each layer provides necessary functionality to the enterprise campus network. You do not need to implement the layers as distinct physical entities. You can implement each layer in one or more devices or as cooperating interface components sharing a common chassis. Smaller networks can “collapse” multiple layers to a single device with only an implied hierarchy. Maintaining an explicit awareness of hierarchy is useful as the network grows.


Core Layer

The core layer is the network’s high-speed switching backbone that is crucial to corporate communications. It is also referred as the backbone. The core layer should have the following characteristics:



[image: Image] Fast transport

[image: Image] High reliability

[image: Image] Redundancy

[image: Image] Fault tolerance

[image: Image] Low latency and good manageability

[image: Image] Avoidance of CPU-intensive packet manipulation caused by security, inspection, quality of service (QoS) classification, or other processes

[image: Image] Limited and consistent diameter

[image: Image] QoS

When a network uses routers, the number of router hops from edge to edge is called the diameter. As noted, it is considered good practice to design for a consistent diameter within a hierarchical network. The trip from any end station to another end station across the backbone should have the same number of hops. The distance from any end station to a server on the backbone should also be consistent.

Limiting the internetwork’s diameter provides predictable performance and ease of troubleshooting. You can add distribution layer routers and client LANs to the hierarchical model without increasing the core layer’s diameter. Use of a block implementation isolates existing end stations from most effects of network growth.


Distribution Layer

The network’s distribution layer is the isolation point between the network’s access and core layers. The distribution layer can have many roles, including implementing the following functions:



[image: Image] Policy-based connectivity (for example, ensuring that traffic sent from a particular network is forwarded out one interface while all other traffic is forwarded out another interface)

[image: Image] Redundancy and load balancing

[image: Image] Aggregation of LAN wiring closets

[image: Image] Aggregation of WAN connections

[image: Image] QoS

[image: Image] Security filtering

[image: Image] Address or area aggregation or summarization

[image: Image] Departmental or workgroup access

[image: Image] Broadcast or multicast domain definition

[image: Image] Routing between virtual LANs (VLANs)

[image: Image] Media translations (for example, between Ethernet and Token Ring)

[image: Image] Redistribution between routing domains (for example, between two different routing protocols)

[image: Image] Demarcation between static and dynamic routing protocols

You can use several Cisco IOS Software features to implement policy at the distribution layer:

[image: Image] Filtering by source or destination address

[image: Image] Filtering on input or output ports

[image: Image] Hiding internal network numbers by route filtering

[image: Image] Static routing

[image: Image] QoS mechanisms, such as priority-based queuing

The distribution layer provides aggregation of routes providing route summarization to the core. In the campus LANs, the distribution layer provides routing between VLANs that also apply security and QoS policies.


Access Layer

The access layer provides user access to local segments on the network. The access layer is characterized by switched LAN segments in a campus environment. Microsegmentation using LAN switches provides high bandwidth to workgroups by reducing the number of devices on Ethernet segments. Functions of the access layer include the following:



[image: Image] Layer 2 switching

[image: Image] High availability

[image: Image] Port security

[image: Image] Broadcast suppression

[image: Image] QoS classification and marking and trust boundaries

[image: Image] Rate limiting/policing

[image: Image] Address Resolution Protocol (ARP) inspection

[image: Image] Virtual access control lists (VACLs)

[image: Image] Spanning tree

[image: Image] Trust classification

[image: Image] Power over Ethernet (PoE) and auxiliary VLANs for VoIP

[image: Image] Network Access Control (NAC)

[image: Image] Auxiliary VLANs

You implement high availability models at the access layer. The section “High Availability Network Services” covers availability models. The LAN switch in the access layer can control access to the port and limit the rate at which traffic is sent to and from the port. You can implement access by identifying the MAC address using ARP, trusting the host, and using access lists.

Other chapters of this book cover the other functions in the list.

For small office/home office (SOHO) environments, the entire hierarchy collapses to interfaces on a single device. Remote access to the central corporate network is through traditional WAN technologies such as ISDN, Frame Relay, and leased lines. You can implement features such as dial-on-demand routing (DDR) and static routing to control costs. Remote access can include virtual private network (VPN) technology.

Table 2-2 summarizes the hierarchical layers.


Table 2-2 Cisco Enterprise Architecture Model








	
Hierarchical Layer


	
Description







	
Core


	
Fast transport





	
	
High reliability





	
	
Redundancy





	
	
Fault tolerance





	
	
Low latency and good manageability





	
	
Avoidance of slow packet manipulation caused by filters or other processes





	
	
Limited and consistent diameter





	
	
QoS





	
Distribution


	
Policy-based connectivity





	
	
Redundancy and load balancing





	
	
Aggregation of LAN wiring closets





	
	
Aggregation of WAN connections





	
	
QoS





	
	
Security filtering





	
	
Address or area aggregation or summarization





	
	
Departmental or workgroup access





	
	
Broadcast or multicast domain definition





	
	
Routing between VLANs





	
	
Media translations (for example, between Ethernet and Token Ring)





	
	
Redistribution between routing domains (for example, between two different routing protocols)





	
	
Demarcation between static and dynamic routing protocols





	
Access


	
Layer 2 switching





	
	
High availability





	
	
Port security





	
	
Broadcast suppression





	
	
QoS





	
Access (continued)


	
Rate limiting





	
	
ARP inspection





	
	
VACLs





	
	
Spanning tree





	
	
Trust classification





	
Network Access Control (NAC)





	
	
PoE and auxiliary VLANs for VoIP










Hierarchical Model Examples

You can implement the hierarchical model by using a traditional switched campus design or routed campus network. Figure 2-2 is an example of a switched hierarchical design in the enterprise campus. In this design, the core provides high-speed transport between the distribution layers. The building distribution layer provides redundancy and allows policies to be applied to the building access layer. Layer 3 links between the core and distribution switches are recommended to allow the routing protocol to take care of load balancing and fast route redundancy in the event of a link failure. The distribution layer is the boundary between the Layer 2 domains and the Layer 3 routed network. Inter-VLAN communications are routed in the distribution layer. Route summarization is configured under the routing protocol on interfaces towards the core layer. The drawback with this design is that Spanning Tree Protocol (STP) allows only one of the redundant links between the access switch and the distribution switch to be active. In the event of a failure, the second link becomes active, but at no point does load balancing occur.




[image: An illustration shows an example of Switched Hierarchical Design.]
The illustration shows switches arranged in three layers labeled “Core,” “Distribution,” and “Access.” Two multilayer switches are represented in the Core and Distribution layers. Three switches are represented in the Access layer. The multilayer switches in the core layer are connected to each other and to the multilayer switches in the Distribution layer. The multilayer switche in the Distribution layer are connected to each other and to the three switches in the Access layer. Two links are shown from each switch in the Access layer. A dotted line is represented across the switches in the distribution layer. The text above the dotted line reads “Layer 3 Routed.” The text below the dotted line reads “Layer 2 Switched.” The text pointing the Core layer reads “Layer 3 Switching in the Core.” The text pointing the Distribution layer reads “Layer 3 Boundary, Packet Filtering, Policing, Aggregation of Access.” The text pointing the Access layer reads “Layer 2 Switching in Wiring Closet.” The text pointing the connections between the switches in the Core and Distribution layer reads “Route Summarization and Load Balancing.”




Figure 2-2 Switched Hierarchical Design



Figure 2-3 shows examples of a routed hierarchical design. In this design, the Layer 3 boundary is pushed toward the access layer. Layer 3 switching occurs in access, distribution, and core layers. Route filtering is configured on interfaces toward the access layer. Route summarization is configured on interfaces toward the core layer. The benefit of this design is that load balancing occurs from the access layer since the links to the distribution switches are routed.


[image: An illustration shows an example of Routed Hierarchical Design.]
The illustration shows switches arranged in three layers labeled “Core,” “Distribution,” and “Access.” Two multilayer switches are represented in the Core and Distribution layers. Three switches are represented in the Access layer. The multilayer switches in the core layer are connected to each other and to the multilayer switches in the Distribution layer. The multilayer switches in the Distribution layer are connected to each other and to the three switches in the Access layer. Two links are shown from each switch in the Access layer. A dotted line is represented across the switches in the Access layer. The text above the line reads “Layer 3 Routed.” The text below the line reads “Layer 2 Switched.” The text pointing the Core layer reads “Layer 3 Switching in the Core.” The text pointing the Distribution layer reads “Layer 3 Boundary, Packet Filtering, Policing.” The text pointing the Access layer reads “VLANs Local to Wiring Closet.” The text pointing the connections between the switches in the Core and Distribution layers reads “Route Summarization and Load Balancing.” The text pointing the connections between the switches in the Distribution and Access layers reads “Route Filtering Toward Access Layer.”




Figure 2-3 Routed hierarchical design



Another solution for providing redundancy between the access and distribution switching is the Virtual Switching System (VSS). VSS solves the STP looping problem by converting the distribution switching pair into a logical single switch. It removes STP and negates the need for Hot Standby Router Protocol (HSRP), Virtual Router Redundancy Protocol (VRRP), or Gateway Load Balancing Protocol (GLBP).

With VSS, the physical topology changes as each access switch has a single upstream distribution switch versus having two upstream distribution switches. VSS is configured only on Cisco 6500 switches using the VSS Supervisor 720-10G. As shown in Figure 2-4, the two switches are connected via 10GE links called virtual switch links (VSLs), which makes them seem as a single switch. The key benefits of VSS include the following:

[image: Image] Layer 3 switching can be used toward the access layer, enhancing nonstop communication.

[image: Image] Scales system bandwidth up to 1.44 Tbps.

[image: Image] Simplified management of a single configuration of the VSS distribution switch.

[image: Image] Better return on investment (ROI) via increased bandwidth between the access layer and the distribution layer.

[image: Image] Supported on Catalyst 4500, 6500, and 6800 switches.


[image: Three illustration shows the Virtual Switching System (VSS).]

The first illustration shows traditional switching system with STP (Spanning Tree Protocol) between Access and Distribution Layers. The two multilayer switches in the distribution layer swit are connected to each other by two links. Each switch in the Distribution Layer is connected to the two switches in the Access Layer. Two arrows from the text “STP Blocked Links” point to the links between the switches in the Distribution layer and the Access layers. The second illustration shows VSS 1440 that allows both Upstream Links to be used. The two multilayer switches in the Distribution layer are connected to each other by two links. Each multilayer switch in the Distribution Layer is connected to the two switches in the Access Layer. The two links between the switches in the Distribution layer and the link between the switches in the Distribution layer and Access layer are marked with dotted ovals. The third illustration shows VSS logical view. A multilayer switch in the Distribution layer is connected by two links to the two switches in the Access layer. The links are marked with dotted circles.




Figure 2-4 VSS




Hub-and-Spoke Design

For designing networks, the hub-and-spoke design provides better convergence times than ring topology. The hub-and-spoke design, illustrated in Figure 2-5, also scales better and is easier to manage than ring or mesh topologies. For example, implementing security policies in a full mesh topology would become unmanageable because you would have to configure policies at each point location.




[image: An illustration shows the Hub-and-Spoke topology, Ring Topology, and Mesh Topology.]
In the Hub-and-Spoke topology, the single Hub router at the top of the hierarchy is connected to two routers, the spokes. Each spoke is again connected to three other routers. The text below the illustration reads “Hub-and-Spoke Topology allows for more scalability and easier management.”In the Ring topology, six routers are connected by links in the form of a ring. The text below the illustration reads “Ring Topology adds more delay as you add more nodes.” In the Mesh topology, six routers are connected by links in the form of a ring. Each router in the ring is connected to every other router. The text below the illustration reads “Mesh Topology requires a network connection to all other devices.”




Figure 2-5 Hub-and-spoke design




Collapsed Core Design

One alternative to the three-layer hierarchy is the collapsed core design. It is a two-layer hierarchy used with smaller networks. It is commonly used on sites with a single building with just multiple floors. As shown in Figure 2-6, the core and distribution layers are merged, providing all the services needed for those layers. Design parameters to decide if you need to migrate to the three-layer hierarchy include not enough capacity and throughput at the distribution layer, network resiliency, and geographic dispersion.




[image: An illustration shows the Collapsed core design.]
The illustration on the left shows switches arranged in two layers, two multilayer switches in the top layer and four switches in the bottom layer. The multilayer switches in the top layer are connected to each other and the connection reads “Core/Distribution Topology.” Each multilayer switch in the top layer is connected to the four switches in the bottom layer. The switches in the bottom layer are labeled “Building Access.” The illustration on the right shows switches arranged in three layers labeled “core,” “Distribution,” and “Access” from top to bottom. The two multilayer switches in the Core layer are connected to each other by two links. Each multilayer switch in the core layer is connected to the two multilayer switches in the Distribution layer by two links. Each switch in the Distribution layer is connected to a separate set of three switches represented in the Access layer by two links.




Figure 2-6 Collapsed core design




Cisco Enterprise Architecture Model

The Cisco Enterprise Architecture model facilitates the design of larger, more scalable networks.



As networks become more sophisticated, it is necessary to use a more modular approach to design than just WAN and LAN core, distribution, and access layers. The architecture divides the network into functional network areas and modules. These areas and modules of the Cisco Enterprise Architecture are

[image: Image] Enterprise campus area

[image: Image] Enterprise data center module

[image: Image] Enterprise branch module

[image: Image] Enterprise teleworker module

The Cisco Enterprise Architecture model maintains the concept of distribution and access components connecting users, WAN services, and server farms through a high-speed campus backbone. The modular approach in design should be a guide to the network architect. In smaller networks, the layers can collapse into a single layer, even a single device, but the functions remain.

Figure 2-7 shows the Cisco Enterprise Architecture model. The enterprise campus area contains a campus infrastructure that consists of core, building distribution, and building access layers, with a data center module. The enterprise edge area consists of the Internet, e-commerce, VPN, and WAN modules that connect the enterprise to the service provider’s facilities. The SP edge area provides Internet, public switched telephone network (PSTN), and WAN services to the enterprise.

[image: Image]


[image: An illustration shows the Cisco Enterprise Architecture Model.]
The illustration shows four blocks labeled “Enterprise Campus,” “Enterprise Edge,” “SP Edge WAN/Internet,” and “Remote Modules” from left to right. Enterprise Campus has four horizontal sub-blocks. Sub-block one labeled “Data Center” is with switches arranged in two layers. The top layer has three switches, each of which is connected to the two multilayer switches in the bottom layer. The multilayer switches in the bottom layer are connected to each other. Sub-block two labeled “Campus Core” is with two multilayer switches that are connected to each other and to the two multilayer switches in the bottom layer of the Data Center. Sub-block three labeled “Building Distribution” is with two multilayer switches that are connected to each other and to the two multilayer switches in the Campus Core. Sub-block four labeled “Building Access” is with three switches each of which is connected to the two switches in the Building Distribution. Enterprise Edge has three sub blocks. Sub-block one labeled “E-Commerce/DMZ/Internet” is connected to the Data Center of Enterprise Campus. Sub-block two labeled “Enterprise WAN” is connected to the Campus Core layer of Enterprise Campus. Sub-block three labeled “Remote Access VPN” is connected to the Building Distribution layer of Enterprise Campus. E-commerce/DMZ/Internet is also connected to the Remote Access VPN. SP Edge WAN/Internet is with four sub-blocks. Sub-block one labeled “ISP 1” and sub-block two labeled “ISP 2” are connected to E-Commerce/DMZ/Internet of Enterprise Edge. Sub-block three labeled “MPLS/MAN Frame Relay ATM” is connected to Enterprise WAN of Enterprise Edge. Sub-block four labeled “PSTN” is connected to Remote Access VPN of Enterprise Edge. Remote Modules is with three sub-blocks. Sub-block one labeled “Enterprise Branch” is connected to ISP 1, ISP 2, and MPLS/MAN Frame Relay ATM of SP Edge WAN/Internet. Sub-block two labeled “Enterprise Data Center” is connected to MPLS/MAN Frame Relay ATM of SP Edge WAN/Internet. Sub-block three labeled “Enterprise Teleworkers” is connected to ISP 2 and PSTN of SP Edge WAN/Internet.




Figure 2-7 Cisco Enterprise Architecture model



The network management servers reside in the campus infrastructure but have tie-ins to all the components in the enterprise network for monitoring and management.

The enterprise edge connects to the edge-distribution module of the enterprise campus. In small and medium sites, the edge distribution can collapse into the campus backbone component. It provides connectivity to outbound services that are further described in later sections.


Enterprise Campus Module

The enterprise campus consists of the following submodules:



[image: Image] Campus core

[image: Image] Building distribution and aggregation switches

[image: Image] Building access

[image: Image] Server farm/data center

Figure 2-8 shows the Enterprise Campus model. The campus infrastructure consists of the campus core, building distribution, and building access layers. The campus core provides a high-speed switched backbone between buildings, to the server farm, and towards the enterprise edge. This segment consists of redundant and fast-convergence connectivity. The building distribution layer aggregates all the closet access switches and performs access control, QoS, route redundancy, and load balancing. The building access switches provide VLAN access, PoE for IP phones and wireless access points, broadcast suppression, and spanning tree.


[image: An illustration shows the Enterprise Campus Model.]

Enterprise Campus has four horizontal sub-blocks. Sub-block one labeled “Data Center” is with switches arranged in two layers. The top layer has three LAN switches, each of which is connected to the two multilayer switches in the bottom layer. The multilayer switches in the bottom layer are connected. Sub-block two labeled “Campus Core” is with two multilayer switches that are connected to each other and to the two switches in the bottom layer of the Data Center. Sub-block three labeled “Building Distribution” is with two multilayer switches that are connected to each other and to the two multilayer switches in the Campus Core. Sub-block four labeled “Building Access” is with three LAN switches each of which is connected to the two multilayer switches in the Building Distribution.




Figure 2-8 Enterprise Campus model



The server farm or data center provides high-speed access and high availability (redundancy) to the servers. Enterprise servers such as file and print servers, application servers, email servers, Dynamic Host Configuration Protocol (DHCP) servers, and Domain Name System (DNS) servers are placed in the server farm. Cisco Unified CallManager servers are placed in the server farm for IP telephony networks. Network management servers are located in the server farm, but these servers link to each module in the campus to provide network monitoring, logging, trending, and configuration management.

An enterprise campus infrastructure can apply to small, medium, and large locations. In most instances, large campus locations have a three-tier design with a wiring-closet component (building access layer), a building distribution layer, and a campus core layer. Small campus locations likely have a two-tier design with a wiring-closet component (Ethernet access layer) and a backbone core (collapsed core and distribution layers). It is also possible to configure distribution functions in a multilayer building access device to maintain the focus of the campus backbone on fast transport. Medium-sized campus network designs sometimes use a three-tier implementation or a two-tier implementation, depending on the number of ports, service requirements, manageability, performance, and availability required.


Enterprise Edge Area

As shown in Figure 2-9, the enterprise edge consists of the following submodules:



[image: Image] Business web applications and databases, e-commerce networks and servers

[image: Image] Internet connectivity and demilitarized zone (DMZ)

[image: Image] VPN and remote access

[image: Image] Enterprise WAN connectivity


[image: An illustration depicts the Enterprise Edge Module.]
The Enterprise Edge Module has four sub-modules labeled “E-Commerce,” “DMZ/Internet,” “Enterprise WAN,” and “Remote Access VPN” from top to bottom. The E-commerce module is represented with internet connectivity and a server. The DMZ/Internet is represented by internet connectivity. WAN is represented with two routers. Remote Access VPN is represented with a VPN server.




Figure 2-9 Enterprise Edge module




E-Commerce Module

The e-commerce submodule of the enterprise edge provides highly available networks for business services. It uses the high availability designs of the server farm module with the Internet connectivity of the Internet module. Design techniques are the same as those described for these modules. Devices located in the e-commerce submodule include the following:



[image: Image] Web and application servers: Primary user interface for e-commerce navigation

[image: Image] Database servers: Contain the application and transaction information

[image: Image] Firewall and firewall routers: Govern the communication between users of the system

[image: Image] Network intrusion prevention systems (IPS): Provide monitoring of key network segments in the module to detect and respond to attacks against the network

[image: Image] Multilayer switch with IPS modules: Provide traffic transport and integrated security monitoring


Internet Connectivity Module

The Internet submodule of the enterprise edge provides services such as public servers, email, and DNS. Connectivity to one or several Internet service providers (ISPs) is also provided. Components of this submodule include the following:



[image: Image] Firewall and firewall routers: Provide protection of resources, stateful filtering of traffic, and VPN termination for remote sites and users

[image: Image] Internet edge routers: Provide basic filtering and multilayer connectivity

[image: Image] FTP and HTTP servers: Provide for web applications that interface the enterprise with the world via the public Internet

[image: Image] SMTP relay servers: Act as relays between the Internet and the intranet mail servers

[image: Image] DNS servers: Serve as authoritative external DNS servers for the enterprise and relay internal requests to the Internet

Several models connect the enterprise to the Internet. The simplest form is to have a single circuit between the enterprise and the SP, as shown in Figure 2-10. The drawback is that you have no redundancy or failover if the circuit fails.


[image: An illustration shows the simple internet connection. The illustration shows blocks each with a router. The router in the top block labeled “Service Provider Edge” is linked to the router in the bottom block labeled “Enterprise Edge.”]

Figure 2-10 Simple Internet connection



You can use multihoming solutions to provide redundancy or failover for Internet service. Figure 2-11 shows four Internet multihoming options:

[image: Image] Option 1: Single router, dual links to one ISP

[image: Image] Option 2: Single router, dual links to two ISPs

[image: Image] Option 3: Dual routers, dual links to one ISP

[image: Image] Option 4: Dual routers, dual links to two ISPs


[image: An illustration shows four Internet multi-homing options.]

Option one shows Service Provider (SP) Edge and Enterprise Edge modules. SP Edge module is represented as a cloud labeled “ISP A” with two routers. Each router in SP Edge module is connected to a single router in Enterprise Edge module. Option two shows SP Edge and Enterprise Edge modules. SP Edge module is represented with two clouds labeled “ISP A” and “ISP B” each with a single router which is connected to the single router in Enterprise Edge module. Option three shows SP Edge and Enterprise Edge modules. SP edge module is represented as a single cloud labeled “ISP A” with two routers each of which is connected to a router in Enterprise Edge module. The two routers in Enterprise Edge module are connected to each other.

Option four shows SP Edge and Enterprise Edge modules. SP Edge is with two clouds labeled “ISP A” and ISP B” each with a router which is connected to a router in Enterprise Edge. The two routers in Enterprise Edge are connected to each other.




Figure 2-11 Internet multihoming options



Option 1 provides link redundancy but does not provide ISP and local router redundancy. Option 2 provides link and ISP redundancy but does not provide redundancy for a local router failure. Option 3 provides link and local router redundancy but does not provide for an ISP failure. Option 4 provides for full redundancy of the local router, links, and ISPs.


VPN/Remote Access

The VPN/remote access module of the enterprise edge provides remote-access termination services, including authentication for remote users and sites. Components of this submodule include the following:



[image: Image] Firewalls: Provide stateful filtering of traffic, authenticate trusted remote sites, and provide connectivity using IPsec tunnels

[image: Image] Dial-in access concentrators: Terminate legacy dial-in connections and authenticate individual users

[image: Image] Cisco Adaptive Security Appliances (ASAs): Terminate IPsec tunnels, authenticate individual remote users, and provide firewall and intrusion prevention services

[image: Image] Network intrusion prevention system (IPS) appliances

If you use a remote-access terminal server, this module connects to the PSTN. Today’s networks often prefer VPNs over remote-access terminal servers and dedicated WAN links. VPNs reduce communication expenses by leveraging the infrastructure of SPs. For critical applications, the cost savings might be offset by a reduction in enterprise control and the loss of deterministic service. Remote offices, mobile users, and home offices access the Internet using the local SP with secured IPsec tunnels to the VPN/remote access submodule via the Internet submodule.

Figure 2-12 shows a VPN design. Branch offices obtain local Internet access from an ISP. Teleworkers also obtain local Internet access. VPN software creates secured VPN tunnels to the VPN server that is located in the VPN submodule of the enterprise edge.


[image: An illustration depicts VPN Architecture.]
An illustration shows three sections labeled “Enterprise Edge,” “SP Edge,” and “Internet Access.” At the center is the SP Edge with two squares labeled “ISP A” and “ISP B” laid on the edges of a large cloud labeled “Internet.” To the left is the Enterprise Edge with VPN Access Server which is connected by a dual link to Internet connectivity which is being provided by ISP A and ISP B of SP Edge. To the right is the Internet Access representing huge buildings and houses. Dual links are represented between the Internet cloud in SP Edge and huge buildings. A single link is shown between the Internet cloud in SP Edge and each house.




Figure 2-12 VPN architecture




Enterprise WAN

The enterprise edge of the enterprise WAN includes access to WANs. WAN technologies include the following:



[image: Image] Multiprotocol Label Switching (MPLS)

[image: Image] Metro Ethernet

[image: Image] Leased lines

[image: Image] Synchronous Optical Network (SONET) and Synchronous Digital Hierarchy (SDH)

[image: Image] PPP

[image: Image] Frame Relay

[image: Image] ATM

[image: Image] Cable

[image: Image] Digital subscriber line (DSL)

[image: Image] Wireless

Chapter 6, “WAN Technologies and the Enterprise Edge,” and Chapter 7, “WAN Design,” cover these WAN technologies. Routers in the enterprise WAN provide WAN access, QoS, routing, redundancy, and access control to the WAN. Of these WAN technologies, MPLS is the most popular WAN technology used today. For MPLS networks, the WAN routers prioritize IP packets based on configured differentiated services code point (DSCP) values to use one of several MPLS QoS levels. Figure 2-13 shows the WAN module connecting to the Frame Relay SP edge. The enterprise edge routers in the WAN module connect to the SP’s Frame Relay switches.


[image: An illustration shows the WAN Module.]

The illustration shows two blocks labeled “Enterprise Edge” and the “SP Edge.” The Enterprise Edge module is with two routers that are connected to the Campus Infrastructure represented in the form of a cloud to the left of the block. The SP Edge is with two Frame Relay Switches that are connected to the in the Enterprise Edge and to the Frame Relay Network Routers that is represented in the form of a cloud to the right of the block.




Figure 2-13 WAN module



Use the following guidelines when designing the enterprise edge:

[image: Image] Determine the connection needed to connect the corporate network to the Internet. These connections are assigned to the Internet connectivity module.

[image: Image] Create the e-commerce module for customers and partners that require Internet access to business and database applications.

[image: Image] Design the remote access/VPN module for VPN access to the internal network from the Internet. Implement the security policy and configure authentication and authorization parameters.

[image: Image] Assign the edge sections that have permanent connections to remote branch offices. Assign these to the WAN, metro area network (MAN), and VPN module.


Service Provider Edge Module

The SP edge module, shown in Figure 2-14, consists of SP edge services such as the following:



[image: Image] Internet services

[image: Image] PSTN services

[image: Image] WAN services


[image: An illustration shows the WAN/Internet SP edge module.]
The illustration shows a block with four sub-blocks each representing a service being offered. The services offered are labeled “Internet Service Provider 1,” “Internet Service Provider 2,” “MPLS/MAN Frame Relay ATM,” and “PSTN.” The MPLS/MAN Frame Relay ATM service is represented by a router. The PSTN service is represented by a cloud labeled “PSTN.”




Figure 2-14 WAN/Internet SP edge module



Enterprises use SPs to acquire network services. ISPs offer enterprises access to the Internet. ISPs can route the enterprise’s networks to their network and to upstream and peer Internet providers. ISPs can provide Internet services via Ethernet, DSL, or T1/DS3 access. It is common now for the SP to have their ISP router at the customer site and provide Ethernet access to the customer. Connectivity with multiple ISPs was described in the section “Internet Connectivity Module.”

For voice services, PSTN providers offer access to the global public voice network. For the enterprise network, the PSTN lets dialup users access the enterprise via analog or cellular wireless technologies. It is also used for WAN backup using ISDN services.

WAN SPs offer MPLS, Frame Relay, ATM, and other WAN services for enterprise site-to-site connectivity with permanent connections. These and other WAN technologies are described in Chapter 6.


Remote Modules

The remote modules of the Cisco Enterprise Architecture model are the enterprise branch, enterprise data center, and enterprise teleworker modules.




Enterprise Branch Module

The enterprise branch normally consists of remote offices or sales offices. These branch offices rely on the WAN to use the services and applications provided in the main campus. Infrastructure at the remote site usually consists of a WAN router and a small LAN switch, as shown in Figure 2-15. As an alternative to MPLS, it is common to use site-to-site IPsec VPN technologies to connect to the main campus.




[image: An illustration shows the Enterprise branch module represented as a block.]

The illustration shows a group of computers connected to a LAN switch which is connected to a router. An arrow pointing from the router out of the Enterprise Branch module reads “WAN to Main Enterprise Headquarters.”




Figure 2-15 Enterprise branch module




Enterprise Data Center Module

The enterprise data center uses the network to enhance the server, storage, and application servers. The offsite data center provides disaster recovery and business continuance services for the enterprise. Highly available WAN services are used to connect the enterprise campus to the remote enterprise data center. The data center components include the following:



[image: Image] Network infrastructure: Gigabit and 10 Gigabit Ethernet, InfiniBand, optical transport, and storage switching

[image: Image] Interactive services: Computer infrastructure services, storage services, security, and application optimization

[image: Image] DC management: Cisco Fabric Manager and Cisco VFrame for server and service management

The enterprise data center is covered in detail in Chapter 4, “Data Center Design.”


Enterprise Teleworker Module

The enterprise teleworker module consists of a small office or a mobile user who needs to access services of the enterprise campus. As shown in Figure 2-16, mobile users connect from their homes, hotels, or other locations using dialup or Internet access lines. VPN clients are used to allow mobile users to securely access enterprise applications. The Cisco Virtual Office solution provides a solution for teleworkers that is centrally managed using small integrated service routers (ISRs) in the VPN solution. IP phone capabilities are also provided in the Cisco Virtual Office solution, providing corporate voice services for mobile users.




[image: An illustration of Enterprise teleworker solution shows an Enterprise connected to the Teleworker station.]

The illustration shows a building representing enterprise services. The teleworker station is with a router connected to an IP telephone and a computer. The VPN Hub Router in the Enterprise Services is connected to the router in the Teleworker Station. Two clouds labeled “Internet” and “Broadband” are represented on the link.




Figure 2-16 Enterprise teleworker solution



Table 2-3 summarizes the Cisco Enterprise Architecture.


Table 2-3 Cisco Enterprise Architecture Model








	
Enterprise 
Area or Module


	
Description





	
Enterprise campus area


	
The enterprise campus module includes the building access and building distribution components and the shared campus backbone component or campus core. Edge distribution provides connectivity to the enterprise edge. High availability is implemented in the server farm, and network management monitors the enterprise campus and enterprise edge.





	
Enterprise edge 
area


	
Consists of e-commerce, Internet, VPN/remote access, and WAN modules.





	
Enterprise 
WAN module


	
This module provides MPLS or other WAN technologies.





	
Enterprise remote branch module


	
The enterprise branch normally consists of remote offices, small offices, or sales offices. These branch offices rely on the WAN to use the services and applications provided in the main campus.





	
Enterprise data center module


	
The enterprise data center consists of using the network to enhance the server, storage, and application servers. The offsite data center provides disaster recovery and business continuance services for the enterprise.





	
Enterprise teleworker


	
The enterprise teleworker module supports a small office, mobile users, or home users providing access to corporate systems via VPN tunnels.










High Availability Network Services

This section covers designs for high availability network services in the access layer.



[image: Image]

When designing a network topology for a customer who has critical systems, services, or network paths, you should determine the likelihood that these components will fail and then design redundancy where necessary. Consider incorporating one of the following types of redundancy into your design:

[image: Image] Workstation-to-router redundancy in the building access layer

[image: Image] Server redundancy in the server farm module

[image: Image] Route redundancy within and between network components

[image: Image] Link media redundancy in the access layer

The following sections discuss each type of redundancy.


Workstation-to-Router Redundancy and LAN High Availability Protocols

When a workstation has traffic to send to a station that is not local, the workstation has many possible ways to discover the address of a router on its network segment, including the following:



[image: Image] ARP

[image: Image] Explicit configuration

[image: Image] ICMP Router Discovery Protocol (RDP)

[image: Image] RIP

[image: Image] HSRP

[image: Image] VRRP

[image: Image] GLBP

[image: Image] VSS

The following sections cover each of these methods. VSS is covered earlier in the chapter.


ARP

Some IP workstations send an ARP frame to find a remote station. A router running proxy ARP can respond with its data link layer address. Cisco routers run proxy ARP by default.




Explicit Configuration

Most IP workstations must be configured with the IP address of a default router, which is sometimes called the default gateway.



In an IP environment, the most common method for a workstation to find a server is via explicit configuration (a default router). If the workstation’s default router becomes unavailable, you must reconfigure the workstation with the address of a different router. Some IP stacks enable you to configure multiple default routers, but many other IP implementations support only one default router.


RDP

RFC 1256 specifies an extension to the Internet Control Message Protocol (ICMP) that allows an IP workstation and router to run RDP to let the workstation learn a router’s address.




RIP

An IP workstation can run RIP to learn about routers, although this is not a common practice anymore and is not recommended.
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