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Introduction

This book helps you prepare for the Cisco FIREWALL 642-618 certification exam. The
FIREWALL exam is one in a series of exams required for the Cisco Certified Network
Professional Security (CCNP Security) certification. This exam focuses on the applica-
tion of security principles with regard to the Cisco Adaptive Security Appliance (ASA)
device.

Who Should Read This Book

Network security is a complex business. It is important that you have extensive experi-
ence in and an in-depth understanding of computer networking before you can begin to
apply security principles. The Cisco FIREWALL program was developed to introduce the
ASA security products, explain how each product is applied, and explain how it can be
leveraged to increase the security of your network. The FIREWALL program is for net-
work administrators, network security administrators, network architects, and experi-
enced networking professionals who are interested in applying security principles to their
networks.

How to Use This Book

This book consists of 17 chapters. Each chapter tends to build upon the chapter that pre-
cedes it. Each chapter includes case studies or practice configurations that can be imple-

mented using both the command-line interface (CLI) and Cisco Adaptive Security Device
Manager (ASDM).

The chapters of this book cover the following topics:

m  Chapter 1, “Cisco ASA Adaptive Security Appliance Overview”: This chapter dis-
cusses basic network security and traffic filtering strategies. It also provides an
overview of ASA operation, including the ASA feature set, product licensing, and
how various ASA models should be matched with the environments they will protect.

m  Chapter 2, “Working with a Cisco ASA”: This chapter reviews the basic methods
used to interact with an ASA and to control its basic operation. Both the CLI and
ASDM are discussed.

m  Chapter 3, “Configuring ASA Interfaces”: This chapter explains how to configure
ASA interfaces with the parameters they need to operate on a network.

m  Chapter 4, “Configuring IP Connectivity”: This chapter covers the ASA features
related to providing IP addressing through DHCP and to exchanging IP routing infor-
mation through several different dynamic routing protocols.

m  Chapter 5, “Managing a Cisco ASA”: This chapter reviews the configuration com-
mands and tools that can be used to manage and control an ASA, both locally and
remotely.
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Chapter 6, “Recording ASA Activity”: This chapter describes how to configure an
ASA to generate logging information that can be collected and analyzed. The logging
information can be used to provide an audit trail of network and security activity.

Chapter 7, “Using Address Translation”: This chapter describes how IP addresses
can be altered or translated as packets move through an ASA. The various types of
Network Address Translation (NAT) and Port Address Translation (PAT) are covered.
This chapter covers address translation methods for OS versions both before and
after 8.3, where translation configuration was completely transformed.

Chapter 8, “Controlling Access Through the ASA”: This chapter reviews access
control lists and host shunning, and how these features can be configured to control
traffic movement through an ASA.

Chapter 9, “Inspecting Traffic”: This chapter covers the Modular Policy
Framework, a method used to define and implement many types of traffic inspec-
tion policies. It also covers ICMP, UDP, TCP, and application protocol inspection
engines, as well as more advanced inspection tools, such as Botnet Traffic Filtering
and threat detection.

Chapter 10, “Using Proxy Services to Control Access”: This chapter discusses the
features that can be leveraged to control the authentication, authorization, and
accounting (AAA) of users as they pass through an ASA.

Chapter 11, “Handling Traffic”: This chapter covers the methods and features that
can be used to handle fragmented traffic, to prioritize traffic for QoS, to police traf-
fic rates, and to shape traffic bandwidth.

Chapter 12, “Using Transparent Firewall Mode”: This chapter reviews transparent
firewall mode and how it can be used to make an ASA more stealthy when intro-
duced into a network. The ASA can act as a transparent bridge, forwarding traffic at
Layer 2.

Chapter 13, “Creating Virtual Firewalls on the ASA”: This chapter discusses the
multiple context mode that can be used to allow a single physical ASA device to
provide multiple virtual firewalls or security contexts.

Chapter 14, “Deploying High Availability Features”: This chapter covers two
strategies that can be used to implement high availability between a pair of ASAs.

Chapter 15, “Integrating ASA Service Modules”: This chapter explains the basic
steps needed to configure an ASA to work with the AIP and CSC Security Services
Modules (SSM), which can be used to offload in-depth intrusion protection and
content handling.

Chapter 16, “Traffic Analysis Tools”: This chapter discusses two troubleshooting
tools that you can use to test and confirm packet movement through an ASA.

Chapter 17 “Final Preparation”: This short chapter lists the exam preparation tools
useful at this point in the study process and provides a suggested study plan now
that you have completed all the earlier chapters in this book.



m  Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes”: This appendix
provides the answers to the “Do I Know This Already?” quizzes that you will find at
the beginning of each chapter.

m  Appendix B, “CCNP Security 642-618 FIREWALL Exam Updates: Version 1.0”:
This appendix provides you with updated information if Cisco makes minor modifi-
cations to the exam upon which this book is based. When Cisco releases an entirely
new exam, the changes are usually too extensive to provide in a simple update
appendix. In those cases, you need to consult the new edition of the book for the
updated content. This additional content about the exam will be posted as a PDF
document on this book’s companion website (www.ciscopress.com/
title/9781587142796).

B Glossary of Key Terms: This glossary defines the key terms that appear at the end
of each chapter, for which you should be able to provide definitions on your own in
preparation for the exam.

Each chapter follows the same format and incorporates the following tools to assist you
by assessing your current knowledge and emphasizing specific areas of interest within
the chapter:

m  “Do I Know This Already?” Quiz: Each chapter begins with a quiz to help you
assess your current knowledge of the subject. The quiz is divided into specific areas
of emphasis that enable you to best determine where to focus your efforts when
working through the chapter.

m  Foundation Topics: The foundation topics are the core sections of each chapter.
They focus on the specific protocols, concepts, or skills that you must master to suc-
cessfully prepare for the examination.

m  Exam Preparation: Near the end of each chapter, the Exam Preparation section
highlights the key topics from the chapter and the pages where you can find them for
quick review. This section also provides a list of key terms that you should be able to
define in preparation for the exam. It is unlikely that you will be able to successfully
complete the certification exam by just studying the key topics and key terms,
although they are a good tool for last-minute preparation just before taking the
exam.

m  Command References: Each chapter ends with a series of tables containing the com-
mands that were covered. The tables provide a convenient place to review the com-
mands, their syntax, and the sequence in which they should be used to configure a
feature.

m  CD-ROM-based practice exam: This book includes a CD-ROM containing several
interactive practice exams. It is recommended that you continue to test your knowl-
edge and test-taking skills by using these exams. You will find that your test-taking
skills will improve by continued exposure to the test format. Remember that the
potential range of exam questions is limitless. Therefore, your goal should not be to
“know” every possible answer but to have a sufficient understanding of the subject
matter so that you can figure out the correct answer with the information provided.

XXVil
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Certification Exam and This Preparation Guide

The questions for each certification exam are a closely guarded secret. The truth is that if
you had the questions and could only pass the exam, you would be in for quite an embar-
rassment as soon as you arrived at your first job that required these skills. The point is to

know the material, not just to successfully pass the exam.

We do know which topics you must know to successfully complete this exam because
Cisco publishes them as “642-618 Deploying Cisco ASA Firewall Solutions Exam Topics
(Blueprint)” on the Cisco Learning Network. Table I-1 lists each FIREWALL v2.0 exam
topic listed in the blueprint along with a reference to the chapter that covers the topic.
These are the same topics you should be proficient in when configuring the Cisco ASA in
the real world.

Table I-1 FIREWALL v2.0 Exam Topics and Chapter References

Exam Topic Chapter Where Topic Is Covered

ASA Basic Configurations

Identify the ASA product family Chapters 1, 15
Implement ASA licensing Chapter 1
Manage the ASA boot process Chapter 2
Implement ASA interface settings Chapters 3, 8
Implement ASA management features Chapters 2, 4, 5, 6, 16
Implement ASA access control features Chapters 8, 10
Implement NAT on the ASA Chapter 7
Implement ASDM public server feature Chapter 2
Implement ASA QoS settings Chapter 11
Implement ASA transparent firewall Chapter 12
ASA Routing Features

Implement ASA static routing Chapter 4
Implement ASA dynamic routing Chapter 4
ASA Inspection Policy

Implement ASA inspections features Chapter 9

ASA Advanced Network Protections

Implement ASA botnet traffic filter Chapter 9
ASA High Availability
Implement ASA interface redundancy Chapter 3

and load sharing features

Implement ASA virtualization feature Chapter 13

Implement ASA stateful failover Chapter 14
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Notice that not all the chapters map to a specific exam topic. Each version of the exam
can have topics that emphasize different functions or features, while some topics can be
rather broad and generalized. The goal of this book is to provide the most comprehensive
coverage to ensure that you are well prepared for the exam. In order to do this, all possi-
ble topics that have been addressed in different versions of this exam (past and present)
are covered. Many of the chapters that do not specifically address exam topics provide a
foundation that is necessary for a clear understanding of network security. Your short-
term goal might be to pass this exam, but your long-term goal should be to become a
qualified network security professional.

It is also important to understand that this book is a “static” reference, whereas the exam
topics are dynamic. Cisco can and does change the topics covered on certification exams
often.

This exam guide should not be your only reference when preparing for the certification
exam. You can find a wealth of information available at Cisco.com that covers each topic
in great detail. The goal of this book is to prepare you as well as possible for the FIRE-
WALL exam. Some of this is completed by breaking a 600-page (average) implementation
guide into a 30-page chapter that is easier to digest. If you think that you need more
detailed information on a specific topic, you should read the Cisco documentation that
focuses on that topic.

Note that because security vulnerabilities and preventive measures continue to develop,
Cisco reserves the right to change the exam topics without notice. Although you can
refer to the list of exam topics listed in Table I-1, always check Cisco.com to verify the
actual list of topics to ensure that you are prepared before taking the exam. You can view
the current exam topics on any current Cisco certification exam by visiting the
Cisco.com website, hovering over Training & Events, and selecting from the
Certifications list. Note also that, if needed, Cisco Press might post additional
preparatory content on the web page associated with this book at www.ciscopress.com/
title/9781587142710. It’s a good idea to check the website a few weeks before taking
your exam to be sure that you have up-to-date content.

Overview of the Cisco Certification Process

The network security market is currently in a position where the demand for qualified
engineers vastly surpasses the supply. For this reason, many engineers consider migrating
from routing/networking over to network security. Remember that “network security” is
just “security” applied to “networks.” This sounds like an obvious concept, but it is actu-
ally an important one if you are pursuing your CCNP Security certification. You must be
familiar with networking before you can begin to apply the security concepts. For exam-
ple, the skills required to complete the CCNA or CCNP will give you a solid foundation
that you can expand into the network security field.
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Taking the FIREWALL Certification Exam

As with any Cisco certification exam, you should strive to be thoroughly prepared before
taking the exam. There is no way to determine exactly what questions are on the exam,
so the best way to prepare is to have a good working knowledge of all subjects covered
on the exam. Schedule yourself for the exam and be sure to be rested and ready to focus
when taking the exam.

The best place to find out the latest available Cisco training and certifications is under the
Training & Events section at Cisco.com.

Tracking Cisco Certification Status

You can track your certification progress by checking www.cisco.com/go/certifications/
login. You must create an account the first time you log in to the site.

How to Prepare for an Exam

The best way to prepare for any certification exam is to use a combination of the prepa-
ration resources, labs, and practice tests. This guide has integrated some practice ques-
tions and example scenarios to help you better prepare. If possible, you should get some
hands-on experience with the Cisco ASA. There is no substitute for real-world experi-
ence; it is much easier to understand the commands and concepts when you can actually
work with a live ASA device.

Cisco.com provides a wealth of information about the ASA and its software and features.
No single source can adequately prepare you for the FIREWALL exam unless you already
have extensive experience with Cisco products and a background in networking or net-
work security. At a minimum, you will want to use this book combined with the Support
and Downloads site resources (wWww.cisco.com/cisco/web/support/index.html) to prepare
for the exam.

Assessing Exam Readiness

Exam candidates never know if they are adequately prepared for the exam until they have
completed about 30 percent of the questions. At that point, if you are not prepared, it is
too late. The best way to determine your readiness is to work through the “Do I Know
This Already?” quizzes at the beginning of each chapter, review the foundation and key
topics presented in each chapter, and review the command reference tables at the end of
each chapter. It is best to work your way through the entire book unless you can com-
plete each subject without having to do any research or look up any answers.
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Cisco Security Specialist in the Real World

Cisco has one of the most recognized names on the Internet. Cisco Certified Security
Specialists can bring quite a bit of knowledge to the table because of their deep under-
standing of the relationship between networking and network security. This is why the
Cisco certification carries such high respect in the marketplace. Cisco certifications
demonstrate to potential employers and contract holders a certain professionalism,
expertise, and dedication required to complete a difficult goal. If Cisco certifications
were easy to obtain, everyone would have them.

Exam Registration

The FIREWALL exam is a computer-based exam, with around 60 to 70 multiple choice,
fill-in-the-blank, list-in-order, and simulation-based questions. You can take the exam at
any Pearson VUE (www.pearsonvue.com) testing center. According to Cisco, the exam
should last about 90 minutes. Be aware that when you register for the exam, you might be
told to allow a certain amount of time to take the exam that is longer than the testing
time indicated by the testing software when you begin. This discrepancy is because the
testing center will want you to allow for some time to get settled and take the tutorial
about the test engine.

Book Content Updates

Because Cisco occasionally updates exam topics without notice, Cisco Press might post
additional preparatory content on the web page associated with this book at
http://www.ciscopress.com/title/9781587142710. It is a good idea to check the website a
few weeks before taking your exam to review any updated content that might be posted
online. We also recommend that you periodically check back to this page on the Cisco
Press website to view any errata or supporting book files that may be available.

Premium Edition eBook and Practice Test

This Cert Guide contains a special offer for a 70% discount off the companion CCNP
Security FIREWALL 642-618 Official Cert Guide Premium Edition eBook and Practice
Test. The Premium Edition combines an eBook version of the text with an enhanced
Pearson IT Certification Practice Test. By purchasing the Premium Edition, you get
access to two eBook versions of the text: a PDF version and an EPUB version for reading
on your tablet, eReader, or mobile device. You also get an enhanced practice test that
contains an additional two full practice tests of unique questions. In addition, all the prac-
tice test questions are linked to the PDF eBook, allowing you to get more detailed feed-
back on each question instantly. To take advantage of this offer, you will need the coupon
code included on the paper in the CD sleeve. Just follow the purchasing instructions that
accompany the code to download and start using your Premium Edition today!
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This chapter covers the following topics:

m  Firewall Overview: This section provides an
overview of protecting networks by establishing secu-
rity domains and positioning firewalls to protect them.

m Firewall Techniques: This section describes vari-
ous firewall and network security methods.

m Cisco ASA Features: This section covers the long
list of security features that a Cisco ASA can provide.

m  Selecting a Cisco ASA Model: This section pres-
ents an overview and specifications of each ASA
model so that the appropriate device can be selected.

m Selecting ASA Licenses: Once an ASA model is
selected to secure a network, it must be licensed to
perform everything that is required. This section ex-
plains the variety of feature licenses and how to se-
lect them, based on the ASA model.




CHAPTER 1

Cisco ASA Adaptive Security
Appliance Overview

The Cisco Adaptive Security Appliance (ASA) is a versatile device that is used to secure a
network. This chapter explains the concepts behind firewalls and other security tools, as
they apply to the Cisco ASA. In addition, this chapter covers how to select an ASA
model, the appropriate ASA features, and the correct ASA licenses based on high-level de-
sign requirements.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 1-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers
in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes.”

Table 1-1  “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Firewall Overview 1-2
Firewall Techniques 3-5

Cisco ASA Features 6-8
Selecting a Cisco ASA Model 9-11
Selecting ASA Licenses 12

Caution: The goal of self-assessment is to gauge your mastery of the topics in this chap-
ter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark that question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might pro-
vide you with a false sense of security.
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1. Which of the following are recommended tasks for making a security domain secure?
(Choose all that apply.)

a.

=0 00T

Place a router at the boundary of trusted and untrusted areas of the network,
and then place a firewall inside the trusted area.

Place a firewall at the boundary of trusted and untrusted areas of the network.
Make the firewall the only path into and out of the security domain.

Make the firewall the only path into and out of the untrusted domain.

Harden the firewall against attacks.

Force protected traffic through the firewall and bypass other traffic around it.

2. Which one of the following is considered to be the most secure?

a.

d.

Logically separating a network with a firewall.
Physically separating a network with a firewall.

Putting the trusted and untrusted areas on different VLANs that are connected
to a firewall over a trunk link.

None of these answers are correct.

3. Consider the following list of rules, and then choose the answer that best describes it.

10
20

Permit all HTTP traffic
Permit all SMTP traffic to host 10.10.1.10
Permit all DNS queries
Deny everything
Reactive access control
Permissive access control
Restrictive access control

Protective access control

4. Which one of the following techniques would be the best choice for filtering HTTP
(TCP port 80) sessions?

o a0 g P

Stateless packet filtering

Stateful packet filtering

Stateful packet filtering with application inspection and control
Network intrusion protection system

Network behavior analysis

5. Which of the following is not typically used for a restrictive approach to traffic
filtering?

o oo g ®

Stateless packet filtering

Stateful packet filtering

Stateful packet filtering with AIC
Network IPS

Network behavior analysis
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6. A company wants to join its network with another business partner, but wants to place
a firewall between the two. Users within the company’s home network should appear
to use the business partner’s IP address space when they access the partner’s servers.
Which of the following Cisco ASA features should be used to meet this requirement?

a. Stateful packet filtering
b. NAT

c. IPS

d. AIC

e. NBA

7. A business has been the target of several attacks recently, where its network was
scanned or probed to find unsuspecting victims. Which Cisco ASA feature should
you leverage to detect and prevent further attacks?

Remote Access VPNs
b. Virtualization
c. Traffic policing
d. Botnet Traffic Filtering

e. Threat detection

8. A company wants to begin using a firewall to protect its network, but it doesn’t want
to disrupt its operations with any IP address reconfiguration. In fact, it doesn’t want
to change the IP addresses on any of its existing network devices when the firewall is
installed. Which Cisco ASA feature could you use to meet this requirement?

a. NAT

b. Virtualization

c. IProuting

d. Transparent firewall mode
e. AIC

9. A medium-sized business would like to implement a firewall where it borders the
public Internet. The business also plans to add intrusion prevention at the border.
Assuming the business’s Internet bandwidth will not exceed 350 Mbps, which of
the following ASA models in combination with an integrated IPS module should
you select?

a. ASA 5505 with an AIP-SSC-5

ASA 5510 with an AIP-SSM-10

ASA 5520 with an AIP-SSM-20

ASA 5550 with an AIP-SSM-40

Any of the combinations in these answers will work.

o a0 @
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10. Which one of the following represents a typical environment or application for an

11.

12.

ASA 5550?

a. A remote office

b. A teleworker’s home

c. A data center requiring 10-Gbps throughput

d. A large enterprise requiring 5-Gbps throughput
e. A large enterprise requiring 1-Gbps throughput

Assuming the correct license has been purchased and activated, which of the follow-
ing ASA models can support 50 virtual firewalls or security contexts? (Choose all
that apply.)

ASA 5510

ASA 5520

ASA 5540

ASA 5550

ASA 5580

ASA 5585-X

9o Qoo g P

Which one of the following functions requires the purchase of an additional feature
license for a Cisco ASA 55207

Strong encryption

Botnet Traffic Filtering

DHCP server

Threat protection

o oo g ®

Stateful packet filtering with AIC
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Foundation Topics

To preserve the integrity and stability of resources on a network, they must be protected
from things that can’t always be trusted or controlled. Rather than begin with a list of pos-
sible network attacks, exploits, and vulnerabilities, this chapter presents an overview of a
firewall, its features, and how it fits into various scenarios to protect a network. Individual
security threats are described throughout this book as the appropriate firewall features to
protect against those threats are introduced.

Firewall Overview

RS

Network security engineers must protect valuable resources within a network. For exam-
ple, corporate data might be confidential or critical to the operation of a business or to
offering patient care, in which case it must be kept from prying eyes and protected from
tampering. Similarly, the computers in a network might need to be protected from outside
interference so that they are kept stable and in good working order.

To protect these resources, the network must somehow be divided into trusted and -
untrusted parts. The trusted portions of the network are known as security domains; { Key

everything inside the security domain is protected from everything outside the domain.
As a simple example, a small company decides to protect itself from the public Internet.

The security domain forms where the company’s network meets the Internet, and every-
thing inside the company network resides within a secure boundary. Figure 1-1 illustrates

this scenario.

. Trusted ‘,~" Untrusted

Figure 1-1 A Simple Security Domain

The most common and effective way to implement a security domain is to place a firewall
at the boundary between the trusted and untrusted parts of a network. By definition, a
firewall is a device that enforces an access control policy between two or more security
domains. Firewalls have interfaces that connect into the network. In order for a firewall to
do its job, all traffic that crosses a security domain boundary must pass through the fire-
wall. In effect, a firewall becomes the only pathway or “chokepoint” to get in or out of the
security domain.

7
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For the simple network shown in Figure 1-1, a firewall would sit on the trust boundary
and become the only path between Company A’s internal trusted network and the un-
trusted public Internet, as shown in Figure 1-2. Although Figure 1-2 shows the addition of
the firewall, several things must happen before the firewall can make the security domain
truly secure:

m  The firewall must be the only path into and out of the secured network. No other
paths around the firewall or “backdoors” into the network behind the firewall can ex-
ist. The firewall can enforce security policies on only the traffic that passes through
it, not around or behind it.

m  The firewall itself must be hardened or made resistant to attack or compromise. Oth-
erwise, malicious users on the untrusted side might take control of the firewall and
alter its security policies.

Sometimes, a single security domain with a single firewall isn’t enough. Suppose Com-
pany A wants to secure itself from the public Internet, but it also has a data center that
needs to be even more secure. Company A trusts its employees to perform their job func-
tions, but it can’t risk letting anyone access its mission critical resources in an improper
way or disrupt any services in its data center. Therefore, Company A decides to make a
second security domain around the data center, as shown in Figure 1-3.

Company A

“..  Trusted " Untrusted

Figure 1-2 Implementing a Security Domain with a Firewall

Company A

. Trusted - Untrusted

-
.. .-

Figure 1-3 Multiple Security Domains and Firewalls
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Each security domain is implemented with a firewall at its border. On the inside of the se-
curity domain or firewall, trusted resources exist; on the outside are untrusted things. This
trust relationship is only locally significant, however. Consider the data center boundary
firewall in Figure 1-3. The users just outside the data center are untrusted (at least from the
perspective of that firewall), but they are still trusted from the perspective of the Internet
boundary firewall. Each firewall has its own set of security policies and its own concept
of a trust boundary.

Now consider a different scenario. Company A is surrounded by a security domain at the
Internet boundary. It wants to allow its internal, trusted users to connect to resources out
on the public Internet through the Internet firewall. Company A also has some web servers
that it wants to have face the public so that untrusted Internet users can interact with the
business.

If the web servers are located somewhere inside the security domain, then untrusted users
would be granted access into the trusted environment. That isn’t necessarily bad, except
that malicious users might be able to attack or compromise one of the web servers. Be-
cause the web server is already a trusted resource, the malicious users might then use that
server to attack other trusted resources.

A better solution is to put the web servers into a security domain of their own, somewhere
between the trusted internal network and the untrusted Internet. This is commonly called
a demilitarized zone (DMZ). Figure 1-4 shows one solution that leverages the Internet
firewall. With the addition of a third interface, the firewall can act as the boundary be-
tween a trusted domain, an untrusted public network, and a new “somewhat trusted” do-
main full of web servers.

Company A

1
\}

Internet

Figure 1-4 Using a Single Firewall to Form Multiple Security Domains

Whenever a firewall is used to form a security domain boundary, it must somehow sepa-
rate the network into distinct parts. This can be done in one of two ways: physical separa-
tion or logical separation.

Physical separation requires that each physical firewall interface must be connected into a
distinct network infrastructure. This usually requires additional hardware and additional
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cost. For example, Figure 1-5 shows how a firewall physically separates a network into
two distinct pieces, with each firewall interface connecting into a different switch. Physi-
cal separation provides the utmost security because traffic cannot pass between security
domains without some sort of physical intervention—the firewall would have to be dis-
connected, cables rerouted, and so on.

Figure 1-5 Physical Separation of Security Domains

A firewall can also be positioned to offer logical separation. In this case, the security do-
mains exist on the same physical network infrastructure, but are separated logically into
different virrual local area networks (VLAN), virtual storage area networks (VSAN), or
Multiprotocol Label Switching Virtual Private Networks (MPLS VPN). In Figure 1-6, a
firewall forms a boundary between two security domains that are carried over two sepa-
rate VLANSs.

.....
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Figure 1-6 Logical Separation of Security Domains

While the firewall could use two physical interfaces to connect to the two VLANS, the
VLANS could just as easily be carried over a single trunk link or one physical firewall in-
terface. Logical networks are cost effective and can be flexible and complex. This makes
logical separation less secure than physical separation, simply because a firewall might be
bypassed or breached through a misconfiguration or failure of a logical network compo-
nent or through an exploit of the logical separation itself.
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Firewall Techniques

In its most basic form, a firewall strives to isolate its interfaces from each other and to
carefully control how packets are forwarded from one interface to another. A firewall can
enforce access control across a security boundary based on layers in the Open Systems
Interconnection (OSI) model.

For example, a firewall performing network layer access control can make decisions
based on Layers 2 through 4, or the data link, network, and transport layers. Such a fire-
wall might control whether IP traffic can pass through, whether hosts on one side can
open UDP or TCP connections to resources on the other side, and so on.

Firewalls that perform application layer access control enforce security policies at Lay-
ers 5 through 7, or the session, presentation, and application layers. Such a firewall can
control what users do within applications that pass data from one side to another. For ex-
ample, an application layer firewall might verify that a user’s web browsing sessions are
conforming to the industry standard protocols, or that a user’s email or file transfers do
not contain viruses or confidential material.

A firewall can take one of the following approaches to its access control:

11

m Permissive access control: All traffic is allowed to pass through unless it is explic- Topic

itly blocked. )

m Restrictive access control: No traffic is allowed to pass through unless it is explic-
itly allowed.

Permissive access control is also known as a reactive approach because it can react or
block traffic only after potentially threatening things are identified and rules are put in
place. Otherwise, everything else is allowed to pass through. Permissive rules are usually
added to a firewall by intrusion prevention systems (IPS) and antivirus systems, which are
tools that react to things that are detected on the network in real time.

Restrictive access control is also known as a proactive approach. Every acceptable type
of traffic is identified ahead of time and entered into the firewall rules so that it may pass
without further intervention. Any other traffic, whether it is malicious, undesirable, or just
unidentified, is blocked by default. This is the same approach that is used by Cisco 10S ac-
cess lists—traffic rules are processed in sequential order but always end with an implicit
“deny all” rule.

A firewall can use its access control approach to evaluate and filter traffic based on the
methods and techniques described in the following sections.

Stateless Packet Filtering

Some firewalls examine traffic based solely on values found in a packet’s header at the net-
work or transport layer. Decisions to forward or block a packet are made on each packet
independently. Therefore, the firewall has no concept of a connection state; it knows only
whether each packet conforms to the security policies.

Stateless packet filtering is performed by using a statically configured set of firewall rules.
Even if a connection involves dynamic negotiation of further sessions and protocol port
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numbers, the stateless firewall is unaware. Stateless packet filters can be characterized by
the attributes listed in Table 1-2.

Table 1-2 Characteristics of a Stateless Packet Filter

Feature Limitation

Statically configured rules, usually for a re- Effective filtering is limited by human rule
strictive approach configuration

Effective for Layer 3 address, protocol, or No tracking of dynamically negotiated ses-
Layer 4 port number filtering sions or changing port numbers

Efficient and cost-effective Relatively easy to exploit

Stateful Packet Filtering

Stateful packet filtering (SPF) requires that a firewall keep track of individual connections
or sessions as packets are encountered. The firewall must maintain a state table for each
active connection that is permitted, to verify that the pair of hosts is following an ex-
pected behavior as they communicate. As well, the firewall must inspect traffic at Layer 4
so that any new sessions that are negotiated as part of an existing connection can be vali-
dated and tracked. Tracking the negotiated sessions requires some limited inspection of
the application layer protocol.

Stateful packet filters can be characterized by the attributes listed in Table 1-3.

Table 1-3 Characteristics of a Stateful Packet Filter

Feature Limitation

Reliable filtering of traffic at Layers 3 and 4; typically used fora  No visibility into Layers 5
restrictive approach through 7

Simple configuration; less reliance on human knowledge of —
protocols

High performance No protocol verification

Stateful Packet Filtering with Application Inspection and Control

To move beyond stateful packet filtering, firewalls must add additional analysis at the ap-
plication layer. Inspection engines in the firewall reassemble UDP and TCP sessions and
look inside the application layer protocols that are passing through. Application inspec-
tion and control (AIC) filtering, also known as deep packet inspection (DPI), can be
performed based on the application protocol header and its contents, allowing greater visi-
bility into a user’s activity.

AIC comes at a price, as a firewall needs more processing power and more memory to be
able to inspect and validate application sessions and they unfold.

SPF with AIC can be characterized by the attributes listed in Table 1-4.
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Table 1-4 Characteristics of Stateful Packet Filtering with Application Inspection and
Control

Feature Limitation

Reliable filtering of Layers 3 through 7; typically used Limited buffering for thorough ap-
for a restrictive approach plication analysis

Simple configuration; less reliance on human knowledge = —
of protocols

Medium performance AIC requires greater processing
power

Network Intrusion Prevention System

A network intrusion prevention system (NIPS) examines and analyzes network traffic
and compares it to a database of known malicious activity. The database contains a large
number of signatures or patterns that describe specific known attacks or exploits. As new
attacks are discovered, new signatures are added to the database.

In some cases, NIPS devices can detect malicious activity from single packets or atomic
attacks. In other cases, groups or streams of packets must be collected, reassembled, and
examined. A NIPS can also detect malicious activity based on packet and session rates,
such as a denial-of-service TCP SYN flood, that differ significantly from normal activity
on the network.

A network IPS usually operates with a permissive approach, where traffic is allowed to cross
security domains unless something suspicious is detected. Once that occurs, the NIPS can
generate firewall rules dynamically to block or reset malicious packets or connections.

A NIPS can be characterized by the attributes listed in Table 1-5.

Table 1-5 Characteristics of a Network Intrusion Prevention System

Feature Limitation

A rich signature database of attack pat- Limited buffering for thorough application
terns, covering Layers 3 through 7 analysis

Usually used in a permissive approach Requires inline operation or partnership with a

firewall to react to detected threats; cannot usu-
ally detect attacks that are new or not previously
known

Medium performance Requires periodic tuning to manage false positive
and false negative threat detection

13
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Network Behavior Analysis

Network behavior analysis (NBA) systems examine network traffic over time to build sta-
tistical models of normal, baseline activity. This isn’t a simple bandwidth or utilization av-
erage; rather, the models consider things like traffic volume, traffic rates, connection rates,
and types of application protocols that are normally used. An NBA system continually
examines traffic and refines its models automatically, although human intervention is
needed to tune the results.

Once the models are built, an NBA system can trigger on any activity that it considers to
be an anomaly or that falls outside the normal conditions. In fact, NBA systems are often
called anomaly-based network IPSs. Even when malicious activity involves a previously
unknown scheme, an NBA system can often detect it if it involves traffic patterns or vol-
umes that fall outside the norm. An NBA system can be characterized by the attributes
listed in Table 1-6.

Table 1-6 Characteristics of a Network Bebavior Analysis System

Feature Limitation

Examines inline network traffic or offline traffic Human intervention is required for
data to build profiles or models of normal network model tuning.

activity

Can detect previously unknown attacks Generates false positives if legitimate

traffic appears to be an anomaly.

Uses a restrictive approach, detecting or blocking —
everything that is not known good activity

Application Layer Gateway (Proxy)

An application layer gateway (ALG) or proxy is a device that acts as a gateway or interme-
diary between clients and servers. A client must send its application layer requests to the
proxy, in place of any destination servers. The proxy masquerades as the client and relays
the client’s requests on to the actual servers. Once the servers answer the requests, the
proxy evaluates the content and decides what to do with them.

Because a proxy operates on application requests, it can filter traffic based on the IP ad-
dresses involved, the type of application request, and the content of any data that is re-
turned from the server.

Proxies can perform detailed and thorough analysis of client-server connections. Traffic
can be validated against protocol standards at Layers 3 through 7, and the results can be
normalized or made to conform to the standards, as needed. An ALG or proxy can be
characterized by the attributes listed in Table 1-7.
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Table 1-7 Characteristics of an Application Layer Gateway (Proxy)

Feature Limitation

Protocol analysis and normalization Not available for all protocols or applications.
Deep and thorough content analysis Analysis might take too long for real-time traffic.
Access control over Layers 3 through 7 —

Can be permissive or restrictive Can require configuration on the clients.

Cisco ASA Features

The Cisco ASA is the focus of the FIREWALL exam. Is the ASA a firewall? Yes. Is it more
than a firewall? Yes! The Cisco ASA platform has the capability to perform any of the fire-

wall

techniques described in the previous sections.

Even further, the ASA has many features that go beyond the basic firewall techniques, giv-
ing it great versatility. A summary of the ASA features is presented in the following sec-
tions. You should become familiar with these features, as you will need to be able to select
the appropriate ASA features and technologies on the exam, given some high-level design
criteria:

Stateful packet filtering engine: The SPF engine tracks connections and their
states, performing TCP normalization and conformity checks, as well as dynamic ses-
sion negotiation. Chapter 9, “Inspecting Traffic,” covers the SPF engine in more detail.

Application inspection and control: The AIC function analyzes application layer
protocols to track their state and to make sure they conform to protocol standards.
Chapter 9 covers the AIC functionality in more detail.

User-based access control: The ASA can perform inline user authentication fol-
lowed by Cut-through Proxy, which controls the access that specific users are al-
lowed to have. Once a user is authenticated, Cut-through Proxy also accelerates
inspection of a user’s traffic flows. Chapter 10, “Using Proxy Services to Control Ac-
cess,” covers these functions in more detail.

Session auditing: Accounting records can be generated for user-based sessions, as
well as for application layer connections and sessions. Chapter 6, “Recording ASA Ac-
tivity,” covers session auditing in more detail. Session auditing can be used to gener-
ate audit trails, traffic accounting, and incident investigation.

Security Services Modules: The ASA platform supports several Security Services
Modules (SSM) that contain specialized hardware to offload processor-intensive se-
curity functions. An ASA can contain one SSM, offloading either IPS or content se-
curity services. Chapter 15, “Integrating ASA Service Modules,” covers SSMs in
more detail.

Reputation-based Botnet Traffic Filtering: An ASA can detect and filter traffic
involved with botnet activity on infected hosts. The Botnet Traffic Filter database

= .
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used to detect botnet threats is periodically updated by Cisco. Chapter 9 covers Bot-
net Traffic Filtering in more detail.

m Category-based URL filtering: An ASA can leverage an external URL filtering
server to enforce acceptable use policies and control user access to various types of
web services.

m  Cryptographic Unified Communications (UC) proxy: When Cisco Unified Com-
munications traffic must pass through an ASA, the ASA can be configured as an au-
thorized UC proxy. The ASA can then terminate and relay cryptographically
protected UC sessions between clients and servers.

m Denial-of-service prevention: An ASA can leverage traffic-control features like
protocol normalization, traffic policing, and connection rate controls to minimize
the effects of denial-of-service (DoS) attacks. Chapter 9 covers DoS prevention in
more detail.

m  Traffic correlation: The threat detection feature examines and correlates traffic
from many different connections and sessions to detect and block anomalies stem-
ming from network attacks and reconnaissance activity. Chapter 9 covers threat de-
tection in more detail.

m  Remote access VPNs: An ASA can support secure VPN connections from trusted
users located somewhere on an untrusted network. Clientless SSL VPNs can be used
to offer a secure web portal for limited remote access to users, without requiring
VPN client software. For complete secure network access, full tunneling of all user
traffic is supported with either SSL VPNs or IPsec VPNs, which require VPN client
software. Remote access VPNs are covered in the CCNP Security VPN 642-648
Official Cert Guide.

m  Site-to-site VPNs: An ASA can support IPsec VPN connections between sites or
enterprises. Site-to-site or LAN-to-LAN VPN connections are usually built between
firewalls or routers at each location. Site-to-site VPNs are covered in the CCNP
Security VPN 642-648 Official Cert Guide.

m High availability failover clustering: Two identical ASA devices can be configured
to operate as a failover pair, making the ASA security functions redundant in case of
a hardware failure. Chapter 14, “Deploying High Availability Features,” covers
failover clustering in more detail.

m  Redundant interfaces: To increase availability within a single ASA, interfaces can
be configured as redundant pairs so that one is always active, while the other takes
over after an interface hardware failure. Redundant interfaces are covered in Chapter 3,
“Configuring ASA Interfaces,” and can be used in conjunction with failover clustering.

m EtherChannel: Multiple ASA interfaces can be aggregated or bundled together as a
single logical interface. By connecting an EtherChannel between an ASA and a
switch, you can scale the bandwidth and offer additional redundancy. EtherChannels
are covered in Chapter 3.
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Traffic and policy virtualization: An ASA can be configured to operate multiple
virtual instances or security contexts, each acting as an independent firewall. Each
virtual context has its own set of logical interfaces, security policies, and administra-
tive control. Chapter 13, “Creating Virtual Firewalls on the ASA,” covers virtual secu-
rity contexts in more detail.

Rich IP routing functionality: An ASA can forward traffic onto the local networks
connected to each of its interfaces without any additional IP routing information. It
can also be configured to use static routes or a dynamic routing protocol such as
RIPv1, RIPv2, EIGRP, and OSPF to make more complex routing decisions. Chapter 4,
“Configuring IP Connectivity,” covers IP routing in more detail.

Powerful Network Address Translation (NAT): As an ASA inspects and forwards
packets, it can apply a rich set of NAT functions to alter source and destination ad-
dresses. Chapter 7, “Using Address Translation,” covers NAT in more detail.

Transparent (bridged) operation: An ASA can be configured to operate as a trans-
parent firewall, effectively becoming a secure bridge between its interfaces. Transpar-
ent firewall mode allows an ASA to be wedged into an existing network without
requiring any readdressing of the network. Chapter 12, “Using Transparent Firewall
Mode,” covers transparent firewall mode in more detail.

Integrated DHCP, DDNS, and PPPoE: An ASA can be configured to act as a
DHCP client or a PPP over Ethernet (PPPoE) client to obtain a dynamic IP address for
its interfaces from the network, and as a Dynamic DNS (DDNS) client to record infor-
mation for hostname-to-address resolution. As well, an ASA can act as a DHCP server
to offer IP addressing services to other hosts on the network. Chapter 4 covers most
of these features.

IPv6 support: An ASA can be configured to operate natively in an IPv6 network.

IP multicast support: An ASA can leverage the Internet Group Management Proto-
col (IGMP) and the Protocol Independent Multicast (PIM) protocol to participate in
handling IP multicast traffic.

Management control and protocols: An ASA supports several different methods
of management control, including a console port, Telnet, Secure Shell (SSH), Secure
HTTP (HTTPS), and Simple Network Management Protocol (SNMP; Versions 1, 2c,
and 3). A dedicated out-of-band management port is also available. An ASA can send
event notifications using SNMP traps, NetFlow, and syslog. Chapter 5, “Managing a
Cisco ASA,” covers management control in more detail.

Simple software management: An ASA supports a local file system and remote
file transfers for software upgrades. Software upgrades can be performed manually,
automatically, or in a zero-downtime fashion on a failover cluster of ASAs. Chapter
13 covers software management in more detail.

Configuration flexibility and scalability: Security policies and rules can be con-
figured using reusable objects. Through the Modular Policy Framework (MPF), secu-
rity features can be configured and applied in a flexible and versatile manner.

17
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Chapter 8, “Controlling Access Through the ASA,” and Chapter 9 cover these fea-
tures in more detail.

m Cisco Security Management Suite: Multiple ASAs can be managed from the
Cisco Security Management Suite for ease of administration.

Selecting a Cisco ASA Model

The Cisco ASA family consists of seven different models. In the FIREWALL exam, you
will probably have to select an appropriate ASA model based on some high-level design
criteria. How can you learn all of the specifications about every model? Fortunately, the
model numbers can be used as a crude guide because they increase as the firewall capabil-
ities or capacities increase.

The following sections briefly describe each of the ASA models, presented in order of in-
creasing performance. The ASA features are consistent across the entire platform range,
with some models limited only by feature licensing. Therefore, when you need to select an
ASA model for a given scenario, your decision will most often hinge on the type of envi-
ronment and the performance that is required.

ASA 5505

The ASA 5505 is the smallest model in the ASA lineup, in both physical size and perform-
ance. It is designed for small offices and home offices (SOHO). For a larger enterprise, the
ASA 5505 is frequently used to support teleworkers in remote locations. Figure 1-7 shows
front and rear views of the ASA 5505.
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PoE Ports 67 FastEthernet Ports 0-5

Figure 1-7 ASA 5505 Front and Rear Views
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There are eight FastEthernet ports on the ASA 5505, all connected to an internal switch.
Two of the ports are capable of offering Power over Ethernet (PoE) to attached devices.
(The ASA itself cannot be powered by PoE.) By default, all eight ports are connected to
the same VLAN in the switch, allowing connected devices to communicate with each
other at Layer 2 directly.

The switch ports can be broken up into multiple VLANSs to support different areas or
functions within a small office. The ASA connects to each VLAN through individual logi-
cal interfaces. Any traffic crossing between VLANs must pass through the ASA and its se-
curity policies.

The ASA 5505 has one Security Services Card (SSC) slot that can accept an optional AIP-
SSC-5 IPS module. With the module installed, the ASA can augment its security features
with network IPS functions.

ASA 5510, 5520, and 5540

The ASA 5510, 5520, and 5540 models all use a common chassis and have identical front
panel indicators and hardware connections. Figure 1-8 shows front and rear views of the
common platform.

Out-of-Band Management 10/100 Console

'. - i
] i :
GO L7 CSC0ASA e i

Security Services Module Slot ~ 10/100/1000 Ports 0-3 Aux

Figure 1-8 ASA 5510, 5520, and 5540 Front and Rear Views

The models differ in their security performance ratings, however. The ASA 5510 is de-
signed for small to medium businesses (SMB) and remote offices for larger enterprises.
The ASA 5520 is appropriate for medium-sized enterprises, while the ASA 5540 is more
suited for medium- and large-sized enterprises and service provider networks.

The ASA 5520 and 5540 models has four 10/100/1000 Ethernet ports that can be used to
connect into the network infrastructure. The four ports are dedicated firewall interfaces
and are not connected to each other. An ASA 5510 can use all four Ethernet ports in
FastEthernet (10/100) mode by default. If a Security Plus license is purchased and acti-
vated, two of the ports can operate as Gigabit Ethernet (10/100/1000) and two as FastEth-
ernet. A fifth management Ethernet interface is also available.
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The ASA 5510, 5520, and 5540 chassis have one SSM slot that can be populated with one
of the following:

m  Four-port Gigabit Ethernet SSM: This module adds four additional physical fire-
wall interfaces, as either 10/100/1000 RJ45 or small form-factor pluggable (SFP)-
based ports.

m Advanced Inspection and Prevention (AIP) SSM: This module adds inline net-
work IPS capabilities to the ASA’s security suite.

m  Content Security and Control (CSC) SSM: This module adds comprehensive con-
tent control and antivirus services to the ASA’s security suite.
Each of the SSMs is described in more detail in the section, “Security Services Modules.”

The ASA 5510, 5520, and 5540 models have one AUX port that can be used for out-of-
band management through an asynchronous serial connection or a modem. It also has one
FastEthernet port that is designated for management traffic but can be reconfigured for
normal data traffic if needed.

ASA 5550

The ASA 5550 is designed to support large enterprises and service provider networks.
Figure 1-9 shows both front and rear views. Notice that the ASA 5550 looks identical to
the ASA 5510, 5520, and 5540 models. The most noticeable difference is that the ASA
5550 has one fixed four-port Gigabit Ethernet (4GE-SSM) module in the SSM slot, which
cannot be removed or changed.

Fixed SSM Slot
4GE-SSM Bus 0 Out-of-Band Management 10/100 Console

Four SFP Ports Four 10/100/1000 Aux
Four 10/100/1000 RJ-45 Ports Bus 1
RJ-45 Ports

Figure 1-9 ASA 5550 Front and Rear Views

The ASA 5550 architecture features two groups of physical interfaces that connect to two
separate internal buses. The interface groups are referred to as slot 0 and slot 1, correspon-
ding to bus 0 and bus 1. Slot 0 consists of four built-in copper Gigabit Ethernet ports.
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Slot 1 consists of four built-in copper and four built-in SFP Gigabit Ethernet ports, though
only four of the eight ports can be used at any time.

The ASA 5550 offers high performance for demanding environments. To maximize the
firewall throughput, the bulk of the traffic should go from the switch ports on bus 0 to the
switch ports on bus 1. The ASA can forward traffic much more efficiently from bus to bus
than it can if traffic stays within a single bus.

ASA 5580

The ASA 5580 is a high-performing model in the family and is designed for large enter-
prises, data centers, and large service providers. It can support up to 24 Gigabit Ethernet
interfaces or up to 12 10Gigabit Ethernet interfaces. It is one of two models that has a
chassis larger than one standard rack unit (RU).

Note: As of February 10, 2011, the ASA 5580 reached end-of-life status. In all likelihood,
although it still exists as a product at press time, the FIREWALL course and exam will no
longer cover the model.

The ASA 5580, shown in Figure 1-10, comes in two performance models: the ASA 5580-
20 (5-Gbps throughput) and the ASA 5580-40 (10-Gbps throughput). The chassis includes
two built-in 10/100/1000 Gigabit Ethernet ports, which are normally used for out-of-band
management traffic. The system also uses dual redundant power supplies.

Power Slupplies

T
Reserved Slot 9  Six PCI Express Console
Expansion Slots Two 10/100/1000
Reserved Slots 1, 2 RJ-45 Ports

Figure 1-10 ASA 5580 Front and Rear Views
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The ASA 5580 chassis has a total of nine PCI Express expansion slots. Slot 1 is reserved
for a cryptographic accelerator module, to support high-performance VPN operations.
Slots 2 and 9 are reserved for future use, leaving six slots available for the following net-
work interface cards:

m  4-port 10/100/1000BASE-T copper Gigabit Ethernet interfaces
m  4-port 1000BASE-SX fiber-optic Gigabit Ethernet interfaces
m  2-port 10GBASE-SR 10Gigabit Ethernet fiber-optic interfaces

The ASA 5580 architecture has two I/O bridges that provide connectivity to the expan-
sion slots, as shown in Figure 1-10. Unlike the ASA 5550, maximum throughput on the
ASA 5580 is achieved when traffic flows stay wirhin a single I/O bridge. The interfaces in
slots 7 and 8 are all connected to I/O bridge 1, while the interfaces in slots 3, 4, 5, and 6
are connected to I/O bridge 2.

Any 10Gigabit Ethernet interfaces should be installed in slots 5, 7, or 8, which are high-
capacity PCle-x8 slots.

Security Services Modules

Many of the ASA models can accept one Security Services Module (SSM). The SSM con-
tains dedicated hardware that can offload specialized or processor-intensive functions.
Cisco offers the Advanced Inspection and Prevention (AIP) SSM, the Content Security
and Control (CSC) SSM, and the 4-port Gigabit Ethernet (4GE) SSM, which are shown in
Figure 1-11 and described in the following sections.

Cisco ASA AIP-SSM or Cisco ASA 4GE-SSM
Cisco ASA CSC-SSM

Figure 1-11 Cisco ASA AIP-SSM, CSC-SSM, and 4GE-SSM

Note: The AIP-SSM and the CSC-SSM use identical hardware form factors, but run
entirely different software.

Advanced Inspection and Prevention (AIP) SSM

The AIP-SSM runs the Cisco IPS Software image and performs network intrusion preven-
tion functions in conjunction with the ASA. The ASA can put the AIP-SSM inline, where
traffic is internally redirected to the module for inspection and handling before it is
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forwarded. Otherwise, the AIP-SSM can operate in promiscuous mode, where the ASA
copies traffic to the module as it is being forwarded.

To be effective as a network IPS, the AIP-SSM must update its IPS signature database in a
timely fashion. Signature updates are available only by subscribing to the Cisco Services
for IPS service. The signature database is maintained and updated by Cisco Security
Intelligence Operations (SIO) and contains well over 25,000 threat signatures. As new
threats are discovered and identified, new signatures are added to the database, which
must be downloaded into the ATP-SSM.

The AIP-SSM is available in several models, as listed in Table 1-8. The models are numbered
sequentially, in order of increasing performance. Notice that not all models can work in
every ASA platform. Higher-performing ASA models require higher-performing AIP-
SSMs. Also notice that the ASA 5550 and 5580 models cannot accept an AIP-SSM at all.

Table 1-8 AIP-SSM Models

AIP SSM Model ASA 5505 ASA 5510 ASA 5520 ASA 5540
AIP-SSC-5 75 Mbps

AIP-SSM-10 150 Mbps 225 Mbps

AIP-SSM-20 300 Mbps 375 Mbps 500 Mbps
AIP-SSM-40 450 Mbps 650 Mbps

Content Security and Control (CSC) SSM

The CSC-SSM performs comprehensive antivirus, antispyware, antispam, antiphishing,
file blocking, URL blocking and filtering, and content filtering in conjunction with the
ASA. The ASA internally redirects traffic through the CSC-SSM, which runs the Trend
Micro InterScan for Cisco CSC-SSM software image. Because so many of the CSC-SSM’s
functions mitigate such a wide range of malware approaches, it is commonly referred to as
the “Anti-X” module. HTTP, FTP, SMTP, and POP3 traffic are protected by the CSC-SSM.

For the CSC-SSM to be effective, it must stay updated with the latest content security in-
formation from Trend Micro. This is done automatically but requires a subscription serv-
ice license from Cisco.

The CSC-SSM is available in two models, as listed in Table 1-9. The CSC-SSM-10 can sup-
port up to 50 users by default but can be expanded to 500 users through the purchase of
additional licenses. The CSC-SSM-20 begins with 500 users and can be expanded to 1000
users with additional licenses.

Table 1-9 CSC-SSM Models
CSC-SSM Model ASA 5505 ASA5510 ASA 5520 ASA 5540

CSC-SSM-10 Up to 500 users  Up to 500 users

CSC-SSM-20 Up to 1000 users  Up to 1000 users  Up to 1000 users
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Both models come with a standard license that includes the antivirus, antispyware, and
file-blocking features. If a Security Plus license is purchased, the CSC-SSM can also per-
form antispam, antiphishing, URL blocking/filtering, and content control.

4-port Gigabit Ethernet (4GE) SSM
The 4GE-SSM provides four additional Gigabit Ethernet ports to an ASA 5510, 5520, or

5540 model. Although the module has four copper 10/100/1000 RJ-45 ports and four SFP
fiber-optic ports, only four ports of any type can be used at any time.

ASA 5585-X

The ASA 5585-X is the highest-performing model in the family and is designed for large
enterprises and mission critical data centers. It has a 2-RU two-slot chassis and dual redun-
dant power supplies, as shown in Figure 1-12. Each slot can accept a Security Services
Processor (SSP).

Power Supplies
|

Four 10Gbps Six 10/100/1000 SSP Slot 0
SFP+ Ports RJ-45 Ports Console

Two 10/100/1000
Management RJ-45 Ports

Figure 1-12 ASA 5585-X Front and Rear Views

The ASA 5585-X comes in four performance models, depending on which one of the fol-
lowing SSPs is installed with the firewall/VPN SSP: the SSP-10 (3-Gbps throughput), the
SSP-20 (7-Gbps throughput), the SSP-40 (12-Gbps throughput), and the SSP-60 (20-Gbps
throughput). Depending on the model, the firewall/ VPN SSP can offer up to four 10-Gbps
Ethernet, six 10/100/1000, and two 10/100/1000 management interfaces, as shown in
Figure 1-12.
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The ASA 5585-X can also provide high-performance IPS operation in four performance
models, through the addition of one of the following IPS SSPs in the upper slot (slot 1):
m  IPS SSP-10 (2-Gbps throughput)
m  IPS SSP-20 (3-Gbps throughput)
m  IPS SSP-40 (5-Gbps throughput)
m  IPS SSP-60 (10-Gbps throughput)

Figure 1-13 shows an ASA 5585-X with a firewall/VPN SSP installed in slot 0 and an IPS
SSP in slot 1. The firewall/VPN SSP is always in control of and passes traffic to and from
the IPS SSP. Notice that the two SSPs look identical, although they perform totally differ-
ent functions. When an IPS SSP is added to a chassis, it also brings up to four 10-Gbps
Ethernet and six 10/100/1000 additional interfaces that are controlled by the
firewall/VPN SSP.

Firewall/lVPN SSP

Figure 1-13 ASA5585-X Populated with a Firewall/VPN and IPS SSPs

Note: The ASA 5585-X requires Cisco ASA software 8.2(3) or later. However, if an IPS
SSP is installed, the ASA must run release 8.4(2) or later and Cisco IPS 7.1(1)E4 or later.

ASA Performance Breakdown

Sometimes, you will need to select an ASA model based on sheer performance ratings. For
example, the exam might ask you to choose an appropriate ASA model based on the rela-
tive size of an organization or on the expected traffic or connection loads. You can use
Table 1-10 and Table 1-11 to study how each ASA model relates to the type of environ-
ment or application it can typically support. The table also lists the throughput for band-
width, connections, and packet handling.
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Table 1-10 Traffic Performance of ASA Models

5505 5510 5520 5540 5550 5580-20 5580-40
Typical ~ Small Smallto  Medium Mediumto Largeen- Large Large
applica- office, medium sized en- large enter- terprise, enterprise,  enterprise,
tion home busi- terprise  prises service data data
office,  nesses, provider center, center,
tele- remote service service
worker  offices provider provider
Firewall 150 300 450 500-650 1-1.2 5-10 10-20
through- Mbps Mbps Mbps Mbps Gbps Gbps Gbps
put
Connec- 4000 9000 12,000 25,000 36,000 90,000 150,000
tions per
second
Packets 85,000 190,000 320,000 500,000 600,000 25M 4 M
per sec-
ond (64-
byte)
Maxi- 10,000/2 50,000/13 280,000 400,000 650,000 1M 2M
mum 5,000! 0,000"
connec-
tions
' ASA 5505, 5510: Base license/Security Plus license
Table 1-11  Traffic Performance of ASA 5585-X Models
5585-X 5585-X 5585-X 5585-X
SSP-10 SSP-20 SSP-40 SSP-60
Typical applica- Mission-critical ~Mission-critical ~Mission-critical Mission-critical
tion data centers data centers data centers data centers
Firewall through- 3 Gbps 7 Gbps 12 Gbps 20 Gbps
put
Connections per 65,000 140,000 240,000 350,000
second
Packets per 1.5M 32M 6 M 10.5 M
second (64 byte)
Maximum 1M 2M 4 M 10 M

connections




Chapter 1: Cisco ASA Adaptive Security Appliance Overview 27

You should also be familiar with the number of interfaces that each ASA model can sup-
port. Table 1-12 and Table 1-13 list each ASA model along with the default number of
physical interfaces that are installed, the maximum number of physical interfaces sup-
ported, and the number of VLANS or logical interfaces supported.

Table 1-12 Interfaces Supported by ASA Models

5505 5510 5520 5540 5550 5580-20 5580-40
Defaultin- 8 FE S5FEor2GE+ 4GE+ 4GE+ 8GE 2GE 2 GE
terfaces switch(2 3 FE 1FE 1FE
PoE)
Maximum 8 FE 4GE+5FEor 8GE+ 8GE+ 8GE+ 24 GEor 24 GE or
interfaces  switch (2 6 GE + 3 FE 1FE 1FE 1FE 1210GE 12 10 GE
PoE)
VLANs 3/20" 50/100* 150 200 250 250 250
' ASA 5505, 5510: Base license/Security Plus license
Table 1-13 Interfaces Supported by ASA 5585-X Models
5585-X 5585-X 5585-X 5585-X
SSP-10 SSP-20 SSP-40 SSP-60
Default interfaces 8GE+210GE 8GE+210GE 6GE +410GE 6 GE + 4 10 GE

Maximum interfaces 16 GE +4 10 GE 16 GE +4 10 GE 12 GE + 8 10 GE

12 GE+8 10 GE

VLANSs 1024 1024 1024

1024

Except for the ASA 5505, all other models can support virtual firewalls, also called secu-
rity contexts. Each virtual firewall can operate independently, sharing processor, memory,

and interface resources from the hardware platform. The number of supported virtual fire-

walls is listed in Table 1-14 and Table 1-15.

Table 1-14  Virtual Firewalls and High Availability Supported by ASA Models

5505' 5510’ 5520 5540 5550 5580- 5580-
20 40
Virtual firewalls 0/0 0/5 20 50 50 50 50
(security contexts)’
High availability® —/State- —/A/A  A/A A/A A/A A/A A/A
lessA/S and A/S and and and and and
A/S A/S A/S A/S A/S

' ASA 5505, 5510: Base license/Security Plus license.

> All models include two security contexts by default, except the ASA 5505 and ASA

5510 Base, which include none.

* A/S = Active/Standby, A/A = Active/Active.
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Table 1-15  Virtual Firewalls and High Availability Supported by ASA 5585-X Models

5585-X 5585-X 5585-X 5585-X
SSP-10 SSP-20 SSP-40 SSP-60
Virtual firewalls (security contexts)' 100 250 250 250
High availability” A/A and A/A and A/A and A/A and
A/S A/S A/S A/S

' All models include two security contexts by default, except the ASA 5505 and ASA
5510 Base, which include none.

> A/S = Active/Standby, A/A = Active/Active.

ASA devices can also be configured to offer high availability by operating as clusters or
failover pairs. The high availability mode varies depending upon the model and the in-
stalled license. In Table 1-14 and Table 1-15, the mode is shown to be Active/Standby
(A/S), where one ASA actively protects a network while the other ASA sits idle in standby
mode, or Active/Active (A/A), where both ASAs in a pair can actively participate in net-
work protection.

Although the FIREWALL course and exam do not cover VPN topics in detail, you should
still be familiar with the VPN capabilities of the ASA product family. Table 1-16 and
Table 1-17 list the VPN throughput and maximum session ratings for each ASA model.
VPN performance becomes important when an ASA must also support secure access
for remote users and remote sites. By selecting the appropriate ASA model, you can
make sure that the number of VPN users and the bandwidth they require are
supported.

Table 1-16 VPN Performance by ASA Model

5505 5510 5520 5540 5550 5580- 5580-
20 40

Max VPN through- 100 170 225 325 425 1 Gbps 1 Gbps

put Mbps Mbps  Mbps Mbps  Mbps

Max IPsec VPN ses- 10/25' 250 750 5000 5000 10,000 10,000
sions

Max SSL VPN ses- 25 250 750 5000 5000 10,000 10,000
sions

' ASA 5505: Base license/Security Plus license.
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Table 1-17 VPN Performance by ASA 5585-X Model

5585-X 5585-X 5585-X 5585-X

SSP-10 SSP-20 SSP-40 SSP-60
Max VPN throughput 1 Gbps 2 Gbps 3 Gbps 5 Gbps
Max IPsec VPN sessions 5000 10,000 10,000 10,000
Max SSL VPN sessions 5000 10,000 10,000 10,000

Selecting ASA Licenses

The Cisco ASA has a long list of security features (some common and some not so com-
mon) such that no one size fits all. To tailor an ASA to a specific environment or applica-
tion, features and capabilities are unlocked through an aggregated licensing scheme based
on the ASA’s serial number. Each ASA model comes with a Base license that opens up a
basic set of features. If additional capabilities are required, additional licenses must be
purchased and their license activation keys must be entered into the ASA’s permanent
memory. These licenses are considered to be permanent licenses because they are applied
to the ASA on a permanent basis.

Suppose you want to try out an ASA feature or capability without a commitment to
purchase the license just yet. Cisco also offers temporary time-based licenses so that
you can evaluate a feature or upgrade a capability until a permanent license can be pur-
chased. Most of the time-based licensees are valid for a time limit from 1 to 52 weeks.
Once they are requested from Cisco, time-based license activation keys can be entered
into the ASA.

For ASAs running Cisco ASA Software Release 8.0(4) or later, time-based licenses can
be aggregated or used in conjunction with permanent licenses. Until a time-based li-
cense expires, the permanent and time-based licenses are combined. With features like
Unified Communications Proxy and Multiple Security Contexts, the permanent and
time-based licenses are added together. With most other features, the higher value of
the two licenses is used. In contrast, Releases 8.0(3) or earlier consider time-based li-
censes to override any permanent licenses for a given feature. Beginning with Release
8.3, you can install multiple time-based license keys so that you can evaluate several
features.

When two ASAs are configured as a failover pair for high availability, the licenses between
the two units must be compatible. Prior to Cisco ASA Software Release 8.3(1), both ASAs
must have identical licenses installed. Beginning with Release 8.3(1), the two units can
have disparate licensing. For feature licenses that involve a numerical limit, the sum of li-
cense on the two failover units is used. For feature licenses that are either enabled or dis-
abled, the feature is enabled if the license is found on either ASA. If a time-based license
is installed on either unit, the duration found on each unit is combined for a total license
duration.
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ASA licenses are broken up into the following categories:

Base license: The default set of features.

Platform-specific licenses: The ASA 5505 and 5510 are unique because they offer
a Base license that can be upgraded to a Security Plus license. On the ASA 5505, the
Security Plus license increases the maximum number of connections, VPN sessions,

and VLANS, and it unlocks stateless firewall high availability. On the ASA 5510, Se-
curity Plus increases the maximum number of connections, physical interfaces,
VLANS, and virtual firewalls, and it unlocks VPN load balancing and full high avail-
ability support. The specific differences between the Base and Security Plus licenses
are shown in Tables 1-10, 1-12, 1-14, and 1-16.

The ASA 5505 also keeps track of the number of concurrent active hosts or IP ad-
dresses on its inside network interface. The ASA can be purchased with an initial li-
cense of 10, 50, or an unlimited number of internal users. The number of internal
users can also be upgraded to a total of 10, 50, or an unlimited number at a later time.

m Feature licenses: The features listed in Table 1-18 can be licensed individually.

Table 1-18 ASA Aggregated Feature Licenses

Feature License

Description

Botnet Traffic Filter Enables Botnet Traffic Filtering

Strong Encryption Enables 3DES and AES encryption algorithms for VPN sessions
(free license)

GTP/GPRS Inspection ~ Enables GPRS Tunneling Protocol inspection (ASA 5520 and
higher)

Cisco IME Enables the Intercompany Media Engine functionality

AnyConnect Essentials

Enables the maximum number of AnyConnect SSL VPN clients
only

AnyConnect Premium

Enables the maximum number of AnyConnect SSL VPN clients,
clientless SSL VPN, and Cisco Secure Desktop features

AnyConnect for

Enables AnyConnect client access for Windows Mobile touch

Mobile screen devices (also requires AnyConnect Essentials or Premium
license)

Advanced Endpoint Enables enhanced host scanning with Cisco Secure Desktop and

Assessment AnyConnect SSL VPN clients

VPN Shared Licensing ~ Enables a license with a large number of SSL VPN sessions to be
shared among several ASAs

FIPS Validation Enables Cisco AnyConnect SSL VPN client version 2.4 users for

License federal agencies requiring Federal Information Processing Standard

(FIPS) 140-2 compliance




Chapter 1: Cisco ASA Adaptive Security Appliance Overview 31

m Virtualization licenses: By default, every ASA (except the 5505 and 5510 Base li-
censes) comes with two virtual firewalls or security contexts. The number of con-
texts can be increased by purchasing either an initial feature license of 5, 10, 20, 50,
or 100 contexts or a feature upgrade license to go from 5 to 10, 10 to 20, 20 to 50, or
100 to 250 contexts. The maximum number of contexts is limited by the ASA model.

m Per-user cryptographic UC proxy licenses: An ASA can extend Unified Com-
munications (UC) services to remote users on the outside of a network through the
cryptographic UC proxy features. Each remote user can be supported by any or all
of the following proxy functions: ASA Phone Proxy, ASA Mobility Proxy, ASA Pres-
ence Federation Proxy, and ASA TLS Proxy.

By default, each ASA model comes with two user UC proxy licenses. UC proxy func-
tions can be increased by purchasing an initial license of 24, 50, 100, 250, 500, 750,
1000, 2000, 5000, or 10,000 users, depending on the ASA model being used. As well,
the number of users can be increased by purchasing an upgrade license to go from
the initial number of users to the next increment of users.

m  Per-user Premium SSL VPN licenses: An ASA can support remote access to
users over SSL VPN connections. By default, every ASA comes with a license that al-
lows two Cisco AnyConnect SSL VPN users to connect. Premium SSL VPN includes
support for users who have the Cisco AnyConnect client software installed, clientless
SSL VPN users, and the Cisco Secure Desktop protected environment.

The number of AnyConnect users can be increased by purchasing an initial license of 10,
25,50, 100, 250, 500, 750, 1000, 2500, 5000, or 10,000 users, depending on the ASA
model being used. The number of VPN users can also be increased by purchasing an up-
grade license to go from the initial number of users to the next increment of users.

ASA Memory Requirements

All ASA models ship with a default amount of DRAM installed, which is based on the fea-
ture set and the newest code image that are available at that time. As more features and
functions are added into the code image, the ASA needs more memory resources at its
disposal.

Cisco ASA Software Release 8.3 added many new features over previous releases. As a re-
sult, Cisco increased the minimum amount of DRAM required to run the image, as shown
in Table 1-19. ASAs shipped with Release 8.3 or newer have the appropriate amount of
memory installed; however, many ASA models that were put into service before Release
8.3 do not have the minimum memory to run 8.3 or newer. Cisco offers memory upgrades
to bring such models into alignment with the newer code images.
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Table 1-19 ASA Memory Requirements

ASA Model Minimum DRAM Minimum DRAM
Required Required
Prior to 8.3 8.3 and Later

5505 256 MB 256 MB

5505 Unlimited User and Security 256 MB 512 MB

Plus

5510 256 MB 1GB

5520 512 MB 2 GB

5540 1GB 2 GB

5550 4GB 4GB

5580-20 8 GB 8 GB

5580-40 12 GB 12 GB

5585-X SSP-10 N/A 6 GB

5585-X SSP-20 N/A 12 GB

5585-X SSP-40 N/A 12 GB

5585-X SSP-60 N/A 24 GB
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Exam Preparation Tasks

As mentioned in the section, “How to Use This Book,” in the “Introduction,” you have a

couple of choices for exam preparation: the exercises here, Chapter 17, “Final Prepara-

tion,” and the exam simulation questions on the CD-ROM.
Review All Key Topics

Review the most important topics in this chapter, noted with the Key Topic icon in the

outer margin of the page. Table 1-20 lists a reference of these key topics and the page

number on which each is found.
Table 1-20 Key Topics for Chapter 1 S

{ Key
Key Topic Description Page Topic
Element Number )
Paragraph Explains security domains 7
List Lists the two approaches to firewall access control 11
Paragraph Explains stateful packet filtering with application inspection 12
and control

List List of the major Cisco ASA features and technologies 15
Tables 1-10 and  List of ASA models and their performance characteristics 26
1-11

Tables 1-12 and  List of ASA models and the number of supported interfaces 27
1-13

Tables 1-14 and  List of ASA models and their virtual firewall and high avail- 27-28
1-15 ability support

List Explains the types of Cisco ASA licenses 30

Define Key Terms
Define the following key terms from this chapter and check your answers in the glossary:

firewall, security domain, demilitarized zone (DMZ), network layer access control, appli-
cation layer access control, permissive access control, restrictive access control, stateless
packet filtering, stateful packet filtering (SPF), application inspection and control (AIC) fil-
tering, deep packet inspection (DPI), network intrusion prevention system (NIPS), net-
work behavior analysis (NBA) system, application layer gateway (ALG), security context



This chapter covers the following topics:

m  Using the CLI: This section describes the Cisco
ASA command-line interface (CLI) and how you can
use it to configure and display information about an
ASA device.

m  Using Cisco ASDM: This section describes the
Adaptive Security Device Manager (ASDM) and how
you can enter an initial ASA configuration to use it.

m  Understanding the Factory Default Configura-
tion: Every Cisco ASA comes with a factory default
or preinstalled initial configuration. This section ex-
plains the initial configuration and how it bootstraps
an ASA so that you can connect and make configura-
tion changes.

m  Working with Configuration Files: This section
describes the startup and running configurations
that an ASA uses as it boots and runs.

m  Working with the ASA File System: This section
covers the nonvolatile flash file system that an ASA
uses to store configuration files, image files, and
other types of files.

m  Reloading an ASA: This section describes the ASA
bootup sequence, how you can make an ASA reload,
and how you can upgrade the operating system im-
age during a reload.




CHAPTER 2

Working with a Cisco ASA

A Cisco Adaptive Security Appliance (ASA), like any other networking device, offers sev-
eral ways for an administrative user to connect to and interact with it. The command-line
interface (CLI) is an important part of that process. As you work with an ASA, you also
need to understand its configuration files, file systems, and how to reboot or reload it
when necessary.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 2-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers
in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes.”

Table 2-1  “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Using the CLI 1-3
Understanding the Factory Default Configuration 4-5
Working with Configuration Files 6-8
Working with the ASA File System 9-11
Reloading an ASA 12

Caution: The goal of self-assessment is to gauge your mastery of the topics in this chap-
ter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark that question as wrong for purposes of the self-assessment. Giving your-
self credit for an answer you correctly guess skews your self-assessment results and might
provide you with a false sense of security.
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1. Which of the following are modes that an ASA can offer through the CLI? (Choose

all that apply.)
Configuration mode

b. Privileged EXEC mode

c. Service mode

d. User EXEC mode

e. Specific configuration mode

f. ROMMON mode

d. Routed mode

2. Which keyboard key can be used to autocomplete a command in the ASA CLI?

Space

b. ESC

c. ?

d. Tab

e. *

3. You want to display an ASA’s running configuration to find any occurrence of the
deny keyword, but the output is so large that it scrolls by too fast on your terminal em-
ulator. Which one of the following commands can help you pinpoint the information?

show running-config deny
show running-config | begin deny
show running-config | include deny

show running-config > grep deny

o a0 g P

show running-config all

4. An ASA is booted up with its initial factory default configuration. You connect a PC
to the appropriate Ethernet interface on the ASA so that you can use a web browser
to open an ASDM session. Which IP address should you use for the ASA in your web

browser?

a. 10.0.01

b. 10111

c. 192168.01
d. 19216811
e. 1111

5. Which one of the following commands should you use to force an ASA to return to
its initial factory default configuration?

a. write erase
copy factory-config startup-config
configure factory-default

clear configure default

o a0 @

reload /default
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6. After making some configuration changes to an ASA, you would like to save the

changes permanently. Which one of the following commands should you use?

save all
copy start run
copy startup-config

reload /save

o oo g ®

copy run start

. Suppose you decide to use a new startup configuration file called new-startup.cfg on
an ASA. Based on the following commands and console output, which startup config-
uration will the ASA use after it is reloaded?

ciscoasa# copy run disk@:/new-startup.cfg

ciscoasa# config term

ciscoasa(config)# boot config disk@:/new-startup.cfg

ciscoasa(config)# exit

ciscoasa#

ciscoasa# show bootvar

BOOT variable = disk@:/asa823-k8.bin

Current BOOT variable =

CONFIG_FILE variable =

Current CONFIG FILE variable = disk@:/new-startup.cfg

ciscoasa# reload

The initial factory default configuration.

The original startup configuration.

The new diskO:/new-startup.cfg file.

The disk0:/asa823-k8.bin file.

None; the ASA will boot into ROMMON mode.

® o0 g P

The original startup-configuration will be used because the running configuration
has not yet been saved. If the running configuration had been saved, “CONFIG_FILE
variable” would be shown as “disk0:/new-startup.cfg.”

. Suppose you enter the write erase command on a functioning ASA. What should
you do before the next time the ASA is reloaded?

a. Enter copy startup-config running-config.
b. Enter copy running-config startup-config.
c. Do nothing, because the ASA will be just fine.
d

Panic because the ASA just lost its running configuration.
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9.

10.

11.

Entering the command dir flash: will actually show the contents of which one of the
following file systems?

a. Running configuration
b. /

c. disk0:/

d. diskl:/

e.

All of the answers are correct.

A new startup configuration file has been saved on an ASA as disk0:/mystartup.cfg.
The boot config diskQ:/mystartup.cfg command has already been entered. Which of
the following commands can be used to view the contents of the new file? (Choose
all that apply.)

show diskO:/mystartup.cfg
show startup-config
show running-config

more diskO:/mystartup.cfg

o oo g ®

view diskO:/mystartup.cfg

An ASA is currently in production in your network. Suppose that you want it to be
running operating system release 8.4(8) to leverage some new features and bug fixes.
The 8.4(8) image file is located on a TFTP server. The following output is obtained
from the show version, show boot, and dir flash: commands:

ciscoasa# show version

Cisco Adaptive Security Appliance Software Version 8.4(2)

Device Manager Version 6.4(5)

Compiled on Fri 10-Jan-11 07:51 by builders
System image file is "disk0:/asa842-k8.bin"
Config file at boot was "startup-config"

ciscoasa up 2 days 6 hours

Hardware: ASA5510-K8, 256 MB RAM, CPU Pentium 4 Celeron 1599 MHz
Internal ATA Compact Flash, 256MB
BIOS Flash M50FW080 @ 0xffe00000, 1024KB

Encryption hardware device : Cisco ASA-55x0 on-board accelerator (revision 0x0)
Boot microcode : CN1000-MC-BOOT-2.00
SSL/IKE microcode: CNLite-MC-SSLm-PLUS-2.03
IPSec microcode : CNlite-MC-IPSECm-MAIN-2.04
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0: Ext: Ethernet0/0 1 address is 001a.a22d.1ddc, irq 9
1: Ext: Ethernet0/1 : address is 001a.a22d.1ddd, irq 9
[output truncated for brevity]

ciscoasa# show boot

BOOT variable =

Current BOOT variable =
CONFIG_FILE variable =

Current CONFIG_FILE variable =
ciscoasa#

ciscoasa# dir flash:

Directory of disk0:/

93 -rwx 14503836 14:46:38 Sep 17 2010 asdm-645.bin
94 -rwx 15243264 14:44:02 Sep 17 2010 asaB842-k8.bin
3 drwx 8192 14:04:34 Apr 27 2007 1log

13 drwx 8192 14:05:02 Apr 27 2007 crypto_archive
255426560 bytes total (225050624 bytes free)

ciscoasa#

Which one of the following answers reflects the most logical next step you should
take in the upgrade process?

Do nothing; the ASA is already running the upgraded image.

Enter the reload command.

Enter the boot system disk0:/asa848-k8.bin command.

Enter the copy tftp: disk0:/asa848-k8.bin command.

o0 T @

Enter the copy running-config startup-config command.

. Which one of the following commands can be used to show the operating system
version that is currently running on an ASA?

show image

show version

dir diskO:/

show system

o a0 g ®

show running-config | include image
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Foundation Topics

To work with a Cisco ASA, you need to be able to interact with it and perform some basic
maintenance procedures. This chapter covers the CLI, ASA configuration files, ASA file sys-
tems, and how to reload an ASA as part of the system maintenance or upgrade processes.

Using the CLI

Security professionals usually need to make changes to a firewall’s security policies and
its configuration. Other day-to-day tasks might include monitoring firewall activity and
troubleshooting how a firewall is handling the traffic that is passing through it. An ASA
offers the following ways for an administrative user to connect to and interact with it:

CLI by an asynchronous console connection
CLI by a Telnet session
CLI by Secure Shell (SSH) version 1.x or 2

Adaptive Security Device Manager (ASDM) through a web browser

In addition, before an ASA has fully booted up, it can provide a user interface to its ROM
monitor bootstrap code when the normal operating system is not yet running.

Only the CLI itself is covered in this chapter. The mechanisms to reach it (Telnet, SSH, and
ASDM) are covered in Chapter 5, “Managing a Cisco ASA.”

The CLI-based user interface of a Cisco Firewall consists of several modes, each providing
a different level of administrative capability and a different function:

User EXEC mode: By default, the initial access to an ASA places a user in user
EXEC mode and offers a limited set of commands. When you connect to the firewall,
a user EXEC level password is required. When you are in user EXEC mode, the ASA
always gives a prompt of this form:

ciscoasa>

Privileged EXEC mode: The privileged EXEC level offers complete access to all
firewall information, configuration editing, and debugging commands. Once you gain
access to user EXEC mode, you can use the enable command to enter the privileged
EXEC or “enable” mode. The ASA prompts for a password before granting access to
the privileged EXEC mode. To leave privileged EXEC mode, use the disable, quit, or
exit command. The syntax for entering privileged EXEC mode is as follows:
ciscoasa> enable

password: password

ciscoasa#

Notice that the ASA changes the command prompt to differentiate the privileged
EXEC and user EXEC modes. For privileged EXEC mode, a pound, or number, sign
(#) is added at the end of the prompt.
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m  Global configuration mode: From privileged EXEC mode, you can enter global
configuration mode. From this mode, you can issue firewall commands to configure
any feature that is available in the operating system. To leave configuration mode and
return to EXEC mode, enter exit or press Ctrl-Z. You can also use the exit command
to exit a submode and return to global configuration mode.

The syntax for entering global configuration mode is as follows:
ciscoasa# configure terminal
ciscoasa(config)#

Notice how the ASA added (config) to the prompt to indicate global configuration
mode.

m  Specific configuration mode: The ASA offers many specific configuration sub-
modes, much like Cisco IOS Software. More specific submodes are indicated by
adding a suffix after config in the command prompt. For example, interface configu-
ration mode is indicated by ciscoasa(config-if)#.

m  ROMMON mode: As an ASA is booting, it runs an initial firmware from its read-
only memory (ROM) that provides a limited interface that you can use to monitor the
ASA hardware (hence, the name ROM monitor ROMMON]).

From the CLIL you can enter commands and get helpful information about entering com-
mands. As well, you can filter the information that an ASA displays in a CLI session as a
result of a command. These mechanisms are discussed in the following sections.

Entering Commands

You can enable a feature or parameter by entering the command and its options into a CLI
session. To disable a command that is in effect, begin the command with the no keyword,
followed by the command. Be sure to include enough options to identify the command
uniquely as it exists in the ASA session or configuration. For example, the following con-
figuration commands enable and then disable the embedded HTTP server:

ciscoasa(config)# http server enable
ciscoasa(config)# no http server enable

You can see the configuration commands that are currently in effect by using one of the
following commands:

ciscoasa# write terminal
or
ciscoasa# show running-config [command]

Notice that an ASA allows you to specify a command keyword in the show running-
config command. If it is included, only the related configuration commands are shown,
rather than the entire configuration.
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Note: Some ASA configuration commands and their options are not shown if they use
their default values. To see every configuration command that is enabled or active, even if
it is a default, you can use the show running-config all [command] syntax.

The running configuration is covered in more detail in the section, “Working with Configu-
ration Files.”

Commands and their options can be abbreviated with as few letters as possible without
becoming ambiguous. For example, to enter configuration mode, the command configure
terminal would normally be used. In Example 2-1, the command configure is shortened to
co and the keyword terminal is shortened to just its first letter, t. Because there are other
possible commands that begin with the letters “co,” the command is flagged as ambigu-
ous. Adding one more letter, con, successfully identifies the right command, and configu-
ration mode is entered.

Example 2-1 Abbreviating an ASA Command

ciscoasa# co t

ERROR: % Ambiguous command: "co t"
ciscoasa#

ciscoasa# con t

ciscoasa(config)#

The ASA also offers a keyword-completion function. If you enter a shortened or trun-
cated keyword, you can press the Tab key to make the firewall complete the keyword for
you. Keyword completion can be useful when you are entering keywords that are long or
are hyphenated. For example, pressing the Tab key after entering show ru produces the
completed command show running-config:

Firewall# show ru<Tab>
Firewall# show running-config

This works only if the truncated keyword is unambiguous; otherwise, the firewall can’t
decide which one of several similar keywords you want. If you press Tab and the keyword
stays the same, you know you haven’t entered enough characters to make it unambiguous.

You can edit a command line as you enter it by using the left and right arrow keys to move
within the line. If you enter additional characters, the remainder of the line to the right is
spaced over. You can use the Backspace and Delete keys to make corrections.

Sometimes, the firewall might display an informational or error message while you are en-
tering a command. To see what you’ve entered so far, you can press Ctrl-1 (lowercase L) to
redisplay the line and continue editing.

For example, suppose you are trying to enter the hostname configuration command to
change the ASA’s hostname. Before you can enter the command, the ASA displays a log-
ging message that interrupts the command line, as shown in Example 2-2. Pressing Ctrl-1
displays the line again without all the clutter.
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Example 2-2 Redisplaying an Interrupted Command Line

ciscoasa# config t

ciscoasa(config)# hostndan 10 2012 09:21:08 %ASA-5-502103: User priv level
changed:

Uname: enable_15 From: 1 To: 15<Ctrl-1>
ciscoasa(config)# hostn

Command Help

An ASA offers context-based help within the command line, much like Cisco I0S Soft-
ware. Entering a question mark after a command keyword causes the ASA to list all the
possible keywords or options that can be used. If you enter a question mark alone on a
command line, the ASA will display all the available commands.

Suppose that you are interested in displaying the ASA’s ARP table, but you can’t remem-
ber the command syntax to use after the show command. Example 2-3 shows how the
context-based help can be used as an aid. Entering show ? displays all the possible key-
words that can go along with the show command. The show arp command appears to be
the one that you want in this case. From there, you might use another question mark to
find out what other possible parameters you can enter at the end of the show arp com-
mand. As shown in the example, show arp can be followed by the statistics keyword, a
pipe symbol (|), or the Enter key (<cr>).

Example 2-3 Using Context-Based Help

ciscoasa# show ?

aaa Show information for AAA runtime data

aaa-server Show aaa-server configuration information

access-list Show hit counters for access policies

activation-key Show activation-key

arp Show ARP table or ARP statistics

asdm Show Device Manager history, sessions or log

asp Show the current contents of selected memory in the
Accelerated Security Path

auto-update Show Auto Update

banner Show login/session banners

blocks Show system buffer utilization

[output truncated for brevity]

ciscoasa# show arp ?
statistics Show ARP statistics
| Output modifiers
<cr>

ciscoasa# show arp
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You can also end a partially completed command keyword with a question mark if you
don’t know the exact spelling or form to use. The ASA will display all possible keywords
that can be formed from the truncated word. For example, suppose you don’t remember
which commands can be used to configure access lists. In Example 2-4, entering access?
in configuration mode reveals two possible commands: access-group and access-list. No-
tice that the truncated command keyword is displayed again, ready to be completed with
more typing.

Example 2-4 Using Context-Based Help to List Possible Commands

ciscoasa(config)# access?
access-group access-list
ciscoasa(config)# access

If you enter a command but use the wrong syntax, you see the following error:
Type help or '?' for a list of available commands

An ASA will also display a carat (%) symbol below the command-line location to point out
the error. In Example 2-5, suppose you forget the correct command and enter the com-
mand config type rather than config term. The carat points to the keyword type, starting
at the y, where the syntax error begins.

Example 2-5 An ASA Pointing Out a Syntax Error

Firewall# config type
ERROR: % Invalid input detected at '~' marker.
Firewall#

You can also use the help [command| command to display some concise information
about how to use a command, a description of the command, and the command syntax.
Example 2-6 shows the help output generated from entering help passwd from within
configuration mode.

Example 2-6 Help Output Generated from the help passwd Command

ciscoasa(config)# help passwd
USAGE :
[no] password|passwd <password> encrypted
clear configure passwd
DESCRIPTION:
passwd Change Telnet console access password
SYNTAX:
<password> A password of up to 16 alphanumeric characters
Factory-default password is cisco
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encrypted Indicate the <password> entered is encrypted
see also: telnet
ciscoasa(config)#

Command History

An ASA keeps a history of the last 19 commands that were entered in each CLI session.
You can see the entire history list for your current session with the show history command.

You can use the command history to recall a previous command that you want to use
again. This can save you time in entering repetitive commands while allowing you to make
edits or changes after you recall them.

Each press of the up arrow key (c) or Ctrl-p recalls the next older or previous command.
Each press of the down arrow key (T) or Ctrl-n recalls the next most recent command.
When you reach either end of the history cache, the firewall displays a blank command line.

When commands are recalled from the history, they can be edited as if you just entered
them. You can use the left arrow key (d) or right arrow key (S) to move within the com-
mand line and begin typing to insert new characters. You can also use the Backspace or
Delete key to delete characters.

Note: The arrow keys require the use of an American National Standards Institute
(ANSI)-compatible terminal emulator, such as PuTTY. You can find PuTTY at www.chiark.
greenend.org.uk/~sgtatham/putty/download.html.

Searching and Filtering Command Output

A show command can generate a long output listing. If the listing contains more lines than
the terminal session can display (24 lines by default), the listing is displayed one screenful
at a time, with the following prompt at the bottom:

<---More --->

To see the next screen, press the spacebar. To advance one line, press the Enter key one
time. To exit to the command line, press the q key.

Sometimes, you might need to sift through a long output listing for some specific infor- P
mation. You can use a regular expression to match against lines of output. Regular expres- { Key
sions are made up of patterns—either simple text strings (such as permit or route) or
more complex matching patterns. Typically, regular expressions are regular text words

that offer a hint to a location in the output of a show command. You can use the following
command structure to perform a regular-expression search:

Firewall# show command ... |{begin|include|exclude|grep [-v]}
reg-expression

To search for a specific regular expression and start the output listing there, use the begin
keyword. This can be useful if your firewall has a large configuration. Rather than using
the spacebar to eventually find a certain configuration line, you can use begin to jump
right to the desired line.


www.chiark.greenend.org.uk/~sgtatham/putty/download.html
www.chiark.greenend.org.uk/~sgtatham/putty/download.html
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To display only the lines that include a regular expression, use the include (or grep) key-
word. To display all lines that don’t include a regular expression, use the exclude (or
grep-v) keyword.

A more complex regular expression can be made up of patterns and operators. Table 2-2
lists and defines the characters that can be used as operators.

Table 2-2 Regular Expression Operators

Character Description

Matches a single character.

Matches zero or more sequences of the preceding pattern.

Matches one or more sequences of the preceding pattern.

Matches zero or one occurrences of the preceding pattern.

Matches at the beginning of the string.

Matches at the end of the string.

Matches a comma, braces, parentheses, the beginning or end of a string, or a
space.

Defines a range of characters as a pattern.

Groups characters as a pattern. If used around a pattern, the pattern can be re-
called later in the expression using the backslash (\) and the pattern occurrence
number.

Example 2-7 shows how the command show log | include 302013 can be used to display
all the logging messages with message ID 302013 currently stored in the logging buffer.
Because message 302013 records TCP connections that are built in either the inbound or
outbound direction, you might decide to rework the regular expression to find more spe-
cific information. To display only the inbound TCP connections recorded, the regular ex-
pression could be changed to include 302013, any number of other characters (.*), and the
string “inbound,” as shown at the bottom of the example.

Example 2-7 Searching Through Command Output

ciscoasa# show logging| include 302013
302013: Built outbound TCP connection 1788652405 for outside:69.25.38.107/80

(69.25.38.107/80) to inside:10.1.198.156/1667 (207.246.96.46/52531)

302013: Built outbound TCP connection 1788652406 for outside:218.5.80.219/21

(218.5.80.219/21) to inside:10.1.100.61/3528 (207.246.96.46/52532)

[output truncated]

ciscoasa# show log| include 302013.*inbound
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302013: Built inbound TCP connection 1788639636 for outside:216.117.177.135/54780
(216.117.177.135/54780) to inside:10.1.3.16/25 (207.246.96.46/25)
ciscoasa#

You might also use a regular expression to display command output that contains IP ad-
dresses within a range. For example, the following command filters the output to contain
only IP addresses that begin with 10.10.5, 10.10.6, and 10.10.7:

ciscoasa# show log | include 10.10.[5-7].*

Terminal Screen Format

By default, all output from an ASA is displayed for a terminal session screen that is
80 characters wide by 24 lines long. To change the terminal screen width, use the follow-
ing configuration command:

ciscoasa(config)# terminal width characters

Here, characters is a value from 40 to 511. You can also specify 0, meaning the full
511-character width.

To change the screen length, or the number of lines displayed when paging through a large
amount of output, use the following configuration command:

ciscoasa(config)# pager [lines] number

Here, number can be any positive value starting at 1. The lines keyword is optional, where
the number of lines given is the same either with or without it.

You can also disable screen paging completely by using pager 0 or no pager. This action
might be useful if you are capturing a large configuration or logging message output with
a terminal emulator. With paging disabled, all of the output could scroll by and be cap-
tured into the emulator’s capture buffer. Otherwise, you would have to use the spacebar
to page through the output and then later remove all the <-- More --> prompts that were
captured.

Using Cisco ASDM

Cisco ASDM provides a GUI that you can use to administer, configure, and monitor an
ASA. Although ASDM does not use a regular web browser, it does use the HTTPS proto-
col to communicate with the ASA.

To access ASDM, you need a PC-based launcher utility. The launcher allows you to select
an ASA and enter administrator credentials. The launcher will then connect to the ASA,
download the ASDM application (if it has not already been installed on the PC), and auto-
matically launch it on the PC.
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Before you can use ASDM, you need to enter an initial “bootstrap” configuration in the
ASA using the following steps:

Step 1.

Step 2.

Step 3.

Step 4.

Copy an ASDM image file into ASA flash memory.

Use a file transfer method such as TFTP to copy an ASDM image file from
your PC to the ASA’s flash memory. Be aware that a specific ASDM image re-
lease might work with only a specific release of the ASA operating system.
You can verify that the ASDM image is ready to use by using the dir disk0:/
command to display the flash file system contents, as shown here:

ciscoasa# dir disk@:/

Directory of disk0:/

132 -rwx 17232256 18:37:02 Nov 02 2011 asdm-645.bin
131 -rwx 25159680 18:36:08 Nov 02 2011 asa842-k8.bin
3 drwx 8192 14:04:34 Apr 27 2007 1log

13 drwx 8192 14:05:02 Apr 27 2007 crypto_archive

255426560 bytes total (225050624 bytes free)
ciscoasa#

Specify the ASDM image file to use.

Use the asdm image configuration command to specify which ASDM image
file to use. For example, the following command tells the ASA to use ASDM
release 6.4(5), contained in file disk0:/asdm-645.bin:

ciscoasa(config)# asdm image disk@:/asdm-645.bin

Once the ASDM image file has been specified, you can use the show asdm
image command to display the file location and name.

Enable the HTTP server process.

Use the following command to enable the HTTP server on the ASA. Both
HTTP and HTTPS are supported, although ASDM uses only HTTPS.

ciscoasa(config)# http server enable
Specify IP addresses that are permitted to access ASDM.

Because ASDM uses the HTTP server process, you can enter the following
command to specify which IP addresses are permitted to access ASDM
through a specified interface:

ciscoasa(config)# http ip-address subnet-mask interface

For example, you can use the following commands to permit clients in the
192.168.100.0/24 subnet on the outside interface and 192.168.2.0/24 on the in-
side interface to access ASDM:

ciscoasa(config)# http 192.168.100.0 255.255.255.0 outside
ciscoasa(config)# http 192.168.2.0 255.255.255.0 inside

You can also use the http 0.0.0.0 0.0.0.0 outside command to permit ASDM
access to any host on the outside interface.

Next, you need to access ASDM for the first time. Open a web browser to the ASA inter-
face that you have configured to permit HTTP connections. In Figure 2-1, the web
browser has been opened to https://192.168.100.10—the outside interface of an ASA.


https://192.168.100.10
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Figure 2-1 Accessing ASDM

The initial ASDM page gives you the following three options:

m Install ASDM Launcher and Run ASDM: The Launcher and ASDM will run as na-
tive applications on the PC, without the need for a web browser.

B Run ASDM: You can run ASDM from within the web browser as a Java application.

®  Run Startup Wizard: ASDM will initiate a wizard to step you through the initial
ASA configuration, if you have not already done so.

The first option is the most common choice and needs to be done only once. After the
Launcher application is installed, you can run it directly to initiate an ASDM session.
Click the Install ASDM Launcher and Run ASDM button. You will be prompted for an
ASA username and password. The installer must authenticate with the ASA to download
the Launcher file. ASDM always needs “enable” or the highest available user access in or-
der to launch and run.

Next, the ASA prompts you to enter a location to store the downloaded Launcher installer,
as shown in Figure 2-2. Click Save File and browse to the desired location. Once the in-
staller file has been downloaded onto your PC, find the file and double-click it. The
Launcher application will install and run automatically.

Opening dm-launcher.msi x|

You have chosen to open

[FEJ dm-launcher.msi

whichis a: Windows Installer Package
from: https://192. 168, 100,10

Would you like to save this file?

Sa\rEFdel

Figure 2-2 Saving rhe ASDM Installer File
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Figure 2-3 shows the ASDM Launcher application. To connect to an ASA and begin an
ASDM session, enter the ASA’s IP address and administrator credentials. The IP address

will be cached and added to a list of possible ASAs so that you can choose from a list the
next time you run the Launcher.

= Gisco ASDM-IDM Launcher v1.5(50)

=1oix]
E Cisco ASDM-IDM Launcher .12
Device IP Address /Name: [192.168.100.10 =
Username: I
Password: Im
I~ Runin Demo Mode

[ |

@] w8

Figure 2-3 ASDM Launcher Application

Once the Launcher successfully connects to the ASA, the full-blown ASDM application
window appears. Figure 2-4 shows the initial ASDM Home view. By clicking the buttons
in the upper-left portion of the window, you can navigate through the following functions:

m  Home: Displays information about the ASA platform, VPN sessions, CPU and mem-

ory resource usage, interface status, and traffic bandwidth.
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Figure 2-4 ASDM Home View
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m  Configuration: Provides a hierarchy of ASA features and parameters that you config-
ure and verify.

m  Monitoring: Offers categories and lists of specific ASA parameters that you can
monitor or observe.

At any time, you can click the Save button to save the current running configuration to
the startup configuration, or click the Refresh button to load the current running configu-
ration into ASDM.

In Configuration view, which is shown in Figure 2-5, you can select any of the following

different feature categories in the lower-left area of the window:

m  Device Setup: Features such as interfaces, routing, device name, and system time
that are necessary for the ASA to operate

m  Firewall: Stateful inspection features needed to inspect traffic and secure a network

m  Remote Access VPN: Virtual private networks (VPN) used for remote clients to se-
curely connect to the ASA

m  Site-to-Site VPN: VPNs used for remote sites to securely connect to the ASA

m Device Management: Features such as management access, feature licensing, high
availability, logging, DNS, and DHCP services

After selecting a feature category, you can select a specific feature to configure from the
list in the middle-left portion of the ASDM window. You can then configure individual pa-
rameters that are shown in the main part of the window.

8 Cinco ASDH 6.3 for ASA - 193216810810
Fle Vew Took ‘Wowds Wides beb

Device List &84 mr‘m
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Figure 2-5 ASDM Configuration View
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As you make configuration changes in ASDM, be aware that the changes are not made to
the ASA dynamically. Instead, you must click the Apply button that is shown in Configu-
ration view to actually apply the ASDM changes to the ASA’s running configuration.

In Monitoring view, shown in Figure 2-6, you can select categories of ASA functions to
monitor. For example, you can select interface operation, VPN status, routing activity, de-
vice properties, and logging.
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Figure 2-6 ASDM Monitoring View

Understanding the Factory Default Configuration

When an ASA boots for the first time, it comes up running a factory default or initial con-
figuration. For the most part, the configuration is barebones, but provides enough func-
tionality so that someone can connect a PC to the ASA and configure it further.

The initial configuration brings up the following basic functions:

m  One interface is set aside as a protected “management” network, where a PC will be
connected.

m A DHCP server is enabled on the management network, to automatically provide an
IP address for the PC.

m  An HTTP server is enabled on the management network, to allow the PC to access se-
cure web-based ASDM sessions with the ASA via HTTPS over TCP port 443.

In the initial configuration, the management interface is always configured to use IP ad-
dress 192.168.1.1 and subnet mask 255.255.255.0. The DHCP server is configured to
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provide addresses from a range of 192.168.1.2 to 192.168.1.254. The HTTP server is config-
ured to allow ASDM sessions from devices on the 192.168.1.0/24 management network.

On ASA 5510 and higher platforms, the initial configuration always uses the Manage-
ment0/0 physical interface for the management network, as shown in the top portion of
Figure 2-7. The ASA 5505, however, doesn’t have a dedicated management interface. In-
stead, it uses VLAN 1 for the secure “inside” network, which is assigned to physical inter-
faces Ethernet0/1 through 0/7.

192.168.1.2-254 Managemento/o ~ ASA 5510

192.168.1.1/24 @l
f

ASA 5505
Ethernet0/0-7 _e— Ethernet0/0

(VLAN 1) I (VLAN 2)
ISP

--ﬁ
T T4
- T

192.168.1.2-254 VLAN 1:192.168.1.1/24
VLAN 2: DHCP from ISP

Figure 2-7 Using the ASA Factory Default Configuration

Because the ASA 5505 is usually installed in smaller environments, it often connects di-
rectly to an Internet service provider (ISP) through a broadband connection. The ASA
5505 default configuration provides basic connectivity from its inside network to the out-
side world, as shown in the bottom portion of Figure 2-7. The outside network must be
connected to physical interface Ethernet0/0, which is mapped to VLAN 2. The ASA is
configured to obtain an IP address for its outside interface automatically, through a DHCP
request. Then, any device that is connected to the inside network will have its IP address
translated as it passes through the ASA toward the outside world.

At any time in the future, you can force an ASA to return to its factory default configura-
tion by entering the configure factory-default command in configuration mode. Be aware
that this command immediately takes effect, with no further confirmation, as shown in
Example 2-8. If you are connected to the ASA remotely, through Telnet, SSH, or ASDM,
you will likely be cut off; instead, you should enter this command only while directly con-
nected to the ASA console port.

Example 2-8 Returning an ASA to the Factory Default Configuration

ciscoasa(config)# configure factory-default
Based on the management IP address and mask, the DHCP address
pool size is reduced to 253 from the platform limit 256
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WARNING: The boot system configuration will be cleared.

The first image found in disk@:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk@:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface management@/0

Executing command: nameif management

INFO: Security level for "management" set to @ by default.
Executing command: ip address 192.168.1.1 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 192.168.1.0 255.255.255.0 management
Executing command: dhcpd address 192.168.1.2-192.168.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed

ciscoasa(config)#

Working with Configuration Files

An ASA keeps a “startup” configuration file in flash memory. The configuration com-
mands in the startup configuration are not lost after a reload or power failure. As soon as
an ASA boots, the startup configuration commands are copied to the “running” configura-
tion file in RAM (volatile) memory. Any command that is entered or copied into the run-
ning configuration is also executed at that time.

You can see the contents of the startup configuration by entering the show startup-
config command, as demonstrated in Example 2-9. The first line denotes that the startup
configuration has been saved at least once in the ASA’s lifetime. The next line records a
timestamp that shows the last date and time that the running configuration has been saved
to the startup configuration. In addition, a user called enable 15 (someone in privileged
EXEC or enable mode) saved the configuration.

Example 2-9 Displaying the Startup Configuration Contents

ciscoasa# show startup-config
: Saved

: Written by enable_15 at 13:47:39.249 UTC Wed Nov 9 2011
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