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Foreword

Within a year of the infamous “Intrusion Detection is Dead” report by Gartner,
we started seeing intrusion prevention system (IPS) products actually working
in the real world. Security professionals will be approaching management for
funding in the next year or two to procure intrusion prevention devices, espe-
cially intelligent switches such as the 3Com (TippingPoint), as well as host-
based intrusion prevention solutions like Cisco Security Agent, Platform Logic,
Ozone or CrossTec. Both managers and security technologists face a pressing
need to get up-to-speed, and fast, on the commercial and open source intrusion
prevention solutions.

What you’ll find in the chapters to follow is the first book-length work that
specifically concentrates on the concept, implementation, and implications of
intrusion prevention and active response. The term IPS has been thrown around
with reckless abandon by the security community. Here, the author team works
to establish a common understanding and terminology, and compare the
approaches to intrusion prevention.

This book provides a survey of various intrusion prevention and active
response technologies for both networks (data link through application layer)
and individual hosts (kernel enforced system call interception, buffer overflow
prevention, and application shims). Readers are strongly encouraged to read the
cautionary chapter devoted to discussing the implications of false positives,
which carry much more damaging consequences for an IPS than for an IDS
(which is strictly passive). The ability of a network or system to temporarily
reconfigure itself in response to an “event” generated by some underlying
intrusion detection capability (on which IPS’s are fundamentally built) can
wreak havoc unless used for very limited and well-defined events. The authors
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Foreword

emphasize the need to treat intrusion prevention as one tool in the toolbox and
not as a magic technology that will save your organization from any threat.

Other important topics include various open source tools that ofter intrusion
prevention and/or active response capabilities, including Snort_inline, Mod-
security, LIDS, FWSnort, SnortSam, Bro, and more. There is a chapter devoted
exclusively to the concept of modifying application layer data by an inline
device, as implemented by the replace keyword in Snort_inline, and also in a
custom patch that has been developed for the Netfilter string match extension.

There are also a few examples of Metasploit; one example even includes a
custom exploit written for a custom server to assist in illustrating the effective-
ness of various host-level bufter overflow prevention technologies.

This book will provide you with the opportunity to grasp the neccessary
material on the various intrusion prevention and active response capabilities to
make informed decisions about which (if any) are applicable to your networks
and hosts.

[t will leave you with a healthy respect for the limitations of detecting intru-
sions in the first place, and why deploying an IPS can be risky. It can also help
you avoid fundamental architectural errors, such as placing a chokehold style IPS
in front of your firewall, or forgetting the importance of validating latency before
signing your check. An IPS that is properly configured and tested can provide an
awesome capability in some cases, such as a protection mechanism for legacy sys-
tems that simply cannot be patched, but are Internet facing.

—Stephen Northcutt

Director of Training and Certification
The SANS Institute

December 2004

www.syngress.com
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